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What is a design
pattern?

Default
[oggle is off

“Design patterns are
reusable/recurring

. . Active
components which designers
use to solve common
problems in user interface
design.”

Sources: https://www.interaction-design.org/literature/topics/ui-design-patterns;
https://www.checklist.design/elements/toggle



https://www.interaction-design.org/literature/topics/ui-design-patterns

What is a dark pattern?

DEFINITIONS ARE STILL IN FLUX . . .

“A user interface that has been
carefully crafted to trick users into
doing things...they are not mistakes,
they are carefully crafted with a solid
understanding of human psychology,
and they do not have the user’s
interests in mind.”

- Brignull, Dark Patterns.org

“Techniques used to manipulate users
to do things they would not otherwise
do.”

- Luguri & Strahilevitz 2021

Want 10% OFF
your first order?




What is a dark
pattern?

“Dark patterns are user interface
design choices that benefit an online
service by coercing, manipulating, or
deceiving users into making
unintended and potentially harmful
decisions.”

- Mathur, Mayer, & Kshirsagar 2021

Arunesh Mathur, Jonathan Mayer, and Mihir Kshirsagar in What Makes a Dark Pattern...Dark?: Design
Attributes, Normative Considerations, and Measurement Methods. Conference on Human Factors in
Computing Systems (CHI 21).

VAN

Cancel

I would like to discuss cancelling
my subscription.

We hope you've been enjoying our service
featuring 300+ channels, and would hate
to see you go. With a range of
subscription packages to choose from,
you can listen at a price that fits your
budget. Call 866-635-5020 M-F (8am -
8pm ET) or chat with an agent

Chat with an Agent

Chat Hours:
Monday - Friday: 8am — 11pm EST
Saturday - Sunday: 8am — 8pm EST




Dark Patterns in the CCPA &

CPRA

CCPA:

California Consumer Privacy Act
recently updated regulations: “A
business shall not use a method that
is designed with the purpose or has
the substantial effect of subverting
or impairing a consumer’s choice to
opt-out.”

CPRA:
The California Privacy Rights Act (CPRA) defines
dark patterns as: “[a] user interface designed or
manipulated with the substantial effect of
subverting or impairing user autonomy, decision-
making, or choice, as further defined by
regulation.”
Consent means any freely given, specific,
informed and unambiguous indication of the
consumer's wishes... “agreement obtained
through use of dark patterns does not
constitute consent.”




Moving away from “dark patterns”

CONSIDERING NEW TERMINOLOGY

» Concerns about clarity and unintended implications of use
of the term “dark”

* Proposed:

* Deceptive or unfair design practices
* Manipulative or deceptive design

* Issue: “dark patterns” currently written into law; conflict
with legal meanings of “deceptive,” etc.



Context: Where do we find
deceptive designs?

THREE PRIMARY CONTEXTS:

o e-Commerce/online shopping: loss of $S, price discrimination

o Disclosure/consent: loss of privacy, over-disclosure of personal

info

e Gaming/gambling: attention/addictive engagement/time

wasting

Typically found at decision points -- places where individuals make a
decision or execute an action & are susceptible to manipulation.
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Direction of shopping Fruit Juice Aisle ends
Stores encourage you to shop from right

[ ] [ ] The aisle where the fruit juice is located is often painted The end of the aisle - known in the industry
to left and for this reason they put more red. This is because the color red makes people feel as the ‘end cap’ - is prime in-store real estate
expensive items on the right hand side of warm and secure, so they stay longer. The fruit juice aisle

and big brands pay hundreds of thousands
the aisle, so you see them first. is also proven to be the place where customers take the of dollars to place their items there.
longest to make a purchase decision.

. . e — ‘ [ e
esign in the e caie » @, e

The meat counter’s 5 S et / When the store is busy, fast
background is usually a | § S .y = music is played to encourage
primary color. This ’{-i ;

# ; - } you to move quickly and
L makes the fresh meat ; 2 e [ - relieve congestion in the
I C W O r L visually stand out more. = g i ) 3 d 5 aisles and checkout area.
S a ° 3 NG

Checkout area
M||k eggs and bread - [ .' ; Empty surfaces here are kept

to @ minumum. This is to
make it more difficult for
shoppers to dump any
unwanted items when they
get to the checkout.

Everyday essentials are positioned
faraway from each other, so you have to
go around the whole store to get them -
this means you have more opportunities
to purchase non-essentials.

Sale signs
Fresh produce

Promotional offer signs S hoppl ng ca Ft
Food samples are often placed in

between discount items Bigger carts encourage you to
These can create a sense of obligation in and non-sale items. This

the customer. When something is given

This gives the store a feeling of freshness
that is more appealing to the shopper. It also
buy more. This is because makes you feel healthy when you start your
makes you associate full using a larger cart makes you shop by adding fresh items to your trolley,
away for free, most people feel a need to price items with feel like you are buying less, so you're more likely to ‘treat yourself by
reciprocate by buying the item. discounted ones. so you add more items. buying other items later as a reward.




Countering real
world persuasion

Berkeley passed an ordinance in 2020
requiring larger grocery stores to remove
unhealthy foods from checkouts.

- “Facilitates better choices for
consumers but does not limit what
they buy.”

- Concerns with kids @ checkouts

Source: https://www.berkeleyside.org/2020/09/23/berkeley-will-be-first-in-the-nation-to-ban-

candy-soda-at-checkout-aisles

Berkeley will be first in the nation to ban
candy, soda at checkout aisles

City Council passed an ordinance banning unhealthy food from
checkstands at large retailers. In March 2021, stores like Whole Foods and
Berkeley Bowl will have to replace chips and candy with healthier options.

UVEL@&?; = N & ]FE mnmr.l. :

Chocolate bars tempt shoppers checking out at Andronico’s on Solano Avenue. Photo: Ed

Berkeley’s City Council has passed an ordinance that will remove unhealthy food from
grocery store checkout aisles. The ordinance is the first of its kind in the U.S., supporters

said.



Types of Dark Patterns

SOURCE: DARK PATTERNS AT SCALE (MATHUR, ET AL.)
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Persuasion vs. Deception,
Coercion, & Manipulation

1. Deception: Planting of false beliefs (form of manipulation); FTC: “a
representation, omission, or practice is deceptive if it is likely to
mislead consumers acting reasonably under the circumstances”

2. Coercion: Coercion influences someone “by constraining their
options, such that their only rational course of action is the one the
coercer intends.”

3. Manipulation: Manipulation is hidden influence: “intentionally and
covertly influencing [one’s] decision-making, by targeting and
exploiting their decision-making vulnerabilities.”

Source: Susser, D. & Roessler, B. & Nissenbaum, H. (2019). Technology, Autonomy, and Manipulation. Internet Policy Review, 8(2).



Dark Patterns Tip Line.org

DARKPATTERNS TIPLINE SIGHTINGS ABOUT REPORT

DARK
PATTERNS
TIPLINE

Every day, we're exploited for profit through dark

CHECKOUT

Subtotal $22.10

. , . . Delivery fee $1.49
patterns: design tactics used in websites and apps to

persuade you into doing things you probably would

not do otherwise. Driver tip $5.92

We need to take a stand against dark patterns—and
you can help by reporting a dark pattern today. It
will help us fight back against companies using
manipulative dark patterns to take our private

information, money, and time. You deserve respect, Service fee

online and off. This 15% fee helps us cover operating
costs

REPORT APATTERN




Facilitating Their Rise: A/B Testing at Scale

OOOOOOOOOOOOOO

“A/B testing is a methodology
to compare two or more
versions of an experience to
S . = see which one performs the
thmas, 292 _a best relative to some objective

CONVERSION RATE

23.7% measure.”

7.9% Rochelle King, Elizabeth Churchill, and Caitlin Tan. Designing
! ’ With Data. Sebastapol, CA: O’Reilly Media, Inc. 2017.




Deception: False Urgency

Burgundy Room, 1 King Bed, Non-
Smoking

P BOTTEGA VENETA
@ Last booked for your dates 1 hour ago . [

$11,500.00 [N) FREE SHIPPING

Kettlebell Travertine Stone Top Handle Bag
SELECT YOUR SUBSCRIPTION

Single site . , Tking bed === i
emporary offer, A il afterpay¢® available for orders between $1- $2,000 ®

$7o00 5 76,99 only 1 l=ft! 390 feet? 3 Aj ditioni
£0 ee # I conditioning g | @) Get a $40 Bonus Note when you use a new Nordstrom credit card.
2 Attached bathroom |:|Flatfscreen TV / [ N Apply now

More L L1 The iconoclastic label blurs the boundary between fashion and
sculpture with this frame clutch carefully shaped from single pieces of
Italian travertine stone.

\ ‘ 1] ‘ ‘1 O Natural Silver
I'll reserve [ §

10 people are viewing

Termporary offer,
only 3 left

30 sites
< 169.99 Confirmation is ,
. . Free Pickup at Rack East Bay Bridge Center and 13 more
! mmed late ' f locations

No registration required Available tomorrow
% Free Gift Wrap

A subscription license entitles you to 1 year of updates anc
support. Each installation of the plugin will require a license No booking or credit
il card fees! il ! f I @) Free Shipping to 94709

r Arrives between Mon, Feb 07 - Thu, Feb 10

M Add to Bag

8 other people looked for
your dates in the last 10
minutes




Content: Guiltshaming

You're using an ad blocker. We wondered if you might not?

We work hard to ensure our ads aren't a pain
and they're how we're able to offer this
splendid site for free. For Horace's sake,
could you whitelist us?

Turn Off Ad Blocker | am a bad person

| = Do Not Sell My Personal Information

We, and our partners, use technologies to process personal information, including IP addresses,
pseudonymous identifiers associated with cookies, and in some cases mobile ad IDs. This
information is processed to personalize content based on your interests, run and optimize
marketing campaigns, measure the performance of ads and content, and derive insights about
the audiences ngage with ads and content. This data is an integral part of how we operate
, make revenue to support our staff, and generate relevant content for our audience. You
rn more about our data collection and use practices in our Privacy Policy.
If you wish to request that your personal information is not shared with third parties, please click
on the below checkbox and confirm your selection. Please note that after your opt out request is
processed, we may still collect your information in order to operate our site.

will make it ha

Policy

Confirmshaming

Get even lower rates

Access Secret Prices and get additional
savings on select properties right to your

inbox.

Unlock Secret Prices now

By giving us your email address you agree to receive
great deals and sale alerts via email. You can
unsubscribe at any time.

By continuing, you agree to the Terms & Conditions
and Privacy Policy.

No thanks, | want to pay full price

Allow " ’ "to
track your activity across
other companies’ apps and

websites?

The helps save lives.
Keep this app free and improve the ad
experience by allowing tracking.
Shared information is not personally
identifiable.




Content: Nagging

Get the latest info on
your ticket!

Tap OK when prompted about
push notifications to stay on

top of the latest popular
events, deals, and relevant
information for tickets you
purchase.

Maybe Later

8:494 o o ()

My Events

Get the latest info on
your ticket!

Tap OK when prompted about
push notifications to stay on
top of the latest popular
¢ events, deals, and relevant

information for tickets you
purchase.

Maybe Later

Just purchased or received tickets for an event?

REFRESH TO SEE TICKETS




Content: Confusing Double Negatives

My Health Record

Do you wish for your record NOT to be sent to
My Health Record?

No

Save and Continue




Obstruction

Processing Preferences

We are processing the requested change to your
cookie preferences.

This may take up to a few minutes to process.

Processing 29%

Privacy Policy TrustArc

We offer several ways to cancel
your subscription.

Please keep in mind that you'll have limited access when you cancel.

Chat with a Customer Care advocate.

Give us a call.

Call us at 858-877-6618 if you are in the U.S. Our hours are 7 a.m. to 10 p.m. E.T.
Monday to Friday, and 7 a.m. to 3 p.m. E.T. Saturday to Sunday. Please see our
international contact information if you are outside of the U.S.

Use your account.




Privacy: Coercive (& Confusing) Consent

Your Privacy X
ﬂbﬂ{ﬂ fﬂ*iu m This SHE determines the use of personal data collected on our media properties and across
the internet, We may collect data that you submit to us directly or data that we collect
B:r‘ clid{ing -MCEP'[I“ l,rgu EETEE to th‘E use ﬂf a"d ﬂ]ird-parw tﬂ'ﬂkiﬂﬁ autormnatically including from cookies (such as device information or |P address).
and other similar technologies to enhance your browsing experience, _
analyze and measure vour engagement with our content, and provide more Purposes [ Reject All | | Accept Al |
relevant ads on websites and others. Learn more about your choices
and cookies. You can withdraw your consent at any time. Fpn Aeoup

>

Survey Outreach

5 Market Relevant Services

3 Analytics (Business Enhancement)

5 Targeted Advertising

We care about your privacy and data security. We keep this
app free by showing ads.

Can we continue to use your data to tailor
ads for you?

Our partners will collect data and use a unique identifier on
your device to show you ads. Learn | and our 199

partners collect and

Yes, continue to see relevant ads




Privacy: CCPA Do Not Sell Requests

ntinue Sharing under California Law

Do not sell my personal information:

ON

Please note that because we detected a Global Privacy Control signal from your
browser, your setting for this website has been automatically set to Do Not Sell
and cannot be changed.

Conflrm My Cholces




Open Policy Issues

* CPRA current scope is framed around consent —opportunity to rethink de
facto consent standards

* See REGULATING PRIVACY DARK PATTERNS IN PRACTICE—DRAWING INSPIRATION FROM
CALIFORNIA PRIVACY RIGHTS ACT. Jennifer King & Adriana Stephan, 5 GEO. L. TECH. REV.
250 (2021)

* Identify areas outside consent where privacy and manipulative design
intersect, e.g. use of personal data to influence decision-making

* Assessing and measuring impacts of manipulative design requires expertise

» Agency must consider this as it hires staff

* Need a public facing method for capturing consumer reports of harms (complaints
database)

* Considering developing positive guidance/standards around decision-points
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