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M5. URBAN. Good norning. Welcone to this neeting
of the California Privacy Protection Agency Board. It is
Novenber 8th at 9:05 a.m |'mJennifer Uban. ['mthe
chairperson of the Board. And I'mpleased to be here in
person with ny fellow nenbers of the board, some nenbers of
the public, and to wel come many of you via Zoomas well.

Before we get started on the substance of the
meeting, as usual, | have some |ogistic announcenments and
some | egal parameters to share with you. First, I'd like to
ask everyone to ensure that your mcrophone is nuted when
you're not speaking, and everyone is -- and that everyone
who is here in person, please silence your cell phones to
avoid interruption.

The third and inportantly, this meeting is being
recorded, so please be aware of that. W do still encourage
people to wear masks if you're attending in person, given
the continuing circulation of COVID and other viruses. And
we want to be sure that our meetings are accessible to
everyone.

As you may know, our tenporary ability to meet
renmotely and still conply with Bagl ey-Keene did expire. So
this meeting is in a hybrid format. M fell ow board nmenbers
and nenmbers of the CPPA staff are here in person, along with
some nenbers of the public, while nost nmenbers of the public

are joining renotely.
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That hybrid format to which we are commtted to
make the meetings as accessible as possible has a nunber of
technical conmplexities. So if we have technical kinks
during the meeting, we'll pause the nmeeting and address the
| ssue. Qur board neetings are physically held at the
California Public Wilities Comm ssion in San Franci sco, and
we appreciate the CPUC teamfor their hospitality and for
not only allowng us to use this hearing room but also
provi ding AV assi stance today.

Let ne go over some |ogistics and neeting
participation. Today's neeting wll be run according to the
Bagl ey- Keen Open Meeting Act as required by law. W wll
proceed through the agenda, which is available as the
handout here in San Francisco and al so on the CPPA website
under neetings and events for today.

Materials for the neeting are also avail able here
at -- as physical handouts and on the CPPA website. You
wi Il notice board menbers accessing |aptops, phones, and
other devices during the neeting. W are using these
devi ces solely to access board neeting naterials.

After each agenda item there will be an
opportunity for questions and discussion by board menbers.
| will also ask for public coment on agenda items. Each
speaker will be limted to three mnutes per agenda item

W al so have a designated tine on the agenda for genera

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 7
CALIFORNIA PRIVACY PROTECTION AGENCY

public conment. That's Agenda Item nunber 2.

On that point, | want to note that we have, again
reordered the agenda conpared to how we practice in the past
to hear general public comments at the beginning of the
meeting. This was in response to observations from some
st akehol ders that they face challenges trying to predict
when the Board might get to a specific agenda item

And so for those folks who can't just stay for the
entire meeting and want to be sure to offer their public
comrents, we are scheduling general public corment at the
begi nning of the neeting to make that as easy as possible.

W have -- if you're participating via Zoom and
you wi sh to speak on an item please wait until | call for
public commrent on that itemand allow staff to prepare for
Zoom public comment. Then please use the "raise your hand"
function, which is a feature at the bottom of your Zoom
screen. And if you wish to speak on an itemand you're
joining by phone, please press star nine, that's star nine
on your phone, and that will show the noderator that you're
rai sing your hand.

The nmoderator will call your name when it's your
turn, and request that you unnute yourself for conment at
that time. Those using the Zoom webi nar can use the
"unmute" feature and those dialing in by phone can press

star six to unnute, that's star six. \Wen your comment is
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conpl eted, the noderator will nute you

Pl ease also note that if you're joining us
renotely, the Board will not be able to see you, only hear
your voice. Accordingly, it's helpful if you identify
yoursel f, but this is entirely voluntary. And if you're
joining the Zoom webi nar, you can also input a pseudonym
when you log into the neeting.

If you're attending in person and you wish to
speak on an item please wait for me to call for public
comrent and then proceed towards the podiumto ny left, and
forma line. Please nove to the podiumwhen you're called
to speak in your turn

As with Zoom attendees, it is helpful if you

i dentify yourself when you begin speaking. But, again, it's
entirely voluntary, and you're free to refer to yourself
with a pseudonymor not give a nane.

Pl ease do speak into the m crophone so everyone
participating remtely can hear you and al so so that your
remarks can be recorded in the neeting record. As |
mentioned, the hybrid nmeeting format is technically rather
conplex. And first, I1'd like to thank the teamfor managi ng
the technical aspects of today's meeting. And second, |
wi Il explain what to do if those of you attending renotely
experience an issue wth the renote neeting, for exanple, if

t he audi o drops.

323.393.3768 Depo

www.iDepoReporters.com


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 9
CALIFORNIA PRIVACY PROTECTION AGENCY

| f somet hing happens, please email
i nfo@ppa. ca.gov. That's India Novenber Foxtrot Oscar at
CPPA dot Charlie Alpha dot gov. This will be nonitored
t hroughout the nmeeting. |If there's an issue that affects
the renote neeting, we'll pause the neeting to -- for our
technical staff to work on the issue.

The Board wel cones public coment on any itemon
the agenda, and it is our intent to ask for public coment
prior to the Board voting on any agenda item |f for some
reason | forget to ask for public coment and you wish to
speak on that item please |et us know by using the "raise
your hand" functions and the noderator will recognize you or
sinmply raising your hand and noving towards the podium if
you are in the roomhere. Once | see that | forgot, | wll
call you to the podiumor ask the teamto unnmute you to
provi de your conment.

Once again, each speaker will be limted to three
m nutes per agenda itemfor public comments. And if you're
speaki ng on an agenda item Bagl ey-Keene requires that both
board nenbers and nenbers of the public nmust contain their
comrents to that agenda itemand we may di scuss agendi zed
items only.

There is a sort of broader possibility for the
public when we take up the itemfor general public comment,

whi ch is nunber 2 today. However, board nembers cannot
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respond, we can only listen. And in addition, agenda itens
for future neetings can be suggested for discussion at
future meetings during the agenda itemfor that purpose,

whi ch i's nunber 9 today.

We' [ | take breaks as needed, including one for
lunch. 1'll announce each break and estimate on when we
m ght plan to return so that menbers of the public can | eave
and come back before we begin again.

Pl ease do note that Agenda Item nunmber 10 today is
a closed session item The Board will |eave the roomto
consider a closed session item and when we are finished, we
will return to the public neeting.

My thanks to the board nenbers for their service,
and all the people working to nmake this neeting possible.
|'"d like to thank the team supporting us today, M. Robert
Stanford and the team of conference services experts
ment i oned have organi zed the nmeeting infrastructure.

Fromthe CPPA, |'d like to thank M. Philip Laird,
who is acting as neeting council today, M. Ashkan Soltani,
who will be here remotely in his capacity as executive
director, and all the expert staff who will be briefing us
t oday.

|"d like to thank and wel come our noderator, M.
Serena Marzion, and ask her to please conduct the roll call.

M5. MARZION: Al right. Board Menber Le?
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LE: Present.

MARZI ON:  Board Member Liebert?

LI EBERT: Present.

MARZI ON:  Board Menber Mactaggart?
MACTAGGART:  Here.

MARZI ON:  Board Menber Worthe?

WORTHE:  Here.

MARZI ON:  Chair Urban?

URBAN:  Present.

MARZI ON:  Madane Chair, you have five present

> 5 D » D H D

menbers and no absences.

MS. URBAN. Thank you, Ms. Marzion. The Board has
established a quorum | would like to rem nd board menbers
that we'll take a roll call vote on any action items. Wth
that, we'll nove to Action |tem nunber 2, which is public
comrents on itens not on the agenda.

|f you haven't joined us recently, again, we are
doing this at the top of the neeting to provide sone
predictability for those nenbers of the public who can't
attend the entire neeting, but would like to comment.

Al so, as a rem nder, please understand the Board
may not discuss or act on any matter raised during the
section, except perhaps to decide whether to place the
matter on a future agenda under the itemfor that purpose.

We are listening. W don't nmean to be
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nonresponsi ve. Just under Bagl ey- Keene, we can't respond,
we can only listen. And with that, I will ask both the team
running the Zoomto see if there's public coment in Zoom
and al so invite new nenbers here in person who would like to
comment, nove to the podi um

M5. MARZION: This is for Agenda Item nunber 2,
public conment on items not on the agenda. |If you'd like to
make a comment at this time, please raise your hand using
the "raised hand" feature, or by pressing star nine if
you're joining us by phone. This is for Agenda |tem nunber
2. And it looks |like we have a few hands raised.

Claire Mrgan, you are unnuted and you have three
m nut es.

MS. MORGAN. Hello, | don't knowif y'all could
hear ne, but |'m having sone audio issues, so I'mnot quite
sure if that is an issue on ny end or an issue on --

M5. MARZION. W can hear you clearly, Caire.

M5. MORGAN. -- the systemis end. But | just want
to make sure that the audio is properly working on the Zoom
Thank you.

M5. MARZION:  Ch, thank you very nuch for your
coment s.

M5. URBAN. Ms. Marzion, could we check that she
could hear that.

MS. MARZION: Yes. Did you hear yourself, Caire?
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(I naudi bl e).

M5. WH TE: Madam Chair, |'ve checked with others
who are listening renotely. They're able to hear. Caire
e-mailed us as well, and | let her know perhaps to | og off
and | og back on.

MS. URBAN. Wonderful. Thank you very much, M.
Wi t e.

M5. WH TE: Thank you.

M5. MARZION: Edwin Lonbard, we have three m nutes.
Ch, Edwin has dropped his hand.

Lui gi, go ahead and speak. You have three
m nut es.

MR MASTRIA:  Thank you. M name's Lou Mastri a,
and I'mthe president and CEO of the Digital Advertising
Al liance. The DAA is an independent nonprofit that sets and
enforces privacy practices for digital advertising,
empowering mllions board of Anericans to control how data
s used to advertise to them

Thank you for the opportunity to testify today on
the CPPA's draft regulations. For nore than a decade, DAA
has admi nistered a set of self-regulatory principles that
define standards for informng consuners of conpanies data
col l ection and use practices, and for offering consumers
over -- control over those data for interest-based

advertising.
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The DAA supports providing consumers with notice
and opt-out choice surrounding interest-based adverti sing.
However, the CC -- the CPPA's draft regulations related to
behavi oral advertising would threaten business' ability to
use data fromtheir own consuners to advertise products and
services to them The draft behavioral advertising
regul ations are significantly at a step with other state
privacy laws and sinply do not align with the CCPA, causing
consuner conf usi on.

First, the creation of this [imt for behavioral
advertising, under the proposed regul ations, would
contravene the scope and intent of the CPPA. The agency
shoul d not enshrine this concept into law, as it extends
wel | beyond the CC -- the CPPA's authority to regulate it,
and it unintentionally affects all sorts of consuner
i nteractions, including expected custoner service through
recomrendations and simlar dynamcs. |[It's basically asking
a shopkeeper to not nake recomnmendations to his or her
cust oners.

Second, the proposed limt would contradict the
approach of approximately 20 other states that have passed
privacy | aws.

Third, businesses should in fact, be permtted to
advertise to their own customers use on their own digita

properties.
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So, thank you for the opportunity to present you
with this testinmony. W at the DAA | ook forward to
continuing to work with you as you take steps to update the
draft regulations to align themto the text of the CCPA and
the scope of the agency's regulatory authority. Thank you.

M5S. MARZION:  Thank you for your comment. Dalton
Cine, I"'mgoing to unnmute you at this time. You'll have
three mnutes to make your comment, so please begin as soon
as you're ready.

MR CLINE H . Hello, board nmenbers. Thank you
for the opportunity to speak. I'ma lawer in Kentucky with
a practice prinmarily consisting of data privacy and
cybersecurity, and | wanted to offer a comment, mainly to
staff, but also to the Board on the proposed regulations in
Article 12, specifically those dealing with insurance
conpani es.

Inny view, | think it's clear fromthe definition
of consunmer that commercial clients of insurance conpanies
woul d be included within the scope of the regul ations.
However, |'ve seen commentary online and in talking with
other outside -- other nmenbers of outside counsel and
different clients that the industry is not clear, actually,
as to the scope of the general application of the CCPA to
| nsurance conpani es.

And like | said, specifically with regard to
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whet her the commercial clients of insurance conpanies such
as those purchasing life or liability director's liability
I nsurance, that kind of thing, it applies. So | think that
in Section Bin the illustrative exanples, | think it would
be helpful to the industry if staff could consider including
an illustrative exanple of conmercial insurance clients.
Thank you.

M5. MARZION:  Thank you for your comments.

ACLU Ca Action. Go ahead. |'mgoing to unnute
you at this time. You'll have three mnutes to make your
comrent, so please begin as soon as you're ready. On, and
your hand just went down.

Matt Scherer, I'mgoing to unmute you at this
time. W have three mnutes to -- and go ahead and speak
when you' re ready.

MR SCHERER. Thank you. Good norning. |'m Matt
Scherer and | lead the Wirkers' Rights Project at the Center
for Denocracy and Technology. | appreciate your work on
this issue, and thank you for taking the time to hear from
st akehol ders.

| urge you to review and take to heart the
comrents from Consuner Reports, the UC Berkel ey Labor
Center, and ot her consuner and workers' rights advocates
that are appearing today and submtting witten conments,

particularly on the strong need for clear and neani ngf ul
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di scl osures to consuners and workers when conpani es use
ADMI's to make key decisions about consuners and workers.

I"I'l focus on the definition of ADMIs. The
proposed definition would apply only to systens that are a
substantial factor in covered decisions. This would
essentially give conpanies a license to opt thenselves out
of the law s requirenents. Here's why. Wrkers and
regul ators often don't know whi ch conpani es are using ADMSs,
much | ess how those conpanies are using them

Conmpani es have strong incentives to keep it that
way because it allows themto avoid accountability for error
prone and harnful ADMIs. Consequently, conpanies are |ikely
to take advantage of any | oopholes that give themdiscretion
to wiggle out of ADMI disclosure requirenents that woul d
reveal their use of these systens.

The substantial factor requirenent would create
such a | oophol e because conpani es al nost al ways cl ai mt hat
ADMI's nerely make recommendations that are one factor anong
many, and that humans have final say in decisions.

Compani es can easily avoid conpliance by adopting
internal policy, saying that the decision nmakers shoul d not
overly on ADMIs, even if inreality the tool's
recommendations are decisive, and human reviewers defer to
the Al.

We know that conpanies do this. The nonprofit
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I nvestigative outlet, ProPublica, published a trio of
reports on how Cigna secretly used an algorithmto nass
reject policy holders clains that were supposed to be
reviewed by doctors, and then threatened to fire a physician
who pushed back. G ven conpany's ability to cloak their
ADMI use behi nd human rubber stanps, this substantial factor
requirenent creates a Catch 22.

Once a conpany chooses to assert that a tool is
not a substantial factor, it can continue hiding that system
from consuners, workers, and regulators. And with that
secrecy assured, no one woul d be able to challenge their
behi nd cl osed doors determnation that a systemis exenpt
from di scl osure.

In other words, the substantial factor requirenent
threatens to make ADMI regul ations a dead letter, giving
conmpanies the ability to opt-out of conmplying with the | aw
conpl etely as appear to as -- appears to have happened with
New York City's ordinance on Al and hiring according to a
study that was rel eased earlier this year

| urge you to go back to the original broader
definition of ADMIs that appeared in the earlier draft
regulations. And it is essential that the CCPA rules be
witten in a way that ensures conpani es cannot use their
I nformation nonopoly on ADMIs to avoid transparency and

accountability. Thank you.
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M5. MARZION:  Thank you. ACLU Ca Action, |'m going
to unnute you at this time. You'll have three mnutes to
make your comment, so please begin as soon as you're ready.

M5. CRAMER-MOWDER: Hello, this is Becca
Cramer - Mowder on behal f of ACLU California Action. W would
encourage you to call for strong protections for civil
rights in light of the presidential transition that's com ng
up. W know that California has been doing a lot to shore
up our laws, protecting people who are comng to California
because of who those people are or because they're seeking
heal t hcare servi ces.

However, there are ways that consumer information
can be used to target particularly vul nerable people. And
so we woul d encourage you especially to be |ooking at the
strong civil rights protections that are needed for
I mm grants, people seeking reproductive services,
transgender people, protestors, and others.

Addi tional Iy, we would encourage you to identify
red lines that should not be crossed to help protect
Californians as well as people accessing their basic rights
fromother states and needing to do so in California.

And lastly, we would encourage you to continue
denmonstrating the inportance of preserving state |aws,
including Article 1, Section 1, constitutional right to

privacy in California against federal preenption, to help
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protect Californians as we shore up privacy rights in an
effort to protect civil rights and civil liberties in the
comng years. Thank you

M5. MARZION:  Thank you.

Adar Carver, I'mgoing to unnute you at this tine.
You'll have three mnutes to nmake your comrent, so please
begin as soon as you're ready.

MR CARVER: Thank you, Jennifer Uban, Chair. M
name's Adar Carver. | aman attorney, a three-tine
| nternational Association of Privacy Professionals,
certified. | aminterested in the way that we protect data
and the different sorts of data processes.

So, as of now, we are protecting data that is
binary, very straightforward, and now we're seeing advent of
technol ogy such as artificial intelligence, which are
creating different algorithms and nodels that are processing
our data in a nore sophisticated fashion.

| urge the Board to, as we think about algorithns
and artificial intelligence, to think about also standards
-- higher standard requirements for conpanies that collect
consuner data so that they may nore highly protect or nore
-- be nore transparent with consunmers about those
al gorithms.

Very finally, | would like to raise an issue

that's not yet maybe as wi dely applicable. There are new
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data processing powers through International Business

Machi ne, Coogle, Anmazon, where they are processing data
using quantum conputing or inposing super -- or super --
excuse me. They are using bates that are in super position,
quantum y entangled, and then able to generate floating
operation points per second that are nore sophisticated than
even the al gorithmns.

I nternational Business Machine or IBMinplenents
both al gorithm c processing Al, as well as quantum
processing wth their Watson nachine. So, very finally,
woul d I'ike to urge the California Privacy Protection Agency
to have a higher standard for that quantum data processing
of consunmer data. Thank you.

M5. MARZION:  Thank you.

CGeorge Sewell, I"mgoing to unmute you at this
time. You'll have three mnutes to nake your coment, so
pl ease begin as soon as you' re ready.

MR SEVELL: Hello, Chair Urban and fellow nenbers
of the Board. M nane is George Sewell, and I'mwith the
Security Industry Association. SIA represents nmore than 200
conpani es headquartered in California that provide a w de
range of products for protecting the physical safety of
peopl e, property, businesses, schools, and critical
i nfrastructure.

Qur nenbers are conmtted to safeguarding personal
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information in their own business practices, as well as in
t he design of the products and services. | would like to
make two points regarding the proposed rules, specifically
t he aut omat ed deci si on-maki ng tool section.

First, like many other business organizations, we
have concerns about the proposal to create a right to
opt-out of tools used for consumer profiling. This would
interfere with the ability of businesses to conduct first
party advertising to their existing customer base. An
ability that stakehol ders had agreed to protect when CCPA
was negotiated. Disrupting established business nodels in
this way could limt the ability of conpanies to provide
rel evant offers and services to their custoners and put
California businesses at a di sadvant age.

Second, we are concerned with about the
i mplications of creating a consuner right to opt-out of
training data. This approach is not consistent with the
current practices and training data nodels, which use
aggregated information and patterns versus specific
| dentifying data.

The unintentional result could be reduced nodel
quality, reduced accuracy, and increased bias due to |ess
diverse data. And it could be counterproductive to privacy
protections as an opt-out mechani smwoul d require processing

and retaining personal data in order to track individual's

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 23
CALIFORNIA PRIVACY PROTECTION AGENCY

pref erences.

Such issues underscore, as currently witten, the
proposal woul d extend control over activities falling
out side the scope of the CCPA that have little inpact to
privacy expectations and were not neant to be restricted
under the original legislation. Additional analysis and
revision of the proposal is needed to ensure it aligns nore
closely with original intent, focusing on genuine privacy
concerns stemming fromAl-driven automated deci si on- maki ng
t echnol ogy.

SI'A and our nmenbers stand ready to provide any
additional information you may need as these inportant
| ssues are considered. Thank you very much for your time
and consi derati on.

M5. MARZION:  Thank you.

Matt Regan, |'mgoing to unnute you at this tine.
You' Il have three mnutes to nmake your comment, so pl ease
begin as soon as you're ready.

MR REGAN. Good norning, board nenbers. M nane's
Matt Regan. |'m Senior Vice President of Policy at the Bay
Area Council. W are a regional enployer-sponsored public
policy and advocacy organi zation. About 350 of the Bay
Area's |argest enployers, both public and private are our
menbers, and we advocate on issues that are of critica

| nportance to our region's econony and quality of life.
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First, 1'd like to thank the Board for allow ng us
to speak at the front end of this neeting. | participated
in the previous neeting in person, and that was a | ong day.
So thank you for letting us speak upfront. | do recall at
that neeting a great part of the agenda focused on this
agency's lack of resources, lack of staff, lack of talent in
pl ace to nake some critical decisions about the future of
this industry.

| think Board Menber Mactaggart was even calling
for volunteers, retired menbers of the tech comunity to
step in and help with your work. That does not strike ne --
with all due respect to the agency and the great work that
you do and the great people that you have, does not strike
me as a body that's yet ready to nake some of the critical
decisions that you are in the process of making.

We woul d urge you to start to punp the brakes on
t he deci si on-maki ng process around advanced deci si on- maki ng
technology. This is a critical part of our future econony.
The Bay Area and San Francisco in particular, where you sit
right now, is the global epicenter for the devel opment of
this technology, and we are deeply concerned that the
deci sions nade by a self-admttedly under-resourced body
could pernmanently hanper and put at a di sadvantage this
industry that is, you know, a growing part of the Bay Area's

econony.
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We would like to see these decisions made in a
del i berative process, in a deliberative manner in the
| egi sl ature where they have the resources and they have the
peopl e, and they have the ability to nake these |arge
decisions in a -- in a thoughtful -- not that you don't do
it thoughtfully, but in a thoughtful, deliberative, and
resourced manner.

So we would urge you to punp the brakes and
consider letting the legislature do the work that you have
admtted that you don't have the resources to do. Thank you
so nuch.

M5. MARZION: M chael Shilstone, I'mgoing to
unmute you at this time. You'll have three mnutes to make
your comments, so please begin as soon as you're ready.

MR. SH LSTONE: Hi, there. Sorry about that. Good
morning. Mchael Shilstone with Central City Association of
Los Angeles. CCA represents over 300 nenbers from
busi nesses, nonprofits, and institutions, and we're
commtted to enhanci ng downtown LA's vibrancy and increasing
opportunity across the Southern California region.

And we appreciate the goal of these regulations to
limt discrimnation, but the way these regulations are
witten are too broad, overburdened -- overburdensone, and
wi || negatively inpact independent contractors and the

busi ness community. So | anguage is broad enough to cover
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many types of routine technol ogies used in businesses in
many industries, not just cutting edge Al technol ogy,
meani ng even inconsequential or everyday uses of ADMI wil |
have to conply.

And | think, you know, echoing what the Bay Area
Counci| said, we urge the Board to hold on advancing fornal
rul emaking until after related |egislative processes are
finished. Legislature is currently considering dozens of Al
related bills and exam ni ng whet her existing |aw provides
sufficient protections for any nunber of concerns, defining
key terns, and deciding which agencies should enforce
various Al laws and nore.

So wth that, the Board, we don't think should
unnecessarily get ahead of this process with potentially
damagi ng rules that coul d have sweeping inmpacts. Thank you.
W appreciate consideration of our comrents.

M5. MARZION:  Thank you.

Lucy C., I'mgoing to unmute you this tinme.

You'll have three mnutes to nake your comrents, so please
begin as soon as you're ready.

MS. CHI NKEZI AN  Good norning. M name is Lucy
Chi nkezian, and |'mcounsel at the Gvil Justice Association
of California. W would like to thank the agency for the
opportunity to comment on the proposed regulations. CJAC

and others have filed witten cormments on these regul ations,
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and we have concerns that a nunber of them have not been
addressed to date,

In addition, sonme of these regulations seemto
exceed what the legislation has authorized. Notably, the
ADMT regul ations would create a right to opt-out of
aut omat ed deci sion-nmaking tools. This would inpair
busi ness' ability to advertise to its own custoners,
requiring a conplete overhaul of existing advertising
practices for those custoners who choose to opt-out.

This is both costly and unreasonably burdensone
for businesses. The primary conprom se between business and
| egi slators in passing the CCPA was to provide consuners
with protections, while also preserving the ability for
busi nesses to continue to use data fromtheir own customers
to advertise to themw thout facing the threat of excessive
liability.

The proposed regul ations also would create a right
to opt-out of ADMI training data. This could negatively
| npact retail conpanies who devel op their own ADMI
applications internally.

Finally, the CPPA estinmates the cost of
| npl enenting these reqgulations on California businesses to
be $3.5 billion. This is likely a conservative figure.

Busi nesses cannot face these exorbitant costs.

We urge the agency to be measured in adopting
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these regulations. It should continue to work with industry
and find attainable conprom ses, and take care to ensure the
regul ations are consistent with the statute. Thank you
again for the opportunity to comrent.

M5. MARZION:  Thank you.

Lartease Tiffith, I'mgoing to unnute you at this
time. You'll have three mnutes to nake your coment, so
pl ease begin as soon as you're ready.

MR TIFFITH Geat. Thank you very much

Good norning. M nane is Lartease Tiffith, and |
amthe Executive Vice President of the Interactive
Advertising Bureau or IAB. |AB represents over 700
conpani es across the advertising and media industries,
advocating on conplex issues such as consunmer privacy, data
security, global trade data transfer rules.

Today I'Il like to address significant concerns
with the latest draft regul ations on autonated
deci si on- naki ng technol ogy or ADT, and associated risk
assessment requirenments. These regulations, |ike others
fromthis body, are overly broad and lack the clarity needed
for practical application.

Qur primary concern lies with the regulation
al | owi ng consuners to opt-out of automated deci si on-maki ng
tools used for profiling, which could severely inpact first

party advertising. Businesses rely on these tools to
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enhance custoner experience and provi de product
recomrendation based on past purchases. Dislabeling these
features woul d require conpl ete operational overhauls, which
I s unreasonabl e and goes beyond the California Consuner
Privacy's Act and tenant scope.

Moreover, the draft's definition of ADT is overly
broad, covering nearly every technol ogy that processes
personal data and executes a decision, which creates
confusion. Aside froma few explicitly exenpt processes,
nearly all conputational activities could be subject to risk
assessnments and opt-out requirements, burdening businesses
wi th excessive conpliance demands and frustrating consuners
woul d opt-out fromessential services they rely on.

The proposed definition of behavioral advertising
| s anot her problematic area by extending opt-outs to a
busi ness's own use of customer data. This goes beyond the
scope of the CCPA, which was passed with an understandi ng
t hat businesses could market to their own custoners.
Redefining this would introduce significant challenges,
particularly given that businesses already conmply with
establ i shed opt-out nechanisns |ike email unsubscribes and
the FTCs do not call registry.

Finally, the draft mandates extensive disclosures
on ADT | ogic and output, which may force businesses to

divul ge trade secrets. This not only risks intellectual
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property, but directly contradicts the CCPA's own provisions
prohi biting the disclosures of trade secrets.

Furthernore, the agency's econom c analysis
estimates a $3.4 billion conpliance cost for California
busi nesses. And understatenment in our view, given the
analysis flaws. The financial burden is significant,
especially for smaller business and diverts resources away
from consuner focused innovation

Addi tional ly, the requirenent for businesses to
submt annual risk assessnments to the CPPAw Il lead to a
backl og of paperwork, which we believe is unnecessary.
Busi nesses should only be required to submt assessments
upon requests. To clarify, these regulations should specify
that the --

M5. MARZION: That is your time. Thank you.

Edwi n Lonbard, |'mgoing to unmute you at this
time. You'll have three mnutes to nake your coment, so
pl ease begin as soon as you' re ready.

MR LOVBARD. Thank you. Good norning, CPA -- CPPA
board menbers. |'m Edwi n Lonbard, representing the
California African-American Chanbers of Commerce. On behal f
of our menbership, | have a couple of key points | would
like to highlight.

For alnost three years, | have testified and done

my good faith effort to ask CPPA to be mndful of the
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econom ¢ harmthat is comng if the CPPA regulation is not
done reasonably and bal anced as required in Proposition 24,
Section 3(c)(1l), which reads as follows; the rights of
consuners and the responsibilities of businesses should be
I npl enented with the goal of strengthening consumer privacy
while giving attention to the inpact on business and

I nnovati on.

Qur businesses are alarnmed by the findings that
the standardi zed regul atory inpact assessnent, SRIA and |
have asked each of you, are you prepared to vote on
regul ations that will, nunber 1, make California's pay 3.5
billion for CPPA regul ations and add ongoi ng costs of $1
billion for the next 10 years? Nunber 2, cut 98,000 jobs
and tell us that finding alternative jobs are easier? And,
three, let businesses |eave California and tell us that it
has negligible inmpact on us?

Do each of you believe the follow ng statenent?
CPPA substantive industry regul ations can often be expected
to induce innovation as stated in the SRIA | respectfully
di sagree if anything substantive, industry regulation that
caused billions ends innovation. On Al, CPPA is not
aut horized to include Al in the ADMI regulation. | would
like to echo Governor Newsonis edict on Al regul ations.

We nust get this right. | inplore the CPPA

col |l aborate with the |egislature and governor on Al and
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request that CPPA remove Al fromthe regulation. | would
also like to dispel CPPA fromacting |like the regulations do
not apply to small and diverse businesses. [If the conpany's
CPPA are aimng to regulate |eave California, we are gone
too. Wien big businesses catch a cold, we catch pneunoni a.

VWhat you are voting on today is not an academ c
exercise without real |ife consequences. You can
overregul ate California and these conpanies will take the
jobs to Arizona, Texas, and other states. This is -- is
this truly what victory for Californians is?

Let ne close with this; there is still tine to get
this right. A reasonable approach is the only advance to
cybersecurity and risk assessnent regul ations today, and
col l aborate with Governor Newsom and the |egislature on ADMI
and Al. Thank you very nuch.

M5. MARZION. Thank you. Initials KN, I'mgoing to
unmute you at this time. You'll have three mnutes to make
your conment, so please begin as soon as you're ready.

G aham Dufault, I'mgoing to unmute you at this
tinme. You'll have three mnutes to make your comment, so
pl ease begin as soon as you're ready.

MR, DUFAULT: Well, thank you so nuch, Chair and
menbers of the Board. And | really appreciate you making
this so accessible for us and the opportunity to

participate.
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My name is Gaham Dufault. |'mgeneral counsel of
ACT, The App Association. W're a trade group. W
represent small business software and connected device
makers. W are part of a larger sector that's about $1.8
trillion in the app econony throughout the US, and it
supports about 6.1 mllion jobs. So it's a big industry and
we're smal | conpanies participating init.

For association nembers privacy is a really
I mportant part of their job, and it is 100 percent about
meeting consuner expectations. As nakers of software driven
devices and services, their ability to cultivate trust is
foundational, and the job is really not easy w thout nane
recognition. They can't afford to buy Super Bow ads, and
so the job is often tougher in that respect than it is for
bi g conpani es.

But just because they're small doesn't mean these
rules won't affect themsignificantly, and | think the
regul atory inpact assessment itself points that out. They
may find thensel ves either over CCPAs underlying thresholds
or serving clients that nmust conply and therefore have to
conply by contract. They're also sone of the nost inportant
consuners of services that we know have to conply |ike ad
t echnol ogi es, online narketplaces, search cloud, and they
have a big stake in how usabl e these services are.

So we believe the proposal in so far as it
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mandat es additional conprehensive requirenents tied to ADMIs
falls short on our priorities. First, we believe they would
under m ne our menbers' efforts to meet consuner

expectations, and that's because the proposed rule would
mandat e covered conpanies to issue sort of an intrusive
conpl ex notice and opt-out nechanismfor information about
consuners with existing relationships.

And so requiring additional digital red tape
bet ween consuner and contracted for services would only
frustrate their ability to access what they already expect
to receive. And it would also throw tons of detail and
information that these consuners that nmost will find not as
rel evant to privacy decision-making, and that creates an
unwi el dy sort of detour, raises false red flags, and a flow
of comuni cation between business and consuner that must --
It nust respect context to be effective.

Secondly, the rules would inpose new costs. W
bel i eve without any additional benefit for consuners, and
that's because California already requires conprehensive
di scl osure about what conpanies do with consumer data. It
al so already requires conpanies to address core privacy
ri sks by mandating responses to consumer requests, including
uni versal opt-out.

And so |ayering additional standal one,

exceptional ly conprehensive opt-out and notice burdens on
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consuners, specifically for ADMIS, adds costs w thout any
benefit beyond what oaccrues fromexisting protections. So
it's not clear that there's this fundanentally different
privacy risk posed by the use of ADMIs that are unaddressed
by the other broader requirenents in California |aw.

And the statutory provision here, we believe nust
be interpreted in that broader context. A highly conplex
and separate, you know, notice and opt-out regine just isn't
required in our view under the law and will actually harm
t he overarching purpose of CCPA and your m ssion here. And
so for these reasons, we do urge CPPA to reconsider --

M5. MARZION:  Thank you. That is your tinmne,

Scott MIler, I'"mgoing to unnute you at this
time. You'll have three mnutes to nake your comments, SO
pl ease begin as soon as you're ready.

MR MLLER  Thank you very nuch for the
opportunity to speak. |'m Scott MIler. [|'mthe CEO of the
Fresno County Chanber of Commerce. W represent about 1000
busi nesses, large and snmall in Fresno County. And I'll keep
my comments brief because so many peopl e have been so
el oquent about it.

But our Board and nmenbership believes that this
process should be sl owed down and should be [ ed by the
governor and the legislature, and that the rules should be

made after a nuch |arger process throughout the state. |
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agree with one of ny colleagues who spoke earlier and said

t hat when bi g businesses get hurt, little businesses also
get hurt, the suppliers, the -- even the |andlords, the --
and all of the downstream people who are involved with these
things wll get hurt.

And in our county, we cannot afford to | ose any
more businesses to other states. So, again, we believe that
California should be the | eader -- the global |eader in Al.
And we really urge you to slow the process down. Thank you
for the opportunity to speak

M5. MARZION:  Thank you.

Jackson, I'mgoing to unnute you at this tinme.
You' Il have three mnutes to nake your comments, so please
begin as soon as you're ready.

MR. NUTT-BEERS. Good norning, Chair U ban and
menbers of the California Privacy Protection Agency Board.
My name is Jackson Nutt-Beers, speaking on behalf of the San
Franci sco Chamber of Conmerce.

Wi | e our nenbers val ue consumer protections, we
caution against overregulation that coul d hinder innovation
and exceed the agency's authority, especially where it
extends into general Al regulation. Al policies should be
gui ded by the |egislature and the governor, who can
conprehensively evaluate inplications across various sectors

and set a cohesive policy direction rather than by isol ated
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agency action.

Al represents a massive growth opportunity for
California and has hasty restrictive regulations with risk
undermning the state's conpeting edge and the economc
gains Al can provide. Gven the |egislature's ongoing Al
related initiatives, we urge the California Privacy
Protecti on Agency Board to pause formal rul emaking until
these efforts conclude, allowing alignnment with state
priorities and statutory authority. Thank you.

M5. MARZION:  Thank you.

Victor Reyes, |'mgoing to nute you this tinme.
You'll have three mnutes to nake your comrents, so please
begin as soon as you're ready.

MR REYES: H, good norning, Chair and Board
Menbers. My nane is Victor Reyes, here on behalf of VICA
the Valley Industry Comrerce Association. W're a business
advocacy association in the San Fernando Val | ey,
representing over 400 businesses and 245,000 in LA County.

Today | want to discuss the draft regulations
regardi ng the automated decision-naking technology and its
potential inplications for California' s econony and our
busi nesses. \WWile we appreciate the need for consuner
protection, the proposed regulations could result in
signi ficant uni ntended consequences.

The requirement for businesses to provide multiple
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constant notifications and conduit extensive audits, could
| ead to consuner frustration and di scourage themfrom
conpl eting online transactions. Snall businesses, which
depend on digital engagenent, wll particularly struggle
wi th the burdensome regul ations.

The conplexity of conpliance could drive up costly
significant and forcing many to divert resources away from
Il nnovation just to meet regul atory demands. For exanple, a
food delivery platformwould face a challenge of treating
each operational update as a significant decision, creating
a regulatory environnent that could hinder their ability to
i mprove efficiency and service.

Furthernore, the potential economc ramfications
are stark. Assessnents indicate that the regulations could
lead to a reduction of 27 billion in California' s gross
product and hundreds of thousands of jobs |lost by 2034. And
this is absolutely unacceptable in our current economc
clinmate.

We al so urge the agency to align its approach with
t he governor's executive order on Al, which enphasizes the
pronotion of beneficial technol ogy use while avoiding a
fragmented regul atory landscape. It's vital that these
di scussi ons occur in a transparent and inclusive manner, |ed
by the legislature to ensure that all stakehol ders have a

Vol ce.
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It's for these reasons that we strongly encourage
t he agency to reconsider advancing these draft regulations
wi t hout further stakehol der engagement. A nore thoughtful
approach is essential to protect consuners while fostering
an environnent that is nurturing of innovation and
supporting California' s econony. Thank you.

MS5. MARZION: Thank you. Flo Hunter, I'mgoing to
unmute you at this time. You'll have three mnutes, so
pl ease begin as soon as you're ready.

M5. HUNTER: Hi, | just have a question. |'ve been
hearing a | ot of public corment on ADMIs during this section
of public coments, which I thought was for items that were
not on the agenda. | just want to confirmthat there wll
be time on the agenda -- on Agenda Item 3 for commrents, or
shoul d | have ny speaker speak now.

M5. URBAN. Thank you so much for the question.
Yes, this is open public coments so people can choose on
what they would like to cooment. We will also have public
coments specifically on that agenda item

M5. HUNTER: Thank you.

MS. MARZION:  George Boutros, |'mgoing to unnmute
you this time. You'll have three mnutes to make your
coments, so please begin as soon as you're ready.

MR. BOUTROS: Hello, and thank you and good
morni ng, Chair and Board Members. M name is George
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Boutros, and I'mhere on behalf of Orange County Business
Council. Thank you for allowi ng ne to speak this norning,
specifically on Agenda |Item nunber 3 regarding your

consi deration for formal rul enmaking on automated

deci si on-maki ng technol ogy risk assessnents anong ot her

t hi ngs.

These new risk assessnents require -- requirenents
add significant costs to California businesses and woul d
| npact operations. Risk assessnents require a weighing of
someti mes unquantifiable costs and benefits, including the
potential for discrimnation, economc, and reputational
harns, the potential for inducing stress or anxiety, anong
ot her things.

These burdensone regul ations could apply to any
conpany that works wi th independent contractors and uses
technol ogy to assist in structuring that work, including
conmpani es and industries like financial services, housing,
i nsurance, education, healthcare, and some everyday retai
goods |ike groceries and pharnaceuticals, anong a sl ew of
ot her business industries.

Complying with these in conplex regulations,
providing opt-out -- opt-out rights, technical disclosures,
and risk assessnent could |lead to fewer job opportunities
for a local workforce and make it too conplicated and costly

for our local businesses to innovate throughout the state.
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In summary, Orange County Business Council is
opposed to burdensone privacy regulations that would stifle
comerce while providing little protection to the consuner.
Wth that, | thank you for giving me the time to speak today
and bring forward these concerns that inpact businesses in
Orange County and throughout the state. Thank you for your
time and consideration.

MS. MARZION:  Thank you. Nate Hadley, |'mgoing to
mute you at this time. You'll have three mnutes, so please
begin as soon as you're ready.

MR HADLEY: Thank you so much. Sorry. | -- ny
nane's Nate Hadley. | represent the alliance to preserve
California's innovation and technol ogy econony. W consi st
of about 80 different organizations, sone of which have
spoken today. And I'Il let the smarter folks talk on the
ADMT i npacts and things |ike that.

W wanted to raise a few concerns outside of the
agenda itens today. One being, first, thank you, Board
menbers, for pushing this neeting back to a |ater date that
wasn't on a holiday that many of the Californians observe.

Unfortunately, we -- a few of our nmenbers are
struck between a rock and a hard place, wanting to
participate in today's hearing with the CPPA, and al so want
to participate in the California Air Resource Board that is

meeting right now as well, looking to also add costs to the
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Cal i fornia econony.

W -- with the inpact assessment that we've
rigorously reviewed and the standardi zed regul atory inpact
assessnent that you've put out, we ae -- we are grossly
concerned with the inpact that your own nunbers inplies that
66 percent of the businesses that you show are going to be
i npacted are actually small businesses that don't have the
over head.

The fact that we are okay with a job | oss of
100, 000 or nore jobs after we've already had a |arge job
| oss in the industry -- the technology industry with a | ot
of layoffs in the past two years, we're not okay with |osing
jobs and forcing businesses to choose whether they want to
do business in California or do business el sewhere.

We pride ourselves just as the governor does and
his -- and the legislature that we are the technol ogy and
i nnovation capital of the world. W want to make sure that
we are preserved here in California. W don't want to see
job losses and $30 plus billion inpacts to profit margins
within the small business industry on top of a $27 billion
gross state product | oss.

And then fromthere, that's just the start. Each
year after year with the cybersecurity audits, the ADMI
audits, the risk assessnment audits, we're -- it's just -- it

continues to go on. And we're already facing a $68 billion

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 43
CALIFORNIA PRIVACY PROTECTION AGENCY

deficit in California that we're not okay with nore being
added to that. So, thank you very nuch for the tine.

M5. MARZION:  Thank you.

Kyl e Shannon, |'mgoing to unmute you at this
time. You'll have three mnutes to make your comment, so
pl ease begin as soon as you're ready.

Kyl e Shannon, please begin as soon as you're
r eady.

MR. SHANNON: Hello? Can you hear ne now? Can you
hear me now.

MS. MARZION: W can hear you, but not very |oud.
|f you can speak up a little bit |ouder. Thank you.

MR, SHANNON: How about that? |Is that better.

M5. MARZION:  Much better. Thank you

MR SHANNON:  (Ckay. Geat. Thank you, Chair Urban
and Board nenbers for the opportunity to speak today. |'m
Kyl e Shannon. [|'mthe founder of the Al Salon, a comunity
of nearly 2,000 Al optimsts creators and busi ness
professionals with many nenbers in California. |'malso CEO
of Storyvine, an automated video storytelling platformwth
enhanced Al features.

Over the years, |'ve seen how technol ogy can
transformindustries and inprove lives if it's allowed to
grow t houghtfully and sustainably. Today |'d like to

di scuss the proposed opt-outs for the automated
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deci si on- maki ng technol ogi es or ADMS.

First, regarding the consuner opt-out of Al data
processing, | fully support the idea that consunmers should
have the right to opt-out. However, the requirenent that
smal | businesses maintain an alternative non-Al or perhaps
manual data processing systemis overly burdensonme. For
smal | businesses |ike mne, maintaining two separate systens
just to process a small nunber of opt-outs is sinply not
f easi bl e.

The reality for those of us -- for those who
prefer non-Al alternatives, it's fair to suggest they | ook
el sewhere, just like they do with online college
applications that no | onger maintain paper or manual
options, or automated toll booths that no |onger take cash.
W need to ensure that the regulations don't hinder small
busi nesses by inposing inpractical requirenents.

The second opt-out proposal allows consuners to
prevent their data frombeing used to train Al nodels. |
understand and support the need for this option, but we nust
al so understand the risk if too many people opt-out. Every
system whether Al or human, |earns and inproves with data.
Al'l of us and all businesses use historical data to inprove
our decision-making. Restricting Al fromlearning the --
with data risks reducing its effectiveness, negatively

| npacting both consumers and busi nesses.
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Moving on to risk assessments. To make ADMI ri sk
assessments feasible for small businesses, | propose a
tiered approach. Low risk tools, such as those used for
consunmer managenent or routine paynment processing, should be
exenpt from extensive assessnents. A sinple checklist or
vendor certification should suffice for basic conpliance.

For more conplex tools, guided tenplates would all ow
busi nesses to conplete the conpliance without hiring costly
consul tants.

In closing, standardized easy to use notice
tenpl ates woul d hel p streanm ine conpliance and phase
deadl i nes would all ow smal | businesses the tine they need to
adapt without disrupting their operations. Let's focus on
protecting consuners while also fostering innovation and
supporting the growth of small businesses in this evolving
Al | andscape. Thank you so much for your consideration and
tinme.

M5. MARZION:  Thank you.

Ani ka Gandhi, I'mgoing to unnmute you at this
tine. You'll have three mnutes, so please begin as soon as
you' re ready.

Ani ka Gandhi, please begin as soon as you're
ready.

M5. GANDHI: Can you hear ne,
MS. MARZION. If you could speak up a little bit
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| ouder .

M5. GANDHI: |s that better.

M5. MARZION: Yes, that's better

M5. GANDHI: Ckay. Good norning, Chair U ban and
Board nmenbers. Thank you for hel ping keep Californian's
data safe and secure. Thank you also for allowing nme to
offer my views on the draft regulations for businesses |ike
mne that rely on automated data-driven online advertising.

| mconcerned that these regulations wll

negatively inpact ny website and badly hurt nmy grow ng
busi ness. | am Ani ka Gandhi and | live in Orange County.
"' man engineer turned online woodworking teacher, and |
hel p peopl e | earn woodworking skills to conplete all kinds
of househol d and smal| construction projects.

My website, Anika's DY Life, helps ne earn noney
in three ways. First, businesses pay ne to play sponsored
content in front of the audience, second, | sel
advertising, and third, people sign up on ny website for
tutorial sessions. | can only generate incone if people
visit ny website.

Even as a small website or a small business, ny
website gets nore than 100,000 hits annually. So the
regulation will require me to create all sorts of new user
notices and pop-up notifications. And |'mworried that

confusing notices and pop-up screens will drive people away,
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and they will |eave before ever really visiting ny site.

My business will quickly shift fromgrowng to
shrinking because we all know that people quickly abandon
websites that are difficult to navigate and full of pop-ups.
| f few people visit ny website, ny business wll really
suffer. | wll |ose sponsors, make |ess nmoney selling ads,
and have fewer people sign up for the courses.

Al'so, if people opt-out of the data powered
advertising, which they may do sinply because they are
confused by the pop-up screens, all digital ads will becone
far less valuabl e because they will not reach the right
people. Forty percent of my revenue cones fromdigital ad
sales, so that will seriously hurt ny business.

| appreciate your efforts in keeping Californian's
data secure, but the draft regulations will make it so nuch
harder for me and other small independent publishers to stay
in business. Please continue review ng these regul ations.
It is wong to nmove forward with these regulations when it
Is clear howthey will be hurting small businesses. Thank
you so much for allowi ng ne to speak today.

M5. MARZION:  Thank you.

Grace CGedye, |'mgoing to unnute you this tine.
You' Il have three mnutes to nake your comrents, so please
begin as soon as you're ready.

M5. GEDYE: H, there. |1'mGace CGedye, and I'm
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wi th Consumer Reports where | work on Al policy. Consumner
Reports represents 6 mllion consumers across the country.
|"d first like to thank the Board for rejiggering the
schedule to make it easier for stakeholders to comment. |
plan to wait until the next agenda itemto coment on the
ADMT regs, but since so many commenters have not done that,
| have decided to junp in too.

| also want to thank their agency for the work on
these draft rules. The effort to give Californian consuners
some transparency and agency when it cones to automated
decision systens is particularly inportant. Every day,
Californians are being evaluated for rental units,
nmort gages, health services, job opportunities, and spots in
top schools by automated decision systens.

These predictive Al systems may, in practice,
function poorly. They may latch onto factors that tend to
correlate with the desired outcome, but are not in fact
i mportant. For exanple, a hiring algorithmmay notice that
in the past a conpany was nore likely to hire applicants
wi th bookshel ves in the backgrounds of their video
interviews. They mght therefore rate candidates highly in
part based on the presence of a bookshelf. That's a real
exanple, by the way. Al hiring conpany Retorio was found to
work precisely that way.

Every day, Californians are conpletely in the dark
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about how their personal data is being repurposed to make

t hese decisions. For these reasons, | conmend the CPPA for
wor ki ng on the ADMI rul emaking. These rules are clearly in
the public interest and well within the agency's authority
under CPRA Section 1798. 185, subsection 15.

| don't doubt the agency heard from business
groups pushing back on these rules with every rationale
| magi nabl e. Business groups, large and small, wll always
have nore resources and nore staff to show up at every
public neeting and have their point of view heard. But the
bal ance of who shows up to Board neetings is not
representative of what Californians want. It's
representative of who has the noney to advance their
I nterests.

Since consumers can't always show up to Board
meet i ngs, Consumer Reports comm ssioned a nationally
representative poll of nore than 2000 US adults by NORC at
the University of Chicago. Their survey focused on how
peopl e feel about the use of Al and algorithns to make
deci sions about their lives, such as allowng algorithns to
evaluate virtual job interviews or allow ng algorithm to
screen you as a potential tenant.

Across these exanples and nore, majorities of
Anericans said they were unconfortable with Al or algorithns

maki ng these kinds of decisions. W also asked Amrericans
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about whether they'd want to know specifically what
information in Al systemused about themto make a job
decision. W also asked whether they'd want the opportunity
to correct any incorrect personal information an ADMI relied
on.

These two forms of transparency -- these are two
forms of transparency these draft rules would provide.
Overwhel m ngly, and across all denographi c groups, including
age, incone, and political self-identification, Amrericans
did want that information. CR |ooks forward to providing
nmore detailed feedback on the draft rules once they --

M5. MARZION: That is your time. Thank you.

Justine Murray, you -- |'mgoing to unmute you at
this time. You'll have three mnutes to nake your conmment,
so pl ease begin as soon as you're ready.

MR MJRRAY: Good norning, Chair and Board nembers
of the California Privacy Protection Agency. M nane's
Justine Murray. |'m speaking on behalf of the San D ego
Regi onal Chanber of Commerce. |'mthe executive director of
public affairs. W represent over 2,200 menber businesses
and over 300,000 jobs. Qur mssionis to make the San D ego
region the best place to live and work.

San Diego is also hone to some of the state and
the country's top tech conpanies. W're greatly concerned

with the proposed draft rul emaki ng actions that many have
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been speaking about this nmorning. Brushing the regulation
wi Il inpose significant burdens to California consuners,
I nnovat ors, and busi nesses.

Wil e we understand the need to create consumner
protection guardrails in evolving technology, it is crucial
that rules and regul ations are created froma purposeful and
t horough engagenent process that takes in the economc
realities of this industry. W' re concerned that the agency
I's developing a framework for regulating Al w thout
providing sufficient opportunity to receive or consider
feedback fromall pertinent stakehol ders.

As you've heard fromothers, the proposed action
is not inline with the governor's executive order on Al
that directs agencies to consider how to deploy Al for the
benefits of Californians while avoiding overly burdensone
and confusing regul ations across various state agencies.

Qur state is a global reader -- |leader in Al research
devel opment and depl oynent.

The San Diego region is also poised to be an up
and comng hub for Al technology. Experts have said that we
are poised to be the eighth biggest Al hub in the country
given its position as a leader in the state's innovation
econony. Rushing to regulation harns our consumers, snall
busi nesses, our state's economy, and San Diego's ability to

harbor a successful binational regional econony.
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Under these proposed actions, organizations using
ADMI woul d need to provide pre-use notices to consunmers and
allow themto opt-out and be tasked with conducting audits,
these technologies to attenpt to identify risks of bias.
This could require changes to existing systens and workf | ows
and new novel conpliance changes.

| npl ementing transparency neasures wll stifle
I nnovation and di scouraged new devel opments because every
time a business inplenments a new automated technol ogy, it
must conduct new risk assessnents and draft new di scl osures.

Proper regulation of Al and simlar tech
di stingui shes between the everyday uses of these
technologies and the truly critical uses of these
technol ogi es that have significant real world consequences.
We urge you to consider not noving forward with the proposed
rul emaki ng, and engage in a robust and deliberative process
regarding any potential rulenmaking and regul ations that
defect the deployment of Al technology in California and in
San Diego. Thank you.

M5. MARZION:  Thank you.

Annette Bernhardt, |'mgoing to unmute you at this
tinme. You'll have three mnutes. And go ahead and speak
when you' re ready.

MS. BERNHARDT: Good norning, everybody. M nane

I's Annette Bernhardt, and | direct the technol ogy and work
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program at the UC Berkel ey Labor Center. Wth the advent of
big data and artificial intelligence, enployers in a wde
range of industries are increasingly capturing, buying, and
anal yzing worker data, electronically nonitoring workers,
and inportantly, using algorithmc management to nake
critical enploynment related decisions.

And yet, California is the first and only place in
the US where workers are starting to gain basic rights over
their data and how enpl oyers use that data to make critica
deci sions about them That's why |abor groups and other
wor ker advocates are paying such close attention to the CCPA
rul emaki ng process because the stakes are high.

These proposed regul ations will be absolutely
critical to realizing the promse of the CCPA to protect
both workers and consuners in the rapidly escalating use of
data-driven technologies in all facets of our lives. In
February, we joined a group of worker advocates in
submtting a letter to the CPPA outlining several
principles for the rul emaking process. That was based on an
extensive body of research and workers experiences on the
ground.

The first principle was that the scale and scope
of data-driven technol ogies in the workplace necessitate
broad protections for workers. |In particular, this

principle underlines how crucial the draft ADMI regul ations
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are, and suggests several priorities. One, to expand the
definition of automated decision-making technology. Two, to
strengthen notice and access rights for workers when an

enpl oyer has used an ADMI to nake a deci sion about them
And, three, restore a neaningful right for workers and
consuners to opt-out of consequential ADMI systens.

The second principle was that full transparency
and disclosure are critical rights for workers given the
of ten hidden nature of algorithmc systems in the workplace.
And in the context of current draft regulations, that
principle suggests several priorities. One, to strengthen
the required elenents of risk assessments. Two, to clarify
the role of workers in unions and risk assessnents. And
three, to strengthen the power of the CCPA to act on risk
assessnents.

In closing, by covering workers in the CCPA and
adopting strong regulations |like you are currently
considering, California has a historic opportunity to |ead
the US in ensuring that data-driven technol ogi es benefit and
do not harmworkers. | want to thank Executive Director
Soltani, agency staff, and Board nembers for your commtted
work on these draft regulations, and thank you for the
opportunity to comment.

M5. MARZION:  Thank you.

Ti m Newman, |'mgoing to unnute you at this tine.
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You' Il have three mnutes, so please begin as soon as you're
ready.

MR NEWVAN. Thank you. And can you hear ne.

MS. MARZION:  Yes, we can hear you.

MR NEWWAN: Good afternoon. M name is Tim
Newman, and |'m assuring these comments on behal f of
TechEquity. W have conducted participatory research with
contract workers and surveyed renters in California about
the inpact of automated deci sion-making technol ogies. The
use of these technol ogi es by enpl oyers and | andl ords
represents one of the nost inportant issues that is already
shaping the lives of California's workers and renters with
profound equity inplications.

The workers we spoke to reported how ADMIs contr ol
their workl oad, perfornance evaluations, and at tines their
pay. Workers described how their work product was often
reviewed and assessed by an algorithmc or autonated
process, which sonetinmes deni ed subm ssions of work product,
deemed their work product insufficient or low quality, were
set unstable productivity quotas based on infornmation that
was unknown to workers.

Workers were subject to physical and nental stress
as they struggled to deal with the lack of transparency in
factors determning their working conditions and |ivelihoods

t hroughout the entire enploynent process. W found a
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simlar lack of transparency in the use of tenant screening
al gorithmns.

Wiile ADMIs are used to nake recommendations to
| andl ords about whether to approve or deny applicants, our
California tenant survey of 1,100 respondents found that
renters are largely unaware of how these decisions are made,
or even whether the technol ogy was used at all

Landl ords overseeing small portfolios or renting
at lower inconme |levels are nore likely to follow screening
recommendations w thout additional due diligence,
highlighting the increased vulnerability of under protected
renters. Black and Latinos renters were nearly tw ce as
likely to have their applications denied as white
respondents in our survey.

These findings show that ADMIs trained on massive
troves of personal data sets are likely to conpound and
perpetuate biases and often |ack context that's required by
| aw to ensure equitable treatnment. Vulnerable tenants and
contract workers we spoke to have little insight into these
deci si on-maki ng processes and few options to challenge their
out cones.

These exanpl es underscore three key principles for
rul emaking. One, full transparency, explainability, and
disclosure is necessary given the opaque nature of these

systenms and their ability to make critical decisions.
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Two, inpact assessments should be conducted prior
to and throughout the use of these technol ogies to determne
likely harms and identify nmeasures to mtigate them

And, three, workers and renters should receive an
expl anation, including what personal data was col | ected
about themand how is using critical decisions to ensure
that they have information to enforce existing rights and to
| dentify when a decision made by an ADMI is inaccurate,
discrimnatory, or otherw se harnful.

We believe that through this rul emaki ng the CPPA
has historic opportunity to enact a clear comon sense
foundation for the use of ADMIs and to ensure that workers
and renters have the opportunity for appropriate information
rights and protections.

Thank you to the staff and Board for your work on
t hese inportant regul ations and the opportunity to comment
t oday.

M5. MARZION:  Thank you. |van Fernandez, |'m going
to unnute you at this time. You'll have three mnutes, so
pl ease begin as soon as you're ready.

FERNANDEZ: Hello? Can you hear ne.

o

MARZION:  |If you could speak up |ouder, please.
FERNANDEZ: Yes. |Is this alittle bit better.
MARZI ON:  Yes. Thank you.

FERNANDEZ: Perfect. Hello, everyone. Ivan

2 9 3 B
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Fernandez, |egislative advocate with the California Labor
Federation of Labor Unions and al so speaking on the behal f
of UFCW State Council, here to express our support of the
ADMI regul ations that will be discussed in our next agenda
I tem

Aut omat ed deci si on-maki ng technology will continue
to expand in usage across all industries, inpacting
countl ess workers. ADMI can affect workers in a nultitude
of ways due to the wide range of uses the technol ogy can
fulfill. As aresult, a regulatory framework nust contain
broad worker protection that respond to the range of uses
and potential harnmns.

The proposed ADMI regul ations are a positive step
towards protecting workers from unknown and unscrupul ous
ADMT usage by enpl oyers. W appreciate the Board's
proactive approach to regul ate expanded ADMI use. Wile we
are in support of the draft regulations, we additionally and
respectfully urge the Board to strengthen the draft regs
based on the principles we, along with the coalition of
wor ker advocates, provided in a letter sent earlier this
year based on the experience of workers.

Specifically, we urge that the definition of ADMI
be expanded, that ADMI use notification be strengthened, and
that the opportunity for workers to opt-out of consequenti al

ADMI systens be restored. Wth these additions, the CCPA
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can provide first in the nation protection for workers in
the new digital age, and will be able to denonstrate that
data-driven technol ogies can be utilized to be -- to benefit
rat her than harm workers.

Thank you for the opportunity to comment and for
the continued work on these draft regul ations.

M5. MARZION:  Thank you.

Rin, I'"'mgoing to unmute you at this time. You'l

have three mnutes, so please begin as soon as you're ready.

MS. ALAJAJI: Hello? Can you hear ne.

MS. MARZION:  Yes, we can hear you.

MS. ALAJAJI: Good norning, Chair, menbers of the
Board. M nane is Rin Alajaji and |'mthe legislative
activist at the Electronic Frontier Foundation. W
appreciate your work on the next agenda itemon automatic
deci sion neeting -- decision-naking technol ogies. And thank
you for the opportunity to speak today.

EFF has joined two letters to the agency,
outlining some priorities for what we'd like to see in the
final regulations. And we support the agency's work to
continue to clarify and strengthen themfor workers and
consunmers. California's personal data is being repurposed
every day to train automated deci sion-making technol ogi es,
and we applaud the California Privacy Protection Agency for

applying its expertise and leveraging its authority to
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provide Californians with basic transparency and recourse
via this rul emaking.

The US workplace is rapidly becomng a major site
for the deploynment of Al and other digital technol ogies, and
that is atrend that wll only escalate going forward. Ful
coverage by the CCPAis a critical first step to ensure that
California workers have the tools necessary to advocate for
their rights in the 21st century data-driven workpl ace.

These are very difficult issues and we recogni ze
that California's leading the way in crafting regulations to
address them So, again, | think -- | would Iike to thank
everyone that's involved in drafting these regul ations for
your work and for the opportunity to speak today.

M5. MARZION:  Thank you.

Kara Wlliams, I'mgoing to unnmute you at this
time. You'll have three mnutes, so please begin as soon as
you' re ready.

M5. WLLIAVS: Hello? Can you hear ne.

M5. MARZION: Yes, we can hear you.

MS. WLLIAMS: Ckay. Geat. Thank you. Hello, ny
nane is Kara Wlliams and |'ma |awer at the Electronic
Privacy Information Center or EPIC. EPIC is an independent
research and advocacy center focused on protecting privacy
in the digital age.

|"d like to start by commending the agency's work
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to protect the privacy of Californians fromdata harms
connected to automated deci si on-maki ng technol ogies. The
draft regulations are a vital part of protecting the rights
of Californians because these ADMIs are increasingly being
used in high stakes decisions about people's lives and
wel | bei ng, including inportant decisions about housi ng,

enmpl oyment, and heal t hcare.

Today, |'d like to focus on one crucial feature of
ri sk assessments under the draft regul ations, transparency.
First, risk assessment transparency is in the best interest
of both Californians and the agency itself. Mking risk
assessment information public can nake agency enforcenent
more effective by enabling advocates, academ cs, and ot her
interested parties to support the agency's review of risk
assessnents.

Making this information public by default can
reduce the admnistrative costs of fielding California
Public Records Act requests or related lawsuits. And risk
assessment transparency itself can be an effective incentive
for businesses to proactively inprove their own data
practices, and can prevent a race to the bottomthat harmns
California consumers.

Second, risk assessnent transparency aligns with
core features of both California law and the California

Constitution. Article 1 of the California Constitution
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enshrines the people's right of access to information
concerning the conduct of the people's business. And the
agency's proposed risk assessnent requirenents fall squarely
within the anbit of the people's business.

Busi nesses are obligated to conplete risk
assessments to determ ne whether the risks to consunmer's
privacy fromthe processing of their personal information
out wei ghs the benefits to the consuner, the business, other
st akehol ders, and the public. These risk assessnents are
conpl eted for the purpose of regulatory conpliance and
di sclosure, not for private econom c grow h.

This is particularly inportant because the risk
assessments are not, nor should they be, trade secrets under
the California Uniform Trade Secrets Act. Finally, much of
the information that nust be included in risk assessments
under the agency's draft regulations is already neant to be
public under the CCPA

Under the CCPA's notice that collection
requirenent, for exanple, businesses nust directly inform
consunmers of the purpose for data collection, the categories
of personal information, the business plans to collect, and
the business' data retention plan. Al of which nap onto
the first three categories of information required under the
CCPA' s risk assessnent requirement, as well as the entirety

of what is required for the abridged risk assessnents.
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Centering transparency and regul ati ng aut omat ed
deci si on-nmaki ng technol ogies is key to protecting
California' s rights in the digital age, and the agency
shoul d vote to advance these inportant regul ations.

Thank you for your tinme today, and EPIC | ooks
forward to continuing to be a resource for the agency.

M5. MARZION. Thank you. And it |ooks |ike we have
an audi ence nmenber who'd like to speak.

MS. KIEFFER  Good morning. There we go. Good
morni ng, Board nembers. M name is Tasia Kieffer and |'m
here on behal f of the Los Angel es County Busi ness
Federation, also known as BizFed. BizFed is conposed of
over 245 diverse business organizations, representing
420,000 enployers and 5 mllion enployees across Southern
California. Thank you for allow ng public comment today.

The busi ness community understands the inportance
of having consuner protection guardrails in place as
t echnol ogy continues to rapidly devel op and expand. W also
understand that the CPPA's intent with the proposed
regulations is to ensure that consuner privacy remains a
primary focus as new technol ogi es are devel oped, but
California cannot afford to get this wong.

We ask the CPPA pause and align its work with
conprehensive Al legislation fromthe state |egislature per

governor Newsomi's directives to avoid exceeding its mandate
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and ensure regul ations serve Californian's effectively.
Advanci ng these regul ations as they are nowis premature and
detrinental to the public and small businesses.

In fact, according to the CPPA's own i npact
assessnent, highlights projected negative macroeconomn c
| npacts over the next 12 years in California. It states, "A
staggering $31 billion in direct cost to businesses, $50
billion shortfall in investnents, a $27 billion [oss in
gross state product, and the [ oss of over 98,000 jobs just
in California." Yet there is no enpirical data provided in
the inpact assessment show ng tangi ble benefits fromthese
regul ations, only theoretical ideas.

Addi tional Iy, what may be nore concerning is that
the CPPA' s econom c inpact assessment also found that out of
t he businesses identified who nust conply with the rules, 66
percent of themare small businesses, many of which will not
be able to afford the cost to conply.

California already faces a $68 billion deficit.
These rules threaten to deepen that deficit by constraining
busi nesses and weakening state incone. These rules will
burden enpl oyers that use ADMI in hiring, work allocation,
conpensation, and other significant enployment decisions.

Many smal | businesses use ADMI for marketing to
new consumers. However, these businesses will face a

revenue | oss due the inability to nonetize website traffic
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as stated in previous public conrents here today, Specific

I ndustries such as finance services, housing, insurance,
education, and crimnal justice are directly targeted. New
CONSUNers -- excuse ne.

Meanwhi | e, government and public agencies |ike
yourself do not have to -- are exenpt fromconplying with
the rules that you are setting forth today. And,
respectfully, we requested the agency col |l aborate with the
busi ness community to devel op bal ance regul ations that
saf equard privacy wthout stifling innovation or economc
gr ow h.

Board nenbers, please know that our door is open
for neani ngful dial ogue and col | aboration to ensure
California gets this right for its businesses, econony, and
people. Let ne rem nd you that business is what nmakes
California work. Thank you

MS. URBAN. Thank you very nuch, Ms. Kieffer.

The Board needs to take a short break. We wll
return to public coment as soon as we are able to do that.
Can we take 10 m nutes and cone back at 10:347? Thanks so
much.

( RECESS)
MS. URBAN. Good norning again, everyone. Wl cone
back. Thank you for letting us take sone tine for a break.

| think that's the problemwth filling ourselves for lots

323.393.3768 Depo
www.iDepoReporters.com ~

Page 65



http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 66
CALIFORNIA PRIVACY PROTECTION AGENCY

of comments with lots of coffee. And with that, | would
like to return to Ms. Marzion and the queue.
M5. MARZION:  Thank you.

Dalton Cine, I'mgoing to unmute you at this
tine. You'll have three mnutes, so please begin as soon as
you' re ready.

Dalton Cine, please begin as soon as you're
r eady.

MR CLINE: M hand was just up fromlast tine.
Sorry.
M5. MARZION:  Ckay. Thank you very mnuch.

Carnmen Consti, I'mgoing to unmute you at this
time. You'll have three mnutes. Please begin as soon as
you' re ready.

M5. COWSTI: Good norning and thank you, Chair
Urban and the Board. |'m Carmen Consti, |ead regulatory
policy specialist with the California Nurses Association
National Nurses United, the largest |abor union of RNs in
California, representing over 100,000 RNs in the state.

CNA urges the agency to advance the draft ADMI
rule to formal rulemaking and to ensure that the rule is
strengthened to ensure the strongest protections for workers
and consuners. Healthcare enployers are increasingly using
autonat ed patient nonitoring technology and clinical

deci si on-nmaki ng al gorithms that automate deskill and deval ue
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the work of nurses.

The use of automated tools in clinical prediction
and assessnent |eaves patients w thout the human to hunman
relationship, that is the basis for nursing, underm ning
nurses professional judgnent, and threatening both patient
and wor ker safety.

Cinical ADMIs feed into healthcare enployers
al gorithm c managenent systens, and can result in increased
wor kl oads, dangerous understaffing, and hei ghtened pressure
by managenent to work faster than is safe for patients and
wor kers.

As nurses, CNA nenbers adhere to the precautionary
principle, which we urge the agency to use as it devel ops
Its ADMI regul ation. The precautionary principle neans that
t he agency shoul d ensure that ADMIs are proven safe,
equitable, and will not result in harmbefore they are
depl oyed.

It is the role and responsibility of this agency
as aut horized by statute to devel op protections agai nst
harnms from ADMIs. Your regul ations nmust be drafted broadly
to ensure pre-market testing and regul atory approval of any
new technol ogy before they are deployed, and w th ongoi ng
monitoring to ensure that they are safe, effective, and
equi t abl e.

There nust be clear red |ines established around
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the use of these tools to ensure that they do not replace
nurses or other workers' judgment, and do not put patients
and consuners at risk. As others have conmented, there nust
be clear and robust opt-outs for workers and consumers.

The burden of denonstrating safety should rest
wi th enpl oyers and devel opers, not patients and their
caregivers, not working famlies and essential workers. |If
CPPA does not nove forward with rul emaking today, it wll
have a cost for workers and consuners, their lives and their
| ivelihoods as harnful ADMIs expand rapidly.

Wthout regulatory protections, devel opers and
depl oyers are shifting the burden of identifying unsafe and
harnful ADMIs onto workers and consuners. However, these
corporations are the ones that seek to profit off the use of
ADMI's, and are pushing the proliferation of these
t echnol ogi es before regul ati ons can be adopt ed.

It is inportant that rulemaking is started today.
Formal rul emaking can ensure that the agency, |ike other
Cal i fornia processes can have robust discussion and
analysis. Starting the rul emaking process is the beginning,
not the end of the discussion. Thank you so nuch and we
| ook forward to working with you all nore.

M5. MARZION:  Thank you.
Cdint Aivier, I"'mgoing to unmute you at this

time. You'll have three mnutes to make your comments, so
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pl ease begin as soon as you' re ready.

dint Aivier, please begin as soon as you're
ready.

MR CQLIVIER  Yeah. Thank you very much to the
Board for this opportunity to speak this nmorning. M nane
is dint Aivier, and I"'mthe CEO of the Central Valley
Busi ness Federation or BizFed for short. W're a grassroots
al l'iance of over 75 businesses and organizations,
representing 30,000 diverse enpl oyees and over -- businesses
and over 400, 000 enpl oyees here in the Central Valley from
Kern up to Madera County.

Many of ny nenbers have been |eaders in the
technol ogy industry and pride thenmselves on job creation and
entrepreneurship. They're also advocates for the safe and
responsi bl e use of artificial intelligence. Now, we believe
-- our Board believes that the proposed regulations by this
agency to create new overarching regul ations are detrinental
to many of the snmall and nedi um sized businesses that |
represent.

Additionally, they go beyond the scope and m ssion
of protecting consuner data. W collectively have a couple
of maj or concerns about the CPPA' s econom c inpact -- excuse
me, econom ¢ inpact on 66 percent of the 66,000 businesses
they identified as being inpacted, those being the small

busi nesses that are the backbone of our econony.
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Fromthe CPPA' s risk assessment, the estimted
costs in the first year of annual ADMI requirenents,
cybersecurity audits and risk assessments will be nore than
1.2 billion, and nore than 900 mllion year after year.
We're al so concerned about the CPPA anticipated negative
| npacts on the overall California econony after inplenenting
t hese suggested regul ations.

Al their calculations are from2022, so we
anticipate there are -- they're a little | ower given natural
inflation our state and nation are dealing wth. The CPPA
anticipates a negative $31 billion in direct inmpact costs
and profit margins to businesses. They also anticipate an
i nvestment shortfall of an additional negative 50 billion.

Now, over the next 10 to 12 years, they project a
net |oss of nearly 100,000 jobs while our state already has
t he second hi ghest unenployment in the country at 5.3
percent according to the US Bureau of Labor Statistics. And
that's fromlast nonth

Lastly, the CPPA projects a loss of $27 billion in
our gross state product, which will ultimately weaken our
total economic output production. W are already $68
billion, as we all know, in a deficit here in the State of
California. And our menbership -- our Board is asking that
we do not make a bad situation worse.

Thank you so much for the opportunity to speak.
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M5. MARZION:  Thank you.

Keil en Fong, I'mgoing to unnute you at this tine.
Pl ease begin as soon as you're ready. You'll have three
m nut es.

MR FONG Hi, can you hear ne.

M5. MARZION:  Yes.

MR FONG Good norning, Chair and Board menbers.
My name is Keilen Fong and |'mrepresenting the Cal Asi an
Chanmber. |'mparticipating today on behalf of small to
medi um si zed mnority and AAPI owned busi nesses who woul d be
negatively inpacted by these draft regulations.

The busi nesses we represent are already deal ing
with the pressures of rising inflation costs and supply
chain demands. They shoul d not be further burdened by
unnecessary regul atory actions, as they do nore harmto the
busi nesses thensel ves than hel p consumners.

The financial harmis underscored in the agency's
own econom ¢ inpact assessment called the standardized
regul atory inpact assessment, which estimtes these
regul ations will cost businesses nore than $3.5 billion.
| ndependent financial analysis conducted by the California
Chanber says that the nunber is actually far |ower than what
it would be realistically.

This is frustrating for businesses, particularly

since the goal of these regulations is to -- is supposed to
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be -- to hel p businesses conply with the CPPA, not bankrupt
them O particular concern to our retail businesses is the
regul ation that woul d create a consuner right to opt-out of
aut onat ed deci si on-naking tools used for consumer profiling.
Al l ow ng consunmers this opt-out limts e-comerce

busi nesses' ability to advertise to their own custoners,
which is not the goal of the underlying policy.

It al so creates confusion for businesses that wll
have to create different processes for custoner interaction
wi t hout a conpel ling consumer reason for this added expense.
The scope of these regulations is broad and ill-defined, a
point validly raised by CPPA Board Menber Mactaaggart during
the | ast Board neeting.

W are frustrated that the agency staff has failed
to make any changes to the draft regulations to address
these very legitimate and wi dely shared concerns. W
bel i eve the Board should pause, listen to our feedback,
narrow the regulations to the law s core purpose, and
conduct a thorough econom c analysis be nore -- before
moving forward with regulations. Thank you.

M5. MARZION:  Thank you.

Ryan Allain, I"'mgoing to unmute you at this tine.
You' Il have three mnutes to nake your comrents, so please
begin as soon as you're ready.

MR ALLAIN. H. Thank you. Good norning. M
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nane is Ryan Allain. |'mspeaking on behalf of the
California Retailers Association. |'mhere today on behal f
of our menbers, which range in size fromnational brands to
the small and mediumretailers across the country and across
our state, to remnd the Board that these draft regul ations
are not just going to hit big tech conpanies, but they'll
have a very real inpact on a wide swath of California
busi nesses, which are already reeling from post pandemc
recovery, disrupting supply chains, inflation, high energy
costs, and a significant organized retail theft.

The Board's own -- as mentioned before, the
Board's own standardi zed regul atory inpact assessnent
estimates of the costs of the regulations on businesses in
California would be more than 3.5 billion. This is even
nmore concerning that the regulations are outside the scope
and it's what is necessary for the agency to add clarity for
busi nesses to comply with CCPA, which is supposed to be the
goal. Instead, these regulations are essentially
| egi slating the creation of brand new consuner rights that
wi Il have significant inpact on California's econony and
state budget, all wthout oversight of the legislative
process.

Al t hough we provided detail ed feedback regarding
our concerns with many of the regulations earlier this year

given the time constraints, we'd |like to enphasi ze one draft
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regulation in particular that will have an outsized inpact

on the retail industry, the regulation that would create a
consuner right to opt-out of automated decision tool making
for consumer profiling.

CCPA is about giving consuners control over
busi ness selling or sharing their data with others. It's
not about limting the ability of businesses to advertise
for their own custoners. These regulations take a long --
conpletely different direction as what is witten in
statute, and was approved by the voters.

The California businesses -- a California business
| osing the ability to custom ze ads for their own customers,
as previously nentioned, will result in revenue that the
agency has not considered, e-commrerce marketplaces that
suggest products to their own custoners based on past
purchases, a comon practice will have to redesign their
platformand account for two different user experiences.

This regulation will also create confusion for
busi nesses rather than streanline conpliance. Wat happens
I f a custonmer opts out of the decision-making tool
aut onat ed decision-naking profiling, and the ability to show
customfirst party ads, but does not opt-out of cross
contextual behavioral ads? This confusion will be
frustrating to consuners and costly for businesses to

navi gate conpli ance.

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024
CALIFORNIA PRIVACY PROTECTION AGENCY

As previously mentioned as well, we thank the
Board Menber Mactaggart for raising these concerns, this
staggering scope. W have been discouraged to |earn that
the agency staff has declined to take any of his concerns or
I ndustry feedback from past hearings into consideration.

In conclusion, we ask the Board not approve the
draft regulations at this time, and that instead it conduct
a nore thorough econom ¢ eval uation and submt a revised
narrow draft of regulations prior to proceeding to form of
-- formal rul emaking. Thank you.

M5. MARZION:  Thank you. Madam Chair, |'m not
seeing any other hands raised online at this time, but |
bel i eve we have an audi ence nmenber who'd like to make a
public conment.

MR, CANETE: Thank you. Good norning, CPPA Board
menbers. Julian Canete with the California H spanic
Chanbers of Conmerce, which is conprised of over 130 Latino
and diverse chanbers throughout California, representing not
only the over 800,000 Hi spanic owned business, but diverse
busi nesses across the state.

On behal f of our menbership, | have a couple of
key points | would like to highlight for you this norning.
Let me start with an ask. Respectively, we are asking that
CPPA rethink the findings of the standardized regul atory

| npact assessnent before it votes to nove any of the
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regul ations today. 3.5 billion ininitial inplenentation
costs with ongoing costs of 1 billion for the next 10 years
Is a real nunber that nmany of our small and diverse

busi nesses represent -- that we represent, too many of our
busi nesses.

California is facing potentially double digit
billion deficit in 2025, and the cost of CPPA regul ations
can only nake that number worse. Second, nothing in
Proposition 24 authorizes regulation of Al by the CPPA. Let
me read part of Governor Newsom s veto message of SB 1047
this year. "I'mcommtted to working with the |egislature,
federal partners, technology expert, ethicist, and academ a
to find the appropriate path forward, including |egislation
and regul ation, given the stakes protecting against actual
threats w thout unnecessarily thwarting the promse of this
technol ogy to advance the public good. W must get this
right.”

W are asking CPPA to remove Al fromthe ADMI
regulations. It does not belong there. And Al is comng
back to the legislature in 2025. So getting ahead of them
I s pointless and adds unnecessary costs for businesses. Let
me paint a picture of what Al could | ook Iike fromwhere we
-- where we stand. CPPA adopts an Al regulation in 2024.
| npl ements in early 2025. The |egislature passes the

conflicting Al legislation in [ate 2025. Qur business
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owners W ||l now have to spend unnecessary noney to undo
compliant -- to undo CPPA conpli ance.

Finally, in theory and as CPPA interprets its
regul ations, the CPPA regul ations do not affect our nembers
because they only affect big conpanies. In real life, this
Is not true. \Wen business is inpacted by this regulation,
| eave California, it will land on us and not any of you

Respectively, we think a prudent approach is to
advance the cybersecurity and risk assessment regul ations,
and to collaborate with the -- with Governor Newsom and the
| egi sl ature on ADMI and Al. Thank you.

M5. MARZION:  Thank you.

G lbert Lara, you -- | will unmute you at this
time. You'll have three mnutes. Go ahead and start when
you' re ready.

MR LARA: Good norning, Board menbers. M name is
G |l bert Lara on behalf of Biocom California. Biocom
California is a nonprofit organization representing over
1800 |ife sciences conpanies and resource institutions
across the state. Qur industry's commtted to protecting
private privacy and maintaining robust data security.

However, we're concerned about the scope and
potential consequences of the proposed draft regulations
regardi ng ADMI, which risk going well beyond CPPA s
mandates. Firstly, the ADMI requirenents go beyond typica
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privacy protections and into areas of broader Al regulation,
rai sing concerns about regul atory overreach.

By requiring detailed disclosures and opt-out
options for ADMI, the draft proposals could conplicate
essential life sciences processes, such as clinical trials
and personalized nedicine. ADM helps us match patients to
clinical trials and tailor treatments effectively. However
these requirenents may introduce delays and dimnish the
efficiency of these critical systens.

Al l owing opt-outs for ADMI is clinic, and clinical
settings could lead to | ess precise treatments and potenti al
delays in patient care. Secondly, the requirement for
annual cybersecurity audits could add significant burdens,
particularly for snaller firns. These audits require
extensi ve docunentation and i ndependent assessnents,
overlapping with existing federal standards wi thout clear
addi tional benefits for consuners.

For many |ife science conpanies, especially
startups, the costs tied to these audits may shift resources
fromresearch and devel opment to conpliance, which could
sl ow down progress and new therapies. Lastly, the proposed
privacy risk assessments and post heavy administrative
requirenents, creating layers of paperwork w thout
measur abl e privacy gains.

Each assessment mandates 9 topics with 32
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sub- conmponents, which creates conpliance challenges that
distract fromcore operations and the life sciences. Such
conpl exity not only places an undue burden on conpanies, but
al so risks confusing consumers and overstepping into general
Al regul ation, which exceeds the authority granted by
California voters

W urge the Board to reconsider advancing these
regulations in their current form Life sciences are
crucial to California' s econony and to advancing heal t hcare.
We ask the agency to collaborate with industry stakehol ders
and legislators to ensure these regul ations protect privacy
without stifling Iife-saving innovations. Thank you.

M5. MARZION:  Thank you.

You'll have three mnutes. Go ahead and begin.

M5. PADRON: Thank you. Good norning, Chair and
Board menbers. M name is Naom Padron and |'m here on
behal f of the Conputer & Communications |Industry
Associ ation, CCIA which is a not-for-profit Internationa
trade association with menbers froma broad cross section of
t echnol ogy and communi cations firmns.

We appreciate the opportunity to share our
perspective on the current draft, as we believe that the
agency has incorporated mnimal industry feedback, which is
critical to crafting effective and bal anced regul ati ons.

Wil e we have several outstanding concerns with the current
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draft, as outlined in our January letter to the agency, the
provisions regarding automated deci sion-naking tools deserve
particular attention.

Qur primary concern is the proposed regulation
al l ow ng consunmers to opt-out of autonmated deci sion-nmaking
tools for profiling. This could severely inpact business'
ability to conduct first party advertising to their own
customers. For exanple, platforms would need to redesign
their systens to exclude certain users from personalized
recommendati ons based on past purchases, which goes well
beyond the scope originally agreed upon in CCPA

At its inception, the primary agreenent behind
this omi bus privacy |aw was that businesses could continue
using data fromtheir own customers to inprove the products
they offer consumers with the understanding that no private
right of action would be inposed. Likewse, CCAisS
concerned that the regulation nay allow consuners to opt-out
of having their data used in automated deci si on-naking tool
training.

This woul d hinder covered entities from devel opi ng
their own ADMI applications internally, restricting their
ability to create products and strengthen internal privacy
mechani sns for consumers. For exanple, automated fraud
detection tools may rely on valid customer data in the --

their devel opment, data which the proposed regul ation woul d
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limt access to.

Addi tional ly, the agency's econom ¢ anal ysis
estimate that inplenenting these remaining regulations for
Cal i fornia businesses would cost around 3.4 billion. This
along with the potential for these proposed regulations to
undermne California's leadership in artificial intelligence
I S concerning.

CCl A believes that the proposed regul ation exceeds
the agency's statutory authority. The enphasis shoul d be on
crafting a balance and effective privacy |aw rather than an
executive agency establishing rules that far exceed the
| egislation's original intent.

W' re happy to provide nore specific information
and assist in refining the | anguage on these key issues if
needed. Thank you for your time and your consideration of
t hese coments. W ook forward to working with you. Thank
you.

M5. MARZION:  Thank you. Go ahead. Next speaker,
you'l| have three mnutes. Begin when you're ready.

MR FRAZIER  Thank you. Good norning. Thank you
for the opportunity to testify on the agency's draft
proposed regul ations to inplement the CPRA of 2020, and the
proposed data broker regulations. M name is Travis
Frazier, and |'mthe senior manager of governnent relations

for the Association of National Advertisers.
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Before | begin, the ANA and its nenbers believe
that protecting consuner privacy is of paranmount inportance.
However, if the draft regul ations becone final, consuners
wi Il be severely affected through the | oss of access to
products and services they value, rely upon, and enjoy
t oday.

The following list is not exhaustive, but outlines
several inportant issues for the agency to consider. First,
the proposed regul ati ons woul d establish broad definitions
of automated deci si on-maki ng technol ogy and Al. This could
| ead to significant confusion and operational challenges.

The agency shoul d reeval uate the breadth of these
proposed definitions, or alternatively, if the agency elects
to nmove forward with a definition that woul d cover
practically all automated processing, it should scope the
applicability of its rule solely to autonated processing
deci sions that produce legal or simlarly significant
ef fects concerning a consuner.

Second, the agency's proposed opt-outs related to
behavi oral advertising, ADMI and Al, can negatively inpact
busi nesses that rely on data to inprove products and reach
audi ences. The draft regulations would create entirely
novel opt-out rights for uses of ADMI for extensive
profiling and behavi oral advertising.

The CCPA itself does not envision such an opt-out,
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nor does it provide the agency with the authority to create
one. Such a regulation would extend well beyond the meaning
and intent of the CCPA. In addition, the proposed
regul ations would create opt-outs for uses of data to train
Al and ADMI. This kind of opt-out would significantly
hi nder busi nesses from devel oping their own ADMI
applications and inproving products and services for
consuners benefit.

Now, with regard to the proposed data broker
regul ations, the agency's proposed updates to the state's
data broker definition could classify -- could classify
nearly every entity doing business in California as a data
broker. This proposed definition of direct relationship
woul d render the state's data broker registry neaningless by
including virtually every business in its scope.

This approach directly conflicts with the stated
| egislative intent of the data broker registry statute, as
wel | as the subsequently enacted Delete Act that builds upon
the registry law. Second, the agency has not established a
clear process for verifying consumer and authorized agent
requests made through the DROP

The agency shoul d require agents provide signed
proof of authority, and should require consuners to directly
confirmw th the agency that they have authorized an agent

to act on their behalf. Additionally, agents should be
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prohibited fromself certifying their authority to act and
shoul d be required to obtain infornmed consent from consumers
before submtting requests through the DROP

Thank you for the opportunity to speak to you
today, and we | ook forward to continuing to work with you
t hroughout this process.

M5. MARZION:  Thank you. You'll have three
mnutes. Go ahead and begin when you're ready.

MR, SINGLETON: Geat. Good norning, CPPA Board
menbers and staff. M name is Robert Singleton, and I'mthe
senior director of Policy and Public Affairs for the
California and US West region at Chamber of Progress. W
are a tech industry association supporting public policies
to build a nore inclusive country in which all people
benefit fromtechnol ogi cal |eaps.

|"mhere today to urge you to revise your approach
and set aside this well-intentioned but ultinmately flawed
proposal to regul ate automated decision-maki ng tools, which
exceeds the legislature's directive for an agency charge
with creating privacy rules and stands to harm consuners and
I nnovation alike.

The expensive proposal conservatively estimted
cost California businesses over $3 billion could create
opt-out rights where Al is not actually making decisions.

Al l ow ng custonmers to opt-out of autonmated decision tools
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for consumer profiling creates a conplex, potentially
unwor kabl e policy environment. Consumer profiles allow
platfornms to display relevant and interesting products to
Consumners.

Mre specifically, these profiles undergird online
advertising, enabling platforns deliver informative ads for
consuners. This is the nost acute and large online
mar ket pl aces where smal | businesses are able to sell goods
directly to people. Wth so many products conpeting for
consuner intention, relevant advertising allows snall
busi nesses to reach consumers who may ot herw se not
encounter the products. This enhances welfare for
consuners, marketers, and platforns alike.

The proposed draft rules, consuner has a right to
opt-out of ADMI training data, are simlarly overreaching
and problenmatic to inplenent. Training is not in of itself
a high risk endeavor, but regulating as such will slowthe
I nprovenent in Al in California.

California conpanies utilize Al nmodels to inprove
their product offerings. Oten, these are internal
non-consumer facing applications where the consunmer facing
Inmpact is mninmal or even non-existent. But they serve an
| nportant process or a certain purpose, allowing -- such as
al l ow ng product testing, continuous product inprovenent,

and noreover, training is not in of itself a high risk
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activity.

But granting an opt-out would require additional
processing of consuner data since devel opers would need to
i dentify themduring training at odds with the agency's
mandate to self-guard privacy. Here again, the CPPA is
effectively |egislating how conpani es operate their internal
t ool s.

We commend the CPPA for automated deci si on-maki ng
-- or for making this effort. The current proposal adds
substantial regulatory and conpliance burdens to California
startups wi thout obviously advancing consumer privacy, and
as di scussed, may undermne it.

But the matter under consideration is tantanount
to legislating Al in California. Legislation -- legislature
consi dered but did not adopt conparable policy during the
recent session. These reasons, we urge you to set aside
this well intention but flawed proposal related to autonated
deci si on-naki ng tools. Thank you.

M5. MARZION:  Thank you.

Madam Chair, |'mnot seeing any additiona
commenters at this tinme.

MS. URBAN. Thank you very much. Wth that, we
wi Il move to Agenda Item nunber 3, which is discussion and
possi bl e action to advance draft regulations to fornmal

rul emaki ng for updates to existing regulations, insurance,
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cybersecurity audits, risk assessnments in automated
deci si on- naki ng technol ogy.

| would ask you to turn your attention to the
materials for this -- for this agenda item and which wll
be presented by our CPPA general counsel, Phillip Laird, and
senior privacy counsel and advisor, Lisa Kim and CPPA
attorneys, Kristen Anderson and Neel of er Shai kh. Good
mor ni ng, everybody. W would |ike to hear fromyou then the
Board will discuss. M. Laird, please go ahead.

MR LAIRD: Good norning to the Board nenbers, and
thank you to all the nenbers of the public that have
submtted comment already this morning. As was nentioned
before the Board are three docunments today, a cover meno
that includes staff's reconmendation about -- for the Board
to advance the proposed regulations to formal rul emaking.

Al'so, the draft text to the proposed regul ations,
whi ch update the existing CCPA regulations, clarify when
i nsurance conpani es nmust conply with the CCPA
operationalize requirements for cybersecurity audits and
ri sk assessnments, and operationalize consuners' rights to
access and opt-out of business' use of automated
deci si on-maki ng technol ogy or ADM.

Additionally, we've also included the Initia
Statement of Reasons, which explains the purpose and

necessity of each of the proposed regulations in the draft
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text. And since the Board |last saw the draft text in the

| SOR in July 2024, the | SOR has been nodified to incorporate
now the standardi zed regul atory inpact assessment or
sonmetimes called SRI A shorthand.

As you're aware, the SRIAis the formal economc
assessnment of the proposed regulations. It outlines their
costs and benefits, as well as the costs and benefits of
potential alternatives. As was required, under the
Adm ni strative Procedures Act, staff did submt this SRIAto
t he Departnent of Finance for their reviewin August of this
year and received DOF's feedback in Septenber.

In short, DOF or the Departnent of Finance,
generally concurred with the nethodol ogy used in the SRIA
and they only requested additional explanations fromthe
econom sts about a few of the macroeconom c inpacts
identified in the SRIA which our econom sts have worked to
resol ve.

The other nodifications to the documents include,
we have renoved Section 7005, which addressed the consuner
price index increase. And this is because |egislation was
passed earlier this year, that essentially inplenented that
same requirement, obviating the need for regulations.

We al so provided detail on proposed regul ations,
benefits, addressed regulatory alternatives, and provided a

|ist of materials relied upon. The draft text of the
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proposed regul ations and the 1SOR are inforned by several
years of prelimnary rul emaking activities, including
hundreds of commrents received, provided to the agency in
witing and orally at various board neetings, public

st akehol der sessions, and in response to two separate
invitations fromthe agency for comment on the topics of the
proposed regul ations.

So today, staff recomrends that the Board advance
the proposed regulations to formal rul emaking, which wll
provide the public with a formal opportunity to provide
written and/or coments to the agency on the proposed
regul ations. After receiving public coments, the Board
wi || have additional opportunities to discuss and even
potentially update the proposed regul ations.

So to be clear, and | think at |east one commenter
made this point, beginning formal rul emaking today woul d
real ly just be the beginning of the process and would by no
means be the adoption of the draft regulations presented
today. And in fact would allow for a fornmal opportunity for
everybody to comment.

We understand people are here today comenting on
this topic already, which is great, but the benefit in ny --
fromny perspective of the Adm nistrative Procedures Act, as
It gives a uniform approach where everybody can have an

opportunity to provide coments on these -- on these draft
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regul ations.

So with that all said, ny teamand | stand ready
to answer any questions fromthe Board, but otherw se we'll
turn it over to you, Chair, for facilitating discussion

M5. URBAN. Thank you very nuch. And, yes, thank
you for all the commenters who've spoken so far today. |It's
real ly hel pful and I've heard sone things that |'ve heard
before and | heard some new things. Al of themare really
useful as are the materials and conments that have been
submtted to us over the last two years during which we have
engaged in a very robust stakehol der process for staff and
the subcommttee that M. Le was on to devel op these draft
regul ations.

| want to be really clear about the question that
I's before us today, and | want to be really clear what it
means for the process, and what it means for the draft
regul ations and the formthat they are taking today. It nay
be sonewhat counterintuitive. It was sonewhat
counterintuitive to ne until | thought it through, that
| ndeed, as one commenter said earlier, engaging in fornal
rul emaki ng i s the beginning of the process.

Now, we have done a lot of prelimnary activities
whi ch are unusual in their scope and length in order to best
informwhere we start the process, but this is where the

process starts. And what | nean by that is that it may be
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somewhat counterintuitive, but it's actually easier for us

to make changes to the regulations in the formal rul emaking
process because the systemis built for that. |[It's set up

for that.

It allows us to take all of the research we have
now, including the SRIA and including all the research the
staff has cited in the ISOR  And those have gone into the
draft regulations as they are. But in the formal rulenaking
process, we can accept, for exanple, some of the critiques
of the econom c assessnent, sone of the survey -- the
consuner surveys that were nmentioned, other studies, and we
can consider those and use themif we agreed that it was the
right thing to do to revise the regul ations thensel ves.

Those of you who have been sort of consistent
Starwor ks stakehol ders, and | appreciate you very much, wll
know that in our last big rul emaki ng package we revised the
rul es substantially during the formal rul emaking process.

It is actually the best tinme to do that, and indeed process
wise, it isthe only realistic time to do that.

| appreciate that a couple of conmentators woul d
|ike us essentially to just start over. | would like to
rem nd those commentators and everyone el se as well that we
are legally mandated to have rules on opt-outs for autonated
deci si on-nmaking, including profiling, on risk assessments,

and on cybersecurity audits.
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And it is public record that we have in fact been
sued on a theory that we have been too late in pronul gating
these regulations. So this is not a question of us just
deciding to do this. This is a question of us being
mandated to do it.

The formthe regulations take is of course very
much sonething that needs to have broad input as we have had
in which we continue to have. And the best way for us to
take into account the range of input in the formof the
| anguage and the regul ations thenselves is to advance these
regul ations to the formal rul emaki ng process.

So | want to be really clear, that that is the
only question before us today, and that what answering that
question in the affirmative neans is that we have the
opportunity to work on the regulations in nmuch nore detail
than we have until we do that. | -- that -- | just want to
be sure that that's clear for everybody. And with that, I
woul d ask if Board menbers have comments.

MR LE: Yeah, | want to thank all of the
commenters that spoke today. And that's exactly the type of
feedback that | think this -- these roles need. You know, |
hear the concerns about behavioral advertising, and that's
i npact on small businesses. You know, the comenter who
tal ked about that makes it harder to run her small business

t eachi ng woodwor ki ng, | think.
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You know, |'mvery enpathetic and hear all of
these, and | believe, you know, this is the input that |
need to nake a decision on what the final form-- we all
need to make a decision what the final fornulas regulations
are. You know, | see the regulations as they are now as
privacy protective for consuners, protecting consuners the
most .

| imagine after seeing that SRIA and hearing al
these comments from busi nesses, | imgine we'll have to
narrow it sone -- at sone level. But where and what do we
strengthen will come fromthe coments in the forma
rul emaki ng process.

So, you know, | -- I'mvery open to seeing these
regul ati ons change and becone a formthat works for
busi nesses in California, but also for the folks fromlabor
who called in, the fol ks who work in healthcare, and the
other in education. So | want to nake sure that we get all
of that input, not just fromthe fol ks who could be here
today, but the folks who can wite in and provide comrent
through the formal rul emaki ng process.

M5. URBAN. Thank you, M. Le.

M. Wrthe, please.

MR WORTHE: Yeah, |'ve got a few things that I
woul d | ove some help with staff, or even other Board nenbers

coul d respond to sone of this. | think some of you just
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said share with -- answers sone of ny questions. But,
first, thanks for the comments and thank you especially to
the folks that took the time and effort to cone here in
person. | know that's not easy. So | appreciate that.

You know, a |lot of the conplaints that |'mhearing
are comng fromthe business groups. And one specific
statenent that was repeated is that, a question whether we
even have the authority to proceed in the area of Al
regulation. So I'd love to get sone feedback on that.

There's discussion about the timng of the
| egi sl ative process and whether or not we shoul d be waiting
and whether or not we're coordinated with the governor's
executive order. 1'd love to have sone feedback on that.
The question of whether or not you -- there's restrictions
on advertising to your own customers came up a few tines.
need to understand that better because that -- as presented,
it seens |ike a pretty strange restriction, but |'m probably
not getting the whole picture.

You know, there is a -- there is a theory that
we' re rushing ahead, although we've been at this for several
years, and there's 1,850 pages of comments. So as nuch as |
appreciate that going forward is only the next step in
really starting the process, you know what comrents are
comng. W just heard two hours of them

So how are we going to, you know, put different
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why have those -- are those comments going to be addressed
differently than they have in the past or are we going to be
in the same place six nonths fromnow or a year from now

wi th those groups having the sane concerns of the
regulations? | think that's all | have right now

MR LE: Just one quick part of that.

MR WORTHE: Please. No, anyone can.

MS. URBAN. M. Le.

MR LE On, yeah. Just on the the behaviora
advertising, | know we were tal king about that, you know,
that was an idea to prevent people who don't want to be
profiled wth their use of, like, say you' re on Facebook and
you have a lot of information, there is a concern around how
that information could be used against you and targeting of
products, right.

And |ike vulnerable folks are targeted with
predatory products at tines, so | see that. But at the --
at the sane tine, | think we had a ot of comments comng in
saying like, that's not the agreenent that was made. And |
think I"mresponsive to that. But on the second part is on
the governor's Al order was on generative Al. | don't know
why fol ks keep conflating the two. That was very nuch

focused on generative Al, and this is not. These rules are

not focused on generative Al. But I'll hand it off to
Alastair and that -- to answer.
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MR WORTHE: Can | ask you a question back to on
the first point.

MR LE:  Yeah.

MR WORTHE: M view of those comments was not
somebody taking information off of a social nedia
application. It was comunicating with a custoner that you
already have. That's what | heard. |If | heard it wong or
mssed the --

MR LE Rght. Soif you re a corporation saying
a bunch of different products, you have a lot of first party
i nformation about sonmeone's behavior, right? The idea would
be someone woul d be able to opt-out of themusing that to
target perhaps |oans, educational opportunities, for-profit
colleges if they have that first party information around a
custoner. But that's their own information, not one. And
perhaps that could --

MR WORTHE: Well, let ne give a different exanple
because this is the way | interpret it. Let's say I'm
purchasi ng goods froma conpany, or the restrictions |'m
focused on are their restrictions with ny relationship with
themthat |'ve already established. That's what |'m | ooking
for. Not themtaking ny information sonewhere el se, not
themselling it down. Qur relationship that we've created
already, that's what | was hearing. Does that nake sense?

MR. LAIRD: Yeah, I'mhappy to respond to that.
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Again, | think the premse in the way the regulations are
currently drafted is it sort of Board Menber Le descri bed,

it would be that infornmation that that business got from you
because you were their custoner. But it's all the ways that
they may be interacting with you and using that personal
information to understand and essentially nake -- draw
concl usi ons about things you may want to do that you' ve
never actually disclosed to that business, if that nakes
sense.

And I'd invite my, of course, astute colleagues if
there's anything nore you' d want to supplement that wth.

M5. SHAIKH. Yes. | think one other thing to
address, just with respect to your -- the idea of the
rel ati onship between you and the business that could be
hel pful here is, the regulations as they're drafted and
under the agency's authority, it would not be prohibiting
the use of that infornation.

Rather, it's that you as the consumer would be
able to opt-out of that specific use of your information to
advertise to you in that way. And so it's akin to things
that we've seen in other contexts. So if you don't want to
receive, you know, advertisements to your cell phone, if you
want to unsubscribe fromenail list, you get that control
But it's not prohibited. It's that you as a consumer get to

say, | don't want to be advertised to in this manner by this
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busi ness.

MR WORTHE: That's very hel pful

M5. URBAN. | would also say that the way that |
have read and | read the regulations as a board menber who
of course received themfromstaff and the subcomm ttee and
read themis that the statute requires us to have opt-outs,
including -- for -- including for profiling. And the
definition of profiling is quite broad and includes various
sort of first party interactions.

And the current draft of the regul ations happen
that, by only having opt-outs for extensive profiling, one
of which is for this kind of behavioral advertising as the
consuner's choice, as Ms. Shai kh was saying. |'ve heard
this feedback as well a lot, and again, | think, you know,

i nformal rul emaking, we have this sort of procedura
opportunity to consider whether the way that it's cabined
now i s appropriate. W've also, of course, heard that it's
not cabined, that it's too cabined from sone groups, or

whet her there's another nodel, simlarly, wth using whether
peopl e can opt-out for the use of their personal information
for training.

| think that's the kind of thing where | would be
real ly eager to hear nmore detail, both fromthe business
comrunity -- for exanple, there was a gentleman earlier who

was tal king about internal uses and things |ike that, so
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that we could judge -- we could judge that particular way of
deci ding, you know, what in the ADMI universe we want to
have consumers have the ability to opt-out of.

M. Mctaggart.

MR, MACTAGGART: Thank you. Well, at board
meetings in |last Decenber, March, and nost recently in July,
| opposed these regulations. | voiced concern about their
overreach, their lack of privacy protection, and the high
| i kel i hood of |egal challenges. And at this point, the
scope renmai ns unchanged. And | believe this underm nes
privacy rather than protecting it.

So I"mjust going to unfortunately have to say ny
peace that | wanted to say finally because | really fee
strongly about it. So there's some good news. | do think
the cybersecurity regulations are in good shape and w ||
benefit California.

"Wth respect to the risk assessnments, | think
t hese proposed regulations will make the inclusion criteria
for risk assessnents so broad that we will end up hurting
cause of privacy, not helping it.

The scope of these regulations effectively
mandat es ri sk assessnments for al nbst any business using
software. This spread will hurt businesses and overwhel m
our agency with, | think, largely form paperwork,

di mni shing our focus -- our ability to focus on
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enforcement. There's no chance we'll be able to review tens
and tens of thousands of nulti-page risk assessments at this
stage with our current resources.

So how are these regs too broad? The risk
assessnment regs are too broad? Well, just to provide sone
exanples, the definition of artificial intelligence, Al, is
essentially all software since materially all software,
"generates outputs that could influence physical or virtua
envi ronments. "

" Aut omat ed deci si on-maki ng then includes
artificial intelligence and everything that substantially
facilitates human decision making." And the limting factor
Is only whether that technology was a key factor in a
human' s deci si on maki ng.

So as a result, our definition of ADMincludes the
use of al nost any conputerized technology in a way that
descri bes how humans have used conputers for 30 or 40 years.
This is alnost nothing to do with sone predictive algorithm
that tells your boss to fire you because you m ght get
pregnant. That's creepy and that's bad.

So here are sone exanples that would help -- that
do hel p humans make deci sions, whether that's a human
enmpl oyed by the conpany, or by the way, the consuner,
because these regul ations do not specify. Since these can

affect a human's access to essential goods and services.
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So, first, email and text. These contain your PI,
and obviously hel p peopl e make decisions. |f you use enai
or text, please conduct a risk assessnment. Booking software
at a restaurant or a barbershop, that triggers a risk
assessment. Listing notifications. Let's say you sign up
at a real estate agency for a list to alert you to new
listings. The human uses that |ist to upload a new listing
and send out an update. That triggers a risk assessment.

Application tracking. You're applying to sone
school sonewhere, and it sends you out notifications saying
you're mssing some formhere. You haven't put in your
transcript. Trigger the risk assessnent. Even the exanple
given in 7001 F4 proves this point, even though it's
actually a little confusing.

It says, spreadsheets are not Al, but use a
regression analysis. It is Al. So you're, | don't know, a
chain store and you're |ooking at what time to open your
stores and you use a spreadsheet to focus -- to figure out,
like you put this input, it's |ike, okay, what tine does
these stores open? And, you know, you use, let's say,
Excel's Sol ver function, which many of us have used. That's
Al.

So that technol ogy was introduced in 1990, but now
it"Il require businesses to conduct a risk assessnent. And

| think this is statutory overreach. 1798, 185, 815
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mandat es ri sk assessments only for activities that pose a
significant risk to privacy or security. Privacy or
security.

Yet these regulations use ADM as the trigger. But
ADMis just atool. It does not inherently inpact privacy.
And it was specifically omtted fromthis paragraph when
drafting the statute. So if M. Soltani was here, he, when
he was ny consul tant, when we were drafting it, convinced ne
to | eave technol ogy out of this statute. So the statute
real |y doesn't nention any specific kinds of technol ogy,
even like, for exanple, around security. Because as his
point was, |look, this is going to change over tine.
Technology will change. So don't get too focused on one
t echnol ogy.

So the statute enphasizes the nature of the
activity, not the technol ogy involved. And one can make a
cogent argument that ADMis nore privacy and security
friendly because there's no humans stealing or, you know,
snoopi ng.

So nmy conclusions around risk assessnents are,
one, we should focus on activity, not technology. W should
limt risk assessments to high risk activities rather than
| i ke sone focus on some ADM Technol ogy. We shouldn't care
how a significant decision was arrived at, just that it was

arrived at. And, by the way, nmy suggestion here is nore
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privacy protective, not |ess.

W shoul d -- secondly, we should define
significant decisions nore clearly. W should -- we should
renove the termaccess to fromsignificant decisions and
actually focus this -- focus on decisions where you end up
denyi ng soneone essential services.

We should clarify essential goods and services.
We shoul d specify what qualifies as essential to avoid
unnecessary assessnent. |s an airline ticket an essential
service? |s a dating app? These are the regulations which
are supposed to provide clarity, and we should do that.

And then we should stream ine conpliance. W
shoul d provide a conprehensive |ist of acceptable
assessnents fromother jurisdictions to reduce duplication
and conpliance costs. Wth respect to ADM these
regul ati ons gives consuners the right to opt-out of ADMi f
there is a significant decision or profiling. But if a
busi ness provi des an appeal nechanism then the business
does not have to offer the opt-out.

So that sounds straightforward, but it's not due
to the very broad definition of ADM which is, again
technol ogy that processes Pl and substantially facilitates
human deci sion making. And, again, with the key decision --
the key factor in the human's deci sion.

So under these rules, consuners can opt-out of
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even contextual ads. One of the nobst privacy friendly
advertising methods. Privacy |aws encourage contextual ads,
yet these regul ations woul d undermne that ship, potentially
stalling a sector-wide effort to reduce intrusive data

col I ection.

Absol utely, these regs will allow you to stop
using a consuner to tell the business to stop using first
party ads to their own custoners, which was never, and is
not the intention of the bill. W would -- just think about
it, we would be saying to consuners, if you opt-out, you're
never going to have to see an ad relating to a bank, a
hospital, a grocery store, insurance conpany, a healthcare
employment. It's |like seven -- | added up the different
sectors we're regulating, it's like 75 percent of the
econony.

And at some meaningful level, this will break the
internet, just the way it works. The advertising nodel
supports the internet right now And it'll destroy the
concept of trying to get us to nove everybody towards a nore
privacy protective ecosystemof contextual ads, where when
you're on a site, you see an ad related to that site that is
not based on your 65 other sites that you visited and your
purchases for the last two years.

And relying on appeal nechanisns to get out of the

opt-out isn't feasible either. It's not at scale. It --
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it's not -- it doesn't reflect how the real world works.
We're setting up a terrible architecture and nothing about
this architecture hel ps protect privacy. And on the
contrary, we're just going to weak havoc and hurt privacy.

Let's exam ne some cases. Ammzon, UPS, Door Dash,
| nstacart, these regs give the consumers the right to
opt-out of these businesses automated delivery software. To
deliver the food or your nedication, your package, or do you
have to call Amazon and say, hey, |1'd like you to deliver ny
package, but, by the way, you can't use your ADM Technol ogy
to get it here?

And how -- how s that protect privacy? So, of
course, they're going to say no, but they have to set up
t hi s mechani smwhere they can then cone along and have a
mechanismfrom-- to deny ny request to use the opt-out of
the ADM Access to |odging, these -- | can call a hotel and
say, I'd like to book a room but please don't use your
aut onat ed booking software. It just -- it's inpossible for
the clerk at Marriott to do -- to -- for ne to get the room

You call the airline and say, I'd likea-- 1"d
|ike a seat on this plane, but you can't use your software
to -- your automated software to tell ne what the prices
are, or to organize it. But same thing for academc
admssions. And so | -- this language in 185 Al6 was

derived -- was literally lifted from GDPR Article 22.
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And if you go back to GDPR, that talks about
solely automated decision-making with legal inpacts. And
that was the intention here. Colorado's privacy |aw has a
simlar approach, which excludes human invol ved deci sions
fromopt-out. By contrast, our approach of -- requires
opt-outs even, if humans assist wth the decision.

And this just creates a regulatory burden that |
t hink has a negative inpact on privacy. And so these
particular regulations are $1.4 billion, the cost of them
That's our assessment. There's |lots of questions whether
that's the right one or the wong one. But | come back to
this and | say, why don't we -- why don't we -- |'ve been
saying this for a year, why don't we adopt a nuch nore
targeted approach?

And so ny recommendations are, with respect to
ADM renove the whole notion of access to or provision of,
fromthe goods and services, and get it to where you' ve been
denied an essential service, where you' ve been turned down
for a loan, you' ve been turned down for the credit card,
you' ve been turned down for the -- whatever the thing is
that you're | ooking for.

And then revise the opt-out approach, secondly.
If a human is materially involved in a decision, no opt-out
shoul d be required. And then, you know, again, | think we

shoul d focus on our privacy nandate. What we're basically
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doing is we're taking 10 lines in a 60 page bill, and we're
trying to backwards regulate Al. And |look, | actually think
it's an incredibly inmportant area to have some regul ations
on, but that's what the legislature's doing right now And
that's what the governor's talking about.

| think we should approve these regul ations, but
we should renove Articles 10 and 11. They're just too --
you know, |'ve been hearing this, just advance these, just
advance these because then we can -- then we can actually do
the work. But |'ve been hearing that for a year and nothing
real ly gets changed.

And | think the threat of -- | actually think the
threat of the lawsuits are red herring. You know, we can
pass regul ations that are nuch, much | ess expansive than
these, that -- it checks the box on ADM and checks the box
on risk assessnents. Qur approach so far has been, don't
worry about it.

Now we have |ike regulations which tally, you
know, sone enornous costs, some of that cybersecurity, which
| support, but |'mvery concerned about these and | don't
buy into that we should just advance as is. And | would
have us renove Articles 10 and 11 at this tine. Thank you.

MS. URBAN. Thank you, M. -- very much, M.
Mactaggart. And, you know, substantively, as has been the

case when you' ve nade these comments before, | think they're
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incredi bly useful and incredibly thoughtful. W may, in the
end, have some policy degreements about -- disagreenents
about certain things. For exanple, GDPR Article 22 says,
solely, but it's unclear actually how that is going to be
| mpl emented. And, you know, the intention was not to have a
situation where you could just pretend there's a person
there. And therefore it falls out of Article 22, for
exanpl e, but there hasn't been a | ot of guidance.

My understanding was that solely was explicitly
renmoved fromour statute, but | think -- anyway, as a
di scussion for a longer time, simlarly wth access and sone
of these ideas, | think they're great. | just want to be
really clear that the procedural opening for us to really
| i ke work on these kinds of structural things is informal
rul emaking. And | know that that is counterintuitive, but
that is the process -- that is the process reality.

And so one of -- the main reason that | amreally
hoping that we will nmove to formal rul emaking today is for
t hat purpose, to get, as M. Laird suggested, a rationalized
clear full record. | would encourage everybody who has
comrents prepared that they've sent us, if they don't want
to revise them just submt themagain, and then we have
themin the formal rul emaking record to work with themin
nmore detail.

There are, you know, some ADAPA inposed timelines,
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but they're very generous, which neans that we can take sone
time and we can work on the regulations in a way that
procedurally is just very difficult to do earlier this year

| would also note that we did revise the draft substantially
bet ween Decenber and March. We've gotten sone positive

f eedback, we've gotten some negative feedback, and from sort
of opposite policy directions.

And all of that information is very much -- as |
understand it fromstaff, is very nuch sort of in the hopper
and procedurally the best way -- the best option we have to
act onit is in formal rulemaking. But, you know, | think a
| ot of these ideas are just really inportant, M.

Mact aggart. And what | would like to be is in a position

where we have nore of an opening procedurally to work with

t hem

Yes, M. Le.

MR LE Yeah. Just a quick one. | -- you know, |
agree with a lot of the points you' ve made. | do think, you

know, access to, | do, don't want risk assessments for doing
a booking.comreservation, really the question is, you know,
why we haven't changed it is we need nore coments. |t
can't just be fromyou or | or the folks who call in, |ike,
how do we do this.

Li ke, | want to make sure these regul ations, when

there's an opt-out, it's an inportant one, right? Like,
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when you're -- when that appeal, human appeal exception, for
exanple, | don't think it needs to happen for everything,

but when you're applying to a job, you're rejected by
applicant tracking system naybe you coul d respond. And be
like, thisis -- this is why you have your access right, and
then you go like, well, you know, my nmetrics didn't match
but nmaybe this education counts for three years of
educational experience. You send that.

So like, | want a cabinet to those specific
situations that are high risk, are significant.
acknow edge, the | anguage as is, doesn't quite get us there.
And | think it's made very clear by all the conments that
came in. But until we get those conments, you know, |ike I
--ny mindis just like, well, you know, |I'm hearing this,
|"'m hearing that, how do we make sure we do it?

So | want to reassure you, | agree with a lot of
your points. | do think these regulations should be
narrowed somewhat to make sure we don't capture, you know
that woman who is trying to run her small business, right?
To do bookings, to do -- you know, there was a conment from
Sal ona Al, you know, exenptions for low risk activities,
phased approach for small businesses.

These are all great ideas. And as we're entering
what potentially is the formal rul emaking process, it's like

areally good time to get that and then, you know, start
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redlining these regulations and getting into a place that
isn't $3.5 billion.

M5. URBAN. Thank you, M. Le.

Yes, M. Mctaggart.

MR MACTAGGART: Yeah, | was -- | was trying to
smle, M. Le, just because personally it was pretty funny.
Recently, | was on an airline and they hand out the little

thing saying, you know, apply, get 50,000 mles for the

credit card. So | was like, all right, I'll doit. And
get the formletter back, you' ve been rejected. |1'mlike,
oh, man, now | have to -- | -- howam!| going to -- how am I

going to contact hinf Like, why did | get rejected.

So I"'malso mad at the systemwhen it happens to
me, you know, which it happens to people, and you get this
-- you know, the facel ess kind of nmachine has an inpact on
you, and it's annoying. | guess, for me, when | cone, |
hear this, and |'ve been hearing, oh, yeah, don't worry.
And | just -- I"'mlike, soneone has the pen to wite these
regulations in a boil. The ocean kind of format, and why we
keep on doing that and then say, just trust us when we get
to the other side, then we'll start tored lineit, I'm
| i ke, but not hing.

| mean, maybe sone changes that happened between
Decenber and March, but these are still massively broad

regul ations. And | keep on saying, why wouldn't we have
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just limted thema little bit -- limt if -- and you could
say, well, it's not up to you or nme, but actually we are the
Board. So | actually kind of think it is up to us. And, of
course, we want to get public coment, but there's been a
ton of public conmrent over the last year, both for and

agai nst.

But, again, |I'mpersonally unconfortable with the
process because we keep on just saying, just wait till we're
on the other side and then we'll start to address these
things. And the -- and -- but we submtted for the SRIA
this nmassive thing. | don't know why we did that. So | --
|"'mnot -- |I'mnot supportive of this right.

M5. URBAN. Thank you, M. Mactaggart.

M. Liebert's very quiet. | don't want to put him
on the spot. | just want to nake sure he has the chance to
weigh inif you'd like.

MR LIEBERT. Staff have an opportunity because
we've nade all sorts of comments about whether things have
or have not been done. Not to put you on the spot, but if
t here have been comments nade here that you feel you m ght
be able to illumnnate, that would be hel pful

MR LAIRD: Thank you, Board Menber Liebert.

A | ot has been covered, admittedly. But | suppose
an inportant point to remnd this Board is we general -- or

you generally as a Board nmade a decision to advance nore or
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| ess this version of the text back in March. And has been
since March that staff has been underway, follow ng the

Adm ni strative Procedures Act to get things teed up just to
start fornmal rul emaking.

And so starting over again is practically the same
as going back another six to nine nonths to just get back to
the sane spot where there' Il still be comments, still be
conpl ex on either side, and we'll be doing all that still
with just the limted information we've gotten to date.

| think to M. Le's point, those who are paying
close attention to our agency, sure, have been very involved
and been witing comments all along the way this whole year.
But at the same tinme, the whole Adm nistrative Procedures
Act is there will be a notice published in the state's
regi ster that everybody has access to. Everybody will be
made aware of with the full docunentation that usually nost
state departments and all don't put out in advance.

It's by the virtue of the fact that we are a Board
that the public is getting access to these docunments in
advance to see the drafts as they've been prepared because
the Board has been considering the details. But this is the
record on which it is typical. And I would recommend that
we start to then build a formal coment process and then
make sone very inportant decisions.

| absolutely agree with a ot of what's been said
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today in terms of continuing to evaluate and be thoughtful
about these things. | also just want to know, | know we've
gone through a I ot of exanples, kind of rapid fire. Sone of
the exanples | heard today would actually not be subject to
t hese rul es.

And we could take the time to go through those,
but | also think that may not be the best use of our tinme
today, but just would nake the point that through various
exceptions, as well as details in sone of these definitions,
| think there is nuance that maybe is sonetinmes gl ossed
over.

And |'ve heard it across the Board. And |
recomrend -- | recognize that means we've got sone education
to do as well on these regulations, but there's an --
there's an effort to really nmake this inpactful in the ways
that | think all the Board want it to be. So we are
committed to that sane thing.

M5. URBAN. Thank you, M. Laird.

M. Liebert?

MR LIEBERT: So | have a follow up question for
you. Let us assume for a nmonment that the Board concl udes
with our esteened colleague, who is very nuch involved in
the creation of our efforts, that the hypotheticals that
he's given are persuasive and that we want to try to narrow

this draft of regulations accordingly. Wat process would
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we have -- if we trigger the formal process now, what wl|
that ook like in order for us to get there as opposed to if
we don't trigger this process now and we do put this off
essentially for 9 or 12 nore nonths? | didn't go through
this, you already have. 1'd appreciate that illum nation

MR LAIRD: That's a great question. And there is
a certain element of Board discretion here on how you woul d
|ike to approach this. Staff, of course, has been listening
to all these coments and maybe at times even has our own
opi ni ons on which should be nmodified in where there's room
for inprovenent. But at the sane tine, we would really do
It at this Board' s direction.

And so, again, the benefit of having the formal
public conment period. So at the conclusion of that period,
we'll have a record for you. We'll have -- | guarantee
it'll be alot of coments, a |ot of documents, a lot of
pages, as well as testinony given at a public hearing as
well, for the Board to consider as an entire record. W
wi Il be happy to help then facilitate at Board neetings, if
that's the way the Board would |ike to go, discussion on
sort of the scope and nature of those conmments raised, the
suggestions made.

We woul d be happy as the staff level to nake
recommendat i ons ourselves, including recommendations that

wi Il nmake an effort to find cormon ground between Board
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menbers on where the interest and notivations lie to try to
get these regulations right. So staff is here to support in
any way the Board would like to take this, including
proposi ng updates after we've heard the comments as well as
bei ng responsive to general discussions.

And maybe after hearing that conplete record, if
there is sone consensus that's built at, for instance, a
meeting follow ng that public comment period, staff would go
back to revising regulations to neet all of those interests.

MR LIEBERT: So what |'mtrying to conpare here,
M. Laird -- and thank you for that, and thank you staff for
what has been an amazi ng anount of work and truly
extraordinary work. What |I'mtrying to drill down here is
that, if we trigger this formal process today, and we want
to make changes, as Board Menber Mactaggart has poi nted out
to sone degree, as a consensus hopefully as a group, what
process woul d we be engaged in during this period of this
public formal process.

MR LE Can | -- can | add to that question?

MR, LIEBERT: Sure.

MR LE: So say we decide for exanple, say, we take
out behavioral advertisenment, right? As one of the opt-out
opportunities, right? Wat would happen if we did it now
versus when we did it in formal rul emaking?

MR LIEBERT. Thank you for that. That's very
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hel pful .

MR LAIRD: That's a great question. If we do that
now, we would need to update a nunber of these requirenents.
We woul d al so need to update our standardized regul atory
| npact analysis in consultation with the econom sts that
we' ve been working with to produce these docunments. We'd
have to resubmt to the Department of Finance for another 60
to 90 day review period, receive their conments, and then
we'd at that point, likely, be in a position to nove forward
with that formal rulemaking. On the flip side, if we start

M5. URBAN. Sorry. M. Laird, could you estimte
the tine period there for redoing this for you, and | know
Department of Finance is 60 to 90 days. |'mjust trying to
get a picture in ny mnd.

MR LAIRD: Well, and it depends on how much -- you
know, renoving a single requirement that's been estinated
mght be a little bit easier for our economsts to do. |If
we were to try to acconmodate a | ot of changes, we'd be
probably starting a | ot further back in that process and in
t hat assessnent.

Qur econom sts, on estimte, what would you say?
Probably spent about eight nonths, probably plus, in
devel opi ng these. They were doing some of the prelimnary

assessnment before even full text was assessed just to
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det erm ne baseline numbers and assunptions, for instance.
And then worked after this Board noved to at |east --
proposed that we nmove forward with this text in March to
then do the full -- the full assessnent, which again, we
weren't able to submt to Departnent of Finance until August
of this year.

So on the flip side though, if we were to start
formal rul emaking today, we could conclude that fornmal
rul emaking by -- that fornmal comment period by January of
2025, and by February, this Board could be back having a
real substantive discussion about what shoul d be changing in
these regul ations as a result of those -- of those coments.

MR LIEBERT: Wuld that trigger the need for a new
SRI A?

MR LAIRD: No.

MR LIEBERT: It would not.

MR LAIRD. It would require -- before the Board --
when the Board finally concludes the regul ations they
actually want to adopt, we would be required to update our
econom c i npact assessment, which is a shorter docunent.
It's about a five-page form produced by the Departnent of
Finance. It would still require a good amount of research

and assessnent by our econom sts. Absolutely. But as long

as that -- the requirement is that that be updated to
reflect the final -- the final regulations and the estimates
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t hat woul d acconpany those.

M5. URBAN. Thank you, M. Laird.

| -- just to add a little color, given that |I know
not everybody was on the Board when we did the first big
package of regulations, M. Le and | were, and I'mgoing to
just reveal ny own naivete as a chair of a -- of a
commssion like this, and certainly with this |aw, which we
were all naive to, which was that we, as the Board, approved
t hat package for formal rul emaking received a very robust
round of formal conmments.

And then | know anot her board nember who's no
| onger on the Board, and | will not nane that person because
| don't have permission, but | -- and nyself were quite
surprised when we saw the revision -- the revised version in
response to that first round of comments because it was --
they were substantial revisions. And that's when | really
had to -- you know, | had understood. | thought the
process, and then | had understood what the process neant.
They were substantial .

And t hen, of course, you do another round of
public conmmrent when you substantially revise the
regulations. So the -- it -- | think it -- for those of us
who have done |egal practice and advocacy in a |ot of
venues, we tend to think that once you get to the hearing or

once you get to this, right? |It's pretty nmuch baked.
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California, actually, it doesn't work like that.
It -- the formal rul emaking process really is as it is
advertised generally, whichis -- which it is an absolutely
genui nel y substantive robust opportunity to make serious
revi sions and response to public conmments. And so | think
that experience has very much sort of |odged itself wth ne.
And | apologize if that -- if that hasn't been clear to
everybody else. But | think that was a really nice exanple
to hopefully illumnate that for you, M. Liebert.

MR MACTAGGART: Yeah, | think | hear all that.
And just for M. Liebert who was not on the Board and may
not have been watching every video of past Board things,
there was a vigorous debate, | would say in March as well.
It was a split vote, three, two to nove ahead with these
regul ations.

And | think, you know, | would be surprised having
wor ked with econom ¢ analysis in the past, |ot of the work
s spent, you know, constructing the nodel. |[If you then
say, we're going to want to take out these 16 requirenents,
it's usually not as long. | would hope it wouldn't be as
| ong and say, okay, well, that's -- we don't have to do
that. Don't have to do that, we can -- we can reduce the
cost. So | would hope it wouldn't be eight or nine nonths.

My worry, |I'm-- I've got many, but one of them

I's, you know, | don't want to vote for something between

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 121
CALIFORNIA PRIVACY PROTECTION AGENCY

ri sk assessnment and ADMI, our own costs assessnent or
sonething. Yeah, close to $2 billion, or maybe it's nore
than 2 billion, depending on whether you use the high or the
maybe the low. That's going to be the headline.

You know -- you know, California Privacy
Protecting Agency, you know, inposes 2 billion costs --
dollars or cost in these two, and there's going to be
cybersecurity, you know, cost as well. |It's -- these are
going to -- these are -- | don't -- | don't think that's --
we're downs to our public credit here as we're trying to
convey that, you know, we're doing good things for consuners
that are, you know, in the public interest.

And | -- and, again, | say | don't think this help
privacy. | think they heard it because they -- it's
regul ation that ends up not advancing. Right.

MS. URBAN. Thank you, M. Mactaggart.

My own t houghts about the risk assessnent, again,
we have al ready received a nunber of public conments, sone
critical of the scope of the regulations in the direction of
thinking they're too broad. Sonme criticizing the scope of
the proposed regulations in the direction that they're too
narrow. And when | say broad and narrow, | nean in terns of
the -- let's just say, one nmeasure woul d be the cost on
busi nesses.

The SRIA as it is now, given what |'mhearing on
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the Board, and |I'mnot hol ding anybody to this, | think is a
cost that is based on a broader conception than people are
willing to entertain it seeing what we hear from public
coment s.

And to me, | think one of the sort of best things
that we could do as a public agency is to nove into forma
public conmrents with that, this is how nuch it could cost in
front of us, and if we chose to narrowit, then | don't
really -- like, that is a positive inpact for businesses in
their view And so | feel -- you know, | sort of -- | fee
conforted by that.

| don't think that we can just keep shooting at
anot her target and get anything that is going to be nore
certain than we could get. Again, fromhearing forna
public comrent, we would -- | would wel come nore detailed
i nformation from busi nesses and from consuner groups and
fromthe |abor groups on the relative costs as they see
them which would allow us, again, to make a nore inforned
assessment than we even can now with the robust process that
we have because we have -- we have the formalized
interventions fromthe people whose boots are on the ground.

| know you've all heard ne sort of beat this drum

many tines, but for, just as an exanple, the thresholds, we

have sone thresholds. They're reasonable. | don't know if
they're right, but | think they're as -- | think that
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they' re probably as broad as they are likely to be agreed to
by the Board. And so we have the full cost of those
thresholds, and if we pull themback, it would be | ess cost.

| don't think that we should worry about what the
cost is beyond our understanding of the actual inpacts to
the econony, to businesses, and to consuners. |t costs what
it costs to have regulations. And our decision needs to be
based on how we bal ance the equities. And we're going to
get the best information fromthat now that we have a SRIA
we can work with, again, fromformalized public coment.

Now, it is entirely possible | would -- | can't
and | woul d never want to hold ny fellow Board menbers to,
you know, ny sense of things right now. And, of course,
somet hing could change in the world and naybe -- you know,
maybe we woul d decide that we need to broaden them
substantially in a way that would -- that woul d i npose nore
costs for businesses.

In that case, | think we should address that if
and when we cone to it. But | don't think that we're going
to get a nore sort of certain picture in advance before we
have the formal discussion. And what we do have is kind of
the highest cost that we're likely to have that we can work
with.

MR WORTHE: | still had -- excuse ne -- a couple

questions, maybe one that wasn't addressed specifically and
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It was repeated. If I'm-- if I'"mone of these business
groups that have for over a year raised the same concerns
and changes haven't been nade, why should | feel they're
going to be made six months from now when we're in the
formal rul emaking plan.

What -- what's different about what we've been
going through and what we're going to go through? Wy
should | be conforted that there's -- I"'mgoing to be heard
and addressed differently than | have in the past?

MR LAIRD: Geat question. And | think ny
response is, again, staff started working on the docunments
to support the direction of the Board back in March. And
since March, we've held nultiple stakehol der sessions, we've
had multiple Board nmeetings, and these have presented plenty
of opportunities, including folks reaching out to us
separate of any of those instances to submt public conment.

And we've been listening, but at the same time, we
were under the mandate of the Board to produce an Initia
Statement of Reasons, a standardized regul atory inpact
analysis on the text that was currently agreed to by the
Board back in March

And so we're listening, and at the same time, it's
been a lengthy process just to get us to the starting point.
And so, to us, the starting point, it's very helpful to have

all this well in our mnds already. But at the same tine
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once we -- once we start this process, again, it sort of
ensures there's a uniformopportunity for the public and not
just for those that have been attending the Board nmeetings
with the stakehol der sessions, it'll gives the benefit --
the -- you know, until just recently, the public actually
hadn't seen the standardi zed regul atory inpact analysis
assessment because it didn't exist yet, right?

So these are new documents, new substantiation,
and estimates all related to the text that was agreed to in
March, that the public can consider now as a conplete record
fromthe agency, give themthe opportunity to give their
f eedback across kind of all issues, and then give us the
opportunity to take that and nake changes. And so | hope
t hat answers your question. | guess my thought is we've
been hearing it, but at the same time, it's been a |engthy
process to get to this stage, and --

MR WORTHE: It hasn't been ignored. It hasn't
been the right time in our process to address it. One final
question. If we decided through the rul emaki ng process that
we want to elimnate 10 and 11, we have that ability?

MR LAIRD: |If you were to elimnate certain
conmponents of the draft regulations wthout advancing them
we woul d have to redo a number of the --

MR WORTHE: After advancing them

MR LAIRD: Oh, after advancing them absolutely.
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You can make any amendments to these regulations you want.
Once fornmal rul emaki ng has begun, and as the Chair

mentioned, the process is great in the sense that every tine
you make anendnents, then there's another public comrent
period, 15 days for those. But it'll be nore opportunity
for the public to engage each tine the Board nmakes a change
to these regul ations.

MS. URBAN. M. Le.

MR LE | just want to give some context to that
first question. Yeah, essentially, it got frozen in March.
But, you know, | think as soneone on the subcommttee, you
know, who got a | ot good recomrendations, but then also got
recomendations that were opposing those, how do you deci de
who to listen to? Right? Do you |isten to Consumer Reports
or do you listen to the business chanber.

So | -- there was a decision, | think, to kind of
just freeze it where it was and then get everybody's input
in so that we can do it. And that's been a consistent thing
that I -- |'ve sat throughout is, | think we started out
with a very consumer friendly set of regulations and
figuring out what actually needs to stay.

And |'mhearing a | ot about healthcare, housing,
empl oyment, right? Not hearing as nuch around, you know,
behavi oral advertising or training data for ADMI, right? So

that's the kind of input that | would like to hear fromthe
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coment s.

M5. URBAN. Thank you, M. Le.

Yes, M. Liebert.

MR LIEBERT: No one said it was going to be this
much fun. | want to say a couple things and do somet hing

which | normally don't do, and it's try to slow nyself down.
Again, | want to thank the staff for all the great work that
you've done. And | know you'll continue to do. | consider
this a real conundrum

| come froma |egislative background, and so when
all of my friends and col | eagues keep saying and testifying
that we just need to throwthis to the legislature, | need
to tell you something. | spent 20 years at the |egislature.
W are doing far nore intense, careful, deliberative work
here than | could ever expect mny col |l eagues at the
| egi slature to do.

They hear hundreds -- wait, thousands of bills
every year. And ny colleague knows very well that they
can't spend the kind of time that we are right now tal ki ng
about whet her behavioral advertising or any other issues
should be in this |egislation.

And so | amnot particularly persuaded by just,

let's wait for the legislature, they' re going to figure this

out. Well, I don't expect that of them | don't think it's
reasonable to expect it of them |'ve got great friends
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there, but they have lots of things they have to do besides
focusing on these issues.

The second point I'd like to make is that, this is
a really inportant consuner protection law that | amvery
grateful that was pushed and that we're trying and
struggling with to get right. And the governor, of course,
is absolutely right. W want to get this right. But we
al so want to get this.

And many tines in the legislature you will hear
peopl e say, oh, this is not quite baked. W need to hold
back. And what that does is it keeps progress from ever
happening. And so we're in this conundrumright now of
whether we trigger this process nowto get this going and
moving forward. And there seens to be a grow ng consensus
because of the persuasiveness of the concerns that Board
menbers have, that we can get there.

But | amdefinitely concerned that if we put this
off to keep trying to do that, with all of the constraints
that we face through the process that we're putting this off
too long, that we need to make progress, and we need to
support our staff, and we need to have the confidence that
we wi Il be able to get this as right as we can.

| was reading a little bit as we were hearing
testinony that -- about sone of the risks of ADMI. And they

are profound. They are profound. Mny of us are
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experiencing it now just as you did, when you can't actually
reach human bei ngs anynore because you are literally talking
on the phone to machines. And when you want to get to that
human, you cannot do it.

And we have just hit the tip of the iceberg in
this process. W really have. So |'mvery concerned that
we try to address some of these issues to nake sure that we
still have humans working and that we still have humans we
can interact with when there are mstakes. And there's
plenty of reporting by Stanford and Harvard and all of these
academ c institutions about the degree of mstakes that are
happeni ng through ADMI | arge | anguage nodels. W got to
care about this stuff really profoundly.

So | am prepared to support noving this process
forward today, but | amal so absolutely commtted to
addressing the powerful concerns that the business comunity
has mentioned, with us paying adequate attention to all of
t hose consuners out there. This |aw that was pushed was
passed by al nost 60 percent of California voters. And they
really want real, real protections in regards to their
privacy. And we sure haven't gotten there yet, have we?

So we have to make some progress. And the only
way we're going to do that is if we keep pushing forward. |
think fromthe discussion we've had today, that we

absolutely will have the opportunity to do that. And as
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people in the legislature always say, | reserve ny right not
to vote for this when we get to that point.

If we haven't hit those marks of those dangers
that some of you have highlighted, that we've gone too far
perhaps in sone areas, we all have the ability through this
process, whether it's nine nonths fromnow or a year from
now, to say, you know what, we're not there. W're not
going to do this.

And so that gives me the confort that | need with
the respect that | have for all of you, that we can get
there, but that we will absolutely need to get this trigger
going, to get this process going in this formal process.
And | think the staff, I'mquite confident, has heard |oud
and clear that there are some ngjor changes that need to be
made in the comng nmonths, and that we will have that
opportunity to do so.

So | would urge nmy col |l eagues to consider those
| ssues as well, but I'Il be prepared to support noving
forward today.

M5. URBAN. Thank you very nuch, M. Liebert.

Final comrents. M. Le says, sane.

Yes, M. Mctaggart.

MR MACTAGGART: And, Madam Chair, at some point |
have a slightly orthogonal comment to nake about the

regul ations that are not specifically about ADM or risk
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assessment. So | don't know when you would like to do that.

M5. URBAN. Well, our -- yes, our only action
before us woul d be the package into formal rulemaking. So |
t hi nk now woul d be the tine.

MR MACTAGGART: (Okay. And this is a slight
tangent here, but just so everybody doesn't think |'m
entirely pro business here, I'd like to address this just
has to do with the regulations that are --

M5. URBAN. That's clearly what we think. And then
for the transcript, that was sarcastic.

MR MACTAGGART: |'d like to address the opt-out
provision that the regulations cover and the recent dem se
of Assenmbly Bill 30, 48, which was the Assenbly Bil
sponsored by Assenbly Menber Josh Lowent hal, which woul d' ve
given consuners an easy way to access opt-out rights in
their browsers, their phones. And it was a good piece of
| egislation. It would' ve strengthened consuner privacy
rights, rights that were hard won in legislature in 2018, at
the ballot box in '20, and subsequently in legislative
efforts.

So what went wong? Well, fear, uncertainty, and
doubt. As the thing goes, FUD, right? A deliberate
canpai gn aimed at confusing and obfuscating the true stakes
of this legislation. So now | understand as a Board nenber,

| ' m not supposed to single out any specific conpany, so
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don't worry, M. Laird, | won't.

But let's imagine hypothetically that you're a
massive international corporation deriving a |arge share of
your revenue from m ning people's personal infornation,
information gathered in ways that if consuners were fully
aware of and could easily stop, they would. But rather than
di scl ose how nmuch data you're collecting or how you're using
It, you spend thousands of engineering hours designing
products that make it al nost inpossible for your custoners
to fully understand your practices, |let alone exercise their
rights.

So maybe you' re a conpany that hel ps consuners
find answers to their questions, or navigate their daily
lives, find out howto get to point Ato point B, or to
store inportant docunents, or share photos and thoughts wth
friends, and perhaps you can even influence public opinion
by curating news, and suddenly, a bill like AB 3048 energes
fromthe California |egislature, which poses a real threat
to your business nodel.

Ch, no, you say. |If our consumers can restrict
the use of their personal information, what will happen to
our revenues? So what's the conpany to do? | know. W
wi Il spread fear, not truth. W'Ill go to our advertisers
and warn themthat advertising effectiveness is on the |ine.

AB 3048 will kill advertising. And there's no nmention of
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contextual ads or their effectiveness. There's only fear.
The magic of internet advertising is about to di sappear.
Just another anti-business California |aw threatening

l'i vel i hood.

And so to heighten the pressure, maybe we'll even
preprint letters and forns and flood the governor's office
with pleas for a reprieve. Maybe we'll even m sl ead
officials wwth clains that consumers can al ready downl oad a
plugin to Safari to protect their privacy, knowng full well
they can't.

So in conclusion, | found this canpaign to defeat
AB 3048 by way of fearnongering and m sinformation, nothing
short of appalling. | didn't get involved in the bill nuch
because | believe that these giant corporations that have
been seeing in four-part harmony for the |last couple of
years and saying they finally get privacy, and they really
always did get it. And nowthey really are huge supporters
of new privacy laws, | took themat their word.

But just |ike tobacco conpanies fought tooth and
nail to keep cigarette vending machines in high schools and
smoki ng in the workplace. And yes, | amconparing. The
brazing mning of our personal information, the purveyors of
tobacco, given that it's one of the keys to the sort of auto
playing and addictive feeds to keep our youth glued to their

soci al nmedia apps, helping to assault their nmental health
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around the world.

Wien this -- business is usual threatened, the

giant data mners leapt into action and crushed the bill.

So we failed this year, but next year, | hope Assenbly

Menber Lowenthal and his colleagues in the legislature wll

reintroduce the bill, passed it again. And | hope that this

time we in the privacy community are nore prepared to
counter the FUD with the truth.

M5. URBAN. Thank you, M. Mctaggart. And |
appreciate, again, the integration -- the fact that we need
to think in an integrated fashion about opt-outs, and that
has come up in the cooments as well. And | would encourage
us to do that and commenters to provide information about
that should we move to formal rul emaking.

Wth that, 1'd like to propose a notion to direct
staff to advance the proposed draft regulations for this
agenda item which cover updates to our existing regulations
and new regul ations on insurance businesses, cybersecurity
audits, risk assessnents, and autonated deci sion-naking
technol ogy to formal rul emaking, including conmencenent of
the 45-day public comment period, and to authorize staff to
make additional changes where necessary to reflect the
Board' s discussion today inprove the tax clarity or
ot herwi se ensure conpliance with the Admnistrative

Procedures Act.
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Do | have a notion?
MR LE | say nove.
URBAN. Thank you, M. Le. Do | have a second.
WORTHE:  Second.
URBAN:  Thank you, M. Wrthe. | have a notion

5 3 B

to second. That is the notion that we will have on the
table, and 1'd like to ask if there is any public comrent.

M5. MARZION: This is for Agenda Item number 3. If
you'd like to make a public comment at this time, please
rai se your hand using the "rai sed hand" feature, or by
pressing star nine if you're joining us by phone. This is
for Agenda Item nunmber 3.

Ckay. It looks |ike we have a few hands rai sed.
|"mgoing to unnute you at this time, Dylan Hoffman. You'l
have three mnutes. Go ahead and speak.

MR HOFFMAN:  Thank you.

M5. MARZION. Can you pl ease speak up?

MR HOFFMAN.  Hello? Can you -- can you hear me
now.

MS5. MARZION:  Yes, we can. Thank you.

MR HOFFMAN:  Sorry. Malfunction I think on ny
end. Dylan Hoffman on behal f of TechNet. Geatly
appreciate the opportunity to provide conmrent on this agenda
item TechNet, we represent about 90 conpanies in the

technol ogy and in innovation industry. And we represent
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conmpani es across the spectrumof this econony from conpanies
who devel op this cutting edge, automated deci si on-nmaking
technol ogy, to the vast nunbers of conpanies who deploy it
for both consumer facing uses, but also who use this

technol ogy in sone capacity on the backend to hel p inprove
their efficiency and their business operations, and just
sinmply operate day to day.

| want to touch on a couple of substantive issues
with the current draft regulations. As a threshold issue,
we believe the definition of automated deci si on-maki ng
technol ogy is a concern because of its continued overbroad
inclusion of essentially really any software. As has been
noted by Board menbers during previous neetings, definition
as it is currently proposed would include far nore
t echnol ogi es and uses and i ntended.

It enconpasses nearly every use of automated
software and technol ogy, even when there is significant
human invol vemrent in decisions. As a result, the rules
cover far nore than just autonmated decisions and would thus
i mplicate many | ow risk consumer service decisions made by
busi nesses of all sizes every single day.

Broad definitions of legal or simlar significant
effects or profiling also pull in far nmore technol ogi es than
necessary and shift the focus away fromthe high risk uses

of this technology. And | don't think there's been a single
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public conment that has taken issue with the regulation of
these high risk use cases of ADI. And many of the exanples
rai sed by consumer advocates have highlighted the need to
regul ate these use cases.

TechNet editor menbers agree and believe the focus
shoul d be on high risk use cases and high | everage
situations, but these definitions go far beyond those use
cases and have significant consequences for the risk
assessnent and opt-out requirenents.

As an exanple, the regul ations propose hei ghtened
opt-out requirenments wth several presunptions that we
believe are far too strict. This will mke it harder for
conpani es to provide reasonabl e avenues to use ADT to
I nprove efficiency, and also the ability for workers and
consunmers to get the goods and services they want and
expect .

Furthernore, by having an over-inclusive
definition of ADT, the draft regulations will require
significantly nore risk assessnents be conpleted and filed
than necessary. This in turn significantly increased the
costs which is denonstrated in the SRIA, and will have
downstream inpacts on the services that consumers receive,
not to nention the admnistrative burden on the agency.

Again, we've raised these issues in witten and

verbal comments in previous neans, and they still have not
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been addressed. Renain extrenely concerned that the agency
I s exceeding the authority grants to it by the voters and
beyond the real mof privacy regulations. W believe that

t he agency shoul d focus on the primary obligations as a
privacy agency, which al so neans providing nore neani ngf ul
and constructive opportunities for engagement with all

st akehol ders, including the regulated conmunity.

We al so renmain concerned about the interplay of
these requlations with legislative efforts in the comng
year. As has been nentioned, California considered and
nearly passed legislation on this topic, and we expect
followup bills to be introduced in the next session. The
| egislature is, we believe, the best forumto consider such
I npactful and conplicated --

M5. MARZION:  Thank you. That is your tine,

Ronak, 1'mgoing to unnute you at this tine.
You' Il have three mnutes to nmake your comment, so pl ease
begin as soon as you're ready.

MS. DAYLAM: Thank you. Can you hear nme.

M5. MARZION:  Yes, we can.

M5. DAYLAM: Thank you. Ronak Daylam wth
Cal Chanber. Qur nenmbers understand and agree that
reasonabl e regul ations are inportant to protect Californians
as technology rapidly evolves. W firnly believe that

overregul ation hurts everyone, and unfortunately, these
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regul ations continue to mss the mark in achieving any
senbl ance of bal ance.

As | have testified several times now, the
regul ations clearly continue to exceed the express authority
that voters granted to the agency, stretching far beyond the
real mof what's commonly understood to be privacy
regul ati ons and veering into general Al regulations, at
times even rewiting the |aw.

I n doing so, the agency continues to risk getting
ahead of the |egislature and governor on incredibly critical
| ssues Iike Al, which carry massive inplications for the
prosperity, safety, and security of California consumers and
busi nesses, and therefore shoul d be decided by our elected
state officials, who we all know wi |l continue to grapple
with these sane issues and policy questions when it returns
to session in a matter of weeks, including with the bill on
ADTs.

Such issues should go through the legislative
process first, where different policy inplications, |egal
rights, and conpeting interests are considered prior to
setting the overall direction for the state. Wth respect
to the agency, SRIA we are concerned that the agency
continues to underestimte the cost and conplexity of
| mpl enentation and the full inpact of these regs on

busi nesses, consuners, and public entities.
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W hope you will consider the report that
Cal Chanber submtted fromwel|l respected econom sts,
including a former director of finance, which outlines
exactly how the SRIA both substantially underestinates the
actual costs to the tune of billions of dollars and
dramatically overestimates the benefits and savings having
caught a nmathenatical error

We implore you to not force this draft forward
over the continued concerns over the agency exceeding its
mandat e and acting prematurely relative to the legislature
and governor. There are many exanples of this, including
overbroad provisions enabling consuners to opt-out of |ow
risk activities, such as their data being used to -- for Al
training and regul ations that create opt-out rights for
behavi oral advertising when voters created a narrow right
for cross context behavioral advertising only. There's just
too much at stake here, and those provisions at mnimm
shoul d be scal ed back if not deleted before fornal
rul emaki ng starts.

| just quickly want to respond to a few of the
comments nade by the Board going off script. The reason
many of us are feeling janmmed and that these regulations are
not ready for rulemaking is that to us this hasn't been an
entirely iterative and interactive process, especially when

you conpare it to the |egislative process, where we do
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believe that many of these issues you're starting to veer
into bel ong.

So as much as the agency mght be able to get nore
done than the legislature, not all of these issues are
| ssues that you have authority to act on or that you should
act on as a privacy agency. O course, we know that once
formal rul emaki ng opens changes w || happen since our
feedback -- but we also know that it really will only happen
once since our feedback on the nodified draft regulations
the last tine around really led to no substantive changes.

So, you know, our point here is that the first
draft put out to public comrents shouldn't be the one that
you know has significant deficiencies, and that could have
been fixed over the |ast several nonths.

M5. MARZION:  Qur next commenter is Van Seventer.
|"mgoing to unmute you at this time. You'll have three
mnutes to make your conments, so please begin as soon as
you' re ready.

MR SEVENTER Hi, can you hear ne.

M5. MARZION. |f you could speak up a little bit
| ouder ?

MR. SEVENTER  Sorry. How about this.

M5. MARZION: Yes, thank you

MR SEVENTER  Thank you, Chair Urban. And

appreciate the time. M nane is Anton Van Seventer, and |
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am counsel for privacy and data policy with the Software and
| nformation Industry Association. And our nore than 380
menbers are conmtted to fostering the free flow of
information to enhance both business opportunities, but also
consunmer experiences.

Qur greatest concern wth these draft regul ations
does lie in the autonated decision-nmaking tools section. As
we know, the draft regulations would create a consuner right
to opt-out of ADMI use for consumer profiling. As witten,
this means the regul ations would place a | arge burden on
busi nesses to actually entirely redesign their services in
many cases that have already been |ong used by their
cust oners.

So for exanple, a California resident may purchase
a di shwasher detergent at regular intervals in an online
mar ket pl ace. And today the narketplace coul d suggest that
the consumer may need to order again, but the proposed rule
woul d disrupt this ability for businesses to do this very
basic first party advertising to their own consuners.

And this is also and notably well beyond the scope
of the CCPA, where both background negotiations in advance
of the passage of that law as well as its plain text
specifically concede that businesses could continue to use
data for their own customers to inprove their products and

to advertise to these consumers.
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So our second nmajor concern with the draft ADMI
regulations is that they do create a consuner right to
opt-out of ADMI training data that has been discussed. So
we think this really would first unnecessarily hamstring
California startups developing their own applications. But
furthernore, even larger technol ogy conpanies, many of which
al ready have their home in the state, would also find it
more difficult, if not inpossible, to maintain
representative training data, especially training data that
does not unintentionally discrimnate against groups whose
representation in the dataset as a whole is skewed by the
opt - out s.

So lastly, as was discussed, we believe the
agency's process for conducting its econom c anal ysis of
these regul ations does vastly underestinate the cost to
Cal i fornia businesses, unfortunately. And we would submt
that if the agency wants to effectively regulate privacy and
ensure business conpliance, we believe it first needs to
fully understand the realistic financial burdens of these
draft regul ations.

We do appreciate the legal and delay issues at
play here, but due to the overly broadened inprecise
el ements of the draft that | just nentioned, we neverthel ess
strongly encourage the agency to, at this time, refrain from

advancing these regulations to formal rul emaki ng, and hope
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it wll help in order to fully incorporate these crucial
el ements of stakehol der feedback. Today as well as in the
com ng nonths, we do very nuch appreciate your
consi deration. Thank you.
M5. MARZION:  Thank you
Lettie, I"'mgoing to unnmute you at this tine.
You'll have three mnutes to make your comments, so please
begin as soon as you're ready.
Lettie, we can't hear you. Please begin.
MS. GARCIA: Ch, can you hear ne now.
MS. MARZION. Yes, we can. Thank you.
M5. GARCIA: (Ckay. Wonderful. H . Good
afternoon. |'mlLeticia with the California Gocers
Associ ation, and we represent national, regional, and
| ndependent grocery store operators all throughout
California. W are incredibly concerned about how the
opt-out of autonated decision-nmaking tools will inpact the
grocery industry and their ability to interact with
customers noving forward, and very concerned about the high
price tag of the inplementation, particularly, in the face
of rising costs and consumer dissatisfaction with how nuch
everyday needs inpact their bottomline, including
groceri es.
| like to reiterate again, our biggest concern is

with the regulation that would create a consunmer right to
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opt-out of autonated decision-nmaking tools used for consumer
profiling. In a tinme of high grocery prices, customers rely
nmore and nore on rewards and savings prograns that grocery
stores offer. This regulation wll limt the grocery
operator to custom ze advertisements to -- advertisenents to
Its own custoners.

Custoners have their own profiles and receive
coupons that match their shopping patterns, saving custoners
money on their own staple itenms. The choice to opt-out of a
aut onat ed deci sion-naking tool not only hurts the retailer,
but also hurts the consuner's wallet.

|"d like to add a quick anecdote. W represent a
famly owned grocery operator with four stores in a rura
and di sadvantaged area that have recently inplenmented a
rewards and di scount program Even though this technol ogy
has been available for nmany years, this menber saved up to
provide this service to their customers. |t was extrenely
costly for this -- for this snmall grocery operator

Their hefty investment into this technology wll
be invainif they are not allowed to provide their
custonmers with their own personalized coupons and ads
because custoners opted out of an automated deci si on- maki ng
tool and may not have known how this woul d affect them

In an industry that depends on a very small profit

margin, our menbers are very cal cul ated on what investnents
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they nake to satisfy their customers. So we ask that the
Board not approve the draft regulation at this time and take
into consideration howthis would affect the grocery
Industry and its custoners. Thank you.

M5. MARZION:  Thank you.

Jack, I'mgoing to unnute you at this tine.

You' Il have three mnutes to nmake your comment, so pl ease
begin as soon as you're ready.

Jack, if -- go ahead and speak when you're ready.

(kay. | guess at this point | don't have any
further commenters at this tine.

M5. URBAN. Thank you very nuch, M. Marzion, and
thank you to all the commenters, and again, all the
comenters earlier in the day who spoke to the issues we've
been discussing. Now, | -- we -- | know, because everyone
has said it, | speak for the entire Board when we express
our gratitude for the continued engagenent.

At that case, | would like to call the vote on
directing the staff to put the proposed -- advance the
proposed draft regulations into formal rul emaking. The
motion in full was stated and was nade by M. Le and
seconded by M. Worthe before public conments.

Ms. -- yes, M. -- I'mjust thinking. | think so.
Yes. Yes? Yes, go ahead, M. Mactaggart. We'Il just redo

it if we have to.
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MR MACTAGGART: That's right. So | am-- | am
just going to explain ny no vote here. | voted against this
in March. | -- again, | do feel like the process of doing

t he nost expansive and sane trust us, | would've liked it,
and | still would like it to be -- to go to public -- go
t hrough the rul emaki ng process as a nore, | think,
appropriate size of regulation.

But | really do want to say, | know you guys have
all been working incredibly hard at this, and | knowit's
got to be super frustrating to keep on hearing ne say the
same thing which sounds kind of critical. So | do want to
t hank you all because it's been a lot of work, | know.

And the entire staff, | apologize to you for

comng across as critical or negative, and | do want to |et

you know that | am-- |'mdeeply appreciative of the fact
that you' re doing this work. | know you could be all doing
somet hing el se, and you' re choosing to work here and -- in

t he cause of privacy. So, thank you.
MS. URBAN. Thank you, M. Mactaggart.

M. Laird, should | restate the notion?

MR LAIRD: | think you're fine to just --

MS. URBAN. Ckay.

MR LAIRD: -- acknow edge --

M5. URBAN. Wonderful.

MR LAIRD: -- the notion as it was made before.
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M5. URBAN. Wonderful. Thank you, M. Mactaggart.
And proceeding with the motion -- the notion as stated
earlier and seconded. Ms. Marzion, could you pl ease conduct

the roll call vote.

M5. MARZION:  Yes. Board Menber Le?
MR LE  Yes.

M5. MARZION:  Board Menber Liebert?
MR LI EBERT: Yes.

MS. MARZION:  Board Menmber Mactaggart?
MR, MACTAGGART: No.

M5. MARZION:  Board Menber Worthe?
MR WORTHE: Yes.

M5. MARZION:  Chair Urban?

M5. URBAN:  Yes.

VS.

MARZI ON:  Madam Chair, you have four yeses and
one no.

MS. URBAN. Thank you, Ms. Marzion. And thank you
very nuch to the Board. The notion has been approved by a
vote of 4 to 1. | want to thank the staff and the
subconm ttee for all the work that is -- | can't even begin
to express at a pretty incalcul able amount of work over the
| ast few years to get us to the point where we are today,
which is a beginning point. Sorry.

No, and | know -- and | know that you're fine with

that. | nmean, | know that is the purpose of the formal
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rul emaking. And to everyone who has engaged fromthe public
up to this point and I very nuch hope that you will continue
to engage. And | really appreciate the staff's continued
attention to both the public's comments and the Board's
perspectives and thoughts on how we m ght address some of
the varied concerns and support that we have heard as we
continue with the formal rul emaking process.

| could go on, but | think it -- there's -- it --
my thanks are sinply too deep to express themin nore words.
| do have, just to make things a little nmore difficult, a
process request, that if it is possible, given that the
wi nter holidays are com ng up and the rul emaki ng process,
the first part of it, has the 45 day public conment period
foll owed by a hearing, should we choose to do that, and
think that we will choose to do that, | would like to
request that we, if possible, extend the initial comment
period and provide comenters with extra tine that they
could choose to use in the way that works best for them
during the holiday season.

They could submt conmments earlier if they would
like to, for exanple, before Christmas or Hanukkah, or they
could submt coments after the new year. |f we extended
the conment period, | would like that to be in the hands of
the commentators. Last year, for exanple, | had a briefing

schedul e that was changed because the parties decided to
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move it up actually instead of move it back, so we coul d get
done before Christmas.

But sonetimes, of course, people would prefer
additional time. And | -- if it is possible to be flexible
in that way, 1'd like to expand the tine so that
commentators can make those choi ces.

MR LAIRD: Thank you, Chair. W're happy to
accommmodat e that request and extend beyond 45 days.

MS. URBAN. Ckay. Wonderful. In that case, again
| thank everyone. | thank the Board for continuing robust
di scussion including today, and | ook forward to digging
In, again, substantively with nore procedural sort of room
todiginon the regulations as they're currently formul ated
in the formal rulemaking process. And | |ook forward to
further discussion.

Wth that, | would like to actually take Agenda
|tem nunber 10 out of order. Agenda Itemnunber 10 is a
cl osed session -- closed session with three itens, | think
it is, that we will do during lunch so that the public can
go and take |unch while we discuss those.

And et me just introduce the items so everybody
knows what we'll be talking about in closed session.
Pursuant to Governnent Code Section 11126(e)(1) and (2)(A),
the Board will neet in closed session to confer and receive

advice fromour |egal counsel regarding the follow ng
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matters; California Chanber of Conmerce versus California
Protection Agency, et al., California Privacy Protection
Agency et al. Versus the Superior Court of the State of
California for the County of Sacranmento, California Chamber
of Commer ce.

In addition, we will neet closed session to
di scuss personnel matters pursuant to Governnent Code
Section 11126(a)(1), and to discuss litigation for which
di scl osing the nanes woul d jeopardi ze the agency's ability
to conclude existing settlement negotiations to its
advant age.

So we'll be tal king about those several closed
session items during lunch. We will keep this public
meeting open, and we will return fromclosed session to
resune the public items on the agenda after lunch. |
anticipate that we will not be back before 1:15 p.m So
peopl e know that they can go get their lunch. And we wil
-- we Wil take a break until then. Thank you. Well, you
will take a break. We will go into closed session. Thank
you very nuch

( RECESS)
MS. URBAN. Wl come back, everyone, to this neeting
of the California Privacy Protection Agency Board. W have
now returned fromcl osed session, and we will nmove to Agenda

| tem nunber 4. Agenda Item nunber 4 is discussion and
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possi bl e action on proposed regul ations, Sections 7600 to
7605, inplementing data broker registration requirenments,
i ncl udi ng possible adoption or nodification of the text.
And this wll be presented by our general counsel, Philip
Laird, and our CPPA attorney, Liz Allen.

M. Laird, please go ahead.

MR LAIRD: Thank you, Chair Uban. And I, in
fact, I'mgoing to start by just handing it over to Ms. Liz
Al len, who's been, | just want to say an incredible asset on
this whole program Has really been a lead and a -- kind of

the the self-starter behind all the success of the registry

so far.

M5. ALLEN. Thanks, Phil. H, ny name is Liz
Allen. 1'man attorney. |'mhere with the legal division
and the primary support for the data broker unit. Included

in your materials today is a cover meno that provides
background for the data broker registration regulations, as
wel | as a nunber of relevant rul emaki ng docunents.

As you may recall, during the May 10th Board
meeting, the Board noved to -- voted to nove the staff's
proposed data broker registration regulations, which
menorialize the agency's existing practices related to the
registry, but also clarifies key ternms, concepts, and
procedures to formal rul emaking.

We ran public comrent fromJuly 5th to August
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20th, including a public hearing on the final day. The
agency received 3 oral and 18 witten conments froma total
of 24 distinct entities, all of which are available on the
agency's website under the |aws and regul ations tab.
Commenters range from data brokers thensel ves, to consuners
to think tanks, and to policy shops. The agency appreciates
and thanks the comenters for their effort and thoughtful

f eedback.

The staff has prepared all coments in the draft
Final Statenment of Reasons, also known as the FSOR, which is
included in today's materials along with the Initial
Statement of Reasons, which was published earlier this year.
And it describes the reasoning behind each proposed
requi renent.

After careful consideration of the comrents, staff
does not believe it is necessary to make any nodifications
to the proposed text, and recommends that the board adopt
the proposed regul ations as originally proposed. Not only
wi Il this provide the needed clarity with respect to certain
terns and concepts within the law, but it will also
menorialize certain procedural elenents that will streanline
the registration process.

In addition, if the Board decides to -- chooses to
adopt the proposed regul ations now, staff will be in a

position to file the proposal with the Ofice of
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Adm nistrative Lawin time so that they may become effective
before the upcomng registration cycle, which, as you know,
begi ns January 1st, 2025, if they're approved by Ofice of
Adm ni strative Law.

So thank you, and we're here to take conments or
questions.

MS. URBAN. Thank you very nuch, Ms. Allen. And
|'"d like to echo M. Laird's profound thanks and for all of
your work on the data broker division. And we'll ask if the
Board has comments or questions.

M. Le.

MR LE. W got a comment about data broker
regul ations and the definition of direct relationship.

Coul d you address that commenter's point? Essentially, that
it's very broad.
MR LAIRD: Yes, happy to address that point.
First, I would be remss to not point the public and the
Board to the Final Statement of Reasons, which does provide
actually kind of a Iengthy explanation of why we don't think
that's correct. |'mnot going to just re-read that word for
word here. So | can summarize, though, to say.

W -- we've heard that comment, we understand it,
but we respectfully disagree with the proposition that it
goes beyond the intent or scope of the lawitself, or even

this agency's delegated authority. Direct relationship is a
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termthat appears in the definition of a data broker, but
that termitself is undefined.

The agency was given the authority to define
undefined terms through the rul emaki ng process, which we're
proposing to do. And, understandably, this has actually
been a point of confusion as we understood it as we went
t hrough the 2024 registration cycle because busi nesses
didn't always know what it nmeant to have a direct
rel ationship.

We are clarifying that with our definition. W
think it's clear. It's a business that is selling and
sharing personal information of consumers that they didn't
collect fromthat consumer, that is -- that is activity that
I s happening outside of a direct relationship and therefore
woul d qualify a business as a data broker

MR LE: Thank you.
MS. URBAN. Thank you, M. Le.

Can | followup with a related question about the
three-year time limt that connects to the direct
rel ationship definition and how staff see that as -- how
staff see that as providing notice to businesses and
consuners? | think | understood all of the FSOR responses,
but | was hoping to hear a little bit nore.

MR LAIRD: Sure. Sointerms of the -- just

trying to find our notes here. In terns of that provision
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of that direct relationship definition -- here, let me see.
|"mgoing to find where we are real quick. Just a nonent.

M5. URBAN. If it helps, I'mlooking at page 4 or 5

and so --
MR LAIRD: Okay.
M5. URBAN. Yeah. So, yeah.
MR LAIRD: And is the question just understanding.
M5. URBAN. Just the mechanism | think |
understand it. | think | understood it when we |ooked at

t hese regul ations before, but | just wanted to be sure that

| understood how it interacted with the direct relationship

MR LAIRD. Sure. So, essentially, what -- it's
funny, actually. ['mgoing to get the text in front of ne
too because that's -- let me do this.

Very well. Yes. So, essentially, what we were --

you know, the sentences it reads is that direct relationship
means that a consuner intentionally interacts with the

busi ness for the purpose of obtaining information about
accessing, purchasing, using, or requesting the business's
products or services wthin the preceding three years.

And as described a bit nore detail in the official
statenment of reasons and then provided in the FSOR in
response to some comrents on this point, this was of a
staff's estimate a reasonable tinmeline that a consuner who's

interacted with the business mght expect that their
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interaction has been, in fact, a direct interaction that
they intentionally engaged in and understands then that that
busi ness nay continue to have sone information about them
and be sort of in that consumer business -- direct consuner
busi ness rel ationship.

At the same time, what we wanted to nmake clear is
that a single interaction with somebody -- and part of this
Is driven in by exanples of some businesses we're aware of
that set up nodels where they have a very |ight touch point
or maybe have created some sort of popular app, for
I nstance, that gives an interaction, but in fact, that
interaction is just one piece of their business nodel of
collecting and selling personal information about that
person.

And so what we wanted to do was avoid the
situation where sonmebody, because they had that one
interaction with the business as part of either some
pronotional canpaign or just visiting, browsing the web,
hasn't necessarily signed away the keys to their persona
information indefinitely.

M5. URBAN. Thank you. O her questions or
comment s.

Al right. So we've been through the public

comrent period. W have before us the final proposed

regul ations for us to consider for approval and the FSOR
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the working with responses to all of the coments.

propose woul d have three conponents. The first part, a
nmotion to adopt -- approve and adopt the regulations is
originally proposed, direct staff to take all steps
necessary to conplete the rul emaki ng process, including
filing the final rulemaking package with the Ofice of
Adm ni strative Law, the anmendment of any docunents within
t he rul emaki ng package other than the text of the rules as
necessary to ensure clarity, accuracy, and conpliance with
the Admnistrative Procedures Act, and authorizing the
executive director to make non-substantive changes to the
proposed regul ations, and to further authorize staff to
wi thdraw the rulemaking file in whole or in part from
consideration by the Ofice of Admnistrative Law at any
time, if intheir opinion, the legal risks associated with
di sapproval of these regulations warrant further
consi deration by the Board.

So there are three sort of admnistrative pieces
to that. My | have such a notion?

Thank you. | have a notion fromM. Le. Muy |

have a second?

And in that case, the notion that | would like to

Thank you. | have a second from M. Liebert. And
with that, 1'd like to take public comments on this item
M5. MARZION: This is for Agenda Item number 4. If
323.393.3768 Bepo
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you' d like to make a public corment at this tinme, please
rai se your hand using the "raised hand" feature, or by
pressing star nine if you're joining us by phone. This is
for Agenda |tem nunber 4.

And | believe we have a hand raised. Tony, | am
going to unnute you at this time. You'll have three mnutes
to make your comment, so please begin as soon as you are
r eady.

MR FI CARROTTA: Thank you. Hello. | am Tony
Ficarrotta, general counsel for the NAI. Thank you for the
opportunity to provide comments. The NAI's comments today
are on the agency's proposed definition of reproductive
heal t hcare data under the Delete Act.

We are proposing a slight update to the definition
to clarify that only information that qualifies as persona
i nformation under the CCPA is reproductive healthcare data
under the Delete Act. By way of background, when businesses
regi ster as data brokers, they nust indicate whether they
col l ect reproductive healthcare data. In turn, that
I nformation appears on the public data broker registry,
enabl i ng consuners to identify which brokers coll ect
reproductive heal thcare data.

And as it stands today, the proposed definition of
reproductive healthcare data refers generally to information

about a consuner searching for accessing, procuring, using
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or otherwi se interacting with goods or services associ ated
with the human reproductive system information about a
consuner's sexual history and famly planning, and

I nferences fromeither of the prior categories.

However, the definition does not make clear that
reproductive healthcare data is al so personal information
under the CCPA, and could therefore include information that
I's not personal information and not subject to the CCPA' s
opt-out and deletion rights. Exanples would be
de-identified data, aggregate data, or publicly available
dat a.

This result is confusing froma consumner
perspective. A consumer visiting the data broker registry
may see that a broker collects reproductive healthcare data
and seek to exercise their CCPA rights by requesting its
deletion or opting out of its sale.

However, if certain reproductive healthcare data
I's not covered as personal infornmation under the CCPA, these
expectations of the consuner will be unnmet. This result
woul d al so run counter to one of the agency stated
objectives for the rulemaking, which is to support the
Del ete Acts goals of consuner protection through
transparency and informed deci sion-nmaki ng when exerci sing
CCPA privacy rights.

The NAI raised this issue inits witten coments.
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However, the agency did not act on it, raising concerns that
doing so woul d exceed its rul emaking authority under the

Del ete Act by changing the underlying CCPA definitions. W
do appreciate the agency's careful consideration of its

rul emaki ng authority and understand the inportance of
staying within those boundaries.

However, because the agency's response focused
only on a technical issue and is consistent with the
ultimate goal of avoiding confusion, we are now requesting a
different nodification that woul d achieve this objective
whi | e addressing the agency's technical concern.

Qur new proposal is to add one sinple statenent to
the definition of reproductive healthcare data, that it
excludes infornmation that is not personal information under
the CCPA. This approach would not alter the existing CCPA
definitions, but would provide needed clarity that all
reproductive healthcare data is subject to CCPA rights over
personal information.

We respectfully request that the Board instruct
the agency today to adopt this amendment. W believe doing
so w |l avoid confusion and protect consunmer confidence when
they exercise their CCPA rights with data brokers. W hope
that this comrent is hel pful to the agency in neeting its
goals for the rul emaking wthout exceeding its authority to

define reproductive healthcare data under the Delete Act.
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Thank you.

M5. MARZION:  Thank you for your comment. Once
again, if there are any other nenbers of the public who'd
like to speak at this tine, please go ahead and rai se your
hand using the Zoom's "rai sed hand" feature, or by pressing
star six if you're joining us by phone. Again, this is for
Agenda |tem nunber 4.

MS. URBAN. Thank you. And in the neantinme, M.
Mact aggart, you had a questi on.

MR. MACTAGGART: Yeah, | had a question for M.
Laird or Ms. Allen, I'mnot sure if you were follow ng that
comment fromthe -- fromthe NAI. But it struck me, could
be wong, that he was asking for the universe -- that right
now the universe of what's covered is bigger than the -- if
it was restricted to personal infornmation under the
definition of CCPA because if it was de-identified or
publicly available, the Delete Act covers it, don't sell it.

But CCPA woul d say, oh, it's publicly available.
You -- don't worry. It's not personal information. But I
kind of feel Iike what, | believe that probably was getting
at was, hey, if it's my personal information, don't sell it.
So | mght be on the other side of his coment there just
because | wouldn't want to restrict it if that's what -- if
that's what it was. Does that nake sense?

MR. LAIRD: That nmakes sense to ne. And, you know,
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respectfully, I'd say we think the text is clear as witten.

M5. URBAN. Thank you, M. Laird. Thank you, M.
Mact aggart.

Ot her response, comments, questions?

Al right. M. Mrzion, how are we doing on
publ i c conment ?

M5. MARZION: |'mnot seeing any additional hands
at this tine.

M5. URBAN. Thank you very nuch. Thank you so nuch
to the coomenter for the comment. And with that, | wll ask
Ms. Marzion, if you would please performthe roll call vote

so we can consider whether to approve the notion as stated.

M5. MARZION:  Board Menber Le?

MR LE: (No audible response.)

M5. MARZI O\ Board Menber Liebert?
MR, LIEBERT: Aye.

M5. MARZI ON:  Board Menber Mactaggart?
MR MACTAGGART: Aye.

M5. MARZION:  Board Menber Worthe?
MR WORTHE: Aye.

M5. MARZION: Chair Urban?

MS. URBAN.  Aye.

MS.

MARZI ON:  Madam Chair, you have five yeses and

Nno nos.

>

URBAN.  Thank you very nuch. The notion has

323.393.3768 DBepo
www.iDepoReporters.com porters


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 164
CALIFORNIA PRIVACY PROTECTION AGENCY

been approved by a vote of five to nothing. Thus, the Board
has approved these final regulations to go into the process
with OAL for final approval. | want to state at this tine
how grateful | amand the Board is for the careful attention
to the Delete Act and the careful attention to how these
regulations will provide certainty to the data broker
community who are regulated by this and to consuners, and
give themthe ability to understand how their own personal
information may be used in these | arge marketplaces of data.

| know this was a very conplex and technical task,
and we're going to talk about an even nore so one in a
monent. But | just really want to commend staff for, for
exanpl e, comm ssioning a survey of data brokers in order to
understand their practices and sort of how they -- how they
are thinking of conplying, and really sort of digging into
the issue in a way that makes things quite concrete for
everyone. |It's much appreci at ed.

And | also want to thank all the conmenters who
comented on the regulations. | |ooked at the comments and
| went to the FSOR in detail and appreciate all of the
t hought ful feedback and thoughts that the Board -- that the
-- that the agency received and staff's thoughtful responses
to those conments. So thank you all for that.

Wth that, we will nove on to Agenda Item nunber

5, which is an update regarding devel opment and
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| mpl ement ation of the Del ete Request and Opt-Qut Pl atform
aka DROP, and associated fees pursuant to SB -- excuse ne --
362. This will also be presented by M. Laird, our general
counsel, and Ms. Allen, our attorney, who is our guru of all
things related to the Delete Act. And | will turn it over
to you.

MR LAIRD: | second that description. ['ll go
over to Ms. Allen.

MS. ALLEN. Ckay. Yeah, you're going to get ne
three in arowhere. So, Liz Allen. So we do have a little
presentation for you. Let me just make sure -- Kidding,
it's not going to work. kay. Sorry. Okay. So first for
the agenda, |'mjust going to do a quick |evel setting in
our review of SB 362 for everybody who is listening in.

"1l give a sunmary of the public engagenent that
we' ve done since March. |'Il run through the DROP overview,
as in like howthe system's actually going to work. So this
will bealittle technical. W'IIl talk about the project
approval lifecycle, which is essentially how you have to --
the nuts and bolts of building a systemlike this within the
government. And then we'll wap up with alittle bit of
next steps and any questions that you have on the slides
we' ve got.

So we'll start with a quick refresher on the | aw

itself. The Delete Act, comonly known as SB 362, was
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passed into in 2023. It actually contains two prograns.

The first is the registry, which we just tal ked about. The
agency took that over fromthe Ofice of Attorney Ceneral as
of January 1st, 2024. But the program of course, has been
I n exi stence since 2021.

The second requirenent, which is this
presentation, is a nmandate for the agency to build a
"accessi bl e del etion mechanisn to allow a one-stop shop for
consunmers to request the deletion of their non-exenpt
personal information fromthe data brokers who register with
the state. Accessible deletion mechanism of course, sounds
very simlar, ADMto ADMI. And so we are hel ping the public
and ourselves out, and we're going to -- we call it the
DROP, which is the Delete Request and Opt-Qut Platform So
you' || hear that throughout the presentation today.

So the -- nope, sorry. Let's go back. Let ne
give you a quick overview and then we'll go forward. The
DROP wi Il allow a consuner through a single verifiable
request to instruct every data broker to del ete persona
information related to the consuner. It's the first of its
kind nationally or, fromwhat we know internationally, and
it's simlar to its much nore basic cousin, the Do Not Cal
Regi stry.

The platformw || help consumers to quickly and

easily exercise their deletion and opt-out rights. The
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platformw |l not only allow consuners to request the
deletion of their information, but if the -- if a--if a
data broker cannot delete a consumer's personal information
because the consunmer cannot be verified, the data broker
must still opt the -- that consuner's personal information
out of sale and sharing.

Inmportantly, it also requires data brokers to
direct all of its service providers or contractors to do the
same. So given the statutory requirements, if you're going
to translate that into some sort of platform this is what
you get. You get the consumers on one side, they come into
the platformto nake a del ete request individually or
t hrough an authori zed agent.

On the other side of the platform you'll get data
brokers who register with the state and then access the
systemevery 45 days to ensure they have the updated |ist of
del etion requests from California consuners. Data brokers
will then wite back the status of those requests to our
system The CCPA and the DROP -- the CPPA and the DROP sit
in the mddle, accepting deletion requests, processing them
maki ng sure that the information is protected, and making
them avail able to data brokers on the other side.

So within the law, there are statutory
requi renents for the consuner experience. Perhaps nost

i mportantly, it is free to consune -- to California
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consunmers. Consunmer information will be submtted in a
secure and privacy protecting nmanner, and consumers can make
a delete request of all data brokers or choose a narrow
subset of specific data brokers that they would like to send
a request to.

The platformw || allow consuners to verify the
status of their requests. It will be accessible to those
with disabilities. It will also allow consunmers to alter
those requests 45 days after making them On the data
broker side, the data brokers al so, their experience also
has certain requirements under the |law. They nust register
whi ch of course includes paying the registration fee
annual Iy, and begi nning in August 2026, so not this year but
next, data brokers nust access the DROP and process the
del etion requests every 45 days.

The agency may charge data brokers a fee for the
DROP and data brokers nust update their public disclosures
July 1st of every year to report about the previous cal endar
years activities with regards to consumer CCPA requests.
That same information will be reported to the agency during
their annual registration. Starting in 2028, they nust
undergo an independent audit every three years.

So that's a lot of requirements. A bunch of
different orders. So just to give you a quick timeline,

here we are, signed into lawin '23, launched in '24, July
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1st, the additional reporting requirenents came into effect.
Next year in January consuners can start making delete
requests. Starting in August, six nmonths later, data
brokers nust access the DROP. They then have 45 days to
process those first deletion requests.

The way the lawis witten, consumers essentially
have about 7.5 nmonths before the initial deletion requests
are on. So -- and then starting August 1st, data brokers
must access the platformevery 45 days. And then, of
course, as we discuss 2028, we've got the audit requirenent
t hat kicks in.

So as we digested this as an agency, we knew we
needed to get a |lot of stakeholder input early on the
devel opment of the actual system \at are the nuts and
bolts? What's it going to look like? This wll help us
i nformwhat industry's current practices are and what the
public thought about how we should build the system

To engage in a five prong public engagenent
strager -- strategy spanning from March to June of this
year. So in March, we designed a voluntary anonynous survey
to hel p better understand how data brokers manage del ete
requests currently. So because data brokers will have to
ingest a list of mllions -- possibly mllions of California
consunmers, we wanted to ensure we built a systemthat worked

at scale and volume, and fit within existing practices.
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So we sent the debt survey to data brokers who
registered in 2024, asking a range of questions, including
how busi nesses -- for exanple, how businesses uniquely index
information within their own databases, how they maintain
and process del etion requests from consuners.

And approximately 10 percent of registered data
brokers at the time chose to answer the survey. And they
gave us nmuch needed insight. And we greatly appreciate the
busi nesses that took tinme to talk to us and answer those
questions. And the data brokers who answered, spanned the
I ndustry both in size and type.

Sone data brokers had fewer than 10 folks. And
there were data brokers who had wel|l over 5,000 enpl oyees,
sone who nade under 10,000 and several that nade well over
20, 25 mllion. So large range. And they were in
mar keting, people search, identity verification, fraud,
financial industry, et cetera.

In April, we also did a series of one-on-one
calls. W did 25 of themw th a variety of stakehol ders,
including 12 different data brokers and 13 think tanks
advocacy groups or authorized agents. Also, and then in
May, we released a prelimnary -- released prelimnary
questions to the general public. Not just about the data
broker -- not just the data broker industry, but the public

as a whol e.
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And we were soliciting additional information on
the -- on system preferences and consumer expectations. In
response, we received 15 witten comments. And commenters
range from consuner advocacy groups, university academ cs,
policy think tanks, data brokers, and the ad industry.

Finally, on June 26th, we finished up with a
prelimnary stakehol der engagement with an open session to
hear from anyone in the general public. And we received 17
oral coments during the session

Again, the range was simlar to above, everything
from consuner advocacy to data brokers to individuals. And
t hese conversations gave us key insights and how the system
shoul d be built. For instance, key identifiers nost
commonly used for data brokers were full nanme, email, phone,
date of birth, nobile ad ID, for exanple. Those were the
most persi stent ones.

Dat a brokers generally preferred an API, which
stands for Application Progranmng Interface. It's a way
for two systenms to talk over getting information froman --
froma different source such as an SFTP box or an enail
These are all technical things and we are very thankful for
the product nanagers who talk to us.

And whi | e business tended to accept del ete request
in a nunber of ways, enail, online form or APl were all

used, nost -- the vast majority preferred this APl method,
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which we can talk about later. W also talked about
verification, identity verification, and how fol ks did that.
And one of the nost inportant pieces that came to Iight was
t hat nost businesses, especially the nost sophisticated
pl ayers, were noving a |lot of data around, nuintained a
suppression list, which is essentially a list with a very,
very small anmount of personal infornation.

That allowed the business to ensure that the
del ete request was ongoing. So they essentially were
allowed to -- you know, they used it to check any incom ng
data to nmake sure that delete requests continued to be
honor ed.

So all of this research led us to prelimnary
design choices, which we'll share with you today. Ckay.
The consuner user journey. So if you' ve got a Jane Doe, she
comes to our DROP portal and essentially kind of signs in
where her -- the California residency woul d be established.
She can optionally provide additional personal information
to facilitate the delete request. For exanple, additional
old emails, old phone nunbers, old addresses, date of birth,
and ot her pseudonynous IDs |ike a cookie ID or a MAID,
shoul d she know them

The DROP systemwould record all the information
in a privacy protective manner, and then Jane Doe can choose

whi ch data brokers to send her delete and opt-out request
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to. The data broker user journey starts simlarly, data
broker lands on the website and they conplete -- they create
an account. They conplete registration, of course, during
this registration period between January 1st and January
31st. They pay their fee.

Bef ore August 1st, 2026, the data broker nust
access the DROP system and sel ect the relevant del etion
list. So do they want -- which is their primary identifier?
s it an email list or a phone list to query as related data
fields? W can just -- we'll discuss this alittle more in
detail next slide. And then starting, of course, August
21st -- August 1st, 2026, the data brokers nust access the
DROP at |east once every 45 days. And within 45 days,
provi de an update to the CPPA with respect to the status of
each del etion request.

Ckay. So as we're collecting this information,
these select identifiers fromconsuners, we have a nandate
within the lawto permt the consumer to securely submt
information in one or nore privacy protective ways. And so
first and forenmost, and our privacy by design is separating
t he personal information of consumers into separate |ists.

So we're not just providing all information on a
-- about a consuner to the data broker. W don't want to
provide a data broker with additional information that they

do not already request. So, for this, we're going to
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mai ntain four separate lists of consuner personal
information, the phone list and list of emails, pseudonynous
| Ds, which again would be nobile ad ID, code the ID. And
then a list that contains name, date of birth, and address.

And we know the data brokers have a w de range of
practices and people tend to think of the data brokers who
have the very |argest businesses like Credit Reporting, for
example. While there are sone big brokers who have many
pi eces of information about each person, there are al so nany
other data brokers that only contain certain pieces. So not
every data broker has your email|l address or has your phone
nunber, for exanple.

So the four lists will also be -- so the data
broker essentially can choose which list that they want --
list they want. Al the data within our systemwll| be --
and provided to data brokers will be hashed. Hashed as in
i ndustry standard security practice at this point, and the
agency wi Il maintain the practice of -- the practice
internally to protect the public's personal information and
to make it harder for a breach to occur because it
essentially means that that is not stored in plain text. So
rather than seeing Elizabeth Allen, you woul d see sone
nunerical nunber version of that.

We're al so going to use data mnim zation

practices, which just nmeans that we only collect the
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personal information that's directly relevant. So rather --
we heard from many, many data brokers that they don't --
they try not to collect sensitive personal information such
as Social Security number. And so likew se -- and they
don't index off of that sort of information. And |ikew se,
we are stuck relatively basic personal information because
it reduces our exposure and risk as an agency, but also
because that's actually what industry practice is.

MR LAIRD: |'mgoing to give Liz a break now and
take over the next slide. So to talk about now procuring
such a system --

MS. ALLEN. Excuse me. So | just wanted to check
i f the Board had questions on the system

M5. URBAN. Yeah, yeah.

MR LAIRD: Yeah.

MS5. URBAN. M. Liebert, please.

MR LIEBERT: It -- it's going to show ny naivete,
but I'mvery good at that. So as -- when we tal k about the
consuner's journey --

M5. ALLEN: Yeah.

MR LIEBERT: -- what should I inagine here with
this DROP process? That they're going to go where to access
the DROP process to trigger their desire in a very sinple
and easy and user friendly way. Take ne out of those

t hi ngs.
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MS. ALLEN:. Yeah.
MR LIEBERT: How s that going to work?
M5. ALLEN. It'll be a website. So inmgine just,

you know - -

MR LIEBERT: (Ckay.

MS. ALLEN. -- you click and you I and on a website
and it'll be very simlar to your experience in all over the

internet. You know, you enter a piece of information to
create -- to essentially authenticate yourself through.

And to -- there'll be a verification step to
verify that you're a California resident and you essentially

get taken to an interface that wll allow you to enter, you

know, | imagine -- | nmean, | don't know exactly whether it'd
be boxes or howit's going to look. But it'll be -- you
know, you're -- it'll be |ike how many addresses. You can

enter many, you can enter one, you can enter none. And
t hen, you know - -

MR LIEBERT: So it's -- soit's basically a state

government - -
M5. ALLEN. Form
MR LIEBERT: -- operated website --
MS. ALLEN. Yeah.
MR LIEBERT: -- that we're going to have somne

education process, so consuners are going to find out about

this, that they can access this, and we're going to make it
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really sinple and easy with as little information as is
needed?

MS. ALLEN.  Uh- huh.

MR LIEBERT: And then you'll be able to say,
either get me out of all of these data broker databases or
can't imagine people wanting to just pick and choose sone,
but that would assune that they actually understand what
those different data brokers have on them right.

Ckay. That was ny first naive question that |
have. | have others, but | don't want to nonopolize this.
The enforcenent process then that will be in place, how w |
the state know whether the various data brokers are in fact
complying with these requirenents? |Is that simlar to the
other ways that we do it in terns of kind of surveying? |
don't want to give any state -- give up any state secrets
for enforcenent, but what the thoughts are about that?

MR LAIRD: Yeah. Well, again, legal is not over
enf or cement.

MR. LI EBERT: Yeah.

MR LAIRD: But at the same time, | think we're
understanding nonitoring of the system use of the systemis
appropriate. So --

MR. LI EBERT: Yeah.

MR LAIRD: -- certainly the systemas it's
constructed will be able to tell -- you know, tell the
323.393.3768 DBepo
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agency who has accessed the systemand who hasn't, for
I nst ance.

MR. LI EBERT: Ckay.

MR LAIRD: And then also an inportant conponent in
the law is consuners being able to verify the status request
of their -- the status of their request.

MR LIEBERT: Right.

MR LAIRD: And so there will be a feedback | oop we
anticipate, where the data broker will actually have to say
whet her or not they did something. And, certainly, that
i nformation could inspire our enforcenent division to | ook
into anonalies or things of that nature. And then the third
prong, you know, which is unique to the Delete Act is this
audit requirenent.

There are -- all the data brokers registered are
going to have to start running an independent audit of their
operations to ensure conpliance with this by a third party
I ndependent auditor. And that's something that the
enforcement division, again, could go ask for, reviewthe
findings of the audit, and again, use that mechanismto
determne if there's been conpliance or non-conpliance.

MR LIEBERT: Got it. Ckay.

MS. ALLEN. | just want to add really quick that
the way the system s designed in the backend between data

brokers and us is, anytine you kind of ping the system it
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all gets witten into a database. So you can tell
automatically the tine and date that a conpany, for exanple,
accesses the system So all that gets automatically

recor ded.

MR LIEBERT: And there presumably woul d be a way
for you to test these out, to have individuals nmake requests
for deletion, and then to be able to determ ne whether that
had actual |y been acconplished or not? And you used the API
termnol ogy that you said you'd explain to us, nmaybe that's
comng later or is --

MS. ALLEN. Oh, | -- yeah.

MR. LI EBERT: Ckay.

MS. ALLEN. Yeah, | can. So Application
Programm ng Interface --

MR LI EBERT: Yeah.

MS. ALLEN. ~-- it's essentially allows two systens
to talk with each other. You programone and you program
the other, and they kind of link. And so rather than having
to ask every tine, like email, you know, let's say an enuil
came into ne and | had to email you the list, you can
autonatically essentially send a request and the system
automatically answers with the request.

And so because it's auto, auto, it's machine to
machi ne, you get it's nmuch easier on the business, right?

They just keep running it every 45 -- they put it, you know,
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MR LIEBERT: So that's really just between the
website fol ks and the brokers. Consuners aren't part of
t hat process --

MS. ALLEN.  No. Mmnmm

MR LIEBERT: Gkay. Now | totally understand
everything. Ckay.

M5. ALLEN. Geat. Thank you, M. Liebert. M.
Mact aggart.

-- | put ny nane in and everything, the 45 days fromthe

my name's in there, soit's everything going forward. And

m ght be something just to note to self that eventually we
m ght want to tighten up. It's along time to be selling
i nformation, you know.

MR LAIRD: And I'll note too, the statute does

actually prevent consunmers from anmending their request for

have to wait 45 days to anend a request under the |aw
MR MACTAGGART: And then another question. So

when | show up, | always have to put in like ny real world

and they run it. And then on our side we see when they hit

MR. MACTAGGART: Thanks. And can you remnd ne the

busi ness point of view, it's not just retroactive. It's --

is the 45 days in statute? | forget. That is. GCkay. That

45 days. So once you've entered your request, you actually

data. |s there ever or is there a thought, and it would be,
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but I show up with nmy phone and | say, okay, here's ny, you
know -- you know, all the -- all the -- all the -- all the
i dentifying information --

M5. ALLEN: The device ID

MR, MACTAGGART: The device ID and all the rest of
it. And | just kind of wanted to give you that. | want
this phone to be not sold. But you still -- we're still
stuck on the, you have to have a nane.

M5. ALLEN. No, no.

MR, MACTAGGART: | could just -- | could just say

M5. ALLEN:. Yeah.

MR. MACTAGGART: -- here's ny phone Ckay.

MS. ALLEN. Yeah. You could say, here's -- or
here's just ny synonynmous ID, my MAID, or ny cookie |ID

MR, MACTAGGART: Ckay.

MS. ALLEN. And just send that. Yeah.

MR, MACTAGGART: And then it's on you if you w pe
your cookies -- you clear your cookies and you have no way
-- Oor you were saying that there's a way then of know ng,
i ke, | show back up on this -- that | -- a way of know ng
whet her or not |'ve kind of cleared ny cookies, and so

therefore it doesn't identify me anynore?

MS. ALLEN. Well, | don't knowif it'll go into
that nmuch detail. But it, you know, it would be |ike, did
323.393.3768 DBepo

www.iDepoReporters.com

Page 181



http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 182
CALIFORNIA PRIVACY PROTECTION AGENCY
you send your -- you know, was your request picked up, for

exanple, on the APl side? And so, yeah, | nmean --

MR LAIRD: | can give the exanple. You know, one
of the first things a data broker will do is, do | have that
cookie IDor dol not? And if | don't, that's one bit of
f eedback, for instance, we'd be able to relay it back to the
consurmer .

M5. ALLEN. They're not fine.

MR LAIRD: They said they did not have your cookie
ID at all in their system But at the sane time then, if
they did, then we expect to get a confirmation that they
del eted that information.

M5. MARZION: | have Ashkan available to conment.

M5. URBAN. Ckay. Wonderful. Ash -- Executive
Director Sultani, please. That's okay, sir, yeah.

MR SOLTANI: Geat.

M5. URBAN. Pl ease go ahead.

MR SOLTANI: Thank you all. And just to provide a
little bit of a technical clarity on that |ast one, if the
conpany knows that say the cookie ID-- so M. Mctaggart is
-- Board Menmber Mactaggart is correct, where if you delete
your cookies, then you won't know what those are. You m ght
just have a new set of cookies that the business is using to
i dentify you.

But if the business knows that the previous data
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was related to the cookie or the sane consumer, the |aw
applies to the consuner. And I'Il et M. Laird respond to
that. And so if they knowit's the same person, or if they
know the data pertains to the sanme person, they would need
to delete that infornation as well. Wth respect to show ng
up with a device, one of the challenges, and | think you,

M. Mactaggart, brought it up during the presentation on --
the commrent on opt-out systens is device IDs unfortunately
are often governed closely by the the bigger platforms such
as, you know, the nobile smart phone makers.

And so it's difficult for us as an agency to get
access to those, to nake it easy for consumers to show up
with their device IDs. Conversely, | -- conpanies can, but
we woul d have a hard time building an app to do that. So at
this stage, it would likely involve consuners having to find
their device IDs and comunicate that to us by |ooking it
up. And we'll provide -- we'll do -- we'll likely do heavy
public education and awareness show ng fol ks how to do that.
But it's not something we can, at this juncture autonate,
unfortunately.

M5. URBAN. Thank you, M. Soltani.

Yes, please go ahead, M. Mactaggart.

MR, MACTAGGART: M. Soltani, so on that, what's
the -- what's the hold up? So |I assume | can | ook on ny

phone sonewhere and find out what the device IDis by going
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to settings. Wat's the holdup in the APl kind of sucking
that out? | mean, if an ad tech conpany can do it.

MR SOLTANI: Yeah, so we would, we would then ne
to develop an application to do that. For exanple, we --

we -- we'd -- the agency would, in addition to the website

that we discussed, we'd have to do an application. And th
there's also certain limtations on how that information i
used.

The conmmon exanple, and we're going to get real
into the weeds, but I'Il just share. Mst -- so you have

your device ID, which is essentially the serial nunber for
your device. You have your advertising ID, which
effectively is how advertisers and, you know, ad conpanies
refer to you. And then you have your IMEl, which is your
equi prent ID effectively, and that's how | ocation tracking

occurs.

is rarely available even to advertisers after a ot of the
reporting we did on how that information is used and, you
know, conpani es have changed their practice over the |ast
decade. However, conpanies do sell and share information
around that.

So in alot of circunstances, consumers wll be
the only ones that -- or the platfornms thenselves say, if

Appl e or Google would want to make that available to us,

ed

SO

en

S

y

Those first two, your serial nunber and your | MEl,
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that's one consideration, | don't think they will. But at
this juncture, consuners would have to look that up to your
point, go down to settings, and then make that available to
us, which is a challenge.

Thankful Iy, though, based on the kind of -- as M.
Al len highlighted, based on our research, oftentines
conmpani es have nultiple pieces of data. So they know you by
your device ID, they mght know you by your email address,
and they m ght know you by your address and birthday pair.
And so, hopefully, you know, by you providing those other
attributes, you wll find a match in their database.

But, certainly, there are conpanies |ike nobile
| ocation tracking conpanies that only know you by your ad ID
or your device ID. And that's why we want to provide
consuners the ability to provide us pseudonynous infornmation
that they can then request deletion of.

M5. URBAN. Thank you, M. Soltani. O her
questions fromthe Board.

Al right. Shall we nove on to the PAL process.

MR LAIRD: Thank you. And | think if we can
return to the slides. So I'mgoing to go alittle bit over
what it takes to procure sonmething like this in the state.
The authority for approval of information technol ogy
projects. In California -- in the State of California lies

with the Departnent of Technology. And they -- it occurs
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under a process called the Project Approval Lifecycle or
PAL, which we'll call for short. And it's the mechanism for
approving IT projects in the state.

The PAL ensures projects are undertaken with a
strong business case, clear business objectives, accurate
costs, and realistic schedules. The process takes IT
projects fromthe idea stage through the fornmal procurenent
with the goal that execution is as snooth as possibl e and
able to handl e technical conplexities and unantici pated
| ssues should they arrive. As the DROP systemis a new
stake technol ogy project, we are subject currently to the
PAL process.

So the PAL process is admnistered by the
California Department of Technol ogy or CDT, and is divided
into four gated stages. Stage 1 is business analysis, Stage
2 1s alternatives analysis, Stage 3, solution devel opnent,
and Stage 4, project readiness and approval. Each of these
stages requires CDT approval to advance to the next stage.

Each stage of the PAL process requires a nyriad of
docunentation, decisions, and refinement. Stage 1 is
articulating the business use cases need, and Stage 2 is
getting into the nitty gritty details of how the systemwl|
wor k, what alternatives are available, and putting together
plans to govern the remai nder of the procurenent and buil d.

Stage 3 is developing and releasing a request for
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proposal s or RFP, which is part of our public contracting
process. And then Stage 4 is the procurenment process
including a valuation of the bids and entering into the
final agreenent to procure and develop the system A

typi cal PAL process can take anywhere fromtwo to five
years, and as this Board well knows, the tineline for DROP
| aunch is a bit shorter than that.

All right. Soin terns of -- another conplicating
factor we just wanted to mention to the Board is that state
budget tineline, as well as revenues from data broker
regi strations, do not exactly line up with the |aunch of the
timeline of the system

The state's fiscal year runs fromJuly to June,
but the process for requesting budget augmentations for a
gi ven budget begins far in advance of the fiscal year with
docunentation and estinmentation, often needing a nine or
more nonths in advance.

So for our systemto go live by January 1, 2026,
we need to proceed with PAL, procure and build across
multiple fiscal years, and the PAL approvals -- no, and the
PAL approval s do not necessarily align with that budget
process.

Now, the ace in cross at E between the budget --
who chose that word? Al right. Between the budget

timeline and the proposed PAL requirements create some

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 188
CALIFORNIA PRIVACY PROTECTION AGENCY

chal | enges because alternatives are still being assessed and
a solution has not yet been chosen, yet CPPA nust submt a
BCP for additional expenditure authority for the 2025 to '26
fiscal year.

So, again, just to make clear, this conplicates
the build because the DROP system conmes from data broker
regi strations, which we only receive revenues from every
January. This nmeans that we're in a position to having to
estimate how much funding we'll fund construction and | aunch
t hrough 2026, as well as the registrations needed to pay for
the contract through 2025. And these determ nations are
being made w thout a vendor actually procured or in contract
with us.

So in addition -- next slide, please. |In addition
to the budget issues and the sheer volune of work, the PAL
process also requires significant coordination between
mul tiple government agencies. By |aw and regulation, we
have to work with nultiple state departments, project --
there's a project approval and oversight team and statew de
t echnol ogy procurement from CDT, and of course, there's also
Department of Finance to help us get approval and the
appropriation authority.

And because of our size and we have also -- we
have also contracted with a third CDT team the project

managenent office, to augnent essentially our expertise, to
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manage a project of this nature, and to guide us through
given our agency is rather |lean at the nonent. Coordinating
bet ween these departments does require significant tine and
effort, and our data broker unit is extremely small. And
this project does require a significant anmount of time
i nvol venent .

MS. URBAN. But very mghty.

MR. LAIRD: But very mghty, exactly. By our
executive director and our chief deputy. So let's take a
| ook at next steps. Did you want to --

MS. ALLEN. Yeah. Sure. | may have to think about

MR LAIRD: Ckay. Yeah. Sure. So over the next
year, the data broker unit and all the -- all of those
supporting it will be busy. W are going to finalize our --
we are in the process now of finalizing our Stage 2
docunents, artifacts, description of the system and noving
into the PAL process, and then we'll begin procurenent.

Selective -- we will be selecting a vendor through
this process and then we will construct the system And in
the mdst of this, an ongoing over the year, we'll be
wor ki ng on drafting Board regul ations that supplenent and
conmpliment the use of the DROP system As you can i magine,
there'll be a |ot of requirenments of data brokers in how

they integrate with this system and those are things that
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wi || actually need to be explained through regul ations.
Yes.

M5. URBAN. Just as a quick clarifying question,
l'm-- 1 -- thisis -- well, I"'mnot saying the PAL process
makes sense or it's interaction with the budget process, but
the function of the system makes sense to ne. Wuld -- are
the regulations likely to cover things |ike the API
standard? Ckay. Geat. | got it.

MS. ALLEN. Yeah. Generally, it's going to talk
about how the business needs to interact. |t won't probably
-- you know, it's not going to go into the technical details
of what an APl is, for exanple. Yeah.

MR LAIRD: Let's see. Ckay. Oh, yes. And so in
a-- sointhere wll be those regulations. And after the
systemis constructed, we'll, of course, have to do |lots of
testing to ensure everything is running snoothly in time for
| aunch. And then we are very aware to M. Liebert's earlier
poi nt, public awareness and canpaigning for this will be
very inportant. You know, consumers will really need to
know this is out there and a tool available to themto make
this real for Californians in the comng years.

So while DROP work continues, we're also working
on maintaining and inproving the data broker registration
process, which we did just discuss, and thank you Board for

your vote to nmove forward on those regulations. And, of
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course, we will be naintaining and having a new registration
cycle just around the quarter in January.

So with that all said, you know, we do have a | ast
itemtoday before we finish on this overviewto talk about
actually a necessary fee increase born out of the need to
procure and launch this system by 2026. But for now we'd
| ove to -- if you do have further questions as the Board

about the system we're happy to take them

MS. URBAN. Thank you. | -- M. Liebert and then
M. Mactaggart.

MR LIEBERT: Mne's just quick. [I'mincredibly
excited about this. | think this is truly pathbreaking, not

just in California, but the country and the world. W're
| eading the way on this. The agency can be so proud of the
work M. Soltani has led and all of you have done fabul ous
work on this. And | think it's just really magnificent.
Keep it up.

MR MACTAGGART: | just want to echo what M.
Liebert just said, especially, | know-- | don't want to
di m ni sh anybody in the roomhere, but | do know that
Executive Director Soltani's incredible technical skills
anong ot her things were super useful. And he was handed a
-- all of you were handed a | arge problemand you guys are
solving this well, so | just want to say congratul ations.

M5. URBAN. Thank you, M. Mactaggart.
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M. Le?

MR LE: Yeah. Thank you all for putting this
together. Liz, you know, great job. You sound like a
technologist. | wouldn't know you're an attorney with your
knowl edge of APIs and you're really considered interviews of
all the data brokers and the surveys and building out, which
is a pretty technically conplex system

So | renenber reading conments when the Del ete Act
passed, saying, there's no way governnent can build a system
like this in three years. And, you know, here we -- here we
are, you know, well on our way. So | really want to appl aud
the work that you've done on this.

M5. URBAN. Thank you. Thank you very much. Any
ot her.

So | echo ny fellow Board nenbers sense of
i mpressed with everything that you' ve done. And | want to
t hank you, Ms. Allen and M. Soltani. | know you' ve been
working closely. And it is both appropriate and very
pl easing to see that you're building this in a privacy
protective manner, and that you're building it to the best
standards of a privacy protective manner for a systemlike
this.

W heard sone conments earlier in the day that |
think are well taken about being careful of -- for having

opt-outs and ot her systens, not accidentally being -- Dbeing
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accidental |y perhaps nore privacy damagi ng and not as
privacy preserving as they coul d be.

And this is a real technical undertaking to
understand how to do that. And I, you know, | really
appreciate that you're building it so that the data brokers
can just run their APIs and nake calls to the systemthat's
-- you know, that's going to be a lot easier for them That
makes a | ot of sense.

And | share -- | share the sentiment that this is
a very sophisticated tool that you're building and that
California wll be leading the country but also the world,
as M. Liebert said. | also want to just pause for a nonent
and thank the sponsors and the |egislators who noved this
| egi slation. You know, we're happy to inplenent this
| egi sl ati on.

Maybe Ms. Allen isn't as happy as sone |ate nights
as we are privileged to be sitting up here listening to the
great work. But it's made possible by the legislature, the
| egi sl ative process, and their attention to Californian's
privacy rights, and to do it inaway that's -- that is
possible for the data broker industry. And so | wanted to
pause a noment and thank themfor that while we are | ooking
at the beginnings of the fruits of this part of the law. So
thank you to all of you.

Yes, M. Le.
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MR LE: | had a question come up. You know, | --
|'ve heard other states are interested in a systemlike
this. I'mcurious, is there |like any plans for
Interoperability? |s that possible to build on? So, Iike,
we don't have to reinvent. This is just curious thoughts.

MS. URBAN. I'msorry. |'mjust thinking of the
PAL and I'm|ike imagining another state in there and --

MR LE:. Sure. This is probably not realistic.

M5. URBAN. | think it's a wonderful dream and
maybe it's not even a dream

MR. LAIRD: Yeah, | would say we've heard simlar
things of other states interested in executing sonething
simlar by being the first ones out there. Certainly, |
think we can set an industry standard or a governnent
standard for a systemlike this and how it should be
operated, and we'll be happy to share sort of our |essons
| earned and the practices we're doing with any other state
who's interested to hear.

And there is always the chance. Some sort of
agreenent could be reached between states to reach that
functionality. So we're open to exploring possibilities
like that in the future.

MS. URBAN. And, again, you know, to the extent
that we can have convergence in the sane way that we think

about our regulations and how they conpare to the |law, the
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better that is for everyone so long as it's at the standard
that we need under our |law and for Californian.

QG her comments? Al right. M. Mrzion, is there
publ i c conment ?

M5. MARZION: W have Executive Director Soltani
Wuld he Iike to speak?

M5. URBAN. (kay.

M5. MARZION: Go ahead.

MR SOLTANI: Thank you all. Just to on that
| mportant point of interoperability, you are correct that
other states have approached us asking and inquiring about
the system And Ms. Mahoney's great work in her -- in our
I nteragency and intergovernnental work is supporting that.
W are indeed | ooking to build, you know, the architecture
simlar to as we devel oped -- as California first devel oped
the opt-out preference signal, we have now 12 or 13 ot her
states follow ng essentially the standards that we've set.

W hope -- simlar to how Do Not Call started, if
fol ks know the history, and Florida was one of the first
state to build Do Not Call. It expanded to nmultiple states
and it becane a federal program W hope that we build this
systemin an interoperable fashion, including the
specification and the APIs and the protocols in an open
standard. And we're kind of commtted to trying to do the

best of our ability to do that, such that other states coul d
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potentially at |east plug and play or at |east data brokers
can, you know, consune the information ina -- in a
uni versal fashion

So that is on our radar. W're -- you know, we
have a | ot of conpeting priorities, as you can tell, and a
| ot of other I|egal and process-based restrictions, but that
I s something we have an eye towards and we hope to be able
to achieve, again, setting the standard of the California
standard in this regard as well.

M5. URBAN. Thank you, M. Soltani.

I's there anything else fromM. Allen or M.
Laird? | assume you'll keep us updated on the budgetary and
PAL process and how that will all interact with building the
syst enf

MR LAIRD: Absolutely. And we do anticipate
starting to talk to you all about regulations in 2025.

M5. URBAN. (kay. Thank you very much. And with
that, | wll ask if there's public coment. Sorry, M.
Sol t ani .

M5. MARZION:  For Agenda |tem nunber 5, if you'd
|ike to make a comrent at this tine, please raise your hand
using the "raised hand" feature, or by pressing star nine if
you're joining us by phone. This is for Agenda |tem nunber
5. And it |looks |like we do have a commenter

Houman, you have three mnutes. I1'mgoing to
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unmute you at this time, so please begin as soon as you're
ready.

MR SABERI: Thank you. Hello. M nane is Hounan
Saberi fromthe Permssion Slip teamat Consumer Reports.
Permission Slip is an app that serves as an authorized agent
submtting requests on behalf of consuners to both data
brokers and consumer facing businesses. And to date, we've
submtted just over 4 mllion requests.

Qur teamis also inplenmenting the data rights
protocol, which is a standardized neans to receive process
and conplete data rights requests in an interoperable
fashion. W're doing this in a consortiumwth other
agents, brokers, and privacy infrastructure providers, such
as OneTrust and Transcend. So I'd like to thank you for the
opportunity to share our conments on DRCP.

So our first comrent is that we see that many
conmpani es circunvent authorized agent requests and reach out
to the user directly to verify identity. W found that this
causes confusion and we see users reaching back out to us
requesting that we confirmwhether the request is legitimte
or not. And so we'd |like to ensure with DROP, the conpanies
do not reach out to users directly again for verification

W woul d al so reconmmend a consideration for a
process to authenticate valid authorized agents accessing

DROP. For our data rights protocol, we maintain an
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authorized agent directory and authenticate agents with
public keys.

W also we're excited to see one way hashing as a
consi deration, and as you work through inplenentation
details, we'd like to note that we have found that small
variations and how nanes are presented, such as with or
without a mddle initial, can change whether a data broker
finds a match. An inplenentation which encourages data
brokers to fuzzy match instead of strictly |ooking for
string literals may increase fulfillnent rates.

And finally, we would |ike to enphasize to the
CPPA the inportance of ensuring an intuitive and accessible
user interface for consuners. W're glad to hear that there
wi Il be a help center because we found that users frequently
need to change their enail addresses, have nultiple emails
under which their information mght be keyed, and they al so
experience very technical difficulties. Those were ny
comments. Thank you very much for your tinme.

M5. MARZION:  Thank you. |f there are any other
menbers of the public who'd like to speak at this tine,
pl ease go ahead and raise your hand using the Zooms "raised
hand" feature, or by pressing star six if you're joining us
by phone. Again, this is for Agenda |Item nunber 5.
Madam Chair, |'mnot seeing any additional hands

at this tine.
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MS. URBAN. Thank you very nuch, M. Marzion.
Thank you to the commentator, and thank you again, M.

Allen, M. Laird, M. Soltani, and everyone who has been
working on this. | regret this, but | do need to ask for a
short break. |If we can return at 3:15, we'll pick up Agenda
|tem number 6. Thank you very nuch.

( RECESS)

MS. URBAN. \Wel cone back, everyone, to today's
meeting of the California Privacy Protection Agency Board.
We will now proceed with the agenda to Agenda |tem number 6,
which is an itemon discussion and possible action to amend
regul ation Section 7600, to adjust the CPPA's data broker
registration fee pursuant to Cvil Code Section 1798.99. 80
et seq. It will be presented by CPPA general counsel,
Phillip Laird, and Attorney Liz Allen. Please go ahead.

MS. ALLEN. Hello, again. Liz Allen with the Legal
Division. As described earlier today, the Delete Act direct
the CPPA to not only naintain the data broker registry, but
al so create a nechani sm by January 2026, that allows a
consunmer to, in a single request, direct all data brokers to
del ete their personal infornmation.

As you previously heard in Agenda Itemb5, the
statute has significant |egal and security requirenents for
the system including that it has to be privacy protective.

Since receiving direction fromthe legislature to devel op
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and inplenent the DROP system the agency staff have worked
diligently towards planning for procurenent of the system
In conpliance with the project approval |ifecycle of PAL,
we' ve done robust market research, stakehol der outreach, and
even published a request for ideas or an RFl, which received
mul ti pl e subm ssi ons.

As a -- as a result of these efforts, the agency
has been able to reasonably refine estimtes for the
pur poses of system procurenent and build. Wen it cones to
paying for the system as well as ongoing costs affiliated
with the registry, including personnel, the CPPA was
directed by the legislature to set and adjust the data
broker registration fee to cover the cost to devel op and
maintain the registry and the del etion nechani sm

As you know, the registration fee is collected
annual Iy during the January 1st, January 31st registration
period, and staff eval uates projected costs every year to
determ ne the necessary fee during the next cycle. Gven
the projected costs for procuring and depl oying the DROP
system by 2026, the agency staff reconmends a fee adjustnent
to $6,600 to ensure the agency can cover all necessary costs
through the next fiscal year and conply with the statute's
requi renents.

As the cover menp described, which can be found on

our website, this adjustment is based on an estinated need
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of 3.5 mllion divided anong the 527 currently registered
data brokers. Staff is happy to take any questions, and
otherwise we'll just turn the discussion to the Board.

M5. URBAN. Thank you, Ms. Allen, and thank you for
this hel pful meno as well.

Questions, comments fromthe Board? M. Wrthe?

MR WORTHE: Just to quickly sumarize, we're
required to do this and we're required to fund 100 percent
of it fromthese fees, correct?

MR LAIRD: That's correct.

MR WORTHE: And so far if the nunber of data
brokers increases to 650, that surplus will be transferred
into the follow ng year, and then these will be adjusted,
correct?

MR LAIRD: That's exactly right. W anticipate
being back before the Board this time next year to make an
appropriate adjustnment based on the revenues we still have.

MR WORTHE: Geat. Thanks.

M5. URBAN. Thank you.

M. Liebert.

MR LIEBERT: Geat question, Board Menber. M
question is, how many data brokers under the definition that
we have do we think actually are out there as opposed to the
nunber that we are using right now?

MS. ALLEN:  Well, we don't -- we don't know. There
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are several other states that have data broker registries
with slightly different definitions, Texas, Vernont. W see
estimates fromvarious thinkers in the space froma thousand
to 5,000. None of the registries have over, | think the --

| think 800 -- don't quote ne, but around 800 is the nost on
any official registry, Texas or Vernont.

MR LIEBERT: So it kind of sounds |ike those data
brokers who have conplied with the | aw and have registered,
have an incentive potentially to get those other folks on
board in terns of registering, if they want those fees to
appropriately be reduced. Got it. Ckay.

MS. ALLEN:  Yeah.

M5. URBAN. Thank you. O her questions? Conments.

Yes, M. Le.

MR LE And can you tell me -- | know there was a
range of estimates for developing this system and |ike
where does this cost for the systemfall into that range of
-- well, it's, you know, third party contractors, right?
Building a lot of this? Yeah. So where does this fall on
t hat range?

MR LAIRD: Geat question. In terms of our market
research, you know, we've kind of turned over a |ot of
potential options. And as | nentioned, we also did an RFl,
request for ideas. That actually had a range of between

800,000 and $12 nmillion for a systemof this nature. But
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even there, | have to acknow edge that certain of the | ower
| evel estimates did not actually include all of the system
requirenents in their description of what woul d be required.

So we've also done -- we've partnered with CDT and
| ooked at other state procurenment nodels as well to kind of
really hone in as best as we could a reasonable estinate.
So when we cane to this conclusion of $3.5 mllion, it's
technically nore than that, but there is a balance in the
data broker registry fund, sort of as M. Wrthe has
mentioned, that we are going to deplete first before we ask
for nmore funds.

So that's where the price comes down to $3.5
mllion. But, yes, | would say fromwhat we've seen, it's
on the lower end and certainly very, very keyed in and ki nd
of reasonable froma state |T procurenment perspective.

MR LE: Thank you. | was going to say, | -- |'ve
been studying procurements, |'d say governnment. This is
actually is much on the | ower end conmpared to $80 million
and like -- and procuring a lot of these data systems and
other context. So thank you

M5. ALLEN:  And I'Il just junp in and add that we
| ooked a | ot at the FTC Do Not Call Registry, which was
started in 2003. It's a nuch sinpler system |It's just
phone nunbers, for exanple. And in 2003, that was an $18.1

mllion project that went up for the next few years. And in
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2023, it was $14.1 mllion to run that.

Now that's, of course, the entire nation, but if
you were to rightsize that to just California and adjust for
inflation, it would ve been a $3.4 mllion systemjust for
phone nunbers, not for the rest of the conplicated stuff we
are trying -- we're putting in place.

MS. URBAN. Thank you, Ms. Allen. Qher conments
or questions.

All right. Wth that | will go to public comrent
after making sure that | understand what the -- what the
motion would be here. M. Laird, please, correct me if |
have this wong and let nme know if | have this right. |
think 1'd like to propose a notion to direct staff to anend
Section 7600 to adjust the California Privacy Protection
Agency's data broker registration fee to $6, 600.

MR. LAIRD: Perfect. That's correct. Yes.

M5. URBAN. Ckay. Wonderful. You know, ny own
comment is that when | first saw the difference between the
400 sonething and the 6,600, it did raise my eyebrows a
little bit. And so | anticipate that that nay be the case
for those listening. And there are a few factors that |
think are inportant here. One is that this is not just for
the registry, this is for the DROP systemthat has to be
built.

And secondly, as you both pointed out in response
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to M. Mactaggart's good question, this is the nodel the

| egi sl ature chose to fund this for industry to fund this.
The ot her option would be for California taxpayers to fund
it. And the legislature made the decision that this is
somet hing that should be industry funded |ike the Do Not
Call registry is, for exanple.

And it nust be funded. And in ny view, it makes
sense for the industry to fund it. And though there's an
increase in the fees, | think a data broker needs to be
sufficiently capitalized in order to handle the data that
they' re handling of Californians.

W -- it feels like every other day we hear about
a data breach that exposes people to identity theft. It
exposes people to ongoing harmand wth, you know, with all
support for businesses getting off the ground, to me this is
very simlar to, for exanple, | amthe daughter of a small
business. | grew up to a father who's an electrica
contractor, and there's a lot of cost of doing business in
order to nake the work safe. And that's sinply part of the
capitalization that you need to do the business well and to
do it safely.

So I'mglad that staff have thought really
carefully about howto do this and sought comments and
sought information about howto do this in an efficient way.

And |'mreally glad that we'll be able to revisit this as
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the data broker registration grows and nmake sure that we're
funding it appropriately and funding it efficiently. But I
real |y appreciate the work that you've put into it to
bal ance these consi derations.

Yes, M. Mactaggart.

MR. MACTAGGART: Yeah. And just to kind of clarify
for everybody listening, | think I'"mcorrect in saying we're
just followng the |aw here. And there's just no choice
that we -- there's no other place for the noney to cone
from So we're just -- we -- all that we could say is thank
you for making it this cost effective because if you're a
data broker and you're conpl ai ni ng about the noney, well, it
wasn't going to come fromany other place. W literally
can't just, you know, decide to pay for it sone other way.
Ckay. Thank you.

MS5. URBAN. Correct. Ms. Marzion, is there public
comrent .

M5. MARZION. If you'd like to make a comment on
Agenda |tem nunber 6, please raise your hand using the
"rai sed hand" feature, or by pressing star nine if you're
joining us by phone. This is for Agenda |tem nunber 6.

Madam Chair, |'mnot seeing any hands raised at
this tine.

M5. URBAN. Thank you very nuch, Ms. Marzion. In

that case | would like to request if anyone woul d propose
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the notion that | offered and | -- it was short, so I'l
recreate it. 1'd like to propose the follow ng notion,
direct staff to amend Section 7600 to adjust the California
Privacy Protection Agency's data broker registration fee to
$6,600. Do | have such a notion.

MR LE | nove.

MS5. URBAN. Thank you. | have a notion. Do | have
a second.

MR WORTHE: Second.

M5. URBAN. Thank you. | have a notion fromM. Le
and a second from M. Wrthe.

Ms. Marzion, wll you please conduct the the rol

call vote?
M5. MARZION:  Yes. Board Menber Le.
MR LE  Aye.
M5. MARZION:  Board Menber Liebert?
MR, LIEBERT: Aye.
M5. MARZI ON:  Board Menber Mactaggart.
MR. MACTAGGART: Aye.
M5. MARZION:  Board Menber Worthe?
MR WORTHE: Aye.
M5. MARZION:  Chair Urban?
MS. URBAN:  Aye.
MS. MARZION:  Madam Chair, you have five yeses.
M5. URBAN. Thank you very nuch. The notion has
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been approved by a vote of 5 to 0. Thank you again very
much to staff. And we will nove forward with that as our
nmodel .

Thanks again, everyone. And we wll now nove to
Agenda Item nunmber 7. Agenda |tem nunber 7 is an update
regardi ng agency admnistration. That wll be presented by
Executive director Ashkan Soltani and Chief Deputy Executive
Director Tiffany Garcia. We will first hear from Executive
Director Soltani and then have sone Board discussion. Then
we will hear from Chief Deputy Executor -- Chief Deputy
Executive Director, Tiffany Garcia, on some process points.

M. Soltani, are you ready?

MR SOLTANI: |'mready. Thank you

M5. URBAN. Pl ease go ahead.

MR SOLTANI: Thank you, Board and Madam Chair for
the opportunity to address you all today. | regret |
couldn't be there in person for such a nomentous neeting,
but unfortunately some health issues prevent me from being
able to be physically present. | said hope to provide this
update last nmonth, but due to our scheduling conflicts,
appreciate the opportunity to do it today.

Last nonth marked ny three year anniversary as
executive director at the agency and a great opportunity to
reflect on the progress we've made in an organi zation, as

wel | as ny personal journey. Since starting as the agency's
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first enployee in October of 2021, we've quite -- conme quite
a long way. We've nanaged to grow the agency to nearly 45
staff. \We've overcone nunerous admnistrative and political
hurdles along the way. Al along the way, we've al so been
an exenpl ar of government insufficiency in our process.

In addition to tackling all of the challenges and
conmpl exities of standing up an independent governnent agency
(inaudible) within the bureaucracy of the state, we're al so
able to successfully promul gate our first substantive
rul emaki ng package with just a nmere skeleton crew of fewer
of a dozen enployees. And together with the Board's
support, we also fought off nunerous attenpts at federal
preenption and we were wel coned into the community of
international data protection regulators of the { oba
Privacy Assenbly and the age of Pacific Privacy authorities.

W al so | aunched a statew de public education
canpai gn geared towards informng Californians about their
privacy rights. And we successfully satisfied our
obligations to stand up the first data broker registry in
| ess than two nonths as we just discussed. The enforcenent
division also began its enforcement and oversight role as
soon as we were enpowered to do so in 2023, and is hunm ng
along quite nicely.

You're likely aware of the multiple sweeps

surroundi ng connective vehicles and recently data broker
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registrations. And we have dozens of open investigations
underway, which I'mexcited about. In short, the agency was
a very different place than it was at the tine of ny

appoi ntnment three years ago. \We're no longer a startup in
state government, but we have skilled legal policy and admn
divisions that can support the Board of many aspects of the
Board' s operations.

And it is at this juncture that | believe it's the
right tine for me to step down as executive director. |It's
truly been an honor and a privilege to serve as the founding
executive director. Californian's currently enjoy the
strongest privacy protections in the entire nation. Thanks
in part to the remarkabl e dedication and hard work of our
tal ented team who are before you today and behind the scenes
of this meeting. |'mfully confident that the agency is
wel | positioned to continue to lead California and the
nation in privacy and consuner protection.

|"'mgrateful for the opportunity of being able to
get us to this point, and I look forward to supporting the
Board as we transition. |f appropriate, our chief deputy is
now prepared to provide a little bit of background on the
transition process.

M5. URBAN. M. Soltani, thank you. That doesn't
even -- see, here we go, if M. Soltani is going to step

down, suddenly nothing's going to work. M. Soltani, |
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mean, | think it's very difficult to express my own
gratitude as well as the Board's gratitude. You and | have
been in this together for apparently quite a short tine, but
it feels like it was certainly an -- it's certainly been an
action packed time. So | wll collect ny thoughts for a
monent and ask if other Board menbers have comments.

M. Le?

MR LE: | want to say thank you, Director Soltani
for your service to this agency as its first enployee and
executive director. [I'll keep it short since it's been a
| ong day. But over the past three years, you' ve taken the
agency froma startup with no printers where, as you said,
you and agency staff were building the airplane while trying
to fly it.

Now we're at an agency with nearly 50 enpl oyees, a
growi ng adm n, |egal and enforcement presence, and plenty of
printers and copiers, | hope. Al that is to say that
you' ve done a great job building out the plane while
navigating the rules and conplexity of the state government.

|'ve appreciated your tireless work ethic,
comm tment to the agency's mssion, and your thoughtful ness
in developing a transition plan as the agency grows froma
startup to a mature organization. Thank you again for your
service to this agency, and |I'm|ooking forward to continue

to work with you through the end of this year and in the
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future.

M5. URBAN. Thank you, M. Le.

M. Mctaggart?

MR MACTAGGART: Well, you know, it's been three
years of this, but you and | were shoul der to shoul der
getting this thing done, and as ny -- the person who agreed
to kind of join ne as ny expert, your philosophy and your
expertise, you know, pervades every single word of this
docunent.

And | can think a few people who have had such an
| npact on privacy as you have. You bled to this thing, you
know. And I'mjust in awe at your conmtment. And | am
grateful that we crossed paths because this | aw woul d not
have been nearly as effective wthout your expertise. And
this agency woul dn't have been nearly as effective wthout
your conmi tnent.

| remenber one tine talking to you about the
printers, speaking of printers, and you're |like, dude, you
can't believe how inpossible it's just to get a printer and
how many steps | have to go through to requisition whatever
the paper. So | know you've been a trailblazer, a path -- a
pat hfinder here, and | -- |I'mhonored to have been on this
journey with you. And I thank you for all your hard work.
| really do.

M5. URBAN. Thank you, M. Mactaggart.
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M. Liebert?

MR LIEBERT: M tenure here on the Board is the
shortest, but I know that my awe is some of the |argest.
You' ve just been absolutely amazing. Your work comm tnment,
as everyone's noted, is just unimaginable. You've really
dedi cated everything to this, Ashkan.

And |'ve heard ny colleagues refer to you as a

privacy rock star, and that's really no understatement.
Your know edge and technical knowhow is really just amazing.
So your legacy here is secure and you'll be able to be proud
of this startup that you hel ped create for the rest of your
life. And we'll be proud of the work that you' ve done. So
t hank you so much.

M5. URBAN. Thank you, M. Liebert.

M. Worthe?

MR, WORTHE: Yeah, a lot of this wll be
repetitive, but first, personally, thank you for bringing ne
along in an area that | didn't have as nuch experience as ny
fell ow Board menbers. | appreciate the tine you' ve taken
wth nme. But really, as it was just said, you should be so
proud of what you've done here.

You know, not for weeks and nonths and years, but
for decades, this legacy is going to be -- is going to grow
and nature with this teamthat you created and brought al ong

and supported and worked with. But this is really something
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special. And | think a |ot of people are going to be

| ooki ng at us as an exanpl e of probably, how do they do
that? And can they just do it for us? And maybe there's a
| i censi ng nodel there, but but thank you for --

M5. URBAN: W can |lower the data broker fees if we
can --

MR. WORTHE: Right. They could back down, $400. |
appreciate all the hard work that you've put into get us to
where we -- where we are. And | thank you for it because |
know it's not easy. But be proud for where -- what you've
done here.

M5. URBAN. Thank you, M. Worthe. W couldn't do

t hat because the |aw requires us to get the nmoney fromthe

day, anyway. | just -- you know, on the record, | didn't
want to -- | didn't want to msstate the law. And, M.
Soltani, like M. Mctaggart, for a sonewhat shorter tinme,

but | think a very intense tine, | have worked with you
closely to build this agency.

You are our first full-tine hire. Hring the
executive director -- hiring the inaugural executive
director is one of the Board's nost -- very nost inportant
tasks and |'mvery grateful that you answered the call and
you took it on. And I'mdelighted with how you have taken
what was a nane in a statute that you al so hel ped devel op

with M. Mctaggart and others, and turned it into an entity
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that has action, that has power, and nost inportantly, has
peopl e.

W now have nultiple divisions. W are operating
on all cylinders as required by our statute. And the people
you've recruited are the -- are stellar. They're the best
people in the business. And this is not an easy area in
which to find the right expertise. It requires a special
kind of person to engage in government service. It requires
a special kind of person to engage in government service
during a time of such intensity of attention to an issue,
and during a tinme in which the agency is still under
construction itself.

So the first very special person would, of course,
be you. But then you've managed to recruit teanms of people,
each of whomis incredibly inpressive and skilled, and nakes
us punch above our weight in any nunber of ways. And you've
done that in a bare three years.

| want to say one small word about our
rel ationshi ps outside the agency. Qur inplementing statute
asks us to coordinate with other authorities, national --
California authorities, national and international
authorities. And | amespecially grateful for the position
that you leave us in with regards to our relationships in
California, nationally and internationally.

It is, | think, an incredible testanent to your
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reputation as a technol ogist, as a privacy expert, and as
someone who will work carefully in this area to protect
consuner's privacy and do it in a way that is nanageabl e and
| mpl ementabl e that we were inmediately wel comed into the

gl obal privacy assenbly for privacy regulators all around
the world into assenblies for Asian Privacy Regul ators, for
Latin Anerican Privacy Regulators in the Anericas and nany
more, as well as working with federal agencies, including
just last week, finding a nenmorandum of understanding with
t he Federal Communications Conm ssion, follow ng a

menor andum of understanding signed with the French
Authority, the CNIL, over the summer.

For a brand new agency, this is an extraordinary
acconplishnent, and it's an extraordinary boon for the
peopl e of California because we can draw on each other's
expertise, they can draw on our expertise, and we can |learn
fromthem And | call it out because it would -- you know,
it's not necessarily predictable when you' re starting from
no agency at all, that at this point intinme we would be in
that position. That's just one thing.

QO hers have tal ked about your technical expertise
and your privacy expertise, and | hope that we will have the
opportunity to set you properly in the future. But | wanted
to nmention that aspect in particular because it is somnething

that |'mespecially proud of and | find to be especially
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| mportant.

As everyone has already mentioned, M. Soltani
Ashkan, you know, you leave it all on the field, and we are
incredibly grateful for that. And we knew going in that you
were building this thing fromthe startup, and that it would
too soon be time for the agency to nove to hands -- other
hands when it was ready when it's not in a startup node.

And you've gotten us here, and we're incredibly
grateful. I'mpersonally incredibly grateful. | want to
know if we're ever going to find Shackleton. He's got our
printer. And -- but maybe in the tine before you go, he'll
turn up. Thank you.

MR SOLTANI: Board and Chair, thank you so much
for those really kind words. You know, | could not have
done this without your support. You all were here well
before me, and | really appreciate, and |I'm honored to have
had your support. And, inmportantly, | do feel |ike we have
an incredible staff. And so what gives ne confidence and
assurance in terms of our future is that we have -- you
know, that's -- and honestly one of the hardest parts of
stepping down is parting wth that staff. But | do expect
to be in the space and active. So you nmay, you know,
depending on the rules, hear fromne whether you like it or
not .

But | do expect to be active, and | do expect and
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| fully trust our staff in hel ping guide the agency, the
Board, and the -- whoever you all choose as a successor into
kind of the nodel for our future. So thank you all and
t hank you for those kind words.
M5. URBAN. Thank you, M. Soltani.
Ms. Garcia, shall we talk about practicality?

M5. GARCIA: Yes. Thank you. And how do | even
followthat? | wll just also express ny thanks and
gratitude to Executive Director Soltani. | wouldn't be here
If it wasn't for him And, yeah, his dedication and
commtment to this agency is amazing. And | appreciate and
have respect for you. And you're not |eaving soon, so |
have nmore tine with you to get as much know edge transfer as
possi bl e.

Now, with that, | will dive right into process.
So, again, my name is Tiffany Garcia. |'mthe chief deputy
executive director here at the agency to unfortunately
present our next steps for the recruitnent of an executive
director. The recruitment process begins with the duty
statement, typically, and there's a neno before you --
excuse me -- with materials for that. |If you can --
perfect. Thank you. Gven. Wth the duty statement, which
clearly and -- or accurately describes the functions and
responsibilities for position as determned by the Board,

but as always, staff are here to support you
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The duty statenent will be used to devel op
recruitnent flyers and advertisenents for the position. In
addition, it can be used -- it wll be used to define the
criteria for screening of applicants. Recruitment for the
executive director position shall be consistent with the
provisions of civil service |aws to ensure consistency and
transparency in hiring throughout the agency.

As there is no specific classification
specification for the executive director position, desirable
qualifications wll be used for the basis of collect -- or
conpetitively evaluating each candidate. Therefore, it is
necessary to develop a set of desirable qualifications to be
used for the recruitnent of the executive director

And again, in that handout, staff has prepared
potential desirable qualifications based on the current duty
statement of the executive director. And | won't read them
all toyou, but I will highlight sone of them In terns of
desirable qualifications, a candidate with strong conm t nent
to the alignment with -- of our mssion, vision, and val ues.

Someone who has progressive experience wth
executive level |eadership, managenent, and probl em sol ving,
adm ni strative experience with governnent operations and
processes, experience establishing, pronoting and
mai nt ai ni ng cooperative relationships across governnent,

ability to think strategically and creatively, ability to
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pronote internal and external teamwork, experience with
public speaking and ability to deliver speeches and
presentations, and a consul tative approach to problem
solving and the ability to facilitate coalition building.

So once a duty statement and desirable
qualifications are finalized, the position wll be
advertised on the California Departnent of Human Resources
website. And then other activities related to the
recruitnment could also include advertising the position on
prof essional publication. And in the past, we've al so used
recruitnment services for various positions across the
agency.

Follow ng that, there will -- the job posting will
close at a -- after a mnimumof 10 days. HR staff wll be
prepared to review and screen the applications based on the
desirable qualifications criteria. There's the potential
for staff to recomrend -- again, human resources staff, |et
me clarify apologies, to recomend the top candi dates for
intervieww th the Board in closed session. HR staff can
al so hel p scheduling those interviews.

Rel ated to the recruitnent, we could also include
references to be provided at the tinme of application. So
t hose can al so be prepared for the Board when they review
the materials in closed session. Conducting the interviews

woul d be of the highest scoring candidates -- they -- with a

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 221

CALIFORNIA PRIVACY PROTECTION AGENCY

quorum of the full Board in closed session. After that, the
Board woul d choose a successful candidate. And that's the
process. Happy to answer any questions.

MS. URBAN. Thank you so nuch, Ms. Garcia. |
suggest we start with reviewing the preferred qualifications
list that staff have drawn up and ask if we have comments,
questions on that. Ch, here, I'll give you -- I'Il give you
-- they go onto the next page. Yeah.

MR LE:  You have another copy?

M5. URBAN.  Yeah.

MR LE:  You have another copy?

M5. URBAN. W seemto be short one copy. | -- oh
here it is.

MR MACTAGGART: Oh, |'msorry.

M5. URBAN. It's okay. |'mlooking on the screen,
SO you can just take that.

MR LAIRD: And, Chair Urban, | just wanted to nake
the point to the audience that for anybody here in person,
copies of the neno are available to the public and it wll
be posted on the agency's website.

MS. URBAN. Wonderful. Thank you. And for those
who are not here, it's a short neno that expresses what M.
Garcia just said. | could read out the desirable
qualifications, or no. |'Il just read (inaudible) the duty

statenent for --
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M5. GARCIA: The duty statenent for reference is
the last two pages. There's an attachment.

M5. URBAN. This is the duty statement. | see.
It's a little confusing because the headline is explaining
what it is.

M5. GARCIA:  Yeah.

M5. URBAN. All right. W' ve got ourselves

t oget her

MS5. GARCIA: Would you like me to read |ine by
l'i ne.

MS. URBAN. Maybe actually just for anyone
listening in.

M5. GARCIA: And take feedback for each bullet.
And then if there's anything you'd like to add.

MS. URBAN. Maybe just read through and then --

M5. GARCIA: Oh, the entire --

M5. URBAN.  Yeah.

M5. GARCIA: -- list? Okay. Perfect. ay. So
desirable qualifications, again, as prepared by staff,
strong conmtment to and alignment with the m ssion, vision,
and val ues underlying the California Privacy R ghts Act.
Progressive experience with executive |evel |eadership,
managenent, and probl em solving, especially past success in
wor ki ng on conpl ex issues.

Adm ni strative experience with governnment
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operations and processes, including |egislation,

regul ati ons, budgeting, personnel, and equal enploynment
opportunity. Experience establishing, pronoting, and

mai nt ai ni ng cooperative working relationships with
representatives of all |evels of government, the public, and
speci al interest groups.

Ability to think strategically and creatively,
work wel | under pressure, and neet deadlines. Ability to
pronote internal and external teamwork, and cross-functional
col | aboration and conmuni cation in support of an
organi zation's mssion and goals. Experience with public
speaking and ability to deliver speeches and presentations
on sensitive, technically conplex, and controversial subject
matters in front of diverse audiences, including the public,
and a consul tative approach to problemsolving and the
ability to facilitate coalition building.

MS. URBAN. Thank you, M. Garcia.

Comment's, questions on the desirable
qual i fication?

Yes, M. Mctaggart.

MR MACTAGGART: Totally mnor, but just because
progressive has cone to nmean sonething now political,
perhaps we could cone a different word than that. Just

w t hout any val ue judgnent about it. Just it mght be

sinpl er.
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M5. URBAN. Thank you, M. Mactaggart. O her.

MR MACTAGGART: One nore question.

M5. URBAN.  Uh- huh.

MR MACTAGGART: So, you know, to the extent that
we were going to get nore granular and, you know, you wanted
to say this person needs to, you know, speak Spanish or
something like that, where would that cone -- where -- would
we ever put the -- that kind of a granular |evel, you know,
this person needs to be a CPA or they need to, You know --
we're -- where and how would we deal with that?

M5. COLSON: Sure. So it depends on what you're
tal king about, but say for exanple, if they need to be a
CPA, that would be a professional qualification. And so
that's sonmething that would need to go into the
qual i fication.

MR MACTAGGART: And | think my -- where |'m com ng
fromis, one of the things I think that we all ended up
appreciating a tremendous amount with M. Soltani was he had
a real background in technology. And so not only was he a
practitioner in the area of policy, but he actually is a
person who can kind of, you know, go toe to toe with the
technol ogi st still nonths is actually not happening.

And so | just would love to make sure that while
it may not be a -- we may not be able to get that sane -- we

probably won't be able to get the sane kind of |evel of
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expertise in these different areas, that we could just kind
of a nod -- have a nod towards, hey, great, if the person

al so has a technol ogy background. Again, not -- and | don't
know, maybe it's already in there, but it -- you know, that
to me is just sonmething that would be, | think, super
useful .

MS. URBAN. Thank you, M. Mactaggart.

May | ask -- may | ask another clarifying question
related to that, Ms. Colson? So these are desirable
qualifications. So as M. Mctaggart alluded to, we
woul dn't necessarily find a candidate with all of them And
in deliberation, we mght choose a candi date who neets sone
of them neets some very strongly, but we wouldn't -- ny
point is that they are desirable, not required?

M5. COLSON: So the way it would typically work is
your desirable qualifications since this is an appointmnent,
hence there's no civil service list of qualifications,
that's exactly what you're doing. So typically what you
woul d do is those woul d be your scoring criteria and your
evaluation criteria. So when it comes in, you would
eval uate whether or not they neet that criteria. And then
your highest scoring candi dates would typically nmove on to
I nterview.

It does not mean you can't -- you don't consider

everything about the candidate, and you certainly can
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consi der everything when you' re choosi ng between the
candidates. | don't know if you have anything el se, M.
Gar ci a.

M5. URBAN. Ckay. Thank you.

M. Mactaggart, what about something |ike
famliarity with the privacy |aw and policy |andscape and
i deal |y technical inplenentation the privacy policy or
something like that? That's two things, but --

MR, MACTAGGART: Yeah, And | think, for ne -- and
again, this mght be -- you know, Ashkan m ght be an A

famliarity with the technical inplenentation, it's |ike
famliarity with the -- with actually, you know, conputers
M5. URBAN. How the data flows and --
MR MACTAGGART: Yeah.
MS. URBAN.  Yeah.
MR MACTAGGART: Just all that. He's a expert
W tness. He, you know, goes to testify in the stuff he

real |y knows what he's tal king about. And so -- and this,

here. It's actually, well, no behind the webpage here,

all the programm ng stuff of that.

equal s 1, so there mght not be. But not even just |ike the

again, it's not just |ike, oh, how the |aw shoul d be applied

here's how your -- the two pages are interacting, you know,

So that to me, | just -- again, would like to call
that out sone way. | don't want to upset the whole apple
323.393.3768 Bepo
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cart here, but if we could kind of make a reference to that
being a desirable qualification, | think it would be useful
M5. URBAN. Yeah. | certainly don't disagree. |
think there are other aspects of, for exanple, the relevant
I ndustries that somebody could bring a | ot of expertise on.
It could be beneficial, even if they don't -- you know, they
don't have the same expertise on exactly the technica
aspects of the data fl ows.

And maybe we woul d end up with someone who's
incredibly strong on sone things and we could hire -- they
coul d hire somebody to advise themon some of the other
things. So I'mthinking revising a preferred qualification
-- sorry, it's not a preferred -- | apologize. |'mon the
faculty appointnents conmttee at ny -- at ny |aw school as
wel | and we have the same ternms with different words.

To say understandi ng and know edge of privacy |aw
and policy relevant industries, and the use and protection
of consuner personal information or sonething, wthout the
or sonething. And also, it doesn't need to be word for
word. | didn't -- just trying to capture M. Mactaggart's
t hought here.

MR MACTAGGART: Sure. And | think the second | ast
bul | et point does tal k about technically conplex naybe
systens, and what this is talking about, giving a

presentation, delivering speeches. And | mght just -- you
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could reword that sentence and say, famliarity with
technically conplex systens and, you know, famliarity and
know edge, whatever, and the ability to speak about it as
wel | .

Something you -- that | just think of that bullet
point. You could naybe just redraft that just to -- not
just my ability to explainit, my ability to actually
understand it.

M5. URBAN. And we're not limted to this number of
bul | et points because that -- so that could be just a
separate itemto add what --

MR MACTAGGART: Sure. | don't -- personally, |

don't --

M5. URBAN. Ckay.

MR, MACTAGGART: -- | don't feel the need to
wordsmth this right now, but | trust you guys to -- if it

-- if it were the sense of the Board, | just want to -- this
is ny point right now. So it may not be the sense of the
Board. But if it were, | just would like a nod in that
direction, understanding that we may not get everything
we're looking for, but it just feels like a -- given that we
are in an area of technology, it feels |ike an inportant
thing to actually point out, anyway.

M5. URBAN. Thank you, Ms. Mactaggart. Ms. Col son

and Ms. Garcia, are you confortable incorporating that? And
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the Board is confortable with staff doing that. GCkay. M.
Li ebert.

MR LIEBERT: Yeah, I'm-- | just wanted to note,
| ' m super confortable kind of giving whatever is the
appropriate delegation to staff to kind of make this all
happen the way we're describing it right now So | don't
know what formthat should take, but | wanted to pass that
al ong.

M5. URBAN: Yes, we'll talk about that when we --
soon. Thank you.

Al right. Comments or questions related to the
process for evaluating the candidates that Ms. Garcia
out | ined?

M. Mctaggart?

MR MACTAGGART: Yeah, | don't know. |'m pausing
because | don't know if the appropriate time to to bring
this up, but | think just speaking just for me | think this
s our nost inportant responsibility as a Board, is hiring
this person. And so | personally would Iike the chance to
| ook at the resunes of the candidates.

And | understand that it mght be useful to have
someone on staff sonewhere produce a list of the top
criteria. Probably not the people who are going to be
working for this person, but, you know, sonewhere in the

system And then, | don't know, | -- ny suggestion would be
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that all of us get a chance to weigh in on that and in a way
t hat obviously works for Bagl ey-Keen, and then we get a
chance to then have a second round, or we mght interview

t he person.

M5. URBAN. Thank you. So you are imagining a sort
of a two stage process fromthe perspective of the five
peopl e here on the Board, that staff would be delegated to
put together the process for recruiting and accepting the
applications and working wwth the HR at DGS, | woul d assune,
to score the applications according to the desirable
qualifications and to give us some feedback at which point
t he Board woul d presunmably meet in closed session to | ook at
all of the applications and the scoring process, and
eval uate our sense of the pool and recommendations for
candi dates, who woul d then nove to an interview process,
whi ch we woul d do in a subsequent nmeeting. Does that -- is
that right.

MR MACTAGGART: Perfect. Yeah, exactly right.

MS. URBAN. Al right.

MR MACTAGGART: And ny only desire, | don't know
If it's crazy, would be Iike we could neet the people,
because it's -- so we're in avirtual world now It'd be
great to be able to go back to world that we could actually
meet sone candi dates eventually.

M5. URBAN. Indeed. Qher commrents? Al right.
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MR LE: | do have a comment.

M5. URBAN. M. Le, please

MR LE Yeah, | just want to put to the rest of
the Board, you know, happy and to have a cl osed session item
I f can figure out the scheduling to neet and discuss, you
know, these candidates if -- you know, even outside the
timeline, whatever works best for the applicants and the
hiring pool.

So not a real comment, just saying, you know, if
we have to go out of order and do a closed session, |'d be
-- 1'"d be happy to do that, knowing it's a lot on staff to
host these. But | could cone in person and everyone el se
coul d be renote.

M5. URBAN. Thank you, M. Le. Not a real comment.
|"'mnot -- | -- you've broken ny Chair brain, M. Le. |
don't know. Anyway, thank you very much for the input --
additional input. Al right. In that case, ny profound
thanks to Ms. Garcia and Ms. Col son for hel ping put together
this plan and working through what some of our options are
so that we have a very careful transition process, where we
sort of get as nuch nore time fromM. Soltani as we can
while we carefully transition to a new executive director
which is an exciting noment in the agency's history as well.

And | suggest that we nove to the question of

process, which M. Liebert alluded to a monment ago. | think
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that one way to nove forward woul d be a notion to nove
forward with the hiring plan as set out, but as anended by
our discussion today, and then to delegate to staff the
portions of the hiring plan needed and as recommended by
Executive Deputy -- Chief Deputy Executive Director Garcia
to get the process started and then -- and then follow it as
-- and that was not the actual motion. 1'll say it better.

Al right. Thank you. Yeah. Yes, M.
Mactaggart. Actually, just a monent. | just -- before we
move to M. Mactaggart's comrent, does that -- is that
appropriate and is that a -- the delegation to staff for
that purpose is appropriate? Gkay. Thank you.

Al right. M. Mctaggart.

MR, MACTAGGART: | just -- although would think it
woul d be useful if we could give a little timng-ish kind of
updat e about expected timng and everything. In terms of --
you know, it's -- Thanksgiving's comng up, Christmas is
comng up, and sort of what -- what's -- the perfect person
m ght wal k through the door tonmorrow, but ultimtely m ght
not happen. So kind of what are our expectations about
timng and then what's our fallback and do we have any
update about M. Soltani and his schedule and all the rest
of that kind of thing, which I don't -- | don't know how
much of that we need to talk about now, but just whatever

you think, Madam Chair.
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M5. URBAN. Thank you. | don't want to put M.
Soltani on the spot. So what | woul d suggest is that we
focus on the really inportant observation, M. Mctaggart,
made about the holidays and, you know, that we need a
process that makes sense and a process that is efficient and
just want -- and then ask Ms. Garcia if we could sort of
check in on that.

MS. GARCIA:  Yes, absolutely. Wuld you -- woul d
you |ike a rough tinmeline now

M5. URBAN.  Sure.

MS. GARCIA: (kay. Thank you. So after a notion,
potentially, what you had alluded to today staff --

M5. URBAN: It wasn't a real notion.

M5. GARCIA: | know. That's -- like, if this
happens, staff are prepared next week to work with the
Department of General Services on their recruitnment, which
woul d include a duty statenent, the nodified anended,
desirable qualifications, and then all the other |egal
requirenents for posting, that coul d be advertised, perfect
world, by the end of next week, for a mninumof 10 days, or
If we wanted to provide sonme nore tinme for staff again, then
given the Thanksgi ving holiday, we could close that
application period the first week of December or roughly the
9th. And then that would give between the 9th and the 16th

for human resources staff, not CPPA staff, to reviewthe
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candi dates and score and present that information to the
Board by the next board meeting.

M5. URBAN. And woul d we be possible to | eave the
application w ndow open if needed? Past.

M5. GARCIA: Past. Absolutely.

M5. URBAN. Ckay. And so that would anticipate
that that first discussion that M. Mctaggart outlined
woul d happen sort of md to |ate Decenber, and then we woul d
go fromthere?

M5. GARCIA: Correct. Roughly in Decenber 19th.
So before at |east the Christnas holiday.

M5. URBAN. Thank you very nuch.

M. Mctaggart.

MR MACTAGGART: And what's the law? | nean,
we' re, you know, obviously a pretty high profile agency, so
|"m sure everybody in the privacy world will hear about
this. But what's the law on, | don't know, advertising or
-- | nean, we put it on the Cal statenent, you know, the Ca
government website, but it's not necessarily something that
everybody who's a privacy |awer out there is checking every
day. And so that and then how does that work? And so --
and then just the Chair's point, so that means you can keep
it open if we don't get enough interest?

MS. URBAN. And just to follow on M. Mactaggart,

again, can we call people and offer themthe posting? Can
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we post it on social nedia?

M5. GARCIA: Absolutely. That would -- that could
all be part of our recruitment. And we've done that across
the agency -- the agency in terns of the positions. W've
al so advertised on the Capitol Mrning Report, for exanple,
and al so li ke professional |APP organizations to get broad
reach. And then you can obviously share at |east the link
to the recruitment with networks. Absolutely.

M5. URBAN. Thank you. Al right. | have one --
have an additional request, which is that we take advantage
of -- we take advantage of processes that Cal HR and/or DGS
can provide to us to cast a net that will be open to and
wel com ng of people underrepresented in the industry and
underrepresented in state government so that we can have as
inclusive and full search as possible, and that it is
wel comi ng to candi dates who m ght not otherw se think that
t hey shoul d apply.

M5. GARCIA: Thank you.

M5. URBAN. Ckay. In that case, may | have a
motion to approve nmoving forward with the hiring plan we
have discussed for the executive director position, whichis
based on the materials we have today wth amendnents flow ng
fromthe Board' s discussion today, and to delegate to staff
portions of the hiring process is recomended by Chief

Deputy Executor -- Executive Director Garcia, with the
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hiring decision to be nade by the Board.

MR LIEBERT: That is perfect.

M5. URBAN. Thank you, M. Liebert. | have a
motion. Do | have a second.

MR LE: Second.

MS. URBAN. Thank you. | have a notion from M.
Liebert and a second fromM. Le. And with that, I'd |ike
to ask if there's public comments on this item

M5. MARZION: Ckay. This is for Agenda Item nunber
7. If you'd like to make a coment at this time, please
rai se your hand using the "rai sed hand" feature, or by
pressing star nine if you're joining us by phone. This is
for Agenda Item nunber 7.

Madam Chair, |'mnot seeing any hands at this

MS. URBAN. Thank you, Ms. Marzion.
In that case, | will ask the Board to vote on
whet her to approve the notion as stated. And, M. Marzion,
woul d you please performthe roll call vote?

M5. MARZION: Yes. Board Menber Le?

LE: Aye.
MARZI ON: Board Menber Liebert?
LI EBERT: Aye.

MARZI ON:  Board Member Mactaggart?
MACTAGGART:  Aye.

2 95 D 5 3
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M5. MARZION:  Board Menber Worthe?

MR WORTHE: Aye.

M5. MARZION:  Chair Urban?

M5. URBAN. Aye.

M5. MARZION: | have -- Madam Chair, you have five
yeses and zero nos.

MS. URBAN. Thank you very nuch, M. Marzion.
Thank you to the staff for putting this together, the Board
for the careful discussion and approach that you'll be
taking to hiring a new executive director. And nost of all,
thank you, M. Soltani, for your exenplary service to the
agency and to the state of California and to privacy for
everyone. Thanks agai n.

And we W || now nove to Agenda |tem nunber 8,
regul ation proposals and priorities discussion. As a
rem nder for everyone, this is on our regularly schedul ed
agenda twice a year. |It's an opportunity to staff -- for
staff to let us know what priorities for regulations are
comng up over time, and for the Board to propose topics for
prioritizing in regulations.

We [asted this in May, | believe, and this is our
regul arly schedul ed discussion. It wll be presented by M.
Laird, our general counsel, and Lisa Kim senior privacy
counsel and advisor for the CPPA.

Ms. Kim please go ahead.
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M5. KIM Good afternoon. [|'mLisa Kim senior
privacy counsel and advisor here at the agency. I'ma
little surprised we got to this. So | personally, | want to
congratul ate the Board for their efficiency today. So as
mentioned, Item8 is our biannual update on the rul emaking
efforts and itenms proposed by individual board nembers as
wel | as those of the public.

As Chair Urban nentioned, this was something that
we covered during May neeting. And during that May neeting,
we provided the Board with the attached chart in your
meeting materials. @Gven the agency's workload at the tine,
the Board decided to wait until the next biannual
regul ati ons discussion to begin assigning priority to the
concepts -- to the concepts that were introduced.

So the chart and the updated rul emaking topics
docunent in your materials represents ideas that have been
rai sed by individual board nembers, |awrakers, and the
public on various occasions. |f the Board recalls, these
were generally items in the chart |ast year, and they were
i dentified as requiring nore time and resources.

At that tinme, the Board had not expressly
determ ned which topics staff shoul d dedicate resources to
anal yze and/or pursue when it has the capacity to begin new
projects. And, certainly, we can add or delete itenms off

the list. Sone were introduced by fornmer board nenbers. So
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to the extent that the Board is not interested in pursuing
the many |longer, we can certainly renove themfromthe |ist.

Now | just wanted to take a nmonent, if the Board
would like us to nove forward with any of these itens, we do
ask that the Board cone to a consensus and provide us sone
specific direction, even if that direction is to go out and
do sone prelimnary research and then cone back and present
| deas. But it would be very helpful for us as staff to have
consensus and clear direction fromthe Board.

W coul d note and reconmmend a few possible action
itenms. First, you know, one of the itens that staff has
internally identified would be for the topic of authorized
agents. Over the years, we have received several coments
or topics that relate to this topic, and it would also align
with our rul emaki ng mandate under DROP

Anot her possible itemthat has been raised by
menbers of the Board are regulations related to enpl oyment
since the CCPA does apply to enpl oyees or enployees that are
consi dered consumers. And a third possible itemthat we'd
like -- that we have identified is potentially some
rul emaking related to financial incentives or specifically
| oyal ty prograns.

So those are three topics we wanted to put out for
the Board to consider, but also anything related to topics

identified or in addition, anything you'd like to speak to,
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this would be a great tinme to do it.

MR LAIRD: Thank you, Ms. Kim And |I'mjust going
tojunp into say as well, | think staff's feeling is many
of the things that you've seen on this list and the itens
that Ms. Kimjust mentioned are things that will take a
little bit of tine for staff to really kind of sink their
teeth into, do some prelimnary research, and come back with
some initial recomendations.

So the point being, we're not necessarily thinking
these are anything we coul d execute imediately, but the
next step would potentially be for staff to come back after
havi ng done sort of that additional leg work to kind of cone
back with a full fledged proposal for these topics. So,
again, we largely do defer to the Board here and are eager
to hear what the thoughts are fromthe nenbers, but are
willing to start work on any nunber of these topics.

M5. URBAN. Thank you very nuch, Ms. Kimand M.
Laird. | think inreturn | would at |east ask if you have a
sense of, if we start |oading you up when we have gone
beyond your resources, because | have some ideas, and |, you
know, | realize that we have the DROP systemto conme, you
know, we have a lot of things that are to cone that are
required by our statute or other statutes. And so | want to
be sure that we're proceeding in a reasonabl e nanner.

Wth that said, understood, heard | oud and cl ear
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that the policy priorities need to come fromthe Board. So
we appreciate that. And we -- and we will work on that.

|"I'l start us off. | think the three that you identified,
Ms. Kim are very good candidates for the reasons that you
mentioned, but the agents for opt-outs, we have heard quite
a bit about that. And there does seemto be some desire and
need for some inplementation that woul d hel p everyone know
how to proceed.

Wth regard to the regulations relating to
enpl oyment, | hope |I'mnot speaking **on term | think M.
Mact aggart has nentioned that before as well it does seemto
be something that, again, we are hearing a |lot from | abor
we're hearing fromenployers, and that seens -- that seens
| mportant.

Simlarly, with financial incentives and |oyalty
programs, that's an area in the statute we haven't worked
with in terns of making sure people have the information
they need to inplement it. So those are -- those all seem
very hel pful to ne.

It also seems like quite alot if it were all on
your plate. And let nme just say one nore thing, whichis
you' ve heard part of this fromne before. | knowit's a
fairly big lift and it's something that we will do when we
have the resources, but | do think it would be incredibly

valuable to both the regulated community and to consumers

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 242
CALIFORNIA PRIVACY PROTECTION AGENCY

for us to produce nodel notices and disclosures.

And today we heard a comment asking for nodel risk
assessnents. | think that that is a value that we coul d
really add. | think it's probably not intuitive to many
people that we can't just wite those, that we would have to
do themthrough regulation

And when there is resource opening, | would |ike
us to think about doing that because |I think it could be so
val uabl e for businesses who maybe, you know, don't want to
wite a bespoke one or have sonewhat fewer resources, and
for consunmers because they would be able to know sort of
what the nodel version means at |east.

So starting us off with one, are there other
t hought's, options?

M. Liebert.

MR LIEBERT: | just want to echo what you said.
|"ve gotten the inpression fromtoday's nmeeting that you're
all plenty busy. And so | love the points that you made,
especially the one that we probably need to kind of give our
staff here a little pause as they're trying to acconplish
all these other things which need to be acconplished really
well in the mdst of lots of pressures froma |ot of
different directions.

So | know you' re appropriately seeking our

gui dance about junping into new things, but I'mcertainly
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aware of the benefits of giving you the space that you need
to get this other stuff up and running.

M5. URBAN. Thank you, M. Liebert.

| have a process question as well inline with
that, whichis, if we were to sort of stick with what's on
our plate, but make sure we have the list, we could revisit
this in My and sort of --

MR LAIRD: Absol utely.

M5. URBAN. Ckay.

MR LAIRD: W can -- we can -- we'll be happy to
revisit this at any tine.

M5. URBAN. Ckay. And then the second thing, which
probably goes without saying, is that I"'msure staff wll
informus if there's an emergency, which woul d usually be,
we have, you know, legislation that requires us to do a
regulation right away or it could be though that something
i's happening in the world and the regulation really needs to
be done right then. Thank you.

M. Le.

MR LE: Yeah, I'll echo the other board menbers.
And, you know, | don't think any of this needs to be
addressed until we get these rul emaki ng packages wel |
underway that we voted out today. Now, | -- you know, just
for May or consideration like six nmonths from now or

whenever there is capacity, yeah, I'll double click on the
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enpl oyee data, you know, figuring out |ike what needs
clarification there fromthe regul ated community and
enmpl oyers and enpl oyees.

And also |'mjust maybe curious about |ike, where
insurance is at, right? | think we tal ked about where the
gap filler between insurance, but | don't know if there's
been progress on those nodel insurance regulations. So |'ll
add that to the list. | know there's other fol ks who are
interested in that. So just a status update potentially.

M5. URBAN. Thank you, M. Le.

M. Laird?

MR LAIRD: If I may, I'Il just respond to M. Le
about his second suggestion. It's something staff is
continuing to nonitor actively and in fact, we have a
meeting schedul ed next week with the Departnent of |nsurance
due to sone updates in the nodel code, so we'll be | ooking
forward to updating the Board on those.

MR LE: Yeah. Thank you.

M5. KIM Thank you, M. Laird.

M. Mactaggart?

MR. MACTAGGART: Thanks. So | agree with the
Chair, but let me just actually ask you -- oh, sorry. |
agree with the Chair, but let ne just ask you, Ms. Kim if
you were to go through or you and your teamto go through

this list, where do you -- were those three that you gave
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us, the authorized agents, the enployee regs, and |oyalty,
are those where you think in a perfect world you' d spend
your time first?

M5. KIM | think there is roomthere for us to
expl ore those areas, especially given the comment and the
f eedback that we've received. But it's also somewhat in
line with trying to think how we can harnonize what is
already on our plate, particularly, with regard to DROP.
But that said, | would have to agree with Chairperson U ban
that all three would be quite a ot of work. W can explore
perhaps where we coul d see some synergy and best utilize our
resources and be efficient in, you know, addressing one or
two of the topics.

MR MACTAGGART: And for you when you guys talk

about it, and I'll -- by the way, | love the notion of the
model disclosures and the nodel recruits. | think it's
great. \Were would you rank order themin a -- in a world

of limted priorities?

M5. URBAN. | know you tried.

M5. KIM | -- I'mnot sure if | could answer that
question on my own. Certainly, there's a whole |egal
department. | don't think we've necessarily done a survey
or anything anongst us.

MR. MACTAGGART: Reason -- the reason |'masking is

because, you know, we all | think here understand that it's
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-- they're busy, but at the sane tine, we want to give you a
sense of what to -- what to go forward. And | just rather
than sort of |oosey goosey just kind of go, there's four
things on the table right now | kind of wouldn't mnd just
us as a Board giving you feedback to rank order them |
mean, | don't know whether we all want to junp in here, but
at least like to give you a direction

And if nothing gets done because you' re so busy on
this stuff, great. But, like, at least it tells you that we
t hought that they should be in this order. So, | nean, we
can tell you. | guess we could take a poll here, but I
woul d just as soon have -- because you mght be |ike, well,
this one actually is only going to take X amount of time, so
we mght as well knock it off because this other -- the
other one's a huge lift.

MR LAIRD: | actually find this very hel pful and
was going to propose if the Board woul d be confortable, you
know, we've identified now four topics, including the
Chair's that are kind of broad strokes, big topics. And so
| think what we could do is actually take that back, do sone
t hi nking on these and come back with a proposal on what we
m ght strategize -- prioritize and strategize for starting
the work on this -- on these itens.

MR MACTAGGART: That would -- that would -- like

at the next meeting?

323.393.3768 Depo
www.iDepoReporters.com ~


http://www.ideporeporters.com

© 00 N o o1 A W N PP

N T N N B N S T T N R N R T e =
g A W N P O © 00 N o o b~ W N P O

AUDIO TRANSCRIPTION, on 11/08/2024 Page 247

CALIFORNIA PRIVACY PROTECTION AGENCY

MR LAIRD. Potentially, if we're going to do a
meeting in Decenber, we could strive to. That mght be a
little bit of a lift, but certainly by the neeting.

MR MACTAGGART: |f you can prioritize it. | mean

MR LAIRD: Yeah.

MR MACTAGGART: -- |I'mnot talking about doing
t hem obvi ousl y.

MR LAIRD: Ckay. Fair enough.

MR. MACTAGGART: Yeah, just prioritizing. Just
tellingus alist. | would -- | would --

MR LAIRD: Prioritize, we absolutely can.

MR, MACTAGGART:  (kay.

MR LAIRD: | -- what 1'd love to do though is also
maybe make sone recommendations along strategies, right?
Maybe prelimnary coment on one of these or sonething where
we could at least start information gathering early on. So
priority's easy by Decenber, but we -- if we can, we'd | ove
to even provide a little bit nmore in terns of the strategy.

MR MACTAGGART: And then | have a sort of -- that
was the bigger picture thing, and then | have a couple of
smal | comments as usual. So one thing, if you wouldn't m nd
-- | don't know, M. Laird or Ms. Kim at sone point, | do
like the idea of -- are we allowed to legally have like a

bounty kind of system where people report.
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And | remenber back in the day, you used to be
able to call for like the air quality if you saw a car, you
know, a smog thing or whatever. And at |east if we get
reported, we can do that. But could you have a system where
we paid someone sonething, | don't know, |ike a bounty kind
of, if they report sone violation, sone website that's not
di splaying the Do Not Sell button?

MR LAIRD: Geat question. Under the lawis
currently witten we could not do that. However, | believe
we're aware of |egal nodels that are out there if there was
an interest in pursuing a legislative sort of function |ike
t hat .

MR MACTAGGART: So could | just add -- ask that
where there is a list sonewhere of legislation, | think
Maureen's here somewhere or Ms. Mahoney was, but could we
add a list? That's the list of things to be on that |ist.
And then just kind of wordsmthing here, if you don't have
right there probably in front of you, but in a regulation
here in 7012(e)(3), we're tal king about TBs or smart, you
know, that they collect your information.

And it says that the consumer will encounter the
notice before the device begins collecting the personal
information. If you could just, at sonme point, think about
addi ng before and after because what | find oftentimes is

you see the -- you see the notice once and then it
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di sappears, and finding it againit's just like it takes you
15 mnutes to find it because they've hidden it now. They
-- they're like, oh, we showed it to you and then your kid
pushes the wong button, you're in the wong screen. You're
|ike, oh, | can't find it back. That's in 7012 (e)(3) and
also in 7014 (e)(4).

And then nmy only -- ny last -- | promse |'m about
to end here. 7012(e)(3) and 7014(e)(4)(C -- (e)(3)(C, I'm
sorry. And then ny only other thing in 7015 we're talking
about the opt-out -- the button. And | just would love it

I f you guys woul d al so maybe think about just clarity there,

because | cannot tell you how many times -- | nmean, we're
all pretty expert here. I'mon the site, it's |like, push
the button. I|'mlike, what do | do? Left or right?

Because they're making it difficult and they're
doing it on purpose. And then you have to like, rethink,
okay, they're trying to trick ne into doing this. 1'mgoing
to do the other, you know. And it's just super frustrating.
And it would be wonderful if it was clear, push this button
to opt-out.

Some sites are great and they make it super clear
and then sone sites are not. So | know you' ve got the
little sticker here, but even though | saw the check mark in
the X, I'd be like, was check sell or is check opt-out? |

don't know. O Xs don't sell. So, thank you. |'m done.
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MS. URBAN. Thank you, M. Mactagggart.
|"mjust going to joinalittle small conplaint
about like the ones that meld it with cookies as well and
you don't have any idea what you've actually opted in or out
of. It's very frustrating.
Al right. Any further coments?
M. Liebert, are you --

MR LIEBERT: Yeah, |'mjust struggling, cookies,
cooki es, cookies. First of all, who cane up with that tern?
Second of all, if we do surveys, what percentage of people
actually really understand the cookie process and how
cooki es work and how they |ast and what does it nmean and all
of those things? That's a whole new area that obviously is
going to require education

M5. URBAN. Thank you. Al right. Gwven that, is
it -- would we like to ask M. Laird and Ms. Kimto prepare
a sense of priorities among the four options that we
di scussed directly today for our Decenmber neeting or close
thereafter, and perhaps with a little background information
behind them so that the Board can help themprioritize next
st ep.

| see nodding heads. | don't think | need to vote
on this, do1? ay. Wnderful. Wth that, | would like
to request public comment.

M5. MARZION: This is for Agenda Item nunmber 8. |If
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you' d like to make a public corment at this tinme, please
rai se your hand using the "raised hand" feature or by
pressing star nine if you're joining us by phone. Again,
this is for Agenda Item nunber 8.

Madam Chair, |'mnot seeing any hands raised at
this time.

MS. URBAN. Thank you, Ms. Marzion. Thank you to
the Board and thank you very much to Ms. Kimand M. Laird
for keeping us on the path. And we will help you as much as
we can. Wth that, we will turn to Agenda |tem nunber 9,
which is our agenda itemfor future agenda itens.

As a rem nder, under this agenda item board
menbers and the public can propose itens for future -- for
di scussion -- agendi zed di scussion at future board neetings.
The Board cannot discuss or deliberate those itens directly,
but we can discuss putting themon a future agenda. W do
have a regul arized schedul e we' ve been working to. There
were sone other items usually for Novenber, which we wll
probably pick up in Decenber. [|'mnot sure whether we have
announced t he Decenber board neeting.

ls it all right if I dothat? | assune it is, of
course. We will Dbe neeting on Decenber 19th in Sacranento
in the |ocation where we had one of our hearings or our
public conmment sessions, prelimnary rulemaking for the

ADMI, cybersecurity regulations, and risk assessnent draft
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regul ations. The information will all be available soon,
and we will also hold that in a hybrid format as well.

It is on a Thursday, just to give everybody a
heads up, instead of on a Friday. And we will be working to
address sone of the regularized agenda itens that woul d
normal [y be on the Novenber cal endar that were displaced by
the Cctober meeting being rescheduled. W also have a few
things that are under devel opnent and the Hopper that
haven't conme back yet. Question of adequacy fromthe
perspective of the EU

We had di scussed maybe some EC experts present to
us, collaboration with I egislature and other agencies. That
is onthe tineline that's going to make the nost sense, but
it"s on our list. Gowh and hiring. O course, below the
Board will be working to hire an executive director. But we
al so have on the agenda perhaps discussion of contract for
services, which can't be provided by enployees and so forth,

W, of course, have formal rulenmaking going into
effect for the large package that we tal ked about under
Agenda Item nunmber 3 today. And those will cone back for
full Board consideration a couple of tines at least. And
then as M. Laird -- or sorry, M. Le asked about the
i nsurance regul ati ons may cone back for discussion as things
devel op there.

This adds to my -- a running list from previous
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meetings as well, which is the public awareness budget
details and breakdown as that continues. And we do have a
request maybe for netrics on success. Mre public
awareness. W always want nore. W're rapacious. W want
more and nore cookies and so forth, would be -- that was
actually already on ny list, M. Liebert.

So -- and we've covered a few things already. W
Wi ll return just to close up the rul emaki ng process
subconm ttee that Ms. De La Torre finished out right before
she left. And the Board handbook is still outstanding. In
December, we will also talk about the regularized cal endar
for the upcom ng year and the schedule for board neetings.

Wth that, do board nenbers have additional agenda
itens to consider?

No? Thank you very much. In that case are there
additional agenda items fromthe public?

M5. MARZION: Ckay. This is for Agenda Item nunber
9, future agenda items. If you'd like to conment at this
time, please raise your hand using the "raised hand"
feature, or by pressing star nine if you're joining us by
phone.

Madam Chair, |'mnot seeing any hands raised at
this tine.

M5. URBAN. Thank you, Ms. Marzion. Thank you to

the Board. Wth that, we have finished our agenda proper
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and we w Il nmove to Agenda Item 11, which is adjournment.

Qur final agenda itemfor today. 1'd like to thank board

menbers for their time, attention, and care today, staff for
their expertise and their hard work on behal f of the agency
and supporting the Board's work and making it possible for
us to do our part of the work for the public.

M. Soltani, nost especially for getting us where
we are today. And to everyone for their contributions to
the meeting. 1'd like to thank our technical support. |
can see in the windowin the back. Thank you so nuch for
keeping us going all day on this long nmeeting, and Ms.
Marzion for her expert noderation. Everyone who has
contributed, thank you very much. My | have a notion to
adj ourn the neeting?

M5. MARZION: Yes, the notion is to adjourn,

MS5. URBAN. | need to actually have it first.

M5. MARZION: Ch, sorry.

MS. URBAN. Thank you. |It's Friday afternoon and
there is traffic. Yes. Thank you. | have a notion to
adjourn the meeting fromM. Le and a second from M.
Wr t he.

Ms. Marzion, could you please conduct the rol
call vote?

MS. MARZION:  Yes, absolutely. The motionis to
adj ourn. Board Menber Le?
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MR LE  Yes.

M5. MARZION:  Board Menber Liebert?

MR LIEBERT: Before | say aye, | just want to just
| et everybody know that all of these great staff are driving
back to Sacranento on a Friday, a three-day weekend. And,
boy, it's going to be tough. So thank you all very much for
com ng here.

Aye for adjourn.

M5. MARZION:  Thank you. Board nember Mactaggart?

MR MACTAGGART: |'moptimstic. So I'll say it's
going to be a good ride back for you guys. | vote yes.

M5. URBAN: Board menber Wrthe.

MR WORTHE: You'll still get hone before | wll.
Aye.

MARZI ON: Chair Urban?
URBAN:  Aye.
MARZI ON:  Madam Chair, you have five yeses?

5 o O

M5. URBAN. The notion passes with a vote of 5 to
0. And with that, the -- this neeting of the California
Privacy Protection Agency Board stands --

(Meet i ng Adj ourned)
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 1            MS. URBAN:  Good morning.  Welcome to this meeting

 2   of the California Privacy Protection Agency Board.  It is

 3   November 8th at 9:05 a.m.  I'm Jennifer Urban.  I'm the

 4   chairperson of the Board.  And I'm pleased to be here in

 5   person with my fellow members of the board, some members of

 6   the public, and to welcome many of you via Zoom as well.

 7             Before we get started on the substance of the

 8   meeting, as usual, I have some logistic announcements and

 9   some legal parameters to share with you.  First, I'd like to

10   ask everyone to ensure that your microphone is muted when

11   you're not speaking, and everyone is -- and that everyone

12   who is here in person, please silence your cell phones to

13   avoid interruption.

14             The third and importantly, this meeting is being

15   recorded, so please be aware of that.  We do still encourage

16   people to wear masks if you're attending in person, given

17   the continuing circulation of COVID and other viruses.  And

18   we want to be sure that our meetings are accessible to

19   everyone.

20             As you may know, our temporary ability to meet

21   remotely and still comply with Bagley-Keene did expire.  So

22   this meeting is in a hybrid format.  My fellow board members

23   and members of the CPPA staff are here in person, along with

24   some members of the public, while most members of the public

25   are joining remotely.
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 1             That hybrid format to which we are committed to

 2   make the meetings as accessible as possible has a number of

 3   technical complexities.  So if we have technical kinks

 4   during the meeting, we'll pause the meeting and address the

 5   issue.  Our board meetings are physically held at the

 6   California Public Utilities Commission in San Francisco, and

 7   we appreciate the CPUC team for their hospitality and for

 8   not only allowing us to use this hearing room, but also

 9   providing AV assistance today.

10             Let me go over some logistics and meeting

11   participation.  Today's meeting will be run according to the

12   Bagley-Keen Open Meeting Act as required by law.  We will

13   proceed through the agenda, which is available as the

14   handout here in San Francisco and also on the CPPA website

15   under meetings and events for today.

16             Materials for the meeting are also available here

17   at -- as physical handouts and on the CPPA website.  You

18   will notice board members accessing laptops, phones, and

19   other devices during the meeting.  We are using these

20   devices solely to access board meeting materials.

21             After each agenda item, there will be an

22   opportunity for questions and discussion by board members.

23   I will also ask for public comment on agenda items.  Each

24   speaker will be limited to three minutes per agenda item.

25   We also have a designated time on the agenda for general
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 1   public comment.  That's Agenda Item number 2.

 2             On that point, I want to note that we have, again,

 3   reordered the agenda compared to how we practice in the past

 4   to hear general public comments at the beginning of the

 5   meeting.  This was in response to observations from some

 6   stakeholders that they face challenges trying to predict

 7   when the Board might get to a specific agenda item.

 8             And so for those folks who can't just stay for the

 9   entire meeting and want to be sure to offer their public

10   comments, we are scheduling general public comment at the

11   beginning of the meeting to make that as easy as possible.

12             We have -- if you're participating via Zoom and

13   you wish to speak on an item, please wait until I call for

14   public comment on that item and allow staff to prepare for

15   Zoom public comment.  Then please use the "raise your hand"

16   function, which is a feature at the bottom of your Zoom

17   screen.  And if you wish to speak on an item and you're

18   joining by phone, please press star nine, that's star nine

19   on your phone, and that will show the moderator that you're

20   raising your hand.

21             The moderator will call your name when it's your

22   turn, and request that you unmute yourself for comment at

23   that time.  Those using the Zoom webinar can use the

24   "unmute" feature and those dialing in by phone can press

25   star six to unmute, that's star six.  When your comment is
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 1   completed, the moderator will mute you.

 2             Please also note that if you're joining us

 3   remotely, the Board will not be able to see you, only hear

 4   your voice.  Accordingly, it's helpful if you identify

 5   yourself, but this is entirely voluntary.  And if you're

 6   joining the Zoom webinar, you can also input a pseudonym

 7   when you log into the meeting.

 8             If you're attending in person and you wish to

 9   speak on an item, please wait for me to call for public

10   comment and then proceed towards the podium to my left, and

11   form a line.  Please move to the podium when you're called

12   to speak in your turn.

13             As with Zoom attendees, it is helpful if you

14   identify yourself when you begin speaking.  But, again, it's

15   entirely voluntary, and you're free to refer to yourself

16   with a pseudonym or not give a name.

17             Please do speak into the microphone so everyone

18   participating remotely can hear you and also so that your

19   remarks can be recorded in the meeting record.  As I

20   mentioned, the hybrid meeting format is technically rather

21   complex.  And first, I'd like to thank the team for managing

22   the technical aspects of today's meeting.  And second, I

23   will explain what to do if those of you attending remotely

24   experience an issue with the remote meeting, for example, if

25   the audio drops.
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 1             If something happens, please email

 2   info@cppa.ca.gov.  That's India November Foxtrot Oscar at

 3   CPPA dot Charlie Alpha dot gov.  This will be monitored

 4   throughout the meeting.  If there's an issue that affects

 5   the remote meeting, we'll pause the meeting to -- for our

 6   technical staff to work on the issue.

 7             The Board welcomes public comment on any item on

 8   the agenda, and it is our intent to ask for public comment

 9   prior to the Board voting on any agenda item.  If for some

10   reason I forget to ask for public comment and you wish to

11   speak on that item, please let us know by using the "raise

12   your hand" functions and the moderator will recognize you or

13   simply raising your hand and moving towards the podium, if

14   you are in the room here.  Once I see that I forgot, I will

15   call you to the podium or ask the team to unmute you to

16   provide your comment.

17             Once again, each speaker will be limited to three

18   minutes per agenda item for public comments.  And if you're

19   speaking on an agenda item, Bagley-Keene requires that both

20   board members and members of the public must contain their

21   comments to that agenda item and we may discuss agendized

22   items only.

23             There is a sort of broader possibility for the

24   public when we take up the item for general public comment,

25   which is number 2 today.  However, board members cannot

0010

 1   respond, we can only listen.  And in addition, agenda items

 2   for future meetings can be suggested for discussion at

 3   future meetings during the agenda item for that purpose,

 4   which is number 9 today.

 5             We'll take breaks as needed, including one for

 6   lunch.  I'll announce each break and estimate on when we

 7   might plan to return so that members of the public can leave

 8   and come back before we begin again.

 9             Please do note that Agenda Item number 10 today is

10   a closed session item.  The Board will leave the room to

11   consider a closed session item, and when we are finished, we

12   will return to the public meeting.

13             My thanks to the board members for their service,

14   and all the people working to make this meeting possible.

15   I'd like to thank the team supporting us today, Mr. Robert

16   Stanford and the team of conference services experts I

17   mentioned have organized the meeting infrastructure.

18             From the CPPA, I'd like to thank Mr. Philip Laird,

19   who is acting as meeting council today, Mr. Ashkan Soltani,

20   who will be here remotely in his capacity as executive

21   director, and all the expert staff who will be briefing us

22   today.

23             I'd like to thank and welcome our moderator, Ms.

24   Serena Marzion, and ask her to please conduct the roll call.

25            MS. MARZION:  All right.  Board Member Le?
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 1            MR. LE:  Present.

 2            MS. MARZION:  Board Member Liebert?

 3            MR. LIEBERT:  Present.

 4            MS. MARZION:  Board Member Mactaggart?

 5            MR. MACTAGGART:  Here.

 6            MS. MARZION:  Board Member Worthe?

 7            MR. WORTHE:  Here.

 8            MS. MARZION:  Chair Urban?

 9            MS. URBAN:  Present.

10            MS. MARZION:  Madame Chair, you have five present

11   members and no absences.

12            MS. URBAN:  Thank you, Ms. Marzion.  The Board has

13   established a quorum.  I would like to remind board members

14   that we'll take a roll call vote on any action items.  With

15   that, we'll move to Action Item number 2, which is public

16   comments on items not on the agenda.

17             If you haven't joined us recently, again, we are

18   doing this at the top of the meeting to provide some

19   predictability for those members of the public who can't

20   attend the entire meeting, but would like to comment.

21             Also, as a reminder, please understand the Board

22   may not discuss or act on any matter raised during the

23   section, except perhaps to decide whether to place the

24   matter on a future agenda under the item for that purpose.

25             We are listening.  We don't mean to be
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 1   nonresponsive.  Just under Bagley-Keene, we can't respond,

 2   we can only listen.  And with that, I will ask both the team

 3   running the Zoom to see if there's public comment in Zoom,

 4   and also invite new members here in person who would like to

 5   comment, move to the podium.

 6            MS. MARZION:  This is for Agenda Item number 2,

 7   public comment on items not on the agenda.  If you'd like to

 8   make a comment at this time, please raise your hand using

 9   the "raised hand" feature, or by pressing star nine if

10   you're joining us by phone.  This is for Agenda Item number

11   2.  And it looks like we have a few hands raised.

12             Claire Morgan, you are unmuted and you have three

13   minutes.

14            MS. MORGAN:  Hello, I don't know if y'all could

15   hear me, but I'm having some audio issues, so I'm not quite

16   sure if that is an issue on my end or an issue on --

17            MS. MARZION:  We can hear you clearly, Claire.

18            MS. MORGAN:  -- the system's end.  But I just want

19   to make sure that the audio is properly working on the Zoom.

20   Thank you.

21            MS. MARZION:  Oh, thank you very much for your

22   comments.

23            MS. URBAN:  Ms. Marzion, could we check that she

24   could hear that.

25            MS. MARZION:  Yes.  Did you hear yourself, Claire?
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 1   (Inaudible).

 2            MS. WHITE:  Madam Chair, I've checked with others

 3   who are listening remotely.  They're able to hear.  Claire

 4   e-mailed us as well, and I let her know perhaps to log off

 5   and log back on.

 6            MS. URBAN:  Wonderful.  Thank you very much, Ms.

 7   White.

 8            MS. WHITE:  Thank you.

 9            MS. MARZION:  Edwin Lombard, we have three minutes.

10   Oh, Edwin has dropped his hand.

11             Luigi, go ahead and speak.  You have three

12   minutes.

13            MR. MASTRIA:  Thank you.  My name's Lou Mastria,

14   and I'm the president and CEO of the Digital Advertising

15   Alliance.  The DAA is an independent nonprofit that sets and

16   enforces privacy practices for digital advertising,

17   empowering millions board of Americans to control how data

18   is used to advertise to them.

19             Thank you for the opportunity to testify today on

20   the CPPA's draft regulations.  For more than a decade, DAA

21   has administered a set of self-regulatory principles that

22   define standards for informing consumers of companies data

23   collection and use practices, and for offering consumers

24   over -- control over those data for interest-based

25   advertising.
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 1             The DAA supports providing consumers with notice

 2   and opt-out choice surrounding interest-based advertising.

 3   However, the CC -- the CPPA's draft regulations related to

 4   behavioral advertising would threaten business' ability to

 5   use data from their own consumers to advertise products and

 6   services to them.  The draft behavioral advertising

 7   regulations are significantly at a step with other state

 8   privacy laws and simply do not align with the CCPA, causing

 9   consumer confusion.

10             First, the creation of this limit for behavioral

11   advertising, under the proposed regulations, would

12   contravene the scope and intent of the CPPA.  The agency

13   should not enshrine this concept into law, as it extends

14   well beyond the CC -- the CPPA's authority to regulate it,

15   and it unintentionally affects all sorts of consumer

16   interactions, including expected customer service through

17   recommendations and similar dynamics.  It's basically asking

18   a shopkeeper to not make recommendations to his or her

19   customers.

20             Second, the proposed limit would contradict the

21   approach of approximately 20 other states that have passed

22   privacy laws.

23             Third, businesses should in fact, be permitted to

24   advertise to their own customers use on their own digital

25   properties.
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 1             So, thank you for the opportunity to present you

 2   with this testimony.  We at the DAA look forward to

 3   continuing to work with you as you take steps to update the

 4   draft regulations to align them to the text of the CCPA and

 5   the scope of the agency's regulatory authority.  Thank you.

 6            MS. MARZION:  Thank you for your comment.  Dalton

 7   Cline, I'm going to unmute you at this time.  You'll have

 8   three minutes to make your comment, so please begin as soon

 9   as you're ready.

10            MR. CLINE:  Hi.  Hello, board members.  Thank you

11   for the opportunity to speak.  I'm a lawyer in Kentucky with

12   a practice primarily consisting of data privacy and

13   cybersecurity, and I wanted to offer a comment, mainly to

14   staff, but also to the Board on the proposed regulations in

15   Article 12, specifically those dealing with insurance

16   companies.

17             In my view, I think it's clear from the definition

18   of consumer that commercial clients of insurance companies

19   would be included within the scope of the regulations.

20   However, I've seen commentary online and in talking with

21   other outside -- other members of outside counsel and

22   different clients that the industry is not clear, actually,

23   as to the scope of the general application of the CCPA to

24   insurance companies.

25             And like I said, specifically with regard to
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 1   whether the commercial clients of insurance companies such

 2   as those purchasing life or liability director's liability

 3   insurance, that kind of thing, it applies.  So I think that

 4   in Section B in the illustrative examples, I think it would

 5   be helpful to the industry if staff could consider including

 6   an illustrative example of commercial insurance clients.

 7   Thank you.

 8            MS. MARZION:  Thank you for your comments.

 9             ACLU Ca Action.  Go ahead.  I'm going to unmute

10   you at this time.  You'll have three minutes to make your

11   comment, so please begin as soon as you're ready.  Oh, and

12   your hand just went down.

13             Matt Scherer, I'm going to unmute you at this

14   time.  We have three minutes to -- and go ahead and speak

15   when you're ready.

16            MR. SCHERER:  Thank you.  Good morning.  I'm Matt

17   Scherer and I lead the Workers' Rights Project at the Center

18   for Democracy and Technology.  I appreciate your work on

19   this issue, and thank you for taking the time to hear from

20   stakeholders.

21             I urge you to review and take to heart the

22   comments from Consumer Reports, the UC Berkeley Labor

23   Center, and other consumer and workers' rights advocates

24   that are appearing today and submitting written comments,

25   particularly on the strong need for clear and meaningful
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 1   disclosures to consumers and workers when companies use

 2   ADMTs to make key decisions about consumers and workers.

 3             I'll focus on the definition of ADMTs.  The

 4   proposed definition would apply only to systems that are a

 5   substantial factor in covered decisions.  This would

 6   essentially give companies a license to opt themselves out

 7   of the law's requirements.  Here's why.  Workers and

 8   regulators often don't know which companies are using ADMTs,

 9   much less how those companies are using them.

10             Companies have strong incentives to keep it that

11   way because it allows them to avoid accountability for error

12   prone and harmful ADMTs.  Consequently, companies are likely

13   to take advantage of any loopholes that give them discretion

14   to wiggle out of ADMT disclosure requirements that would

15   reveal their use of these systems.

16             The substantial factor requirement would create

17   such a loophole because companies almost always claim that

18   ADMTs merely make recommendations that are one factor among

19   many, and that humans have final say in decisions.

20             Companies can easily avoid compliance by adopting

21   internal policy, saying that the decision makers should not

22   overly on ADMTs, even if in reality the tool's

23   recommendations are decisive, and human reviewers defer to

24   the AI.

25             We know that companies do this.  The nonprofit
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 1   investigative outlet, ProPublica, published a trio of

 2   reports on how Cigna secretly used an algorithm to mass

 3   reject policy holders claims that were supposed to be

 4   reviewed by doctors, and then threatened to fire a physician

 5   who pushed back.  Given company's ability to cloak their

 6   ADMT use behind human rubber stamps, this substantial factor

 7   requirement creates a Catch 22.

 8             Once a company chooses to assert that a tool is

 9   not a substantial factor, it can continue hiding that system

10   from consumers, workers, and regulators.  And with that

11   secrecy assured, no one would be able to challenge their

12   behind closed doors determination that a system is exempt

13   from disclosure.

14             In other words, the substantial factor requirement

15   threatens to make ADMT regulations a dead letter, giving

16   companies the ability to opt-out of complying with the law

17   completely as appear to as -- appears to have happened with

18   New York City's ordinance on AI and hiring according to a

19   study that was released earlier this year.

20             I urge you to go back to the original broader

21   definition of ADMTs that appeared in the earlier draft

22   regulations.  And it is essential that the CCPA rules be

23   written in a way that ensures companies cannot use their

24   information monopoly on ADMTs to avoid transparency and

25   accountability.  Thank you.
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 1            MS. MARZION:  Thank you.  ACLU Ca Action, I'm going

 2   to unmute you at this time.  You'll have three minutes to

 3   make your comment, so please begin as soon as you're ready.

 4            MS. CRAMER-MOWDER:  Hello, this is Becca

 5   Cramer-Mowder on behalf of ACLU California Action.  We would

 6   encourage you to call for strong protections for civil

 7   rights in light of the presidential transition that's coming

 8   up.  We know that California has been doing a lot to shore

 9   up our laws, protecting people who are coming to California

10   because of who those people are or because they're seeking

11   healthcare services.

12             However, there are ways that consumer information

13   can be used to target particularly vulnerable people.  And

14   so we would encourage you especially to be looking at the

15   strong civil rights protections that are needed for

16   immigrants, people seeking reproductive services,

17   transgender people, protestors, and others.

18             Additionally, we would encourage you to identify

19   red lines that should not be crossed to help protect

20   Californians as well as people accessing their basic rights

21   from other states and needing to do so in California.

22             And lastly, we would encourage you to continue

23   demonstrating the importance of preserving state laws,

24   including Article 1, Section 1, constitutional right to

25   privacy in California against federal preemption, to help
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 1   protect Californians as we shore up privacy rights in an

 2   effort to protect civil rights and civil liberties in the

 3   coming years.  Thank you.

 4            MS. MARZION:  Thank you.

 5             Adar Carver, I'm going to unmute you at this time.

 6   You'll have three minutes to make your comment, so please

 7   begin as soon as you're ready.

 8            MR. CARVER:  Thank you, Jennifer Urban, Chair.  My

 9   name's Adar Carver.  I am an attorney, a three-time

10   International Association of Privacy Professionals,

11   certified.  I am interested in the way that we protect data

12   and the different sorts of data processes.

13             So, as of now, we are protecting data that is

14   binary, very straightforward, and now we're seeing advent of

15   technology such as artificial intelligence, which are

16   creating different algorithms and models that are processing

17   our data in a more sophisticated fashion.

18             I urge the Board to, as we think about algorithms

19   and artificial intelligence, to think about also standards

20   -- higher standard requirements for companies that collect

21   consumer data so that they may more highly protect or more

22   -- be more transparent with consumers about those

23   algorithms.

24             Very finally, I would like to raise an issue

25   that's not yet maybe as widely applicable.  There are new
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 1   data processing powers through International Business

 2   Machine, Google, Amazon, where they are processing data

 3   using quantum computing or imposing super -- or super --

 4   excuse me.  They are using bates that are in super position,

 5   quantumly entangled, and then able to generate floating

 6   operation points per second that are more sophisticated than

 7   even the algorithms.

 8             International Business Machine or IBM implements

 9   both algorithmic processing AI, as well as quantum

10   processing with their Watson machine.  So, very finally, I

11   would like to urge the California Privacy Protection Agency

12   to have a higher standard for that quantum data processing

13   of consumer data.  Thank you.

14            MS. MARZION:  Thank you.

15             George Sewell, I'm going to unmute you at this

16   time.  You'll have three minutes to make your comment, so

17   please begin as soon as you're ready.

18            MR. SEWELL:  Hello, Chair Urban and fellow members

19   of the Board.  My name is George Sewell, and I'm with the

20   Security Industry Association.  SIA represents more than 200

21   companies headquartered in California that provide a wide

22   range of products for protecting the physical safety of

23   people, property, businesses, schools, and critical

24   infrastructure.

25             Our members are committed to safeguarding personal
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 1   information in their own business practices, as well as in

 2   the design of the products and services.  I would like to

 3   make two points regarding the proposed rules, specifically

 4   the automated decision-making tool section.

 5             First, like many other business organizations, we

 6   have concerns about the proposal to create a right to

 7   opt-out of tools used for consumer profiling.  This would

 8   interfere with the ability of businesses to conduct first

 9   party advertising to their existing customer base.  An

10   ability that stakeholders had agreed to protect when CCPA

11   was negotiated.  Disrupting established business models in

12   this way could limit the ability of companies to provide

13   relevant offers and services to their customers and put

14   California businesses at a disadvantage.

15             Second, we are concerned with about the

16   implications of creating a consumer right to opt-out of

17   training data.  This approach is not consistent with the

18   current practices and training data models, which use

19   aggregated information and patterns versus specific

20   identifying data.

21             The unintentional result could be reduced model

22   quality, reduced accuracy, and increased bias due to less

23   diverse data.  And it could be counterproductive to privacy

24   protections as an opt-out mechanism would require processing

25   and retaining personal data in order to track individual's
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 1   preferences.

 2             Such issues underscore, as currently written, the

 3   proposal would extend control over activities falling

 4   outside the scope of the CCPA that have little impact to

 5   privacy expectations and were not meant to be restricted

 6   under the original legislation.  Additional analysis and

 7   revision of the proposal is needed to ensure it aligns more

 8   closely with original intent, focusing on genuine privacy

 9   concerns stemming from AI-driven automated decision-making

10   technology.

11             SIA and our members stand ready to provide any

12   additional information you may need as these important

13   issues are considered.  Thank you very much for your time

14   and consideration.

15            MS. MARZION:  Thank you.

16             Matt Regan, I'm going to unmute you at this time.

17   You'll have three minutes to make your comment, so please

18   begin as soon as you're ready.

19            MR. REGAN:  Good morning, board members.  My name's

20   Matt Regan.  I'm Senior Vice President of Policy at the Bay

21   Area Council.  We are a regional employer-sponsored public

22   policy and advocacy organization.  About 350 of the Bay

23   Area's largest employers, both public and private are our

24   members, and we advocate on issues that are of critical

25   importance to our region's economy and quality of life.
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 1             First, I'd like to thank the Board for allowing us

 2   to speak at the front end of this meeting.  I participated

 3   in the previous meeting in person, and that was a long day.

 4   So thank you for letting us speak upfront.  I do recall at

 5   that meeting a great part of the agenda focused on this

 6   agency's lack of resources, lack of staff, lack of talent in

 7   place to make some critical decisions about the future of

 8   this industry.

 9             I think Board Member Mactaggart was even calling

10   for volunteers, retired members of the tech community to

11   step in and help with your work.  That does not strike me --

12   with all due respect to the agency and the great work that

13   you do and the great people that you have, does not strike

14   me as a body that's yet ready to make some of the critical

15   decisions that you are in the process of making.

16             We would urge you to start to pump the brakes on

17   the decision-making process around advanced decision-making

18   technology.  This is a critical part of our future economy.

19   The Bay Area and San Francisco in particular, where you sit

20   right now, is the global epicenter for the development of

21   this technology, and we are deeply concerned that the

22   decisions made by a self-admittedly under-resourced body

23   could permanently hamper and put at a disadvantage this

24   industry that is, you know, a growing part of the Bay Area's

25   economy.
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 1             We would like to see these decisions made in a

 2   deliberative process, in a deliberative manner in the

 3   legislature where they have the resources and they have the

 4   people, and they have the ability to make these large

 5   decisions in a -- in a thoughtful -- not that you don't do

 6   it thoughtfully, but in a thoughtful, deliberative, and

 7   resourced manner.

 8             So we would urge you to pump the brakes and

 9   consider letting the legislature do the work that you have

10   admitted that you don't have the resources to do.  Thank you

11   so much.

12            MS. MARZION:  Michael Shilstone, I'm going to

13   unmute you at this time.  You'll have three minutes to make

14   your comments, so please begin as soon as you're ready.

15            MR. SHILSTONE:  Hi, there.  Sorry about that.  Good

16   morning.  Michael Shilstone with Central City Association of

17   Los Angeles.  CCA represents over 300 members from

18   businesses, nonprofits, and institutions, and we're

19   committed to enhancing downtown LA's vibrancy and increasing

20   opportunity across the Southern California region.

21             And we appreciate the goal of these regulations to

22   limit discrimination, but the way these regulations are

23   written are too broad, overburdened -- overburdensome, and

24   will negatively impact independent contractors and the

25   business community.  So language is broad enough to cover
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 1   many types of routine technologies used in businesses in

 2   many industries, not just cutting edge AI technology,

 3   meaning even inconsequential or everyday uses of ADMT will

 4   have to comply.

 5             And I think, you know, echoing what the Bay Area

 6   Council said, we urge the Board to hold on advancing formal

 7   rulemaking until after related legislative processes are

 8   finished.  Legislature is currently considering dozens of AI

 9   related bills and examining whether existing law provides

10   sufficient protections for any number of concerns, defining

11   key terms, and deciding which agencies should enforce

12   various AI laws and more.

13             So with that, the Board, we don't think should

14   unnecessarily get ahead of this process with potentially

15   damaging rules that could have sweeping impacts.  Thank you.

16   We appreciate consideration of our comments.

17            MS. MARZION:  Thank you.

18             Lucy C., I'm going to unmute you this time.

19   You'll have three minutes to make your comments, so please

20   begin as soon as you're ready.

21            MS. CHINKEZIAN:  Good morning.  My name is Lucy

22   Chinkezian, and I'm counsel at the Civil Justice Association

23   of California.  We would like to thank the agency for the

24   opportunity to comment on the proposed regulations.  CJAC

25   and others have filed written comments on these regulations,
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 1   and we have concerns that a number of them have not been

 2   addressed to date.

 3              In addition, some of these regulations seem to

 4   exceed what the legislation has authorized.  Notably, the

 5   ADMT regulations would create a right to opt-out of

 6   automated decision-making tools.  This would impair

 7   business' ability to advertise to its own customers,

 8   requiring a complete overhaul of existing advertising

 9   practices for those customers who choose to opt-out.

10             This is both costly and unreasonably burdensome

11   for businesses.  The primary compromise between business and

12   legislators in passing the CCPA was to provide consumers

13   with protections, while also preserving the ability for

14   businesses to continue to use data from their own customers

15   to advertise to them without facing the threat of excessive

16   liability.

17             The proposed regulations also would create a right

18   to opt-out of ADMT training data.  This could negatively

19   impact retail companies who develop their own ADMT

20   applications internally.

21             Finally, the CPPA estimates the cost of

22   implementing these regulations on California businesses to

23   be $3.5 billion.  This is likely a conservative figure.

24   Businesses cannot face these exorbitant costs.

25             We urge the agency to be measured in adopting
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 1   these regulations.  It should continue to work with industry

 2   and find attainable compromises, and take care to ensure the

 3   regulations are consistent with the statute.  Thank you

 4   again for the opportunity to comment.

 5            MS. MARZION:  Thank you.

 6             Lartease Tiffith, I'm going to unmute you at this

 7   time.  You'll have three minutes to make your comment, so

 8   please begin as soon as you're ready.

 9            MR. TIFFITH:  Great.  Thank you very much.

10             Good morning.  My name is Lartease Tiffith, and I

11   am the Executive Vice President of the Interactive

12   Advertising Bureau or IAB.  IAB represents over 700

13   companies across the advertising and media industries,

14   advocating on complex issues such as consumer privacy, data

15   security, global trade data transfer rules.

16             Today I'll like to address significant concerns

17   with the latest draft regulations on automated

18   decision-making technology or ADT, and associated risk

19   assessment requirements.  These regulations, like others

20   from this body, are overly broad and lack the clarity needed

21   for practical application.

22             Our primary concern lies with the regulation

23   allowing consumers to opt-out of automated decision-making

24   tools used for profiling, which could severely impact first

25   party advertising.  Businesses rely on these tools to
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 1   enhance customer experience and provide product

 2   recommendation based on past purchases.  Dislabeling these

 3   features would require complete operational overhauls, which

 4   is unreasonable and goes beyond the California Consumer

 5   Privacy's Act and tenant scope.

 6             Moreover, the draft's definition of ADT is overly

 7   broad, covering nearly every technology that processes

 8   personal data and executes a decision, which creates

 9   confusion.  Aside from a few explicitly exempt processes,

10   nearly all computational activities could be subject to risk

11   assessments and opt-out requirements, burdening businesses

12   with excessive compliance demands and frustrating consumers

13   would opt-out from essential services they rely on.

14             The proposed definition of behavioral advertising

15   is another problematic area by extending opt-outs to a

16   business's own use of customer data.  This goes beyond the

17   scope of the CCPA, which was passed with an understanding

18   that businesses could market to their own customers.

19   Redefining this would introduce significant challenges,

20   particularly given that businesses already comply with

21   established opt-out mechanisms like email unsubscribes and

22   the FTCs do not call registry.

23             Finally, the draft mandates extensive disclosures

24   on ADT logic and output, which may force businesses to

25   divulge trade secrets.  This not only risks intellectual
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 1   property, but directly contradicts the CCPA's own provisions

 2   prohibiting the disclosures of trade secrets.

 3             Furthermore, the agency's economic analysis

 4   estimates a $3.4 billion compliance cost for California

 5   businesses.  And understatement in our view, given the

 6   analysis flaws.  The financial burden is significant,

 7   especially for smaller business and diverts resources away

 8   from consumer focused innovation.

 9             Additionally, the requirement for businesses to

10   submit annual risk assessments to the CPPA will lead to a

11   backlog of paperwork, which we believe is unnecessary.

12   Businesses should only be required to submit assessments

13   upon requests.  To clarify, these regulations should specify

14   that the --

15            MS. MARZION:  That is your time.  Thank you.

16             Edwin Lombard, I'm going to unmute you at this

17   time.  You'll have three minutes to make your comment, so

18   please begin as soon as you're ready.

19            MR. LOMBARD:  Thank you.  Good morning, CPA -- CPPA

20   board members.  I'm Edwin Lombard, representing the

21   California African-American Chambers of Commerce.  On behalf

22   of our membership, I have a couple of key points I would

23   like to highlight.

24             For almost three years, I have testified and done

25   my good faith effort to ask CPPA to be mindful of the
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 1   economic harm that is coming if the CPPA regulation is not

 2   done reasonably and balanced as required in Proposition 24,

 3   Section 3(c)(1), which reads as follows; the rights of

 4   consumers and the responsibilities of businesses should be

 5   implemented with the goal of strengthening consumer privacy

 6   while giving attention to the impact on business and

 7   innovation.

 8             Our businesses are alarmed by the findings that

 9   the standardized regulatory impact assessment, SRIA, and I

10   have asked each of you, are you prepared to vote on

11   regulations that will, number 1, make California's pay 3.5

12   billion for CPPA regulations and add ongoing costs of $1

13   billion for the next 10 years?  Number 2, cut 98,000 jobs

14   and tell us that finding alternative jobs are easier?  And,

15   three, let businesses leave California and tell us that it

16   has negligible impact on us?

17             Do each of you believe the following statement?

18   CPPA substantive industry regulations can often be expected

19   to induce innovation as stated in the SRIA.  I respectfully

20   disagree if anything substantive, industry regulation that

21   caused billions ends innovation.  On AI, CPPA is not

22   authorized to include AI in the ADMT regulation.  I would

23   like to echo Governor Newsom's edict on AI regulations.

24             We must get this right.  I implore the CPPA

25   collaborate with the legislature and governor on AI and

0032

 1   request that CPPA remove AI from the regulation.  I would

 2   also like to dispel CPPA from acting like the regulations do

 3   not apply to small and diverse businesses.  If the company's

 4   CPPA are aiming to regulate leave California, we are gone

 5   too.  When big businesses catch a cold, we catch pneumonia.

 6             What you are voting on today is not an academic

 7   exercise without real life consequences.  You can

 8   overregulate California and these companies will take the

 9   jobs to Arizona, Texas, and other states.  This is -- is

10   this truly what victory for Californians is?

11             Let me close with this; there is still time to get

12   this right.  A reasonable approach is the only advance to

13   cybersecurity and risk assessment regulations today, and

14   collaborate with Governor Newsom and the legislature on ADMT

15   and AI.  Thank you very much.

16            MS. MARZION:  Thank you.  Initials KN, I'm going to

17   unmute you at this time.  You'll have three minutes to make

18   your comment, so please begin as soon as you're ready.

19             Graham Dufault, I'm going to unmute you at this

20   time.  You'll have three minutes to make your comment, so

21   please begin as soon as you're ready.

22            MR. DUFAULT:  Well, thank you so much, Chair and

23   members of the Board.  And I really appreciate you making

24   this so accessible for us and the opportunity to

25   participate.
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 1             My name is Graham Dufault.  I'm general counsel of

 2   ACT, The App Association.  We're a trade group.  We

 3   represent small business software and connected device

 4   makers.  We are part of a larger sector that's about $1.8

 5   trillion in the app economy throughout the US, and it

 6   supports about 6.1 million jobs.  So it's a big industry and

 7   we're small companies participating in it.

 8             For association members privacy is a really

 9   important part of their job, and it is 100 percent about

10   meeting consumer expectations.  As makers of software driven

11   devices and services, their ability to cultivate trust is

12   foundational, and the job is really not easy without name

13   recognition.  They can't afford to buy Super Bowl ads, and

14   so the job is often tougher in that respect than it is for

15   big companies.

16             But just because they're small doesn't mean these

17   rules won't affect them significantly, and I think the

18   regulatory impact assessment itself points that out.  They

19   may find themselves either over CCPAs underlying thresholds

20   or serving clients that must comply and therefore have to

21   comply by contract.  They're also some of the most important

22   consumers of services that we know have to comply like ad

23   technologies, online marketplaces, search cloud, and they

24   have a big stake in how usable these services are.

25             So we believe the proposal in so far as it
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 1   mandates additional comprehensive requirements tied to ADMTs

 2   falls short on our priorities.  First, we believe they would

 3   undermine our members' efforts to meet consumer

 4   expectations, and that's because the proposed rule would

 5   mandate covered companies to issue sort of an intrusive

 6   complex notice and opt-out mechanism for information about

 7   consumers with existing relationships.

 8             And so requiring additional digital red tape

 9   between consumer and contracted for services would only

10   frustrate their ability to access what they already expect

11   to receive.  And it would also throw tons of detail and

12   information that these consumers that most will find not as

13   relevant to privacy decision-making, and that creates an

14   unwieldy sort of detour, raises false red flags, and a flow

15   of communication between business and consumer that must --

16   it must respect context to be effective.

17             Secondly, the rules would impose new costs.  We

18   believe without any additional benefit for consumers, and

19   that's because California already requires comprehensive

20   disclosure about what companies do with consumer data.  It

21   also already requires companies to address core privacy

22   risks by mandating responses to consumer requests, including

23   universal opt-out.

24             And so layering additional standalone,

25   exceptionally comprehensive opt-out and notice burdens on
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 1   consumers, specifically for ADMTS, adds costs without any

 2   benefit beyond what oaccrues from existing protections.  So

 3   it's not clear that there's this fundamentally different

 4   privacy risk posed by the use of ADMTs that are unaddressed

 5   by the other broader requirements in California law.

 6             And the statutory provision here, we believe must

 7   be interpreted in that broader context.  A highly complex

 8   and separate, you know, notice and opt-out regime just isn't

 9   required in our view under the law and will actually harm

10   the overarching purpose of CCPA and your mission here.  And

11   so for these reasons, we do urge CPPA to reconsider --

12            MS. MARZION:  Thank you.  That is your time.

13             Scott Miller, I'm going to unmute you at this

14   time.  You'll have three minutes to make your comments, so

15   please begin as soon as you're ready.

16            MR. MILLER:  Thank you very much for the

17   opportunity to speak.  I'm Scott Miller.  I'm the CEO of the

18   Fresno County Chamber of Commerce.  We represent about 1000

19   businesses, large and small in Fresno County.  And I'll keep

20   my comments brief because so many people have been so

21   eloquent about it.

22             But our Board and membership believes that this

23   process should be slowed down and should be led by the

24   governor and the legislature, and that the rules should be

25   made after a much larger process throughout the state.  I
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 1   agree with one of my colleagues who spoke earlier and said

 2   that when big businesses get hurt, little businesses also

 3   get hurt, the suppliers, the -- even the landlords, the --

 4   and all of the downstream people who are involved with these

 5   things will get hurt.

 6             And in our county, we cannot afford to lose any

 7   more businesses to other states.  So, again, we believe that

 8   California should be the leader -- the global leader in AI.

 9   And we really urge you to slow the process down.  Thank you

10   for the opportunity to speak.

11            MS. MARZION:  Thank you.

12             Jackson, I'm going to unmute you at this time.

13   You'll have three minutes to make your comments, so please

14   begin as soon as you're ready.

15            MR. NUTT-BEERS:  Good morning, Chair Urban and

16   members of the California Privacy Protection Agency Board.

17   My name is Jackson Nutt-Beers, speaking on behalf of the San

18   Francisco Chamber of Commerce.

19             While our members value consumer protections, we

20   caution against overregulation that could hinder innovation

21   and exceed the agency's authority, especially where it

22   extends into general AI regulation.  AI policies should be

23   guided by the legislature and the governor, who can

24   comprehensively evaluate implications across various sectors

25   and set a cohesive policy direction rather than by isolated
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 1   agency action.

 2             AI represents a massive growth opportunity for

 3   California and has hasty restrictive regulations with risk

 4   undermining the state's competing edge and the economic

 5   gains AI can provide.  Given the legislature's ongoing AI

 6   related initiatives, we urge the California Privacy

 7   Protection Agency Board to pause formal rulemaking until

 8   these efforts conclude, allowing alignment with state

 9   priorities and statutory authority.  Thank you.

10            MS. MARZION:  Thank you.

11             Victor Reyes, I'm going to mute you this time.

12   You'll have three minutes to make your comments, so please

13   begin as soon as you're ready.

14            MR. REYES:  Hi, good morning, Chair and Board

15   Members.  My name is Victor Reyes, here on behalf of VICA,

16   the Valley Industry Commerce Association.  We're a business

17   advocacy association in the San Fernando Valley,

18   representing over 400 businesses and 245,000 in LA County.

19             Today I want to discuss the draft regulations

20   regarding the automated decision-making technology and its

21   potential implications for California's economy and our

22   businesses.  While we appreciate the need for consumer

23   protection, the proposed regulations could result in

24   significant unintended consequences.

25             The requirement for businesses to provide multiple
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 1   constant notifications and conduit extensive audits, could

 2   lead to consumer frustration and discourage them from

 3   completing online transactions.  Small businesses, which

 4   depend on digital engagement, will particularly struggle

 5   with the burdensome regulations.

 6             The complexity of compliance could drive up costly

 7   significant and forcing many to divert resources away from

 8   innovation just to meet regulatory demands.  For example, a

 9   food delivery platform would face a challenge of treating

10   each operational update as a significant decision, creating

11   a regulatory environment that could hinder their ability to

12   improve efficiency and service.

13             Furthermore, the potential economic ramifications

14   are stark.  Assessments indicate that the regulations could

15   lead to a reduction of 27 billion in California's gross

16   product and hundreds of thousands of jobs lost by 2034.  And

17   this is absolutely unacceptable in our current economic

18   climate.

19             We also urge the agency to align its approach with

20   the governor's executive order on AI, which emphasizes the

21   promotion of beneficial technology use while avoiding a

22   fragmented regulatory landscape.  It's vital that these

23   discussions occur in a transparent and inclusive manner, led

24   by the legislature to ensure that all stakeholders have a

25   voice.
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 1             It's for these reasons that we strongly encourage

 2   the agency to reconsider advancing these draft regulations

 3   without further stakeholder engagement.  A more thoughtful

 4   approach is essential to protect consumers while fostering

 5   an environment that is nurturing of innovation and

 6   supporting California's economy.  Thank you.

 7            MS. MARZION:  Thank you.  Flo Hunter, I'm going to

 8   unmute you at this time.  You'll have three minutes, so

 9   please begin as soon as you're ready.

10            MS. HUNTER:  Hi, I just have a question.  I've been

11   hearing a lot of public comment on ADMTs during this section

12   of public comments, which I thought was for items that were

13   not on the agenda.  I just want to confirm that there will

14   be time on the agenda -- on Agenda Item 3 for comments, or

15   should I have my speaker speak now.

16            MS. URBAN:  Thank you so much for the question.

17   Yes, this is open public comments so people can choose on

18   what they would like to comment.  We will also have public

19   comments specifically on that agenda item.

20            MS. HUNTER:  Thank you.

21            MS. MARZION:  George Boutros, I'm going to unmute

22   you this time.  You'll have three minutes to make your

23   comments, so please begin as soon as you're ready.

24            MR. BOUTROS:  Hello, and thank you and good

25   morning, Chair and Board Members.  My name is George
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 1   Boutros, and I'm here on behalf of Orange County Business

 2   Council.  Thank you for allowing me to speak this morning,

 3   specifically on Agenda Item number 3 regarding your

 4   consideration for formal rulemaking on automated

 5   decision-making technology risk assessments among other

 6   things.

 7             These new risk assessments require -- requirements

 8   add significant costs to California businesses and would

 9   impact operations.  Risk assessments require a weighing of

10   sometimes unquantifiable costs and benefits, including the

11   potential for discrimination, economic, and reputational

12   harms, the potential for inducing stress or anxiety, among

13   other things.

14             These burdensome regulations could apply to any

15   company that works with independent contractors and uses

16   technology to assist in structuring that work, including

17   companies and industries like financial services, housing,

18   insurance, education, healthcare, and some everyday retail

19   goods like groceries and pharmaceuticals, among a slew of

20   other business industries.

21             Complying with these in complex regulations,

22   providing opt-out -- opt-out rights, technical disclosures,

23   and risk assessment could lead to fewer job opportunities

24   for a local workforce and make it too complicated and costly

25   for our local businesses to innovate throughout the state.
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 1             In summary, Orange County Business Council is

 2   opposed to burdensome privacy regulations that would stifle

 3   commerce while providing little protection to the consumer.

 4   With that, I thank you for giving me the time to speak today

 5   and bring forward these concerns that impact businesses in

 6   Orange County and throughout the state.  Thank you for your

 7   time and consideration.

 8            MS. MARZION:  Thank you.  Nate Hadley, I'm going to

 9   mute you at this time.  You'll have three minutes, so please

10   begin as soon as you're ready.

11            MR. HADLEY:  Thank you so much.  Sorry.  I -- my

12   name's Nate Hadley.  I represent the alliance to preserve

13   California's innovation and technology economy.  We consist

14   of about 80 different organizations, some of which have

15   spoken today.  And I'll let the smarter folks talk on the

16   ADMT impacts and things like that.

17             We wanted to raise a few concerns outside of the

18   agenda items today.  One being, first, thank you, Board

19   members, for pushing this meeting back to a later date that

20   wasn't on a holiday that many of the Californians observe.

21             Unfortunately, we -- a few of our members are

22   struck between a rock and a hard place, wanting to

23   participate in today's hearing with the CPPA, and also want

24   to participate in the California Air Resource Board that is

25   meeting right now as well, looking to also add costs to the
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 1   California economy.

 2             We -- with the impact assessment that we've

 3   rigorously reviewed and the standardized regulatory impact

 4   assessment that you've put out, we ae -- we are grossly

 5   concerned with the impact that your own numbers implies that

 6   66 percent of the businesses that you show are going to be

 7   impacted are actually small businesses that don't have the

 8   overhead.

 9             The fact that we are okay with a job loss of

10   100,000 or more jobs after we've already had a large job

11   loss in the industry -- the technology industry with a lot

12   of layoffs in the past two years, we're not okay with losing

13   jobs and forcing businesses to choose whether they want to

14   do business in California or do business elsewhere.

15             We pride ourselves just as the governor does and

16   his -- and the legislature that we are the technology and

17   innovation capital of the world.  We want to make sure that

18   we are preserved here in California.  We don't want to see

19   job losses and $30 plus billion impacts to profit margins

20   within the small business industry on top of a $27 billion

21   gross state product loss.

22             And then from there, that's just the start.  Each

23   year after year with the cybersecurity audits, the ADMT

24   audits, the risk assessment audits, we're -- it's just -- it

25   continues to go on.  And we're already facing a $68 billion
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 1   deficit in California that we're not okay with more being

 2   added to that.  So, thank you very much for the time.

 3            MS. MARZION:  Thank you.

 4             Kyle Shannon, I'm going to unmute you at this

 5   time.  You'll have three minutes to make your comment, so

 6   please begin as soon as you're ready.

 7             Kyle Shannon, please begin as soon as you're

 8   ready.

 9            MR. SHANNON:  Hello?  Can you hear me now?  Can you

10   hear me now.

11            MS. MARZION:  We can hear you, but not very loud.

12   If you can speak up a little bit louder.  Thank you.

13            MR. SHANNON:  How about that?  Is that better.

14            MS. MARZION:  Much better.  Thank you.

15            MR. SHANNON:  Okay.  Great.  Thank you, Chair Urban

16   and Board members for the opportunity to speak today.  I'm

17   Kyle Shannon.  I'm the founder of the AI Salon, a community

18   of nearly 2,000 AI optimists creators and business

19   professionals with many members in California.  I'm also CEO

20   of Storyvine, an automated video storytelling platform with

21   enhanced AI features.

22             Over the years, I've seen how technology can

23   transform industries and improve lives if it's allowed to

24   grow thoughtfully and sustainably.  Today I'd like to

25   discuss the proposed opt-outs for the automated
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 1   decision-making technologies or ADMTs.

 2             First, regarding the consumer opt-out of AI data

 3   processing, I fully support the idea that consumers should

 4   have the right to opt-out.  However, the requirement that

 5   small businesses maintain an alternative non-AI or perhaps

 6   manual data processing system is overly burdensome.  For

 7   small businesses like mine, maintaining two separate systems

 8   just to process a small number of opt-outs is simply not

 9   feasible.

10             The reality for those of us -- for those who

11   prefer non-AI alternatives, it's fair to suggest they look

12   elsewhere, just like they do with online college

13   applications that no longer maintain paper or manual

14   options, or automated toll booths that no longer take cash.

15   We need to ensure that the regulations don't hinder small

16   businesses by imposing impractical requirements.

17             The second opt-out proposal allows consumers to

18   prevent their data from being used to train AI models.  I

19   understand and support the need for this option, but we must

20   also understand the risk if too many people opt-out.  Every

21   system, whether AI or human, learns and improves with data.

22   All of us and all businesses use historical data to improve

23   our decision-making.  Restricting AI from learning the --

24   with data risks reducing its effectiveness, negatively

25   impacting both consumers and businesses.

0045

 1             Moving on to risk assessments.  To make ADMT risk

 2   assessments feasible for small businesses, I propose a

 3   tiered approach.  Low risk tools, such as those used for

 4   consumer management or routine payment processing, should be

 5   exempt from extensive assessments.  A simple checklist or

 6   vendor certification should suffice for basic compliance.

 7   For more complex tools, guided templates would allow

 8   businesses to complete the compliance without hiring costly

 9   consultants.

10             In closing, standardized easy to use notice

11   templates would help streamline compliance and phase

12   deadlines would allow small businesses the time they need to

13   adapt without disrupting their operations.  Let's focus on

14   protecting consumers while also fostering innovation and

15   supporting the growth of small businesses in this evolving

16   AI landscape.  Thank you so much for your consideration and

17   time.

18            MS. MARZION:  Thank you.

19             Anika Gandhi, I'm going to unmute you at this

20   time.  You'll have three minutes, so please begin as soon as

21   you're ready.

22             Anika Gandhi, please begin as soon as you're

23   ready.

24            MS. GANDHI:  Can you hear me.

25            MS. MARZION:  If you could speak up a little bit
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 1   louder.

 2            MS. GANDHI:  Is that better.

 3            MS. MARZION:  Yes, that's better.

 4            MS. GANDHI:  Okay.  Good morning, Chair Urban and

 5   Board members.  Thank you for helping keep Californian's

 6   data safe and secure.  Thank you also for allowing me to

 7   offer my views on the draft regulations for businesses like

 8   mine that rely on automated data-driven online advertising.

 9             I'm concerned that these regulations will

10   negatively impact my website and badly hurt my growing

11   business.  I am Anika Gandhi and I live in Orange County.

12   I'm an engineer turned online woodworking teacher, and I

13   help people learn woodworking skills to complete all kinds

14   of household and small construction projects.

15             My website, Anika's DIY Life, helps me earn money

16   in three ways.  First, businesses pay me to play sponsored

17   content in front of the audience, second, I sell

18   advertising, and third, people sign up on my website for

19   tutorial sessions.  I can only generate income if people

20   visit my website.

21             Even as a small website or a small business, my

22   website gets more than 100,000 hits annually.  So the

23   regulation will require me to create all sorts of new user

24   notices and pop-up notifications.  And I'm worried that

25   confusing notices and pop-up screens will drive people away,
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 1   and they will leave before ever really visiting my site.

 2             My business will quickly shift from growing to

 3   shrinking because we all know that people quickly abandon

 4   websites that are difficult to navigate and full of pop-ups.

 5   If few people visit my website, my business will really

 6   suffer.  I will lose sponsors, make less money selling ads,

 7   and have fewer people sign up for the courses.

 8             Also, if people opt-out of the data powered

 9   advertising, which they may do simply because they are

10   confused by the pop-up screens, all digital ads will become

11   far less valuable because they will not reach the right

12   people.  Forty percent of my revenue comes from digital ad

13   sales, so that will seriously hurt my business.

14             I appreciate your efforts in keeping Californian's

15   data secure, but the draft regulations will make it so much

16   harder for me and other small independent publishers to stay

17   in business.  Please continue reviewing these regulations.

18   It is wrong to move forward with these regulations when it

19   is clear how they will be hurting small businesses.  Thank

20   you so much for allowing me to speak today.

21            MS. MARZION:  Thank you.

22             Grace Gedye, I'm going to unmute you this time.

23   You'll have three minutes to make your comments, so please

24   begin as soon as you're ready.

25            MS. GEDYE:  Hi, there.  I'm Grace Gedye, and I'm
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 1   with Consumer Reports where I work on AI policy.  Consumer

 2   Reports represents 6 million consumers across the country.

 3   I'd first like to thank the Board for rejiggering the

 4   schedule to make it easier for stakeholders to comment.  I

 5   plan to wait until the next agenda item to comment on the

 6   ADMT regs, but since so many commenters have not done that,

 7   I have decided to jump in too.

 8             I also want to thank their agency for the work on

 9   these draft rules.  The effort to give Californian consumers

10   some transparency and agency when it comes to automated

11   decision systems is particularly important.  Every day,

12   Californians are being evaluated for rental units,

13   mortgages, health services, job opportunities, and spots in

14   top schools by automated decision systems.

15             These predictive AI systems may, in practice,

16   function poorly.  They may latch onto factors that tend to

17   correlate with the desired outcome, but are not in fact

18   important.  For example, a hiring algorithm may notice that

19   in the past a company was more likely to hire applicants

20   with bookshelves in the backgrounds of their video

21   interviews.  They might therefore rate candidates highly in

22   part based on the presence of a bookshelf.  That's a real

23   example, by the way.  AI hiring company Retorio was found to

24   work precisely that way.

25             Every day, Californians are completely in the dark
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 1   about how their personal data is being repurposed to make

 2   these decisions.  For these reasons, I commend the CPPA for

 3   working on the ADMT rulemaking.  These rules are clearly in

 4   the public interest and well within the agency's authority

 5   under CPRA Section 1798.185, subsection 15.

 6             I don't doubt the agency heard from business

 7   groups pushing back on these rules with every rationale

 8   imaginable.  Business groups, large and small, will always

 9   have more resources and more staff to show up at every

10   public meeting and have their point of view heard.  But the

11   balance of who shows up to Board meetings is not

12   representative of what Californians want.  It's

13   representative of who has the money to advance their

14   interests.

15             Since consumers can't always show up to Board

16   meetings, Consumer Reports commissioned a nationally

17   representative poll of more than 2000 US adults by NORC at

18   the University of Chicago.  Their survey focused on how

19   people feel about the use of AI and algorithms to make

20   decisions about their lives, such as allowing algorithms to

21   evaluate virtual job interviews or allowing algorithms to

22   screen you as a potential tenant.

23             Across these examples and more, majorities of

24   Americans said they were uncomfortable with AI or algorithms

25   making these kinds of decisions.  We also asked Americans
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 1   about whether they'd want to know specifically what

 2   information in AI system used about them to make a job

 3   decision.  We also asked whether they'd want the opportunity

 4   to correct any incorrect personal information an ADMT relied

 5   on.

 6             These two forms of transparency -- these are two

 7   forms of transparency these draft rules would provide.

 8   Overwhelmingly, and across all demographic groups, including

 9   age, income, and political self-identification, Americans

10   did want that information.  CR looks forward to providing

11   more detailed feedback on the draft rules once they --

12            MS. MARZION:  That is your time.  Thank you.

13             Justine Murray, you -- I'm going to unmute you at

14   this time.  You'll have three minutes to make your comment,

15   so please begin as soon as you're ready.

16            MR. MURRAY:  Good morning, Chair and Board members

17   of the California Privacy Protection Agency.  My name's

18   Justine Murray.  I'm speaking on behalf of the San Diego

19   Regional Chamber of Commerce.  I'm the executive director of

20   public affairs.  We represent over 2,200 member businesses

21   and over 300,000 jobs.  Our mission is to make the San Diego

22   region the best place to live and work.

23             San Diego is also home to some of the state and

24   the country's top tech companies.  We're greatly concerned

25   with the proposed draft rulemaking actions that many have
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 1   been speaking about this morning.  Brushing the regulation

 2   will impose significant burdens to California consumers,

 3   innovators, and businesses.

 4             While we understand the need to create consumer

 5   protection guardrails in evolving technology, it is crucial

 6   that rules and regulations are created from a purposeful and

 7   thorough engagement process that takes in the economic

 8   realities of this industry.  We're concerned that the agency

 9   is developing a framework for regulating AI without

10   providing sufficient opportunity to receive or consider

11   feedback from all pertinent stakeholders.

12             As you've heard from others, the proposed action

13   is not in line with the governor's executive order on AI

14   that directs agencies to consider how to deploy AI for the

15   benefits of Californians while avoiding overly burdensome

16   and confusing regulations across various state agencies.

17   Our state is a global reader -- leader in AI research

18   development and deployment.

19             The San Diego region is also poised to be an up

20   and coming hub for AI technology.  Experts have said that we

21   are poised to be the eighth biggest AI hub in the country

22   given its position as a leader in the state's innovation

23   economy.  Rushing to regulation harms our consumers, small

24   businesses, our state's economy, and San Diego's ability to

25   harbor a successful binational regional economy.
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 1             Under these proposed actions, organizations using

 2   ADMT would need to provide pre-use notices to consumers and

 3   allow them to opt-out and be tasked with conducting audits,

 4   these technologies to attempt to identify risks of bias.

 5   This could require changes to existing systems and workflows

 6   and new novel compliance changes.

 7             Implementing transparency measures will stifle

 8   innovation and discouraged new developments because every

 9   time a business implements a new automated technology, it

10   must conduct new risk assessments and draft new disclosures.

11             Proper regulation of AI and similar tech

12   distinguishes between the everyday uses of these

13   technologies and the truly critical uses of these

14   technologies that have significant real world consequences.

15   We urge you to consider not moving forward with the proposed

16   rulemaking, and engage in a robust and deliberative process

17   regarding any potential rulemaking and regulations that

18   defect the deployment of AI technology in California and in

19   San Diego.  Thank you.

20            MS. MARZION:  Thank you.

21             Annette Bernhardt, I'm going to unmute you at this

22   time.  You'll have three minutes.  And go ahead and speak

23   when you're ready.

24            MS. BERNHARDT:  Good morning, everybody.  My name

25   is Annette Bernhardt, and I direct the technology and work
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 1   program at the UC Berkeley Labor Center.  With the advent of

 2   big data and artificial intelligence, employers in a wide

 3   range of industries are increasingly capturing, buying, and

 4   analyzing worker data, electronically monitoring workers,

 5   and importantly, using algorithmic management to make

 6   critical employment related decisions.

 7             And yet, California is the first and only place in

 8   the US where workers are starting to gain basic rights over

 9   their data and how employers use that data to make critical

10   decisions about them.  That's why labor groups and other

11   worker advocates are paying such close attention to the CCPA

12   rulemaking process because the stakes are high.

13             These proposed regulations will be absolutely

14   critical to realizing the promise of the CCPA to protect

15   both workers and consumers in the rapidly escalating use of

16   data-driven technologies in all facets of our lives.  In

17   February, we joined a group of worker advocates in

18   submitting a letter to the CPPA, outlining several

19   principles for the rulemaking process.  That was based on an

20   extensive body of research and workers experiences on the

21   ground.

22             The first principle was that the scale and scope

23   of data-driven technologies in the workplace necessitate

24   broad protections for workers.  In particular, this

25   principle underlines how crucial the draft ADMT regulations
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 1   are, and suggests several priorities.  One, to expand the

 2   definition of automated decision-making technology.  Two, to

 3   strengthen notice and access rights for workers when an

 4   employer has used an ADMT to make a decision about them.

 5   And, three, restore a meaningful right for workers and

 6   consumers to opt-out of consequential ADMT systems.

 7             The second principle was that full transparency

 8   and disclosure are critical rights for workers given the

 9   often hidden nature of algorithmic systems in the workplace.

10   And in the context of current draft regulations, that

11   principle suggests several priorities.  One, to strengthen

12   the required elements of risk assessments.  Two, to clarify

13   the role of workers in unions and risk assessments.  And

14   three, to strengthen the power of the CCPA to act on risk

15   assessments.

16             In closing, by covering workers in the CCPA and

17   adopting strong regulations like you are currently

18   considering, California has a historic opportunity to lead

19   the US in ensuring that data-driven technologies benefit and

20   do not harm workers.  I want to thank Executive Director

21   Soltani, agency staff, and Board members for your committed

22   work on these draft regulations, and thank you for the

23   opportunity to comment.

24            MS. MARZION:  Thank you.

25             Tim Newman, I'm going to unmute you at this time.
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 1   You'll have three minutes, so please begin as soon as you're

 2   ready.

 3            MR. NEWMAN:  Thank you.  And can you hear me.

 4            MS. MARZION:  Yes, we can hear you.

 5            MR. NEWMAN:  Good afternoon.  My name is Tim

 6   Newman, and I'm assuring these comments on behalf of

 7   TechEquity.  We have conducted participatory research with

 8   contract workers and surveyed renters in California about

 9   the impact of automated decision-making technologies.  The

10   use of these technologies by employers and landlords

11   represents one of the most important issues that is already

12   shaping the lives of California's workers and renters with

13   profound equity implications.

14             The workers we spoke to reported how ADMTs control

15   their workload, performance evaluations, and at times their

16   pay.  Workers described how their work product was often

17   reviewed and assessed by an algorithmic or automated

18   process, which sometimes denied submissions of work product,

19   deemed their work product insufficient or low quality, were

20   set unstable productivity quotas based on information that

21   was unknown to workers.

22             Workers were subject to physical and mental stress

23   as they struggled to deal with the lack of transparency in

24   factors determining their working conditions and livelihoods

25   throughout the entire employment process.  We found a
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 1   similar lack of transparency in the use of tenant screening

 2   algorithms.

 3             While ADMTs are used to make recommendations to

 4   landlords about whether to approve or deny applicants, our

 5   California tenant survey of 1,100 respondents found that

 6   renters are largely unaware of how these decisions are made,

 7   or even whether the technology was used at all.

 8             Landlords overseeing small portfolios or renting

 9   at lower income levels are more likely to follow screening

10   recommendations without additional due diligence,

11   highlighting the increased vulnerability of under protected

12   renters.  Black and Latinos renters were nearly twice as

13   likely to have their applications denied as white

14   respondents in our survey.

15             These findings show that ADMTs trained on massive

16   troves of personal data sets are likely to compound and

17   perpetuate biases and often lack context that's required by

18   law to ensure equitable treatment.  Vulnerable tenants and

19   contract workers we spoke to have little insight into these

20   decision-making processes and few options to challenge their

21   outcomes.

22             These examples underscore three key principles for

23   rulemaking.  One, full transparency, explainability, and

24   disclosure is necessary given the opaque nature of these

25   systems and their ability to make critical decisions.
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 1             Two, impact assessments should be conducted prior

 2   to and throughout the use of these technologies to determine

 3   likely harms and identify measures to mitigate them.

 4             And, three, workers and renters should receive an

 5   explanation, including what personal data was collected

 6   about them and how is using critical decisions to ensure

 7   that they have information to enforce existing rights and to

 8   identify when a decision made by an ADMT is inaccurate,

 9   discriminatory, or otherwise harmful.

10             We believe that through this rulemaking the CPPA

11   has historic opportunity to enact a clear common sense

12   foundation for the use of ADMTs and to ensure that workers

13   and renters have the opportunity for appropriate information

14   rights and protections.

15             Thank you to the staff and Board for your work on

16   these important regulations and the opportunity to comment

17   today.

18            MS. MARZION:  Thank you.  Ivan Fernandez, I'm going

19   to unmute you at this time.  You'll have three minutes, so

20   please begin as soon as you're ready.

21            MR. FERNANDEZ:  Hello?  Can you hear me.

22            MS. MARZION:  If you could speak up louder, please.

23            MR. FERNANDEZ:  Yes.  Is this a little bit better.

24            MS. MARZION:  Yes.  Thank you.

25            MR. FERNANDEZ:  Perfect.  Hello, everyone.  Ivan
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 1   Fernandez, legislative advocate with the California Labor

 2   Federation of Labor Unions and also speaking on the behalf

 3   of UFCW State Council, here to express our support of the

 4   ADMT regulations that will be discussed in our next agenda

 5   item.

 6             Automated decision-making technology will continue

 7   to expand in usage across all industries, impacting

 8   countless workers.  ADMT can affect workers in a multitude

 9   of ways due to the wide range of uses the technology can

10   fulfill.  As a result, a regulatory framework must contain

11   broad worker protection that respond to the range of uses

12   and potential harms.

13             The proposed ADMT regulations are a positive step

14   towards protecting workers from unknown and unscrupulous

15   ADMT usage by employers.  We appreciate the Board's

16   proactive approach to regulate expanded ADMT use.  While we

17   are in support of the draft regulations, we additionally and

18   respectfully urge the Board to strengthen the draft regs

19   based on the principles we, along with the coalition of

20   worker advocates, provided in a letter sent earlier this

21   year based on the experience of workers.

22             Specifically, we urge that the definition of ADMT

23   be expanded, that ADMT use notification be strengthened, and

24   that the opportunity for workers to opt-out of consequential

25   ADMT systems be restored.  With these additions, the CCPA
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 1   can provide first in the nation protection for workers in

 2   the new digital age, and will be able to demonstrate that

 3   data-driven technologies can be utilized to be -- to benefit

 4   rather than harm workers.

 5             Thank you for the opportunity to comment and for

 6   the continued work on these draft regulations.

 7            MS. MARZION:  Thank you.

 8             Rin, I'm going to unmute you at this time.  You'll

 9   have three minutes, so please begin as soon as you're ready.

10            MS. ALAJAJI:  Hello?  Can you hear me.

11            MS. MARZION:  Yes, we can hear you.

12            MS. ALAJAJI:  Good morning, Chair, members of the

13   Board.  My name is Rin Alajaji and I'm the legislative

14   activist at the Electronic Frontier Foundation.  We

15   appreciate your work on the next agenda item on automatic

16   decision meeting -- decision-making technologies.  And thank

17   you for the opportunity to speak today.

18             EFF has joined two letters to the agency,

19   outlining some priorities for what we'd like to see in the

20   final regulations.  And we support the agency's work to

21   continue to clarify and strengthen them for workers and

22   consumers.  California's personal data is being repurposed

23   every day to train automated decision-making technologies,

24   and we applaud the California Privacy Protection Agency for

25   applying its expertise and leveraging its authority to
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 1   provide Californians with basic transparency and recourse

 2   via this rulemaking.

 3             The US workplace is rapidly becoming a major site

 4   for the deployment of AI and other digital technologies, and

 5   that is a trend that will only escalate going forward.  Full

 6   coverage by the CCPA is a critical first step to ensure that

 7   California workers have the tools necessary to advocate for

 8   their rights in the 21st century data-driven workplace.

 9             These are very difficult issues and we recognize

10   that California's leading the way in crafting regulations to

11   address them.  So, again, I think -- I would like to thank

12   everyone that's involved in drafting these regulations for

13   your work and for the opportunity to speak today.

14            MS. MARZION:  Thank you.

15             Kara Williams, I'm going to unmute you at this

16   time.  You'll have three minutes, so please begin as soon as

17   you're ready.

18            MS. WILLIAMS:  Hello?  Can you hear me.

19            MS. MARZION:  Yes, we can hear you.

20            MS. WILLIAMS:  Okay.  Great.  Thank you.  Hello, my

21   name is Kara Williams and I'm a lawyer at the Electronic

22   Privacy Information Center or EPIC.  EPIC is an independent

23   research and advocacy center focused on protecting privacy

24   in the digital age.

25             I'd like to start by commending the agency's work
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 1   to protect the privacy of Californians from data harms

 2   connected to automated decision-making technologies.  The

 3   draft regulations are a vital part of protecting the rights

 4   of Californians because these ADMTs are increasingly being

 5   used in high stakes decisions about people's lives and

 6   wellbeing, including important decisions about housing,

 7   employment, and healthcare.

 8             Today, I'd like to focus on one crucial feature of

 9   risk assessments under the draft regulations, transparency.

10   First, risk assessment transparency is in the best interest

11   of both Californians and the agency itself.  Making risk

12   assessment information public can make agency enforcement

13   more effective by enabling advocates, academics, and other

14   interested parties to support the agency's review of risk

15   assessments.

16             Making this information public by default can

17   reduce the administrative costs of fielding California

18   Public Records Act requests or related lawsuits.  And risk

19   assessment transparency itself can be an effective incentive

20   for businesses to proactively improve their own data

21   practices, and can prevent a race to the bottom that harms

22   California consumers.

23             Second, risk assessment transparency aligns with

24   core features of both California law and the California

25   Constitution.  Article 1 of the California Constitution
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 1   enshrines the people's right of access to information

 2   concerning the conduct of the people's business.  And the

 3   agency's proposed risk assessment requirements fall squarely

 4   within the ambit of the people's business.

 5             Businesses are obligated to complete risk

 6   assessments to determine whether the risks to consumer's

 7   privacy from the processing of their personal information

 8   outweighs the benefits to the consumer, the business, other

 9   stakeholders, and the public.  These risk assessments are

10   completed for the purpose of regulatory compliance and

11   disclosure, not for private economic growth.

12             This is particularly important because the risk

13   assessments are not, nor should they be, trade secrets under

14   the California Uniform Trade Secrets Act.  Finally, much of

15   the information that must be included in risk assessments

16   under the agency's draft regulations is already meant to be

17   public under the CCPA.

18             Under the CCPA's notice that collection

19   requirement, for example, businesses must directly inform

20   consumers of the purpose for data collection, the categories

21   of personal information, the business plans to collect, and

22   the business' data retention plan.  All of which map onto

23   the first three categories of information required under the

24   CCPA's risk assessment requirement, as well as the entirety

25   of what is required for the abridged risk assessments.
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 1             Centering transparency and regulating automated

 2   decision-making technologies is key to protecting

 3   California's rights in the digital age, and the agency

 4   should vote to advance these important regulations.

 5             Thank you for your time today, and EPIC looks

 6   forward to continuing to be a resource for the agency.

 7            MS. MARZION:  Thank you.  And it looks like we have

 8   an audience member who'd like to speak.

 9            MS. KIEFFER:  Good morning.  There we go.  Good

10   morning, Board members.  My name is Tasia Kieffer and I'm

11   here on behalf of the Los Angeles County Business

12   Federation, also known as BizFed.  BizFed is composed of

13   over 245 diverse business organizations, representing

14   420,000 employers and 5 million employees across Southern

15   California.  Thank you for allowing public comment today.

16             The business community understands the importance

17   of having consumer protection guardrails in place as

18   technology continues to rapidly develop and expand.  We also

19   understand that the CPPA's intent with the proposed

20   regulations is to ensure that consumer privacy remains a

21   primary focus as new technologies are developed, but

22   California cannot afford to get this wrong.

23             We ask the CPPA pause and align its work with

24   comprehensive AI legislation from the state legislature per

25   governor Newsom's directives to avoid exceeding its mandate
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 1   and ensure regulations serve Californian's effectively.

 2   Advancing these regulations as they are now is premature and

 3   detrimental to the public and small businesses.

 4             In fact, according to the CPPA's own impact

 5   assessment, highlights projected negative macroeconomic

 6   impacts over the next 12 years in California.  It states, "A

 7   staggering $31 billion in direct cost to businesses, $50

 8   billion shortfall in investments, a $27 billion loss in

 9   gross state product, and the loss of over 98,000 jobs just

10   in California." Yet there is no empirical data provided in

11   the impact assessment showing tangible benefits from these

12   regulations, only theoretical ideas.

13             Additionally, what may be more concerning is that

14   the CPPA's economic impact assessment also found that out of

15   the businesses identified who must comply with the rules, 66

16   percent of them are small businesses, many of which will not

17   be able to afford the cost to comply.

18             California already faces a $68 billion deficit.

19   These rules threaten to deepen that deficit by constraining

20   businesses and weakening state income.  These rules will

21   burden employers that use ADMT in hiring, work allocation,

22   compensation, and other significant employment decisions.

23             Many small businesses use ADMT for marketing to

24   new consumers.  However, these businesses will face a

25   revenue loss due the inability to monetize website traffic
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 1   as stated in previous public comments here today, Specific

 2   industries such as finance services, housing, insurance,

 3   education, and criminal justice are directly targeted.  New

 4   consumers -- excuse me.

 5             Meanwhile, government and public agencies like

 6   yourself do not have to -- are exempt from complying with

 7   the rules that you are setting forth today.  And,

 8   respectfully, we requested the agency collaborate with the

 9   business community to develop balance regulations that

10   safeguard privacy without stifling innovation or economic

11   growth.

12             Board members, please know that our door is open

13   for meaningful dialogue and collaboration to ensure

14   California gets this right for its businesses, economy, and

15   people.  Let me remind you that business is what makes

16   California work.  Thank you.

17            MS. URBAN:  Thank you very much, Ms. Kieffer.

18             The Board needs to take a short break.  We will

19   return to public comment as soon as we are able to do that.

20   Can we take 10 minutes and come back at 10:34?  Thanks so

21   much.

22                              (RECESS)

23            MS. URBAN:  Good morning again, everyone.  Welcome

24   back.  Thank you for letting us take some time for a break.

25   I think that's the problem with filling ourselves for lots
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 1   of comments with lots of coffee.  And with that, I would

 2   like to return to Ms. Marzion and the queue.

 3            MS. MARZION:  Thank you.

 4             Dalton Cline, I'm going to unmute you at this

 5   time.  You'll have three minutes, so please begin as soon as

 6   you're ready.

 7             Dalton Cline, please begin as soon as you're

 8   ready.

 9            MR. CLINE:  My hand was just up from last time.

10   Sorry.

11            MS. MARZION:  Okay.  Thank you very much.

12             Carmen Comsti, I'm going to unmute you at this

13   time.  You'll have three minutes.  Please begin as soon as

14   you're ready.

15            MS. COMSTI:  Good morning and thank you, Chair

16   Urban and the Board.  I'm Carmen Comsti, lead regulatory

17   policy specialist with the California Nurses Association

18   National Nurses United, the largest labor union of RNs in

19   California, representing over 100,000 RNs in the state.

20             CNA urges the agency to advance the draft ADMT

21   rule to formal rulemaking and to ensure that the rule is

22   strengthened to ensure the strongest protections for workers

23   and consumers.  Healthcare employers are increasingly using

24   automated patient monitoring technology and clinical

25   decision-making algorithms that automate deskill and devalue
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 1   the work of nurses.

 2             The use of automated tools in clinical prediction

 3   and assessment leaves patients without the human to human

 4   relationship, that is the basis for nursing, undermining

 5   nurses professional judgment, and threatening both patient

 6   and worker safety.

 7             Clinical ADMTs feed into healthcare employers

 8   algorithmic management systems, and can result in increased

 9   workloads, dangerous understaffing, and heightened pressure

10   by management to work faster than is safe for patients and

11   workers.

12             As nurses, CNA members adhere to the precautionary

13   principle, which we urge the agency to use as it develops

14   its ADMT regulation.  The precautionary principle means that

15   the agency should ensure that ADMTs are proven safe,

16   equitable, and will not result in harm before they are

17   deployed.

18             It is the role and responsibility of this agency

19   as authorized by statute to develop protections against

20   harms from ADMTs.  Your regulations must be drafted broadly

21   to ensure pre-market testing and regulatory approval of any

22   new technology before they are deployed, and with ongoing

23   monitoring to ensure that they are safe, effective, and

24   equitable.

25             There must be clear red lines established around
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 1   the use of these tools to ensure that they do not replace

 2   nurses or other workers' judgment, and do not put patients

 3   and consumers at risk.  As others have commented, there must

 4   be clear and robust opt-outs for workers and consumers.

 5             The burden of demonstrating safety should rest

 6   with employers and developers, not patients and their

 7   caregivers, not working families and essential workers.  If

 8   CPPA does not move forward with rulemaking today, it will

 9   have a cost for workers and consumers, their lives and their

10   livelihoods as harmful ADMTs expand rapidly.

11             Without regulatory protections, developers and

12   deployers are shifting the burden of identifying unsafe and

13   harmful ADMTs onto workers and consumers.  However, these

14   corporations are the ones that seek to profit off the use of

15   ADMTs, and are pushing the proliferation of these

16   technologies before regulations can be adopted.

17             It is important that rulemaking is started today.

18   Formal rulemaking can ensure that the agency, like other

19   California processes can have robust discussion and

20   analysis.  Starting the rulemaking process is the beginning,

21   not the end of the discussion.  Thank you so much and we

22   look forward to working with you all more.

23            MS. MARZION:  Thank you.

24             Clint Olivier, I'm going to unmute you at this

25   time.  You'll have three minutes to make your comments, so
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 1   please begin as soon as you're ready.

 2             Clint Olivier, please begin as soon as you're

 3   ready.

 4            MR. OLIVIER:  Yeah.  Thank you very much to the

 5   Board for this opportunity to speak this morning.  My name

 6   is Clint Olivier, and I'm the CEO of the Central Valley

 7   Business Federation or BizFed for short.  We're a grassroots

 8   alliance of over 75 businesses and organizations,

 9   representing 30,000 diverse employees and over -- businesses

10   and over 400,000 employees here in the Central Valley from

11   Kern up to Madera County.

12             Many of my members have been leaders in the

13   technology industry and pride themselves on job creation and

14   entrepreneurship.  They're also advocates for the safe and

15   responsible use of artificial intelligence.  Now, we believe

16   -- our Board believes that the proposed regulations by this

17   agency to create new overarching regulations are detrimental

18   to many of the small and medium sized businesses that I

19   represent.

20             Additionally, they go beyond the scope and mission

21   of protecting consumer data.  We collectively have a couple

22   of major concerns about the CPPA's economic impact -- excuse

23   me, economic impact on 66 percent of the 66,000 businesses

24   they identified as being impacted, those being the small

25   businesses that are the backbone of our economy.
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 1             From the CPPA's risk assessment, the estimated

 2   costs in the first year of annual ADMT requirements,

 3   cybersecurity audits and risk assessments will be more than

 4   1.2 billion, and more than 900 million year after year.

 5   We're also concerned about the CPPA anticipated negative

 6   impacts on the overall California economy after implementing

 7   these suggested regulations.

 8             All their calculations are from 2022, so we

 9   anticipate there are -- they're a little lower given natural

10   inflation our state and nation are dealing with.  The CPPA

11   anticipates a negative $31 billion in direct impact costs

12   and profit margins to businesses.  They also anticipate an

13   investment shortfall of an additional negative 50 billion.

14             Now, over the next 10 to 12 years, they project a

15   net loss of nearly 100,000 jobs while our state already has

16   the second highest unemployment in the country at 5.3

17   percent according to the US Bureau of Labor Statistics.  And

18   that's from last month.

19             Lastly, the CPPA projects a loss of $27 billion in

20   our gross state product, which will ultimately weaken our

21   total economic output production.  We are already $68

22   billion, as we all know, in a deficit here in the State of

23   California.  And our membership -- our Board is asking that

24   we do not make a bad situation worse.

25             Thank you so much for the opportunity to speak.
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 1            MS. MARZION:  Thank you.

 2             Keilen Fong, I'm going to unmute you at this time.

 3   Please begin as soon as you're ready.  You'll have three

 4   minutes.

 5            MR. FONG:  Hi, can you hear me.

 6            MS. MARZION:  Yes.

 7            MR. FONG:  Good morning, Chair and Board members.

 8   My name is Keilen Fong and I'm representing the CalAsian

 9   Chamber.  I'm participating today on behalf of small to

10   medium sized minority and AAPI owned businesses who would be

11   negatively impacted by these draft regulations.

12             The businesses we represent are already dealing

13   with the pressures of rising inflation costs and supply

14   chain demands.  They should not be further burdened by

15   unnecessary regulatory actions, as they do more harm to the

16   businesses themselves than help consumers.

17             The financial harm is underscored in the agency's

18   own economic impact assessment called the standardized

19   regulatory impact assessment, which estimates these

20   regulations will cost businesses more than $3.5 billion.

21   Independent financial analysis conducted by the California

22   Chamber says that the number is actually far lower than what

23   it would be realistically.

24             This is frustrating for businesses, particularly

25   since the goal of these regulations is to -- is supposed to
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 1   be -- to help businesses comply with the CPPA, not bankrupt

 2   them.  Of particular concern to our retail businesses is the

 3   regulation that would create a consumer right to opt-out of

 4   automated decision-making tools used for consumer profiling.

 5   Allowing consumers this opt-out limits e-commerce

 6   businesses' ability to advertise to their own customers,

 7   which is not the goal of the underlying policy.

 8             It also creates confusion for businesses that will

 9   have to create different processes for customer interaction

10   without a compelling consumer reason for this added expense.

11   The scope of these regulations is broad and ill-defined, a

12   point validly raised by CPPA Board Member Mactaaggart during

13   the last Board meeting.

14             We are frustrated that the agency staff has failed

15   to make any changes to the draft regulations to address

16   these very legitimate and widely shared concerns.  We

17   believe the Board should pause, listen to our feedback,

18   narrow the regulations to the law's core purpose, and

19   conduct a thorough economic analysis be more -- before

20   moving forward with regulations.  Thank you.

21            MS. MARZION:  Thank you.

22             Ryan Allain, I'm going to unmute you at this time.

23   You'll have three minutes to make your comments, so please

24   begin as soon as you're ready.

25            MR. ALLAIN:  Hi.  Thank you.  Good morning.  My
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 1   name is Ryan Allain.  I'm speaking on behalf of the

 2   California Retailers Association.  I'm here today on behalf

 3   of our members, which range in size from national brands to

 4   the small and medium retailers across the country and across

 5   our state, to remind the Board that these draft regulations

 6   are not just going to hit big tech companies, but they'll

 7   have a very real impact on a wide swath of California

 8   businesses, which are already reeling from post pandemic

 9   recovery, disrupting supply chains, inflation, high energy

10   costs, and a significant organized retail theft.

11             The Board's own -- as mentioned before, the

12   Board's own standardized regulatory impact assessment

13   estimates of the costs of the regulations on businesses in

14   California would be more than 3.5 billion.  This is even

15   more concerning that the regulations are outside the scope

16   and it's what is necessary for the agency to add clarity for

17   businesses to comply with CCPA, which is supposed to be the

18   goal.  Instead, these regulations are essentially

19   legislating the creation of brand new consumer rights that

20   will have significant impact on California's economy and

21   state budget, all without oversight of the legislative

22   process.

23             Although we provided detailed feedback regarding

24   our concerns with many of the regulations earlier this year,

25   given the time constraints, we'd like to emphasize one draft
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 1   regulation in particular that will have an outsized impact

 2   on the retail industry, the regulation that would create a

 3   consumer right to opt-out of automated decision tool making

 4   for consumer profiling.

 5             CCPA is about giving consumers control over

 6   business selling or sharing their data with others.  It's

 7   not about limiting the ability of businesses to advertise

 8   for their own customers.  These regulations take a long --

 9   completely different direction as what is written in

10   statute, and was approved by the voters.

11             The California businesses -- a California business

12   losing the ability to customize ads for their own customers,

13   as previously mentioned, will result in revenue that the

14   agency has not considered, e-commerce marketplaces that

15   suggest products to their own customers based on past

16   purchases, a common practice will have to redesign their

17   platform and account for two different user experiences.

18             This regulation will also create confusion for

19   businesses rather than streamline compliance.  What happens

20   if a customer opts out of the decision-making tool,

21   automated decision-making profiling, and the ability to show

22   custom first party ads, but does not opt-out of cross

23   contextual behavioral ads?  This confusion will be

24   frustrating to consumers and costly for businesses to

25   navigate compliance.
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 1             As previously mentioned as well, we thank the

 2   Board Member Mactaggart for raising these concerns, this

 3   staggering scope.  We have been discouraged to learn that

 4   the agency staff has declined to take any of his concerns or

 5   industry feedback from past hearings into consideration.

 6             In conclusion, we ask the Board not approve the

 7   draft regulations at this time, and that instead it conduct

 8   a more thorough economic evaluation and submit a revised

 9   narrow draft of regulations prior to proceeding to form of

10   -- formal rulemaking.  Thank you.

11            MS. MARZION:  Thank you.  Madam Chair, I'm not

12   seeing any other hands raised online at this time, but I

13   believe we have an audience member who'd like to make a

14   public comment.

15            MR. CANETE:  Thank you.  Good morning, CPPA Board

16   members.  Julian Canete with the California Hispanic

17   Chambers of Commerce, which is comprised of over 130 Latino

18   and diverse chambers throughout California, representing not

19   only the over 800,000 Hispanic owned business, but diverse

20   businesses across the state.

21             On behalf of our membership, I have a couple of

22   key points I would like to highlight for you this morning.

23   Let me start with an ask.  Respectively, we are asking that

24   CPPA rethink the findings of the standardized regulatory

25   impact assessment before it votes to move any of the
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 1   regulations today.  3.5 billion in initial implementation

 2   costs with ongoing costs of 1 billion for the next 10 years

 3   is a real number that many of our small and diverse

 4   businesses represent -- that we represent, too many of our

 5   businesses.

 6             California is facing potentially double digit

 7   billion deficit in 2025, and the cost of CPPA regulations

 8   can only make that number worse.  Second, nothing in

 9   Proposition 24 authorizes regulation of AI by the CPPA.  Let

10   me read part of Governor Newsom's veto message of SB 1047

11   this year.  "I'm committed to working with the legislature,

12   federal partners, technology expert, ethicist, and academia

13   to find the appropriate path forward, including legislation

14   and regulation, given the stakes protecting against actual

15   threats without unnecessarily thwarting the promise of this

16   technology to advance the public good.  We must get this

17   right."

18             We are asking CPPA to remove AI from the ADMT

19   regulations.  It does not belong there.  And AI is coming

20   back to the legislature in 2025.  So getting ahead of them

21   is pointless and adds unnecessary costs for businesses.  Let

22   me paint a picture of what AI could look like from where we

23   -- where we stand.  CPPA adopts an AI regulation in 2024.

24   Implements in early 2025.  The legislature passes the

25   conflicting AI legislation in late 2025.  Our business
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 1   owners will now have to spend unnecessary money to undo

 2   compliant -- to undo CPPA compliance.

 3             Finally, in theory and as CPPA interprets its

 4   regulations, the CPPA regulations do not affect our members

 5   because they only affect big companies.  In real life, this

 6   is not true.  When business is impacted by this regulation,

 7   leave California, it will land on us and not any of you.

 8             Respectively, we think a prudent approach is to

 9   advance the cybersecurity and risk assessment regulations,

10   and to collaborate with the -- with Governor Newsom and the

11   legislature on ADMT and AI.  Thank you.

12            MS. MARZION:  Thank you.

13             Gilbert Lara, you -- I will unmute you at this

14   time.  You'll have three minutes.  Go ahead and start when

15   you're ready.

16            MR. LARA:  Good morning, Board members.  My name is

17   Gilbert Lara on behalf of Biocom, California.  Biocom

18   California is a nonprofit organization representing over

19   1800 life sciences companies and resource institutions

20   across the state.  Our industry's committed to protecting

21   private privacy and maintaining robust data security.

22             However, we're concerned about the scope and

23   potential consequences of the proposed draft regulations

24   regarding ADMT, which risk going well beyond CPPA's

25   mandates.  Firstly, the ADMT requirements go beyond typical
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 1   privacy protections and into areas of broader AI regulation,

 2   raising concerns about regulatory overreach.

 3             By requiring detailed disclosures and opt-out

 4   options for ADMT, the draft proposals could complicate

 5   essential life sciences processes, such as clinical trials

 6   and personalized medicine.  ADMT helps us match patients to

 7   clinical trials and tailor treatments effectively.  However,

 8   these requirements may introduce delays and diminish the

 9   efficiency of these critical systems.

10             Allowing opt-outs for ADMT is clinic, and clinical

11   settings could lead to less precise treatments and potential

12   delays in patient care.  Secondly, the requirement for

13   annual cybersecurity audits could add significant burdens,

14   particularly for smaller firms.  These audits require

15   extensive documentation and independent assessments,

16   overlapping with existing federal standards without clear

17   additional benefits for consumers.

18             For many life science companies, especially

19   startups, the costs tied to these audits may shift resources

20   from research and development to compliance, which could

21   slow down progress and new therapies.  Lastly, the proposed

22   privacy risk assessments and post heavy administrative

23   requirements, creating layers of paperwork without

24   measurable privacy gains.

25             Each assessment mandates 9 topics with 32
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 1   sub-components, which creates compliance challenges that

 2   distract from core operations and the life sciences.  Such

 3   complexity not only places an undue burden on companies, but

 4   also risks confusing consumers and overstepping into general

 5   AI regulation, which exceeds the authority granted by

 6   California voters.

 7             We urge the Board to reconsider advancing these

 8   regulations in their current form.  Life sciences are

 9   crucial to California's economy and to advancing healthcare.

10   We ask the agency to collaborate with industry stakeholders

11   and legislators to ensure these regulations protect privacy

12   without stifling life-saving innovations.  Thank you.

13            MS. MARZION:  Thank you.

14             You'll have three minutes.  Go ahead and begin.

15            MS. PADRON:  Thank you.  Good morning, Chair and

16   Board members.  My name is Naomi Padron and I'm here on

17   behalf of the Computer & Communications Industry

18   Association, CCIA, which is a not-for-profit International

19   trade association with members from a broad cross section of

20   technology and communications firms.

21             We appreciate the opportunity to share our

22   perspective on the current draft, as we believe that the

23   agency has incorporated minimal industry feedback, which is

24   critical to crafting effective and balanced regulations.

25   While we have several outstanding concerns with the current

0080

 1   draft, as outlined in our January letter to the agency, the

 2   provisions regarding automated decision-making tools deserve

 3   particular attention.

 4             Our primary concern is the proposed regulation

 5   allowing consumers to opt-out of automated decision-making

 6   tools for profiling.  This could severely impact business'

 7   ability to conduct first party advertising to their own

 8   customers.  For example, platforms would need to redesign

 9   their systems to exclude certain users from personalized

10   recommendations based on past purchases, which goes well

11   beyond the scope originally agreed upon in CCPA.

12             At its inception, the primary agreement behind

13   this omnibus privacy law was that businesses could continue

14   using data from their own customers to improve the products

15   they offer consumers with the understanding that no private

16   right of action would be imposed.  Likewise, CCIA is

17   concerned that the regulation may allow consumers to opt-out

18   of having their data used in automated decision-making tool

19   training.

20             This would hinder covered entities from developing

21   their own ADMT applications internally, restricting their

22   ability to create products and strengthen internal privacy

23   mechanisms for consumers.  For example, automated fraud

24   detection tools may rely on valid customer data in the --

25   their development, data which the proposed regulation would
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 1   limit access to.

 2             Additionally, the agency's economic analysis

 3   estimate that implementing these remaining regulations for

 4   California businesses would cost around 3.4 billion.  This

 5   along with the potential for these proposed regulations to

 6   undermine California's leadership in artificial intelligence

 7   is concerning.

 8             CCIA believes that the proposed regulation exceeds

 9   the agency's statutory authority.  The emphasis should be on

10   crafting a balance and effective privacy law rather than an

11   executive agency establishing rules that far exceed the

12   legislation's original intent.

13             We're happy to provide more specific information

14   and assist in refining the language on these key issues if

15   needed.  Thank you for your time and your consideration of

16   these comments.  We look forward to working with you.  Thank

17   you.

18            MS. MARZION:  Thank you.  Go ahead.  Next speaker,

19   you'll have three minutes.  Begin when you're ready.

20            MR. FRAZIER:  Thank you.  Good morning.  Thank you

21   for the opportunity to testify on the agency's draft

22   proposed regulations to implement the CPRA of 2020, and the

23   proposed data broker regulations.  My name is Travis

24   Frazier, and I'm the senior manager of government relations

25   for the Association of National Advertisers.
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 1             Before I begin, the ANA and its members believe

 2   that protecting consumer privacy is of paramount importance.

 3   However, if the draft regulations become final, consumers

 4   will be severely affected through the loss of access to

 5   products and services they value, rely upon, and enjoy

 6   today.

 7             The following list is not exhaustive, but outlines

 8   several important issues for the agency to consider.  First,

 9   the proposed regulations would establish broad definitions

10   of automated decision-making technology and AI.  This could

11   lead to significant confusion and operational challenges.

12             The agency should reevaluate the breadth of these

13   proposed definitions, or alternatively, if the agency elects

14   to move forward with a definition that would cover

15   practically all automated processing, it should scope the

16   applicability of its rule solely to automated processing

17   decisions that produce legal or similarly significant

18   effects concerning a consumer.

19             Second, the agency's proposed opt-outs related to

20   behavioral advertising, ADMT and AI, can negatively impact

21   businesses that rely on data to improve products and reach

22   audiences.  The draft regulations would create entirely

23   novel opt-out rights for uses of ADMT for extensive

24   profiling and behavioral advertising.

25             The CCPA itself does not envision such an opt-out,
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 1   nor does it provide the agency with the authority to create

 2   one.  Such a regulation would extend well beyond the meaning

 3   and intent of the CCPA.  In addition, the proposed

 4   regulations would create opt-outs for uses of data to train

 5   AI and ADMT.  This kind of opt-out would significantly

 6   hinder businesses from developing their own ADMT

 7   applications and improving products and services for

 8   consumers benefit.

 9             Now, with regard to the proposed data broker

10   regulations, the agency's proposed updates to the state's

11   data broker definition could classify -- could classify

12   nearly every entity doing business in California as a data

13   broker.  This proposed definition of direct relationship

14   would render the state's data broker registry meaningless by

15   including virtually every business in its scope.

16             This approach directly conflicts with the stated

17   legislative intent of the data broker registry statute, as

18   well as the subsequently enacted Delete Act that builds upon

19   the registry law.  Second, the agency has not established a

20   clear process for verifying consumer and authorized agent

21   requests made through the DROP.

22             The agency should require agents provide signed

23   proof of authority, and should require consumers to directly

24   confirm with the agency that they have authorized an agent

25   to act on their behalf.  Additionally, agents should be
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 1   prohibited from self certifying their authority to act and

 2   should be required to obtain informed consent from consumers

 3   before submitting requests through the DROP.

 4             Thank you for the opportunity to speak to you

 5   today, and we look forward to continuing to work with you

 6   throughout this process.

 7            MS. MARZION:  Thank you.  You'll have three

 8   minutes.  Go ahead and begin when you're ready.

 9            MR. SINGLETON:  Great.  Good morning, CPPA Board

10   members and staff.  My name is Robert Singleton, and I'm the

11   senior director of Policy and Public Affairs for the

12   California and US West region at Chamber of Progress.  We

13   are a tech industry association supporting public policies

14   to build a more inclusive country in which all people

15   benefit from technological leaps.

16             I'm here today to urge you to revise your approach

17   and set aside this well-intentioned but ultimately flawed

18   proposal to regulate automated decision-making tools, which

19   exceeds the legislature's directive for an agency charge

20   with creating privacy rules and stands to harm consumers and

21   innovation alike.

22             The expensive proposal conservatively estimated

23   cost California businesses over $3 billion could create

24   opt-out rights where AI is not actually making decisions.

25   Allowing customers to opt-out of automated decision tools
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 1   for consumer profiling creates a complex, potentially

 2   unworkable policy environment.  Consumer profiles allow

 3   platforms to display relevant and interesting products to

 4   consumers.

 5             More specifically, these profiles undergird online

 6   advertising, enabling platforms deliver informative ads for

 7   consumers.  This is the most acute and large online

 8   marketplaces where small businesses are able to sell goods

 9   directly to people.  With so many products competing for

10   consumer intention, relevant advertising allows small

11   businesses to reach consumers who may otherwise not

12   encounter the products.  This enhances welfare for

13   consumers, marketers, and platforms alike.

14             The proposed draft rules, consumer has a right to

15   opt-out of ADMT training data, are similarly overreaching

16   and problematic to implement.  Training is not in of itself

17   a high risk endeavor, but regulating as such will slow the

18   improvement in AI in California.

19             California companies utilize AI models to improve

20   their product offerings.  Often, these are internal

21   non-consumer facing applications where the consumer facing

22   impact is minimal or even non-existent.  But they serve an

23   important process or a certain purpose, allowing -- such as

24   allowing product testing, continuous product improvement,

25   and moreover, training is not in of itself a high risk
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 1   activity.

 2             But granting an opt-out would require additional

 3   processing of consumer data since developers would need to

 4   identify them during training at odds with the agency's

 5   mandate to self-guard privacy.  Here again, the CPPA is

 6   effectively legislating how companies operate their internal

 7   tools.

 8             We commend the CPPA for automated decision-making

 9   -- or for making this effort.  The current proposal adds

10   substantial regulatory and compliance burdens to California

11   startups without obviously advancing consumer privacy, and

12   as discussed, may undermine it.

13             But the matter under consideration is tantamount

14   to legislating AI in California.  Legislation -- legislature

15   considered but did not adopt comparable policy during the

16   recent session.  These reasons, we urge you to set aside

17   this well intention but flawed proposal related to automated

18   decision-making tools.  Thank you.

19            MS. MARZION:  Thank you.

20             Madam Chair, I'm not seeing any additional

21   commenters at this time.

22            MS. URBAN:  Thank you very much.  With that, we

23   will move to Agenda Item number 3, which is discussion and

24   possible action to advance draft regulations to formal

25   rulemaking for updates to existing regulations, insurance,
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 1   cybersecurity audits, risk assessments in automated

 2   decision-making technology.

 3             I would ask you to turn your attention to the

 4   materials for this -- for this agenda item, and which will

 5   be presented by our CPPA general counsel, Phillip Laird, and

 6   senior privacy counsel and advisor, Lisa Kim, and CPPA

 7   attorneys, Kristen Anderson and Neelofer Shaikh.  Good

 8   morning, everybody.  We would like to hear from you then the

 9   Board will discuss.  Mr. Laird, please go ahead.

10            MR. LAIRD:  Good morning to the Board members, and

11   thank you to all the members of the public that have

12   submitted comment already this morning.  As was mentioned

13   before the Board are three documents today, a cover memo

14   that includes staff's recommendation about -- for the Board

15   to advance the proposed regulations to formal rulemaking.

16             Also, the draft text to the proposed regulations,

17   which update the existing CCPA regulations, clarify when

18   insurance companies must comply with the CCPA,

19   operationalize requirements for cybersecurity audits and

20   risk assessments, and operationalize consumers' rights to

21   access and opt-out of business' use of automated

22   decision-making technology or ADMT.

23             Additionally, we've also included the Initial

24   Statement of Reasons, which explains the purpose and

25   necessity of each of the proposed regulations in the draft
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 1   text.  And since the Board last saw the draft text in the

 2   ISOR in July 2024, the ISOR has been modified to incorporate

 3   now the standardized regulatory impact assessment or

 4   sometimes called SRIA shorthand.

 5             As you're aware, the SRIA is the formal economic

 6   assessment of the proposed regulations.  It outlines their

 7   costs and benefits, as well as the costs and benefits of

 8   potential alternatives.  As was required, under the

 9   Administrative Procedures Act, staff did submit this SRIA to

10   the Department of Finance for their review in August of this

11   year and received DOF's feedback in September.

12             In short, DOF or the Department of Finance,

13   generally concurred with the methodology used in the SRIA,

14   and they only requested additional explanations from the

15   economists about a few of the macroeconomic impacts

16   identified in the SRIA, which our economists have worked to

17   resolve.

18             The other modifications to the documents include,

19   we have removed Section 7005, which addressed the consumer

20   price index increase.  And this is because legislation was

21   passed earlier this year, that essentially implemented that

22   same requirement, obviating the need for regulations.

23             We also provided detail on proposed regulations,

24   benefits, addressed regulatory alternatives, and provided a

25   list of materials relied upon.  The draft text of the

0089

 1   proposed regulations and the ISOR are informed by several

 2   years of preliminary rulemaking activities, including

 3   hundreds of comments received, provided to the agency in

 4   writing and orally at various board meetings, public

 5   stakeholder sessions, and in response to two separate

 6   invitations from the agency for comment on the topics of the

 7   proposed regulations.

 8             So today, staff recommends that the Board advance

 9   the proposed regulations to formal rulemaking, which will

10   provide the public with a formal opportunity to provide

11   written and/or comments to the agency on the proposed

12   regulations.  After receiving public comments, the Board

13   will have additional opportunities to discuss and even

14   potentially update the proposed regulations.

15             So to be clear, and I think at least one commenter

16   made this point, beginning formal rulemaking today would

17   really just be the beginning of the process and would by no

18   means be the adoption of the draft regulations presented

19   today.  And in fact would allow for a formal opportunity for

20   everybody to comment.

21             We understand people are here today commenting on

22   this topic already, which is great, but the benefit in my --

23   from my perspective of the Administrative Procedures Act, as

24   it gives a uniform approach where everybody can have an

25   opportunity to provide comments on these -- on these draft
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 1   regulations.

 2             So with that all said, my team and I stand ready

 3   to answer any questions from the Board, but otherwise we'll

 4   turn it over to you, Chair, for facilitating discussion.

 5            MS. URBAN:  Thank you very much.  And, yes, thank

 6   you for all the commenters who've spoken so far today.  It's

 7   really helpful and I've heard some things that I've heard

 8   before and I heard some new things.  All of them are really

 9   useful as are the materials and comments that have been

10   submitted to us over the last two years during which we have

11   engaged in a very robust stakeholder process for staff and

12   the subcommittee that Mr. Le was on to develop these draft

13   regulations.

14             I want to be really clear about the question that

15   is before us today, and I want to be really clear what it

16   means for the process, and what it means for the draft

17   regulations and the form that they are taking today.  It may

18   be somewhat counterintuitive.  It was somewhat

19   counterintuitive to me until I thought it through, that

20   indeed, as one commenter said earlier, engaging in formal

21   rulemaking is the beginning of the process.

22             Now, we have done a lot of preliminary activities

23   which are unusual in their scope and length in order to best

24   inform where we start the process, but this is where the

25   process starts.  And what I mean by that is that it may be
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 1   somewhat counterintuitive, but it's actually easier for us

 2   to make changes to the regulations in the formal rulemaking

 3   process because the system is built for that.  It's set up

 4   for that.

 5             It allows us to take all of the research we have

 6   now, including the SRIA, and including all the research the

 7   staff has cited in the ISOR.  And those have gone into the

 8   draft regulations as they are.  But in the formal rulemaking

 9   process, we can accept, for example, some of the critiques

10   of the economic assessment, some of the survey -- the

11   consumer surveys that were mentioned, other studies, and we

12   can consider those and use them if we agreed that it was the

13   right thing to do to revise the regulations themselves.

14             Those of you who have been sort of consistent

15   Starworks stakeholders, and I appreciate you very much, will

16   know that in our last big rulemaking package we revised the

17   rules substantially during the formal rulemaking process.

18   It is actually the best time to do that, and indeed process

19   wise, it is the only realistic time to do that.

20             I appreciate that a couple of commentators would

21   like us essentially to just start over.  I would like to

22   remind those commentators and everyone else as well that we

23   are legally mandated to have rules on opt-outs for automated

24   decision-making, including profiling, on risk assessments,

25   and on cybersecurity audits.
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 1             And it is public record that we have in fact been

 2   sued on a theory that we have been too late in promulgating

 3   these regulations.  So this is not a question of us just

 4   deciding to do this.  This is a question of us being

 5   mandated to do it.

 6             The form the regulations take is of course very

 7   much something that needs to have broad input as we have had

 8   in which we continue to have.  And the best way for us to

 9   take into account the range of input in the form of the

10   language and the regulations themselves is to advance these

11   regulations to the formal rulemaking process.

12             So I want to be really clear, that that is the

13   only question before us today, and that what answering that

14   question in the affirmative means is that we have the

15   opportunity to work on the regulations in much more detail

16   than we have until we do that.  I -- that -- I just want to

17   be sure that that's clear for everybody.  And with that, I

18   would ask if Board members have comments.

19            MR. LE:  Yeah, I want to thank all of the

20   commenters that spoke today.  And that's exactly the type of

21   feedback that I think this -- these roles need.  You know, I

22   hear the concerns about behavioral advertising, and that's

23   impact on small businesses.  You know, the commenter who

24   talked about that makes it harder to run her small business

25   teaching woodworking, I think.
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 1             You know, I'm very empathetic and hear all of

 2   these, and I believe, you know, this is the input that I

 3   need to make a decision on what the final form -- we all

 4   need to make a decision what the final formulas regulations

 5   are.  You know, I see the regulations as they are now as

 6   privacy protective for consumers, protecting consumers the

 7   most.

 8             I imagine after seeing that SRIA and hearing all

 9   these comments from businesses, I imagine we'll have to

10   narrow it some -- at some level.  But where and what do we

11   strengthen will come from the comments in the formal

12   rulemaking process.

13             So, you know, I -- I'm very open to seeing these

14   regulations change and become a form that works for

15   businesses in California, but also for the folks from labor

16   who called in, the folks who work in healthcare, and the

17   other in education.  So I want to make sure that we get all

18   of that input, not just from the folks who could be here

19   today, but the folks who can write in and provide comment

20   through the formal rulemaking process.

21            MS. URBAN:  Thank you, Mr. Le.

22             Mr. Worthe, please.

23            MR. WORTHE:  Yeah, I've got a few things that I

24   would love some help with staff, or even other Board members

25   could respond to some of this.  I think some of you just
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 1   said share with -- answers some of my questions.  But,

 2   first, thanks for the comments and thank you especially to

 3   the folks that took the time and effort to come here in

 4   person.  I know that's not easy.  So I appreciate that.

 5             You know, a lot of the complaints that I'm hearing

 6   are coming from the business groups.  And one specific

 7   statement that was repeated is that, a question whether we

 8   even have the authority to proceed in the area of AI

 9   regulation.  So I'd love to get some feedback on that.

10             There's discussion about the timing of the

11   legislative process and whether or not we should be waiting

12   and whether or not we're coordinated with the governor's

13   executive order.  I'd love to have some feedback on that.

14   The question of whether or not you -- there's restrictions

15   on advertising to your own customers came up a few times.  I

16   need to understand that better because that -- as presented,

17   it seems like a pretty strange restriction, but I'm probably

18   not getting the whole picture.

19             You know, there is a -- there is a theory that

20   we're rushing ahead, although we've been at this for several

21   years, and there's 1,850 pages of comments.  So as much as I

22   appreciate that going forward is only the next step in

23   really starting the process, you know what comments are

24   coming.  We just heard two hours of them.

25             So how are we going to, you know, put different
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 1   why have those -- are those comments going to be addressed

 2   differently than they have in the past or are we going to be

 3   in the same place six months from now or a year from now

 4   with those groups having the same concerns of the

 5   regulations?  I think that's all I have right now.

 6            MR. LE:  Just one quick part of that.

 7            MR. WORTHE:  Please.  No, anyone can.

 8            MS. URBAN:  Mr. Le.

 9            MR. LE:  Oh, yeah.  Just on the the behavioral

10   advertising, I know we were talking about that, you know,

11   that was an idea to prevent people who don't want to be

12   profiled with their use of, like, say you're on Facebook and

13   you have a lot of information, there is a concern around how

14   that information could be used against you and targeting of

15   products, right.

16             And like vulnerable folks are targeted with

17   predatory products at times, so I see that.  But at the --

18   at the same time, I think we had a lot of comments coming in

19   saying like, that's not the agreement that was made.  And I

20   think I'm responsive to that.  But on the second part is on,

21   the governor's AI order was on generative AI.  I don't know

22   why folks keep conflating the two.  That was very much

23   focused on generative AI, and this is not.  These rules are

24   not focused on generative AI.  But I'll hand it off to

25   Alastair and that -- to answer.
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 1            MR. WORTHE:  Can I ask you a question back to on

 2   the first point.

 3            MR. LE:  Yeah.

 4            MR. WORTHE:  My view of those comments was not

 5   somebody taking information off of a social media

 6   application.  It was communicating with a customer that you

 7   already have.  That's what I heard.  If I heard it wrong or

 8   missed the --

 9            MR. LE:  Right.  So if you're a corporation saying

10   a bunch of different products, you have a lot of first party

11   information about someone's behavior, right?  The idea would

12   be someone would be able to opt-out of them using that to

13   target perhaps loans, educational opportunities, for-profit

14   colleges if they have that first party information around a

15   customer.  But that's their own information, not one.  And

16   perhaps that could --

17            MR. WORTHE:  Well, let me give a different example

18   because this is the way I interpret it.  Let's say I'm

19   purchasing goods from a company, or the restrictions I'm

20   focused on are their restrictions with my relationship with

21   them that I've already established.  That's what I'm looking

22   for.  Not them taking my information somewhere else, not

23   them selling it down.  Our relationship that we've created

24   already, that's what I was hearing.  Does that make sense?

25            MR. LAIRD:  Yeah, I'm happy to respond to that.

0097

 1   Again, I think the premise in the way the regulations are

 2   currently drafted is it sort of Board Member Le described,

 3   it would be that information that that business got from you

 4   because you were their customer.  But it's all the ways that

 5   they may be interacting with you and using that personal

 6   information to understand and essentially make -- draw

 7   conclusions about things you may want to do that you've

 8   never actually disclosed to that business, if that makes

 9   sense.

10             And I'd invite my, of course, astute colleagues if

11   there's anything more you'd want to supplement that with.

12            MS. SHAIKH:  Yes.  I think one other thing to

13   address, just with respect to your -- the idea of the

14   relationship between you and the business that could be

15   helpful here is, the regulations as they're drafted and

16   under the agency's authority, it would not be prohibiting

17   the use of that information.

18             Rather, it's that you as the consumer would be

19   able to opt-out of that specific use of your information to

20   advertise to you in that way.  And so it's akin to things

21   that we've seen in other contexts.  So if you don't want to

22   receive, you know, advertisements to your cell phone, if you

23   want to unsubscribe from email list, you get that control.

24   But it's not prohibited.  It's that you as a consumer get to

25   say, I don't want to be advertised to in this manner by this
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 1   business.

 2            MR. WORTHE:  That's very helpful.

 3            MS. URBAN:  I would also say that the way that I

 4   have read and I read the regulations as a board member who

 5   of course received them from staff and the subcommittee and

 6   read them is that the statute requires us to have opt-outs,

 7   including -- for -- including for profiling.  And the

 8   definition of profiling is quite broad and includes various

 9   sort of first party interactions.

10             And the current draft of the regulations happen

11   that, by only having opt-outs for extensive profiling, one

12   of which is for this kind of behavioral advertising as the

13   consumer's choice, as Ms. Shaikh was saying.  I've heard

14   this feedback as well a lot, and again, I think, you know,

15   informal rulemaking, we have this sort of procedural

16   opportunity to consider whether the way that it's cabined

17   now is appropriate.  We've also, of course, heard that it's

18   not cabined, that it's too cabined from some groups, or

19   whether there's another model, similarly, with using whether

20   people can opt-out for the use of their personal information

21   for training.

22             I think that's the kind of thing where I would be

23   really eager to hear more detail, both from the business

24   community -- for example, there was a gentleman earlier who

25   was talking about internal uses and things like that, so
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 1   that we could judge -- we could judge that particular way of

 2   deciding, you know, what in the ADMT universe we want to

 3   have consumers have the ability to opt-out of.

 4             Mr. Mactaggart.

 5            MR. MACTAGGART:  Thank you.  Well, at board

 6   meetings in last December, March, and most recently in July,

 7   I opposed these regulations.  I voiced concern about their

 8   overreach, their lack of privacy protection, and the high

 9   likelihood of legal challenges.  And at this point, the

10   scope remains unchanged.  And I believe this undermines

11   privacy rather than protecting it.

12             So I'm just going to unfortunately have to say my

13   peace that I wanted to say finally because I really feel

14   strongly about it.  So there's some good news.  I do think

15   the cybersecurity regulations are in good shape and will

16   benefit California.

17             `With respect to the risk assessments, I think

18   these proposed regulations will make the inclusion criteria

19   for risk assessments so broad that we will end up hurting

20   cause of privacy, not helping it.

21             The scope of these regulations effectively

22   mandates risk assessments for almost any business using

23   software.  This spread will hurt businesses and overwhelm

24   our agency with, I think, largely form paperwork,

25   diminishing our focus -- our ability to focus on
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 1   enforcement.  There's no chance we'll be able to review tens

 2   and tens of thousands of multi-page risk assessments at this

 3   stage with our current resources.

 4             So how are these regs too broad?  The risk

 5   assessment regs are too broad?  Well, just to provide some

 6   examples, the definition of artificial intelligence, AI, is

 7   essentially all software since materially all software,

 8   "generates outputs that could influence physical or virtual

 9   environments."

10             "Automated decision-making then includes

11   artificial intelligence and everything that substantially

12   facilitates human decision making." And the limiting factor

13   is only whether that technology was a key factor in a

14   human's decision making.

15             So as a result, our definition of ADM includes the

16   use of almost any computerized technology in a way that

17   describes how humans have used computers for 30 or 40 years.

18   This is almost nothing to do with some predictive algorithm

19   that tells your boss to fire you because you might get

20   pregnant.  That's creepy and that's bad.

21             So here are some examples that would help -- that

22   do help humans make decisions, whether that's a human

23   employed by the company, or by the way, the consumer,

24   because these regulations do not specify.  Since these can

25   affect a human's access to essential goods and services.
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 1             So, first, email and text.  These contain your PI,

 2   and obviously help people make decisions.  If you use email

 3   or text, please conduct a risk assessment.  Booking software

 4   at a restaurant or a barbershop, that triggers a risk

 5   assessment.  Listing notifications.  Let's say you sign up

 6   at a real estate agency for a list to alert you to new

 7   listings.  The human uses that list to upload a new listing

 8   and send out an update.  That triggers a risk assessment.

 9             Application tracking.  You're applying to some

10   school somewhere, and it sends you out notifications saying

11   you're missing some form here.  You haven't put in your

12   transcript.  Trigger the risk assessment.  Even the example

13   given in 7001 F4 proves this point, even though it's

14   actually a little confusing.

15             It says, spreadsheets are not AI, but use a

16   regression analysis.  It is AI.  So you're, I don't know, a

17   chain store and you're looking at what time to open your

18   stores and you use a spreadsheet to focus -- to figure out,

19   like you put this input, it's like, okay, what time does

20   these stores open?  And, you know, you use, let's say,

21   Excel's Solver function, which many of us have used.  That's

22   AI.

23             So that technology was introduced in 1990, but now

24   it'll require businesses to conduct a risk assessment.  And

25   I think this is statutory overreach.  1798, 185, 815
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 1   mandates risk assessments only for activities that pose a

 2   significant risk to privacy or security.  Privacy or

 3   security.

 4             Yet these regulations use ADM as the trigger.  But

 5   ADM is just a tool.  It does not inherently impact privacy.

 6   And it was specifically omitted from this paragraph when

 7   drafting the statute.  So if Mr. Soltani was here, he, when

 8   he was my consultant, when we were drafting it, convinced me

 9   to leave technology out of this statute.  So the statute

10   really doesn't mention any specific kinds of technology,

11   even like, for example, around security.  Because as his

12   point was, look, this is going to change over time.

13   Technology will change.  So don't get too focused on one

14   technology.

15             So the statute emphasizes the nature of the

16   activity, not the technology involved.  And one can make a

17   cogent argument that ADM is more privacy and security

18   friendly because there's no humans stealing or, you know,

19   snooping.

20             So my conclusions around risk assessments are,

21   one, we should focus on activity, not technology.  We should

22   limit risk assessments to high risk activities rather than

23   like some focus on some ADM Technology.  We shouldn't care

24   how a significant decision was arrived at, just that it was

25   arrived at.  And, by the way, my suggestion here is more
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 1   privacy protective, not less.

 2             We should -- secondly, we should define

 3   significant decisions more clearly.  We should -- we should

 4   remove the term access to from significant decisions and

 5   actually focus this -- focus on decisions where you end up

 6   denying someone essential services.

 7             We should clarify essential goods and services.

 8   We should specify what qualifies as essential to avoid

 9   unnecessary assessment.  Is an airline ticket an essential

10   service?  Is a dating app?  These are the regulations which

11   are supposed to provide clarity, and we should do that.

12             And then we should streamline compliance.  We

13   should provide a comprehensive list of acceptable

14   assessments from other jurisdictions to reduce duplication

15   and compliance costs.  With respect to ADM, these

16   regulations gives consumers the right to opt-out of ADM if

17   there is a significant decision or profiling.  But if a

18   business provides an appeal mechanism, then the business

19   does not have to offer the opt-out.

20             So that sounds straightforward, but it's not due

21   to the very broad definition of ADM, which is, again,

22   technology that processes PI and substantially facilitates

23   human decision making.  And, again, with the key decision --

24   the key factor in the human's decision.

25             So under these rules, consumers can opt-out of
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 1   even contextual ads.  One of the most privacy friendly

 2   advertising methods.  Privacy laws encourage contextual ads,

 3   yet these regulations would undermine that ship, potentially

 4   stalling a sector-wide effort to reduce intrusive data

 5   collection.

 6             Absolutely, these regs will allow you to stop

 7   using a consumer to tell the business to stop using first

 8   party ads to their own customers, which was never, and is

 9   not the intention of the bill.  We would -- just think about

10   it, we would be saying to consumers, if you opt-out, you're

11   never going to have to see an ad relating to a bank, a

12   hospital, a grocery store, insurance company, a healthcare

13   employment.  It's like seven -- I added up the different

14   sectors we're regulating, it's like 75 percent of the

15   economy.

16             And at some meaningful level, this will break the

17   internet, just the way it works.  The advertising model

18   supports the internet right now.  And it'll destroy the

19   concept of trying to get us to move everybody towards a more

20   privacy protective ecosystem of contextual ads, where when

21   you're on a site, you see an ad related to that site that is

22   not based on your 65 other sites that you visited and your

23   purchases for the last two years.

24             And relying on appeal mechanisms to get out of the

25   opt-out isn't feasible either.  It's not at scale.  It --
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 1   it's not -- it doesn't reflect how the real world works.

 2   We're setting up a terrible architecture and nothing about

 3   this architecture helps protect privacy.  And on the

 4   contrary, we're just going to weak havoc and hurt privacy.

 5             Let's examine some cases.  Amazon, UPS, DoorDash,

 6   Instacart, these regs give the consumers the right to

 7   opt-out of these businesses automated delivery software.  To

 8   deliver the food or your medication, your package, or do you

 9   have to call Amazon and say, hey, I'd like you to deliver my

10   package, but, by the way, you can't use your ADM Technology

11   to get it here?

12             And how -- how's that protect privacy?  So, of

13   course, they're going to say no, but they have to set up

14   this mechanism where they can then come along and have a

15   mechanism from -- to deny my request to use the opt-out of

16   the ADM.  Access to lodging, these -- I can call a hotel and

17   say, I'd like to book a room, but please don't use your

18   automated booking software.  It just -- it's impossible for

19   the clerk at Marriott to do -- to -- for me to get the room.

20             You call the airline and say, I'd like a -- I'd

21   like a seat on this plane, but you can't use your software

22   to -- your automated software to tell me what the prices

23   are, or to organize it.  But same thing for academic

24   admissions.  And so I -- this language in 185 A16 was

25   derived -- was literally lifted from GDPR Article 22.
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 1             And if you go back to GDPR, that talks about

 2   solely automated decision-making with legal impacts.  And

 3   that was the intention here.  Colorado's privacy law has a

 4   similar approach, which excludes human involved decisions

 5   from opt-out.  By contrast, our approach of -- requires

 6   opt-outs even, if humans assist with the decision.

 7             And this just creates a regulatory burden that I

 8   think has a negative impact on privacy.  And so these

 9   particular regulations are $1.4 billion, the cost of them.

10   That's our assessment.  There's lots of questions whether

11   that's the right one or the wrong one.  But I come back to

12   this and I say, why don't we -- why don't we -- I've been

13   saying this for a year, why don't we adopt a much more

14   targeted approach?

15             And so my recommendations are, with respect to

16   ADM, remove the whole notion of access to or provision of,

17   from the goods and services, and get it to where you've been

18   denied an essential service, where you've been turned down

19   for a loan, you've been turned down for the credit card,

20   you've been turned down for the -- whatever the thing is

21   that you're looking for.

22             And then revise the opt-out approach, secondly.

23   If a human is materially involved in a decision, no opt-out

24   should be required.  And then, you know, again, I think we

25   should focus on our privacy mandate.  What we're basically
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 1   doing is we're taking 10 lines in a 60 page bill, and we're

 2   trying to backwards regulate AI.  And look, I actually think

 3   it's an incredibly important area to have some regulations

 4   on, but that's what the legislature's doing right now.  And

 5   that's what the governor's talking about.

 6             I think we should approve these regulations, but

 7   we should remove Articles 10 and 11.  They're just too --

 8   you know, I've been hearing this, just advance these, just

 9   advance these because then we can -- then we can actually do

10   the work.  But I've been hearing that for a year and nothing

11   really gets changed.

12             And I think the threat of -- I actually think the

13   threat of the lawsuits are red herring.  You know, we can

14   pass regulations that are much, much less expansive than

15   these, that -- it checks the box on ADM and checks the box

16   on risk assessments.  Our approach so far has been, don't

17   worry about it.

18             Now we have like regulations which tally, you

19   know, some enormous costs, some of that cybersecurity, which

20   I support, but I'm very concerned about these and I don't

21   buy into that we should just advance as is.  And I would

22   have us remove Articles 10 and 11 at this time.  Thank you.

23            MS. URBAN:  Thank you, Mr. -- very much, Mr.

24   Mactaggart.  And, you know, substantively, as has been the

25   case when you've made these comments before, I think they're
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 1   incredibly useful and incredibly thoughtful.  We may, in the

 2   end, have some policy degreements about -- disagreements

 3   about certain things.  For example, GDPR Article 22 says,

 4   solely, but it's unclear actually how that is going to be

 5   implemented.  And, you know, the intention was not to have a

 6   situation where you could just pretend there's a person

 7   there.  And therefore it falls out of Article 22, for

 8   example, but there hasn't been a lot of guidance.

 9             My understanding was that solely was explicitly

10   removed from our statute, but I think -- anyway, as a

11   discussion for a longer time, similarly with access and some

12   of these ideas, I think they're great.  I just want to be

13   really clear that the procedural opening for us to really

14   like work on these kinds of structural things is informal

15   rulemaking.  And I know that that is counterintuitive, but

16   that is the process -- that is the process reality.

17             And so one of -- the main reason that I am really

18   hoping that we will move to formal rulemaking today is for

19   that purpose, to get, as Mr. Laird suggested, a rationalized

20   clear full record.  I would encourage everybody who has

21   comments prepared that they've sent us, if they don't want

22   to revise them, just submit them again, and then we have

23   them in the formal rulemaking record to work with them in

24   more detail.

25             There are, you know, some ADAPA imposed timelines,
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 1   but they're very generous, which means that we can take some

 2   time and we can work on the regulations in a way that

 3   procedurally is just very difficult to do earlier this year.

 4   I would also note that we did revise the draft substantially

 5   between December and March.  We've gotten some positive

 6   feedback, we've gotten some negative feedback, and from sort

 7   of opposite policy directions.

 8             And all of that information is very much -- as I

 9   understand it from staff, is very much sort of in the hopper

10   and procedurally the best way -- the best option we have to

11   act on it is in formal rulemaking.  But, you know, I think a

12   lot of these ideas are just really important, Mr.

13   Mactaggart.  And what I would like to be is in a position

14   where we have more of an opening procedurally to work with

15   them.

16             Yes, Mr. Le.

17            MR. LE:  Yeah.  Just a quick one.  I -- you know, I

18   agree with a lot of the points you've made.  I do think, you

19   know, access to, I do, don't want risk assessments for doing

20   a booking.com reservation, really the question is, you know,

21   why we haven't changed it is we need more comments.  It

22   can't just be from you or I or the folks who call in, like,

23   how do we do this.

24             Like, I want to make sure these regulations, when

25   there's an opt-out, it's an important one, right?  Like,
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 1   when you're -- when that appeal, human appeal exception, for

 2   example, I don't think it needs to happen for everything,

 3   but when you're applying to a job, you're rejected by

 4   applicant tracking system, maybe you could respond.  And be

 5   like, this is -- this is why you have your access right, and

 6   then you go like, well, you know, my metrics didn't match,

 7   but maybe this education counts for three years of

 8   educational experience.  You send that.

 9             So like, I want a cabinet to those specific

10   situations that are high risk, are significant.  I

11   acknowledge, the language as is, doesn't quite get us there.

12   And I think it's made very clear by all the comments that

13   came in.  But until we get those comments, you know, like I

14   -- my mind is just like, well, you know, I'm hearing this,

15   I'm hearing that, how do we make sure we do it?

16             So I want to reassure you, I agree with a lot of

17   your points.  I do think these regulations should be

18   narrowed somewhat to make sure we don't capture, you know,

19   that woman who is trying to run her small business, right?

20   To do bookings, to do -- you know, there was a comment from

21   Salona AI, you know, exemptions for low risk activities,

22   phased approach for small businesses.

23             These are all great ideas.  And as we're entering

24   what potentially is the formal rulemaking process, it's like

25   a really good time to get that and then, you know, start
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 1   redlining these regulations and getting into a place that

 2   isn't $3.5 billion.

 3            MS. URBAN:  Thank you, Mr. Le.

 4             Yes, Mr. Mactaggart.

 5            MR. MACTAGGART:  Yeah, I was -- I was trying to

 6   smile, Mr. Le, just because personally it was pretty funny.

 7   Recently, I was on an airline and they hand out the little

 8   thing saying, you know, apply, get 50,000 miles for the

 9   credit card.  So I was like, all right, I'll do it.  And I

10   get the form letter back, you've been rejected.  I'm like,

11   oh, man, now I have to -- I -- how am I going to -- how am I

12   going to contact him?  Like, why did I get rejected.

13             So I'm also mad at the system when it happens to

14   me, you know, which it happens to people, and you get this

15   -- you know, the faceless kind of machine has an impact on

16   you, and it's annoying.  I guess, for me, when I come, I

17   hear this, and I've been hearing, oh, yeah, don't worry.

18   And I just -- I'm like, someone has the pen to write these

19   regulations in a boil.  The ocean kind of format, and why we

20   keep on doing that and then say, just trust us when we get

21   to the other side, then we'll start to red line it, I'm

22   like, but nothing.

23             I mean, maybe some changes that happened between

24   December and March, but these are still massively broad

25   regulations.  And I keep on saying, why wouldn't we have
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 1   just limited them a little bit -- limit if -- and you could

 2   say, well, it's not up to you or me, but actually we are the

 3   Board.  So I actually kind of think it is up to us.  And, of

 4   course, we want to get public comment, but there's been a

 5   ton of public comment over the last year, both for and

 6   against.

 7             But, again, I'm personally uncomfortable with the

 8   process because we keep on just saying, just wait till we're

 9   on the other side and then we'll start to address these

10   things.  And the -- and -- but we submitted for the SRIA,

11   this massive thing.  I don't know why we did that.  So I --

12   I'm not -- I'm not supportive of this right.

13            MS. URBAN:  Thank you, Mr. Mactaggart.

14             Mr. Liebert's very quiet.  I don't want to put him

15   on the spot.  I just want to make sure he has the chance to

16   weigh in if you'd like.

17            MR. LIEBERT:  Staff have an opportunity because

18   we've made all sorts of comments about whether things have

19   or have not been done.  Not to put you on the spot, but if

20   there have been comments made here that you feel you might

21   be able to illuminate, that would be helpful.

22            MR. LAIRD:  Thank you, Board Member Liebert.

23             A lot has been covered, admittedly.  But I suppose

24   an important point to remind this Board is we general -- or

25   you generally as a Board made a decision to advance more or
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 1   less this version of the text back in March.  And has been

 2   since March that staff has been underway, following the

 3   Administrative Procedures Act to get things teed up just to

 4   start formal rulemaking.

 5             And so starting over again is practically the same

 6   as going back another six to nine months to just get back to

 7   the same spot where there'll still be comments, still be

 8   complex on either side, and we'll be doing all that still

 9   with just the limited information we've gotten to date.

10             I think to Mr. Le's point, those who are paying

11   close attention to our agency, sure, have been very involved

12   and been writing comments all along the way this whole year.

13   But at the same time, the whole Administrative Procedures

14   Act is there will be a notice published in the state's

15   register that everybody has access to.  Everybody will be

16   made aware of with the full documentation that usually most

17   state departments and all don't put out in advance.

18             It's by the virtue of the fact that we are a Board

19   that the public is getting access to these documents in

20   advance to see the drafts as they've been prepared because

21   the Board has been considering the details.  But this is the

22   record on which it is typical.  And I would recommend that

23   we start to then build a formal comment process and then

24   make some very important decisions.

25             I absolutely agree with a lot of what's been said
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 1   today in terms of continuing to evaluate and be thoughtful

 2   about these things.  I also just want to know, I know we've

 3   gone through a lot of examples, kind of rapid fire.  Some of

 4   the examples I heard today would actually not be subject to

 5   these rules.

 6             And we could take the time to go through those,

 7   but I also think that may not be the best use of our time

 8   today, but just would make the point that through various

 9   exceptions, as well as details in some of these definitions,

10   I think there is nuance that maybe is sometimes glossed

11   over.

12             And I've heard it across the Board.  And I

13   recommend -- I recognize that means we've got some education

14   to do as well on these regulations, but there's an --

15   there's an effort to really make this impactful in the ways

16   that I think all the Board want it to be.  So we are

17   committed to that same thing.

18            MS. URBAN:  Thank you, Mr. Laird.

19             Mr. Liebert?

20            MR. LIEBERT:  So I have a follow-up question for

21   you.  Let us assume for a moment that the Board concludes

22   with our esteemed colleague, who is very much involved in

23   the creation of our efforts, that the hypotheticals that

24   he's given are persuasive and that we want to try to narrow

25   this draft of regulations accordingly.  What process would
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 1   we have -- if we trigger the formal process now, what will

 2   that look like in order for us to get there as opposed to if

 3   we don't trigger this process now and we do put this off

 4   essentially for 9 or 12 more months?  I didn't go through

 5   this, you already have.  I'd appreciate that illumination.

 6            MR. LAIRD:  That's a great question.  And there is

 7   a certain element of Board discretion here on how you would

 8   like to approach this.  Staff, of course, has been listening

 9   to all these comments and maybe at times even has our own

10   opinions on which should be modified in where there's room

11   for improvement.  But at the same time, we would really do

12   it at this Board's direction.

13             And so, again, the benefit of having the formal

14   public comment period.  So at the conclusion of that period,

15   we'll have a record for you.  We'll have -- I guarantee

16   it'll be a lot of comments, a lot of documents, a lot of

17   pages, as well as testimony given at a public hearing as

18   well, for the Board to consider as an entire record.  We

19   will be happy to help then facilitate at Board meetings, if

20   that's the way the Board would like to go, discussion on

21   sort of the scope and nature of those comments raised, the

22   suggestions made.

23             We would be happy as the staff level to make

24   recommendations ourselves, including recommendations that

25   will make an effort to find common ground between Board
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 1   members on where the interest and motivations lie to try to

 2   get these regulations right.  So staff is here to support in

 3   any way the Board would like to take this, including

 4   proposing updates after we've heard the comments as well as

 5   being responsive to general discussions.

 6             And maybe after hearing that complete record, if

 7   there is some consensus that's built at, for instance, a

 8   meeting following that public comment period, staff would go

 9   back to revising regulations to meet all of those interests.

10            MR. LIEBERT:  So what I'm trying to compare here,

11   Mr. Laird -- and thank you for that, and thank you staff for

12   what has been an amazing amount of work and truly

13   extraordinary work.  What I'm trying to drill down here is

14   that, if we trigger this formal process today, and we want

15   to make changes, as Board Member Mactaggart has pointed out

16   to some degree, as a consensus hopefully as a group, what

17   process would we be engaged in during this period of this

18   public formal process.

19            MR. LE:  Can I -- can I add to that question?

20            MR. LIEBERT:  Sure.

21            MR. LE:  So say we decide for example, say, we take

22   out behavioral advertisement, right?  As one of the opt-out

23   opportunities, right?  What would happen if we did it now

24   versus when we did it in formal rulemaking?

25            MR. LIEBERT:  Thank you for that.  That's very
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 1   helpful.

 2            MR. LAIRD:  That's a great question.  If we do that

 3   now, we would need to update a number of these requirements.

 4   We would also need to update our standardized regulatory

 5   impact analysis in consultation with the economists that

 6   we've been working with to produce these documents.  We'd

 7   have to resubmit to the Department of Finance for another 60

 8   to 90 day review period, receive their comments, and then

 9   we'd at that point, likely, be in a position to move forward

10   with that formal rulemaking.  On the flip side, if we start

11   --

12            MS. URBAN:  Sorry.  Mr. Laird, could you estimate

13   the time period there for redoing this for you, and I know

14   Department of Finance is 60 to 90 days.  I'm just trying to

15   get a picture in my mind.

16            MR. LAIRD:  Well, and it depends on how much -- you

17   know, removing a single requirement that's been estimated

18   might be a little bit easier for our economists to do.  If

19   we were to try to accommodate a lot of changes, we'd be

20   probably starting a lot further back in that process and in

21   that assessment.

22             Our economists, on estimate, what would you say?

23   Probably spent about eight months, probably plus, in

24   developing these.  They were doing some of the preliminary

25   assessment before even full text was assessed just to
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 1   determine baseline numbers and assumptions, for instance.

 2   And then worked after this Board moved to at least --

 3   proposed that we move forward with this text in March to

 4   then do the full -- the full assessment, which again, we

 5   weren't able to submit to Department of Finance until August

 6   of this year.

 7             So on the flip side though, if we were to start

 8   formal rulemaking today, we could conclude that formal

 9   rulemaking by -- that formal comment period by January of

10   2025, and by February, this Board could be back having a

11   real substantive discussion about what should be changing in

12   these regulations as a result of those -- of those comments.

13            MR. LIEBERT:  Would that trigger the need for a new

14   SRIA?

15            MR. LAIRD:  No.

16            MR. LIEBERT:  It would not.

17            MR. LAIRD:  It would require -- before the Board --

18   when the Board finally concludes the regulations they

19   actually want to adopt, we would be required to update our

20   economic impact assessment, which is a shorter document.

21   It's about a five-page form produced by the Department of

22   Finance.  It would still require a good amount of research

23   and assessment by our economists.  Absolutely.  But as long

24   as that -- the requirement is that that be updated to

25   reflect the final -- the final regulations and the estimates
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 1   that would accompany those.

 2            MS. URBAN:  Thank you, Mr. Laird.

 3             I -- just to add a little color, given that I know

 4   not everybody was on the Board when we did the first big

 5   package of regulations, Mr. Le and I were, and I'm going to

 6   just reveal my own naivete as a chair of a -- of a

 7   commission like this, and certainly with this law, which we

 8   were all naive to, which was that we, as the Board, approved

 9   that package for formal rulemaking received a very robust

10   round of formal comments.

11             And then I know another board member who's no

12   longer on the Board, and I will not name that person because

13   I don't have permission, but I -- and myself were quite

14   surprised when we saw the revision -- the revised version in

15   response to that first round of comments because it was --

16   they were substantial revisions.  And that's when I really

17   had to -- you know, I had understood.  I thought the

18   process, and then I had understood what the process meant.

19   They were substantial.

20              And then, of course, you do another round of

21   public comment when you substantially revise the

22   regulations.  So the -- it -- I think it -- for those of us

23   who have done legal practice and advocacy in a lot of

24   venues, we tend to think that once you get to the hearing or

25   once you get to this, right?  It's pretty much baked.
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 1             California, actually, it doesn't work like that.

 2   It -- the formal rulemaking process really is as it is

 3   advertised generally, which is -- which it is an absolutely

 4   genuinely substantive robust opportunity to make serious

 5   revisions and response to public comments.  And so I think

 6   that experience has very much sort of lodged itself with me.

 7   And I apologize if that -- if that hasn't been clear to

 8   everybody else.  But I think that was a really nice example

 9   to hopefully illuminate that for you, Mr. Liebert.

10            MR. MACTAGGART:  Yeah, I think I hear all that.

11   And just for Mr. Liebert who was not on the Board and may

12   not have been watching every video of past Board things,

13   there was a vigorous debate, I would say in March as well.

14   It was a split vote, three, two to move ahead with these

15   regulations.

16             And I think, you know, I would be surprised having

17   worked with economic analysis in the past, lot of the work

18   is spent, you know, constructing the model.  If you then

19   say, we're going to want to take out these 16 requirements,

20   it's usually not as long.  I would hope it wouldn't be as

21   long and say, okay, well, that's -- we don't have to do

22   that.  Don't have to do that, we can -- we can reduce the

23   cost.  So I would hope it wouldn't be eight or nine months.

24             My worry, I'm -- I've got many, but one of them

25   is, you know, I don't want to vote for something between
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 1   risk assessment and ADMT, our own costs assessment or

 2   something.  Yeah, close to $2 billion, or maybe it's more

 3   than 2 billion, depending on whether you use the high or the

 4   maybe the low.  That's going to be the headline.

 5             You know -- you know, California Privacy

 6   Protecting Agency, you know, imposes 2 billion costs --

 7   dollars or cost in these two, and there's going to be

 8   cybersecurity, you know, cost as well.  It's -- these are

 9   going to -- these are -- I don't -- I don't think that's --

10   we're downs to our public credit here as we're trying to

11   convey that, you know, we're doing good things for consumers

12   that are, you know, in the public interest.

13             And I -- and, again, I say I don't think this help

14   privacy.  I think they heard it because they -- it's

15   regulation that ends up not advancing.  Right.

16            MS. URBAN:  Thank you, Mr. Mactaggart.

17             My own thoughts about the risk assessment, again,

18   we have already received a number of public comments, some

19   critical of the scope of the regulations in the direction of

20   thinking they're too broad.  Some criticizing the scope of

21   the proposed regulations in the direction that they're too

22   narrow.  And when I say broad and narrow, I mean in terms of

23   the -- let's just say, one measure would be the cost on

24   businesses.

25             The SRIA as it is now, given what I'm hearing on
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 1   the Board, and I'm not holding anybody to this, I think is a

 2   cost that is based on a broader conception than people are

 3   willing to entertain it seeing what we hear from public

 4   comments.

 5             And to me, I think one of the sort of best things

 6   that we could do as a public agency is to move into formal

 7   public comments with that, this is how much it could cost in

 8   front of us, and if we chose to narrow it, then I don't

 9   really -- like, that is a positive impact for businesses in

10   their view.  And so I feel -- you know, I sort of -- I feel

11   comforted by that.

12             I don't think that we can just keep shooting at

13   another target and get anything that is going to be more

14   certain than we could get.  Again, from hearing formal

15   public comment, we would -- I would welcome more detailed

16   information from businesses and from consumer groups and

17   from the labor groups on the relative costs as they see

18   them, which would allow us, again, to make a more informed

19   assessment than we even can now with the robust process that

20   we have because we have -- we have the formalized

21   interventions from the people whose boots are on the ground.

22             I know you've all heard me sort of beat this drum

23   many times, but for, just as an example, the thresholds, we

24   have some thresholds.  They're reasonable.  I don't know if

25   they're right, but I think they're as -- I think that
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 1   they're probably as broad as they are likely to be agreed to

 2   by the Board.  And so we have the full cost of those

 3   thresholds, and if we pull them back, it would be less cost.

 4             I don't think that we should worry about what the

 5   cost is beyond our understanding of the actual impacts to

 6   the economy, to businesses, and to consumers.  It costs what

 7   it costs to have regulations.  And our decision needs to be

 8   based on how we balance the equities.  And we're going to

 9   get the best information from that now that we have a SRIA

10   we can work with, again, from formalized public comment.

11             Now, it is entirely possible I would -- I can't

12   and I would never want to hold my fellow Board members to,

13   you know, my sense of things right now.  And, of course,

14   something could change in the world and maybe -- you know,

15   maybe we would decide that we need to broaden them

16   substantially in a way that would -- that would impose more

17   costs for businesses.

18             In that case, I think we should address that if

19   and when we come to it.  But I don't think that we're going

20   to get a more sort of certain picture in advance before we

21   have the formal discussion.  And what we do have is kind of

22   the highest cost that we're likely to have that we can work

23   with.

24            MR. WORTHE:  I still had -- excuse me -- a couple

25   questions, maybe one that wasn't addressed specifically and
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 1   it was repeated.  If I'm -- if I'm one of these business

 2   groups that have for over a year raised the same concerns

 3   and changes haven't been made, why should I feel they're

 4   going to be made six months from now when we're in the

 5   formal rulemaking plan.

 6             What -- what's different about what we've been

 7   going through and what we're going to go through?  Why

 8   should I be comforted that there's -- I'm going to be heard

 9   and addressed differently than I have in the past?

10            MR. LAIRD:  Great question.  And I think my

11   response is, again, staff started working on the documents

12   to support the direction of the Board back in March.  And

13   since March, we've held multiple stakeholder sessions, we've

14   had multiple Board meetings, and these have presented plenty

15   of opportunities, including folks reaching out to us

16   separate of any of those instances to submit public comment.

17             And we've been listening, but at the same time, we

18   were under the mandate of the Board to produce an Initial

19   Statement of Reasons, a standardized regulatory impact

20   analysis on the text that was currently agreed to by the

21   Board back in March.

22             And so we're listening, and at the same time, it's

23   been a lengthy process just to get us to the starting point.

24   And so, to us, the starting point, it's very helpful to have

25   all this well in our minds already.  But at the same time
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 1   once we -- once we start this process, again, it sort of

 2   ensures there's a uniform opportunity for the public and not

 3   just for those that have been attending the Board meetings

 4   with the stakeholder sessions, it'll gives the benefit --

 5   the -- you know, until just recently, the public actually

 6   hadn't seen the standardized regulatory impact analysis

 7   assessment because it didn't exist yet, right?

 8             So these are new documents, new substantiation,

 9   and estimates all related to the text that was agreed to in

10   March, that the public can consider now as a complete record

11   from the agency, give them the opportunity to give their

12   feedback across kind of all issues, and then give us the

13   opportunity to take that and make changes.  And so I hope

14   that answers your question.  I guess my thought is we've

15   been hearing it, but at the same time, it's been a lengthy

16   process to get to this stage, and --

17            MR. WORTHE:  It hasn't been ignored.  It hasn't

18   been the right time in our process to address it.  One final

19   question.  If we decided through the rulemaking process that

20   we want to eliminate 10 and 11, we have that ability?

21            MR. LAIRD:  If you were to eliminate certain

22   components of the draft regulations without advancing them,

23   we would have to redo a number of the --

24            MR. WORTHE:  After advancing them.

25            MR. LAIRD:  Oh, after advancing them, absolutely.
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 1   You can make any amendments to these regulations you want.

 2   Once formal rulemaking has begun, and as the Chair

 3   mentioned, the process is great in the sense that every time

 4   you make amendments, then there's another public comment

 5   period, 15 days for those.  But it'll be more opportunity

 6   for the public to engage each time the Board makes a change

 7   to these regulations.

 8            MS. URBAN:  Mr. Le.

 9            MR. LE:  I just want to give some context to that

10   first question.  Yeah, essentially, it got frozen in March.

11   But, you know, I think as someone on the subcommittee, you

12   know, who got a lot good recommendations, but then also got

13   recommendations that were opposing those, how do you decide

14   who to listen to?  Right?  Do you listen to Consumer Reports

15   or do you listen to the business chamber.

16             So I -- there was a decision, I think, to kind of

17   just freeze it where it was and then get everybody's input

18   in so that we can do it.  And that's been a consistent thing

19   that I -- I've sat throughout is, I think we started out

20   with a very consumer friendly set of regulations and

21   figuring out what actually needs to stay.

22             And I'm hearing a lot about healthcare, housing,

23   employment, right?  Not hearing as much around, you know,

24   behavioral advertising or training data for ADMT, right?  So

25   that's the kind of input that I would like to hear from the
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 1   comments.

 2            MS. URBAN:  Thank you, Mr. Le.

 3             Yes, Mr. Liebert.

 4            MR. LIEBERT:  No one said it was going to be this

 5   much fun.  I want to say a couple things and do something

 6   which I normally don't do, and it's try to slow myself down.

 7   Again, I want to thank the staff for all the great work that

 8   you've done.  And I know you'll continue to do.  I consider

 9   this a real conundrum.

10             I come from a legislative background, and so when

11   all of my friends and colleagues keep saying and testifying

12   that we just need to throw this to the legislature, I need

13   to tell you something.  I spent 20 years at the legislature.

14   We are doing far more intense, careful, deliberative work

15   here than I could ever expect my colleagues at the

16   legislature to do.

17             They hear hundreds -- wait, thousands of bills

18   every year.  And my colleague knows very well that they

19   can't spend the kind of time that we are right now talking

20   about whether behavioral advertising or any other issues

21   should be in this legislation.

22             And so I am not particularly persuaded by just,

23   let's wait for the legislature, they're going to figure this

24   out.  Well, I don't expect that of them.  I don't think it's

25   reasonable to expect it of them.  I've got great friends
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 1   there, but they have lots of things they have to do besides

 2   focusing on these issues.

 3             The second point I'd like to make is that, this is

 4   a really important consumer protection law that I am very

 5   grateful that was pushed and that we're trying and

 6   struggling with to get right.  And the governor, of course,

 7   is absolutely right.  We want to get this right.  But we

 8   also want to get this.

 9             And many times in the legislature you will hear

10   people say, oh, this is not quite baked.  We need to hold

11   back.  And what that does is it keeps progress from ever

12   happening.  And so we're in this conundrum right now of

13   whether we trigger this process now to get this going and

14   moving forward.  And there seems to be a growing consensus

15   because of the persuasiveness of the concerns that Board

16   members have, that we can get there.

17             But I am definitely concerned that if we put this

18   off to keep trying to do that, with all of the constraints

19   that we face through the process that we're putting this off

20   too long, that we need to make progress, and we need to

21   support our staff, and we need to have the confidence that

22   we will be able to get this as right as we can.

23             I was reading a little bit as we were hearing

24   testimony that -- about some of the risks of ADMT.  And they

25   are profound.  They are profound.  Many of us are
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 1   experiencing it now just as you did, when you can't actually

 2   reach human beings anymore because you are literally talking

 3   on the phone to machines.  And when you want to get to that

 4   human, you cannot do it.

 5             And we have just hit the tip of the iceberg in

 6   this process.  We really have.  So I'm very concerned that

 7   we try to address some of these issues to make sure that we

 8   still have humans working and that we still have humans we

 9   can interact with when there are mistakes.  And there's

10   plenty of reporting by Stanford and Harvard and all of these

11   academic institutions about the degree of mistakes that are

12   happening through ADMT large language models.  We got to

13   care about this stuff really profoundly.

14             So I am prepared to support moving this process

15   forward today, but I am also absolutely committed to

16   addressing the powerful concerns that the business community

17   has mentioned, with us paying adequate attention to all of

18   those consumers out there.  This law that was pushed was

19   passed by almost 60 percent of California voters.  And they

20   really want real, real protections in regards to their

21   privacy.  And we sure haven't gotten there yet, have we?

22             So we have to make some progress.  And the only

23   way we're going to do that is if we keep pushing forward.  I

24   think from the discussion we've had today, that we

25   absolutely will have the opportunity to do that.  And as
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 1   people in the legislature always say, I reserve my right not

 2   to vote for this when we get to that point.

 3             If we haven't hit those marks of those dangers

 4   that some of you have highlighted, that we've gone too far

 5   perhaps in some areas, we all have the ability through this

 6   process, whether it's nine months from now or a year from

 7   now, to say, you know what, we're not there.  We're not

 8   going to do this.

 9             And so that gives me the comfort that I need with

10   the respect that I have for all of you, that we can get

11   there, but that we will absolutely need to get this trigger

12   going, to get this process going in this formal process.

13   And I think the staff, I'm quite confident, has heard loud

14   and clear that there are some major changes that need to be

15   made in the coming months, and that we will have that

16   opportunity to do so.

17             So I would urge my colleagues to consider those

18   issues as well, but I'll be prepared to support moving

19   forward today.

20            MS. URBAN:  Thank you very much, Mr. Liebert.

21             Final comments.  Mr. Le says, same.

22             Yes, Mr. Mactaggart.

23            MR. MACTAGGART:  And, Madam Chair, at some point I

24   have a slightly orthogonal comment to make about the

25   regulations that are not specifically about ADM or risk
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 1   assessment.  So I don't know when you would like to do that.

 2            MS. URBAN:  Well, our -- yes, our only action

 3   before us would be the package into formal rulemaking.  So I

 4   think now would be the time.

 5            MR. MACTAGGART:  Okay.  And this is a slight

 6   tangent here, but just so everybody doesn't think I'm

 7   entirely pro business here, I'd like to address this just

 8   has to do with the regulations that are --

 9            MS. URBAN:  That's clearly what we think.  And then

10   for the transcript, that was sarcastic.

11            MR. MACTAGGART:  I'd like to address the opt-out

12   provision that the regulations cover and the recent demise

13   of Assembly Bill 30, 48, which was the Assembly Bill

14   sponsored by Assembly Member Josh Lowenthal, which would've

15   given consumers an easy way to access opt-out rights in

16   their browsers, their phones.  And it was a good piece of

17   legislation.  It would've strengthened consumer privacy

18   rights, rights that were hard won in legislature in 2018, at

19   the ballot box in '20, and subsequently in legislative

20   efforts.

21             So what went wrong?  Well, fear, uncertainty, and

22   doubt.  As the thing goes, FUD, right?  A deliberate

23   campaign aimed at confusing and obfuscating the true stakes

24   of this legislation.  So now I understand as a Board member,

25   I'm not supposed to single out any specific company, so
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 1   don't worry, Mr. Laird, I won't.

 2             But let's imagine hypothetically that you're a

 3   massive international corporation deriving a large share of

 4   your revenue from mining people's personal information,

 5   information gathered in ways that if consumers were fully

 6   aware of and could easily stop, they would.  But rather than

 7   disclose how much data you're collecting or how you're using

 8   it, you spend thousands of engineering hours designing

 9   products that make it almost impossible for your customers

10   to fully understand your practices, let alone exercise their

11   rights.

12             So maybe you're a company that helps consumers

13   find answers to their questions, or navigate their daily

14   lives, find out how to get to point A to point B, or to

15   store important documents, or share photos and thoughts with

16   friends, and perhaps you can even influence public opinion

17   by curating news, and suddenly, a bill like AB 3048 emerges

18   from the California legislature, which poses a real threat

19   to your business model.

20             Oh, no, you say.  If our consumers can restrict

21   the use of their personal information, what will happen to

22   our revenues?  So what's the company to do?  I know.  We

23   will spread fear, not truth.  We'll go to our advertisers

24   and warn them that advertising effectiveness is on the line.

25   AB 3048 will kill advertising.  And there's no mention of

0133

 1   contextual ads or their effectiveness.  There's only fear.

 2   The magic of internet advertising is about to disappear.

 3   Just another anti-business California law threatening

 4   livelihood.

 5             And so to heighten the pressure, maybe we'll even

 6   preprint letters and forms and flood the governor's office

 7   with pleas for a reprieve.  Maybe we'll even mislead

 8   officials with claims that consumers can already download a

 9   plugin to Safari to protect their privacy, knowing full well

10   they can't.

11             So in conclusion, I found this campaign to defeat

12   AB 3048 by way of fearmongering and misinformation, nothing

13   short of appalling.  I didn't get involved in the bill much

14   because I believe that these giant corporations that have

15   been seeing in four-part harmony for the last couple of

16   years and saying they finally get privacy, and they really

17   always did get it.  And now they really are huge supporters

18   of new privacy laws, I took them at their word.

19             But just like tobacco companies fought tooth and

20   nail to keep cigarette vending machines in high schools and

21   smoking in the workplace.  And yes, I am comparing.  The

22   brazing mining of our personal information, the purveyors of

23   tobacco, given that it's one of the keys to the sort of auto

24   playing and addictive feeds to keep our youth glued to their

25   social media apps, helping to assault their mental health
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 1   around the world.

 2             When this -- business is usual threatened, the

 3   giant data miners leapt into action and crushed the bill.

 4   So we failed this year, but next year, I hope Assembly

 5   Member Lowenthal and his colleagues in the legislature will

 6   reintroduce the bill, passed it again.  And I hope that this

 7   time we in the privacy community are more prepared to

 8   counter the FUD with the truth.

 9            MS. URBAN:  Thank you, Mr. Mactaggart.  And I

10   appreciate, again, the integration -- the fact that we need

11   to think in an integrated fashion about opt-outs, and that

12   has come up in the comments as well.  And I would encourage

13   us to do that and commenters to provide information about

14   that should we move to formal rulemaking.

15             With that, I'd like to propose a motion to direct

16   staff to advance the proposed draft regulations for this

17   agenda item, which cover updates to our existing regulations

18   and new regulations on insurance businesses, cybersecurity

19   audits, risk assessments, and automated decision-making

20   technology to formal rulemaking, including commencement of

21   the 45-day public comment period, and to authorize staff to

22   make additional changes where necessary to reflect the

23   Board's discussion today improve the tax clarity or

24   otherwise ensure compliance with the Administrative

25   Procedures Act.
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 1             Do I have a motion?

 2            MR. LE:  I say move.

 3            MS. URBAN:  Thank you, Mr. Le.  Do I have a second.

 4            MR. WORTHE:  Second.

 5            MS. URBAN:  Thank you, Mr. Worthe.  I have a motion

 6   to second.  That is the motion that we will have on the

 7   table, and I'd like to ask if there is any public comment.

 8            MS. MARZION:  This is for Agenda Item number 3.  If

 9   you'd like to make a public comment at this time, please

10   raise your hand using the "raised hand" feature, or by

11   pressing star nine if you're joining us by phone.  This is

12   for Agenda Item number 3.

13             Okay.  It looks like we have a few hands raised.

14   I'm going to unmute you at this time, Dylan Hoffman.  You'll

15   have three minutes.  Go ahead and speak.

16            MR. HOFFMAN:  Thank you.

17            MS. MARZION:  Can you please speak up?

18            MR. HOFFMAN:  Hello?  Can you -- can you hear me

19   now.

20            MS. MARZION:  Yes, we can.  Thank you.

21            MR. HOFFMAN:  Sorry.  Malfunction I think on my

22   end.  Dylan Hoffman on behalf of TechNet.  Greatly

23   appreciate the opportunity to provide comment on this agenda

24   item.  TechNet, we represent about 90 companies in the

25   technology and in innovation industry.  And we represent
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 1   companies across the spectrum of this economy from companies

 2   who develop this cutting edge, automated decision-making

 3   technology, to the vast numbers of companies who deploy it

 4   for both consumer facing uses, but also who use this

 5   technology in some capacity on the backend to help improve

 6   their efficiency and their business operations, and just

 7   simply operate day to day.

 8             I want to touch on a couple of substantive issues

 9   with the current draft regulations.  As a threshold issue,

10   we believe the definition of automated decision-making

11   technology is a concern because of its continued overbroad

12   inclusion of essentially really any software.  As has been

13   noted by Board members during previous meetings, definition

14   as it is currently proposed would include far more

15   technologies and uses and intended.

16             It encompasses nearly every use of automated

17   software and technology, even when there is significant

18   human involvement in decisions.  As a result, the rules

19   cover far more than just automated decisions and would thus

20   implicate many low risk consumer service decisions made by

21   businesses of all sizes every single day.

22             Broad definitions of legal or similar significant

23   effects or profiling also pull in far more technologies than

24   necessary and shift the focus away from the high risk uses

25   of this technology.  And I don't think there's been a single
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 1   public comment that has taken issue with the regulation of

 2   these high risk use cases of ADT.  And many of the examples

 3   raised by consumer advocates have highlighted the need to

 4   regulate these use cases.

 5             TechNet editor members agree and believe the focus

 6   should be on high risk use cases and high leverage

 7   situations, but these definitions go far beyond those use

 8   cases and have significant consequences for the risk

 9   assessment and opt-out requirements.

10             As an example, the regulations propose heightened

11   opt-out requirements with several presumptions that we

12   believe are far too strict.  This will make it harder for

13   companies to provide reasonable avenues to use ADT to

14   improve efficiency, and also the ability for workers and

15   consumers to get the goods and services they want and

16   expect.

17             Furthermore, by having an over-inclusive

18   definition of ADT, the draft regulations will require

19   significantly more risk assessments be completed and filed

20   than necessary.  This in turn significantly increased the

21   costs which is demonstrated in the SRIA, and will have

22   downstream impacts on the services that consumers receive,

23   not to mention the administrative burden on the agency.

24             Again, we've raised these issues in written and

25   verbal comments in previous means, and they still have not
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 1   been addressed.  Remain extremely concerned that the agency

 2   is exceeding the authority grants to it by the voters and

 3   beyond the realm of privacy regulations.  We believe that

 4   the agency should focus on the primary obligations as a

 5   privacy agency, which also means providing more meaningful

 6   and constructive opportunities for engagement with all

 7   stakeholders, including the regulated community.

 8             We also remain concerned about the interplay of

 9   these regulations with legislative efforts in the coming

10   year.  As has been mentioned, California considered and

11   nearly passed legislation on this topic, and we expect

12   follow-up bills to be introduced in the next session.  The

13   legislature is, we believe, the best forum to consider such

14   impactful and complicated --

15            MS. MARZION:  Thank you.  That is your time.

16             Ronak, I'm going to unmute you at this time.

17   You'll have three minutes to make your comment, so please

18   begin as soon as you're ready.

19            MS. DAYLAMI:  Thank you.  Can you hear me.

20            MS. MARZION:  Yes, we can.

21            MS. DAYLAMI:  Thank you.  Ronak Daylami with

22   CalChamber.  Our members understand and agree that

23   reasonable regulations are important to protect Californians

24   as technology rapidly evolves.  We firmly believe that

25   overregulation hurts everyone, and unfortunately, these
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 1   regulations continue to miss the mark in achieving any

 2   semblance of balance.

 3             As I have testified several times now, the

 4   regulations clearly continue to exceed the express authority

 5   that voters granted to the agency, stretching far beyond the

 6   realm of what's commonly understood to be privacy

 7   regulations and veering into general AI regulations, at

 8   times even rewriting the law.

 9             In doing so, the agency continues to risk getting

10   ahead of the legislature and governor on incredibly critical

11   issues like AI, which carry massive implications for the

12   prosperity, safety, and security of California consumers and

13   businesses, and therefore should be decided by our elected

14   state officials, who we all know will continue to grapple

15   with these same issues and policy questions when it returns

16   to session in a matter of weeks, including with the bill on

17   ADTs.

18             Such issues should go through the legislative

19   process first, where different policy implications, legal

20   rights, and competing interests are considered prior to

21   setting the overall direction for the state.  With respect

22   to the agency, SRIA, we are concerned that the agency

23   continues to underestimate the cost and complexity of

24   implementation and the full impact of these regs on

25   businesses, consumers, and public entities.
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 1             We hope you will consider the report that

 2   CalChamber submitted from well respected economists,

 3   including a former director of finance, which outlines

 4   exactly how the SRIA both substantially underestimates the

 5   actual costs to the tune of billions of dollars and

 6   dramatically overestimates the benefits and savings having

 7   caught a mathematical error.

 8             We implore you to not force this draft forward

 9   over the continued concerns over the agency exceeding its

10   mandate and acting prematurely relative to the legislature

11   and governor.  There are many examples of this, including

12   overbroad provisions enabling consumers to opt-out of low

13   risk activities, such as their data being used to -- for AI

14   training and regulations that create opt-out rights for

15   behavioral advertising when voters created a narrow right

16   for cross context behavioral advertising only.  There's just

17   too much at stake here, and those provisions at minimum

18   should be scaled back if not deleted before formal

19   rulemaking starts.

20             I just quickly want to respond to a few of the

21   comments made by the Board going off script.  The reason

22   many of us are feeling jammed and that these regulations are

23   not ready for rulemaking is that to us this hasn't been an

24   entirely iterative and interactive process, especially when

25   you compare it to the legislative process, where we do
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 1   believe that many of these issues you're starting to veer

 2   into belong.

 3             So as much as the agency might be able to get more

 4   done than the legislature, not all of these issues are

 5   issues that you have authority to act on or that you should

 6   act on as a privacy agency.  Of course, we know that once

 7   formal rulemaking opens changes will happen since our

 8   feedback -- but we also know that it really will only happen

 9   once since our feedback on the modified draft regulations

10   the last time around really led to no substantive changes.

11             So, you know, our point here is that the first

12   draft put out to public comments shouldn't be the one that

13   you know has significant deficiencies, and that could have

14   been fixed over the last several months.

15            MS. MARZION:  Our next commenter is Van Seventer.

16   I'm going to unmute you at this time.  You'll have three

17   minutes to make your comments, so please begin as soon as

18   you're ready.

19            MR. SEVENTER:  Hi, can you hear me.

20            MS. MARZION:  If you could speak up a little bit

21   louder?

22            MR. SEVENTER:  Sorry.  How about this.

23            MS. MARZION:  Yes, thank you.

24            MR. SEVENTER:  Thank you, Chair Urban.  And I

25   appreciate the time.  My name is Anton Van Seventer, and I
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 1   am counsel for privacy and data policy with the Software and

 2   Information Industry Association.  And our more than 380

 3   members are committed to fostering the free flow of

 4   information to enhance both business opportunities, but also

 5   consumer experiences.

 6             Our greatest concern with these draft regulations

 7   does lie in the automated decision-making tools section.  As

 8   we know, the draft regulations would create a consumer right

 9   to opt-out of ADMT use for consumer profiling.  As written,

10   this means the regulations would place a large burden on

11   businesses to actually entirely redesign their services in

12   many cases that have already been long used by their

13   customers.

14             So for example, a California resident may purchase

15   a dishwasher detergent at regular intervals in an online

16   marketplace.  And today the marketplace could suggest that

17   the consumer may need to order again, but the proposed rule

18   would disrupt this ability for businesses to do this very

19   basic first party advertising to their own consumers.

20             And this is also and notably well beyond the scope

21   of the CCPA, where both background negotiations in advance

22   of the passage of that law as well as its plain text

23   specifically concede that businesses could continue to use

24   data for their own customers to improve their products and

25   to advertise to these consumers.
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 1             So our second major concern with the draft ADMT

 2   regulations is that they do create a consumer right to

 3   opt-out of ADMT training data that has been discussed.  So

 4   we think this really would first unnecessarily hamstring

 5   California startups developing their own applications.  But

 6   furthermore, even larger technology companies, many of which

 7   already have their home in the state, would also find it

 8   more difficult, if not impossible, to maintain

 9   representative training data, especially training data that

10   does not unintentionally discriminate against groups whose

11   representation in the dataset as a whole is skewed by the

12   opt-outs.

13             So lastly, as was discussed, we believe the

14   agency's process for conducting its economic analysis of

15   these regulations does vastly underestimate the cost to

16   California businesses, unfortunately.  And we would submit

17   that if the agency wants to effectively regulate privacy and

18   ensure business compliance, we believe it first needs to

19   fully understand the realistic financial burdens of these

20   draft regulations.

21              We do appreciate the legal and delay issues at

22   play here, but due to the overly broadened imprecise

23   elements of the draft that I just mentioned, we nevertheless

24   strongly encourage the agency to, at this time, refrain from

25   advancing these regulations to formal rulemaking, and hope
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 1   it will help in order to fully incorporate these crucial

 2   elements of stakeholder feedback.  Today as well as in the

 3   coming months, we do very much appreciate your

 4   consideration.  Thank you.

 5            MS. MARZION:  Thank you.

 6             Lettie, I'm going to unmute you at this time.

 7   You'll have three minutes to make your comments, so please

 8   begin as soon as you're ready.

 9             Lettie, we can't hear you.  Please begin.

10            MS. GARCIA:  Oh, can you hear me now.

11            MS. MARZION:  Yes, we can.  Thank you.

12            MS. GARCIA:  Okay.  Wonderful.  Hi.  Good

13   afternoon.  I'm Leticia with the California Grocers

14   Association, and we represent national, regional, and

15   independent grocery store operators all throughout

16   California.  We are incredibly concerned about how the

17   opt-out of automated decision-making tools will impact the

18   grocery industry and their ability to interact with

19   customers moving forward, and very concerned about the high

20   price tag of the implementation, particularly, in the face

21   of rising costs and consumer dissatisfaction with how much

22   everyday needs impact their bottom line, including

23   groceries.

24             I like to reiterate again, our biggest concern is

25   with the regulation that would create a consumer right to
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 1   opt-out of automated decision-making tools used for consumer

 2   profiling.  In a time of high grocery prices, customers rely

 3   more and more on rewards and savings programs that grocery

 4   stores offer.  This regulation will limit the grocery

 5   operator to customize advertisements to -- advertisements to

 6   its own customers.

 7             Customers have their own profiles and receive

 8   coupons that match their shopping patterns, saving customers

 9   money on their own staple items.  The choice to opt-out of a

10   automated decision-making tool not only hurts the retailer,

11   but also hurts the consumer's wallet.

12             I'd like to add a quick anecdote.  We represent a

13   family owned grocery operator with four stores in a rural

14   and disadvantaged area that have recently implemented a

15   rewards and discount program.  Even though this technology

16   has been available for many years, this member saved up to

17   provide this service to their customers.  It was extremely

18   costly for this -- for this small grocery operator.

19             Their hefty investment into this technology will

20   be in vain if they are not allowed to provide their

21   customers with their own personalized coupons and ads

22   because customers opted out of an automated decision-making

23   tool and may not have known how this would affect them.

24             In an industry that depends on a very small profit

25   margin, our members are very calculated on what investments
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 1   they make to satisfy their customers.  So we ask that the

 2   Board not approve the draft regulation at this time and take

 3   into consideration how this would affect the grocery

 4   industry and its customers.  Thank you.

 5            MS. MARZION:  Thank you.

 6             Jack, I'm going to unmute you at this time.

 7   You'll have three minutes to make your comment, so please

 8   begin as soon as you're ready.

 9             Jack, if -- go ahead and speak when you're ready.

10             Okay.  I guess at this point I don't have any

11   further commenters at this time.

12            MS. URBAN:  Thank you very much, Ms. Marzion, and

13   thank you to all the commenters, and again, all the

14   commenters earlier in the day who spoke to the issues we've

15   been discussing.  Now, I -- we -- I know, because everyone

16   has said it, I speak for the entire Board when we express

17   our gratitude for the continued engagement.

18             At that case, I would like to call the vote on

19   directing the staff to put the proposed -- advance the

20   proposed draft regulations into formal rulemaking.  The

21   motion in full was stated and was made by Mr. Le and

22   seconded by Mr. Worthe before public comments.

23             Ms. -- yes, Mr. -- I'm just thinking.  I think so.

24   Yes.  Yes?  Yes, go ahead, Mr. Mactaggart.  We'll just redo

25   it if we have to.
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 1            MR. MACTAGGART:  That's right.  So I am -- I am

 2   just going to explain my no vote here.  I voted against this

 3   in March.  I -- again, I do feel like the process of doing

 4   the most expansive and same trust us, I would've liked it,

 5   and I still would like it to be -- to go to public -- go

 6   through the rulemaking process as a more, I think,

 7   appropriate size of regulation.

 8             But I really do want to say, I know you guys have

 9   all been working incredibly hard at this, and I know it's

10   got to be super frustrating to keep on hearing me say the

11   same thing which sounds kind of critical.  So I do want to

12   thank you all because it's been a lot of work, I know.

13             And the entire staff, I apologize to you for

14   coming across as critical or negative, and I do want to let

15   you know that I am -- I'm deeply appreciative of the fact

16   that you're doing this work.  I know you could be all doing

17   something else, and you're choosing to work here and -- in

18   the cause of privacy.  So, thank you.

19            MS. URBAN:  Thank you, Mr. Mactaggart.

20             Mr. Laird, should I restate the motion?

21            MR. LAIRD:  I think you're fine to just --

22            MS. URBAN:  Okay.

23            MR. LAIRD:  -- acknowledge --

24            MS. URBAN:  Wonderful.

25            MR. LAIRD:  -- the motion as it was made before.
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 1            MS. URBAN:  Wonderful.  Thank you, Mr. Mactaggart.

 2   And proceeding with the motion -- the motion as stated

 3   earlier and seconded.  Ms. Marzion, could you please conduct

 4   the roll call vote.

 5            MS. MARZION:  Yes.  Board Member Le?

 6            MR. LE:  Yes.

 7            MS. MARZION:  Board Member Liebert?

 8            MR. LIEBERT:  Yes.

 9            MS. MARZION:  Board Member Mactaggart?

10            MR. MACTAGGART:  No.

11            MS. MARZION:  Board Member Worthe?

12            MR. WORTHE:  Yes.

13            MS. MARZION:  Chair Urban?

14            MS. URBAN:  Yes.

15            MS. MARZION:  Madam Chair, you have four yeses and

16   one no.

17            MS. URBAN:  Thank you, Ms. Marzion.  And thank you

18   very much to the Board.  The motion has been approved by a

19   vote of 4 to 1.  I want to thank the staff and the

20   subcommittee for all the work that is -- I can't even begin

21   to express at a pretty incalculable amount of work over the

22   last few years to get us to the point where we are today,

23   which is a beginning point.  Sorry.

24             No, and I know -- and I know that you're fine with

25   that.  I mean, I know that is the purpose of the formal
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 1   rulemaking.  And to everyone who has engaged from the public

 2   up to this point and I very much hope that you will continue

 3   to engage.  And I really appreciate the staff's continued

 4   attention to both the public's comments and the Board's

 5   perspectives and thoughts on how we might address some of

 6   the varied concerns and support that we have heard as we

 7   continue with the formal rulemaking process.

 8             I could go on, but I think it -- there's -- it --

 9   my thanks are simply too deep to express them in more words.

10   I do have, just to make things a little more difficult, a

11   process request, that if it is possible, given that the

12   winter holidays are coming up and the rulemaking process,

13   the first part of it, has the 45 day public comment period

14   followed by a hearing, should we choose to do that, and I

15   think that we will choose to do that, I would like to

16   request that we, if possible, extend the initial comment

17   period and provide commenters with extra time that they

18   could choose to use in the way that works best for them

19   during the holiday season.

20             They could submit comments earlier if they would

21   like to, for example, before Christmas or Hanukkah, or they

22   could submit comments after the new year.  If we extended

23   the comment period, I would like that to be in the hands of

24   the commentators.  Last year, for example, I had a briefing

25   schedule that was changed because the parties decided to
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 1   move it up actually instead of move it back, so we could get

 2   done before Christmas.

 3             But sometimes, of course, people would prefer

 4   additional time.  And I -- if it is possible to be flexible

 5   in that way, I'd like to expand the time so that

 6   commentators can make those choices.

 7            MR. LAIRD:  Thank you, Chair.  We're happy to

 8   accommodate that request and extend beyond 45 days.

 9            MS. URBAN:  Okay.  Wonderful.  In that case, again,

10   I thank everyone.  I thank the Board for continuing robust

11   discussion including today, and I look forward to digging

12   in, again, substantively with more procedural sort of room,

13   to dig in on the regulations as they're currently formulated

14   in the formal rulemaking process.  And I look forward to

15   further discussion.

16             With that, I would like to actually take Agenda

17   Item number 10 out of order.  Agenda Item number 10 is a

18   closed session -- closed session with three items, I think

19   it is, that we will do during lunch so that the public can

20   go and take lunch while we discuss those.

21             And let me just introduce the items so everybody

22   knows what we'll be talking about in closed session.

23   Pursuant to Government Code Section 11126(e)(1) and (2)(A),

24   the Board will meet in closed session to confer and receive

25   advice from our legal counsel regarding the following
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 1   matters; California Chamber of Commerce versus California

 2   Protection Agency, et al., California Privacy Protection

 3   Agency et al.  Versus the Superior Court of the State of

 4   California for the County of Sacramento, California Chamber

 5   of Commerce.

 6             In addition, we will meet closed session to

 7   discuss personnel matters pursuant to Government Code

 8   Section 11126(a)(1), and to discuss litigation for which

 9   disclosing the names would jeopardize the agency's ability

10   to conclude existing settlement negotiations to its

11   advantage.

12             So we'll be talking about those several closed

13   session items during lunch.  We will keep this public

14   meeting open, and we will return from closed session to

15   resume the public items on the agenda after lunch.  I

16   anticipate that we will not be back before 1:15 p.m.  So

17   people know that they can go get their lunch.  And we will

18   -- we will take a break until then.  Thank you.  Well, you

19   will take a break.  We will go into closed session.  Thank

20   you very much.

21                         (RECESS)

22            MS. URBAN:  Welcome back, everyone, to this meeting

23   of the California Privacy Protection Agency Board.  We have

24   now returned from closed session, and we will move to Agenda

25   Item number 4.  Agenda Item number 4 is discussion and
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 1   possible action on proposed regulations, Sections 7600 to

 2   7605, implementing data broker registration requirements,

 3   including possible adoption or modification of the text.

 4   And this will be presented by our general counsel, Philip

 5   Laird, and our CPPA attorney, Liz Allen.

 6             Mr. Laird, please go ahead.

 7            MR. LAIRD:  Thank you, Chair Urban.  And I, in

 8   fact, I'm going to start by just handing it over to Ms. Liz

 9   Allen, who's been, I just want to say an incredible asset on

10   this whole program.  Has really been a lead and a -- kind of

11   the the self-starter behind all the success of the registry

12   so far.

13            MS. ALLEN:  Thanks, Phil.  Hi, my name is Liz

14   Allen.  I'm an attorney.  I'm here with the legal division

15   and the primary support for the data broker unit.  Included

16   in your materials today is a cover memo that provides

17   background for the data broker registration regulations, as

18   well as a number of relevant rulemaking documents.

19             As you may recall, during the May 10th Board

20   meeting, the Board moved to -- voted to move the staff's

21   proposed data broker registration regulations, which

22   memorialize the agency's existing practices related to the

23   registry, but also clarifies key terms, concepts, and

24   procedures to formal rulemaking.

25             We ran public comment from July 5th to August
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 1   20th, including a public hearing on the final day.  The

 2   agency received 3 oral and 18 written comments from a total

 3   of 24 distinct entities, all of which are available on the

 4   agency's website under the laws and regulations tab.

 5   Commenters range from data brokers themselves, to consumers

 6   to think tanks, and to policy shops.  The agency appreciates

 7   and thanks the commenters for their effort and thoughtful

 8   feedback.

 9             The staff has prepared all comments in the draft

10   Final Statement of Reasons, also known as the FSOR, which is

11   included in today's materials along with the Initial

12   Statement of Reasons, which was published earlier this year.

13   And it describes the reasoning behind each proposed

14   requirement.

15             After careful consideration of the comments, staff

16   does not believe it is necessary to make any modifications

17   to the proposed text, and recommends that the board adopt

18   the proposed regulations as originally proposed.  Not only

19   will this provide the needed clarity with respect to certain

20   terms and concepts within the law, but it will also

21   memorialize certain procedural elements that will streamline

22   the registration process.

23             In addition, if the Board decides to -- chooses to

24   adopt the proposed regulations now, staff will be in a

25   position to file the proposal with the Office of
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 1   Administrative Law in time so that they may become effective

 2   before the upcoming registration cycle, which, as you know,

 3   begins January 1st, 2025, if they're approved by Office of

 4   Administrative Law.

 5             So thank you, and we're here to take comments or

 6   questions.

 7            MS. URBAN:  Thank you very much, Ms. Allen.  And

 8   I'd like to echo Mr. Laird's profound thanks and for all of

 9   your work on the data broker division.  And we'll ask if the

10   Board has comments or questions.

11             Mr. Le.

12            MR. LE:  We got a comment about data broker

13   regulations and the definition of direct relationship.

14   Could you address that commenter's point?  Essentially, that

15   it's very broad.

16            MR. LAIRD:  Yes, happy to address that point.

17   First, I would be remiss to not point the public and the

18   Board to the Final Statement of Reasons, which does provide

19   actually kind of a lengthy explanation of why we don't think

20   that's correct.  I'm not going to just re-read that word for

21   word here.  So I can summarize, though, to say.

22             We -- we've heard that comment, we understand it,

23   but we respectfully disagree with the proposition that it

24   goes beyond the intent or scope of the law itself, or even

25   this agency's delegated authority.  Direct relationship is a
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 1   term that appears in the definition of a data broker, but

 2   that term itself is undefined.

 3             The agency was given the authority to define

 4   undefined terms through the rulemaking process, which we're

 5   proposing to do.  And, understandably, this has actually

 6   been a point of confusion as we understood it as we went

 7   through the 2024 registration cycle because businesses

 8   didn't always know what it meant to have a direct

 9   relationship.

10             We are clarifying that with our definition.  We

11   think it's clear.  It's a business that is selling and

12   sharing personal information of consumers that they didn't

13   collect from that consumer, that is -- that is activity that

14   is happening outside of a direct relationship and therefore

15   would qualify a business as a data broker.

16            MR. LE:  Thank you.

17            MS. URBAN:  Thank you, Mr. Le.

18             Can I follow-up with a related question about the

19   three-year time limit that connects to the direct

20   relationship definition and how staff see that as -- how

21   staff see that as providing notice to businesses and

22   consumers?  I think I understood all of the FSOR responses,

23   but I was hoping to hear a little bit more.

24            MR. LAIRD:  Sure.  So in terms of the -- just

25   trying to find our notes here.  In terms of that provision
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 1   of that direct relationship definition -- here, let me see.

 2   I'm going to find where we are real quick.  Just a moment.

 3            MS. URBAN:  If it helps, I'm looking at page 4 or 5

 4   and so --

 5            MR. LAIRD:  Okay.

 6            MS. URBAN:  Yeah.  So, yeah.

 7            MR. LAIRD:  And is the question just understanding.

 8            MS. URBAN:  Just the mechanism.  I think I

 9   understand it.  I think I understood it when we looked at

10   these regulations before, but I just wanted to be sure that

11   I understood how it interacted with the direct relationship.

12            MR. LAIRD:  Sure.  So, essentially, what -- it's

13   funny, actually.  I'm going to get the text in front of me

14   too because that's -- let me do this.

15             Very well.  Yes.  So, essentially, what we were --

16   you know, the sentences it reads is that direct relationship

17   means that a consumer intentionally interacts with the

18   business for the purpose of obtaining information about

19   accessing, purchasing, using, or requesting the business's

20   products or services within the preceding three years.

21             And as described a bit more detail in the official

22   statement of reasons and then provided in the FSOR in

23   response to some comments on this point, this was of a

24   staff's estimate a reasonable timeline that a consumer who's

25   interacted with the business might expect that their

0157

 1   interaction has been, in fact, a direct interaction that

 2   they intentionally engaged in and understands then that that

 3   business may continue to have some information about them

 4   and be sort of in that consumer business -- direct consumer

 5   business relationship.

 6             At the same time, what we wanted to make clear is

 7   that a single interaction with somebody -- and part of this

 8   is driven in by examples of some businesses we're aware of

 9   that set up models where they have a very light touch point

10   or maybe have created some sort of popular app, for

11   instance, that gives an interaction, but in fact, that

12   interaction is just one piece of their business model of

13   collecting and selling personal information about that

14   person.

15             And so what we wanted to do was avoid the

16   situation where somebody, because they had that one

17   interaction with the business as part of either some

18   promotional campaign or just visiting, browsing the web,

19   hasn't necessarily signed away the keys to their personal

20   information indefinitely.

21            MS. URBAN:  Thank you.  Other questions or

22   comments.

23             All right.  So we've been through the public

24   comment period.  We have before us the final proposed

25   regulations for us to consider for approval and the FSOR,
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 1   the working with responses to all of the comments.

 2             And in that case, the motion that I would like to

 3   propose would have three components.  The first part, a

 4   motion to adopt -- approve and adopt the regulations is

 5   originally proposed, direct staff to take all steps

 6   necessary to complete the rulemaking process, including

 7   filing the final rulemaking package with the Office of

 8   Administrative Law, the amendment of any documents within

 9   the rulemaking package other than the text of the rules as

10   necessary to ensure clarity, accuracy, and compliance with

11   the Administrative Procedures Act, and authorizing the

12   executive director to make non-substantive changes to the

13   proposed regulations, and to further authorize staff to

14   withdraw the rulemaking file in whole or in part from

15   consideration by the Office of Administrative Law at any

16   time, if in their opinion, the legal risks associated with

17   disapproval of these regulations warrant further

18   consideration by the Board.

19             So there are three sort of administrative pieces

20   to that.  May I have such a motion?

21             Thank you.  I have a motion from Mr. Le.  May I

22   have a second?

23             Thank you.  I have a second from Mr. Liebert.  And

24   with that, I'd like to take public comments on this item.

25            MS. MARZION:  This is for Agenda Item number 4.  If
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 1   you'd like to make a public comment at this time, please

 2   raise your hand using the "raised hand" feature, or by

 3   pressing star nine if you're joining us by phone.  This is

 4   for Agenda Item number 4.

 5             And I believe we have a hand raised.  Tony, I am

 6   going to unmute you at this time.  You'll have three minutes

 7   to make your comment, so please begin as soon as you are

 8   ready.

 9            MR. FICARROTTA:  Thank you.  Hello.  I am Tony

10   Ficarrotta, general counsel for the NAI.  Thank you for the

11   opportunity to provide comments.  The NAI's comments today

12   are on the agency's proposed definition of reproductive

13   healthcare data under the Delete Act.

14             We are proposing a slight update to the definition

15   to clarify that only information that qualifies as personal

16   information under the CCPA is reproductive healthcare data

17   under the Delete Act.  By way of background, when businesses

18   register as data brokers, they must indicate whether they

19   collect reproductive healthcare data.  In turn, that

20   information appears on the public data broker registry,

21   enabling consumers to identify which brokers collect

22   reproductive healthcare data.

23             And as it stands today, the proposed definition of

24   reproductive healthcare data refers generally to information

25   about a consumer searching for accessing, procuring, using
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 1   or otherwise interacting with goods or services associated

 2   with the human reproductive system, information about a

 3   consumer's sexual history and family planning, and

 4   inferences from either of the prior categories.

 5             However, the definition does not make clear that

 6   reproductive healthcare data is also personal information

 7   under the CCPA, and could therefore include information that

 8   is not personal information and not subject to the CCPA's

 9   opt-out and deletion rights.  Examples would be

10   de-identified data, aggregate data, or publicly available

11   data.

12             This result is confusing from a consumer

13   perspective.  A consumer visiting the data broker registry

14   may see that a broker collects reproductive healthcare data

15   and seek to exercise their CCPA rights by requesting its

16   deletion or opting out of its sale.

17             However, if certain reproductive healthcare data

18   is not covered as personal information under the CCPA, these

19   expectations of the consumer will be unmet.  This result

20   would also run counter to one of the agency stated

21   objectives for the rulemaking, which is to support the

22   Delete Acts goals of consumer protection through

23   transparency and informed decision-making when exercising

24   CCPA privacy rights.

25             The NAI raised this issue in its written comments.
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 1   However, the agency did not act on it, raising concerns that

 2   doing so would exceed its rulemaking authority under the

 3   Delete Act by changing the underlying CCPA definitions.  We

 4   do appreciate the agency's careful consideration of its

 5   rulemaking authority and understand the importance of

 6   staying within those boundaries.

 7             However, because the agency's response focused

 8   only on a technical issue and is consistent with the

 9   ultimate goal of avoiding confusion, we are now requesting a

10   different modification that would achieve this objective

11   while addressing the agency's technical concern.

12             Our new proposal is to add one simple statement to

13   the definition of reproductive healthcare data, that it

14   excludes information that is not personal information under

15   the CCPA.  This approach would not alter the existing CCPA

16   definitions, but would provide needed clarity that all

17   reproductive healthcare data is subject to CCPA rights over

18   personal information.

19             We respectfully request that the Board instruct

20   the agency today to adopt this amendment.  We believe doing

21   so will avoid confusion and protect consumer confidence when

22   they exercise their CCPA rights with data brokers.  We hope

23   that this comment is helpful to the agency in meeting its

24   goals for the rulemaking without exceeding its authority to

25   define reproductive healthcare data under the Delete Act.
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 1   Thank you.

 2            MS. MARZION:  Thank you for your comment.  Once

 3   again, if there are any other members of the public who'd

 4   like to speak at this time, please go ahead and raise your

 5   hand using the Zoom's "raised hand" feature, or by pressing

 6   star six if you're joining us by phone.  Again, this is for

 7   Agenda Item number 4.

 8            MS. URBAN:  Thank you.  And in the meantime, Mr.

 9   Mactaggart, you had a question.

10            MR. MACTAGGART:  Yeah, I had a question for Mr.

11   Laird or Ms. Allen, I'm not sure if you were following that

12   comment from the -- from the NAI.  But it struck me, could

13   be wrong, that he was asking for the universe -- that right

14   now the universe of what's covered is bigger than the -- if

15   it was restricted to personal information under the

16   definition of CCPA because if it was de-identified or

17   publicly available, the Delete Act covers it, don't sell it.

18             But CCPA would say, oh, it's publicly available.

19   You -- don't worry.  It's not personal information.  But I

20   kind of feel like what, I believe that probably was getting

21   at was, hey, if it's my personal information, don't sell it.

22   So I might be on the other side of his comment there just

23   because I wouldn't want to restrict it if that's what -- if

24   that's what it was.  Does that make sense?

25            MR. LAIRD:  That makes sense to me.  And, you know,
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 1   respectfully, I'd say we think the text is clear as written.

 2            MS. URBAN:  Thank you, Mr. Laird.  Thank you, Mr.

 3   Mactaggart.

 4             Other response, comments, questions?

 5             All right.  Ms. Marzion, how are we doing on

 6   public comment?

 7            MS. MARZION:  I'm not seeing any additional hands

 8   at this time.

 9            MS. URBAN:  Thank you very much.  Thank you so much

10   to the commenter for the comment.  And with that, I will ask

11   Ms. Marzion, if you would please perform the roll call vote

12   so we can consider whether to approve the motion as stated.

13            MS. MARZION:  Board Member Le?

14            MR. LE:  (No audible response.)

15            MS. MARZION:  Board Member Liebert?

16            MR. LIEBERT:  Aye.

17            MS. MARZION:  Board Member Mactaggart?

18            MR. MACTAGGART:  Aye.

19            MS. MARZION:  Board Member Worthe?

20            MR. WORTHE:  Aye.

21            MS. MARZION:  Chair Urban?

22            MS. URBAN:  Aye.

23            MS. MARZION:  Madam Chair, you have five yeses and

24   no nos.

25            MS. URBAN:  Thank you very much.  The motion has
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 1   been approved by a vote of five to nothing.  Thus, the Board

 2   has approved these final regulations to go into the process

 3   with OAL for final approval.  I want to state at this time

 4   how grateful I am and the Board is for the careful attention

 5   to the Delete Act and the careful attention to how these

 6   regulations will provide certainty to the data broker

 7   community who are regulated by this and to consumers, and

 8   give them the ability to understand how their own personal

 9   information may be used in these large marketplaces of data.

10             I know this was a very complex and technical task,

11   and we're going to talk about an even more so one in a

12   moment.  But I just really want to commend staff for, for

13   example, commissioning a survey of data brokers in order to

14   understand their practices and sort of how they -- how they

15   are thinking of complying, and really sort of digging into

16   the issue in a way that makes things quite concrete for

17   everyone.  It's much appreciated.

18             And I also want to thank all the commenters who

19   commented on the regulations.  I looked at the comments and

20   I went to the FSOR in detail and appreciate all of the

21   thoughtful feedback and thoughts that the Board -- that the

22   -- that the agency received and staff's thoughtful responses

23   to those comments.  So thank you all for that.

24             With that, we will move on to Agenda Item number

25   5, which is an update regarding development and
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 1   implementation of the Delete Request and Opt-Out Platform,

 2   aka DROP, and associated fees pursuant to SB -- excuse me --

 3   362.  This will also be presented by Mr. Laird, our general

 4   counsel, and Ms. Allen, our attorney, who is our guru of all

 5   things related to the Delete Act.  And I will turn it over

 6   to you.

 7            MR. LAIRD:  I second that description.  I'll go

 8   over to Ms. Allen.

 9            MS. ALLEN:  Okay.  Yeah, you're going to get me

10   three in a row here.  So, Liz Allen.  So we do have a little

11   presentation for you.  Let me just make sure -- kidding,

12   it's not going to work.  Okay.  Sorry.  Okay.  So first for

13   the agenda, I'm just going to do a quick level setting in

14   our review of SB 362 for everybody who is listening in.

15             I'll give a summary of the public engagement that

16   we've done since March.  I'll run through the DROP overview,

17   as in like how the system's actually going to work.  So this

18   will be a little technical.  We'll talk about the project

19   approval lifecycle, which is essentially how you have to --

20   the nuts and bolts of building a system like this within the

21   government.  And then we'll wrap up with a little bit of

22   next steps and any questions that you have on the slides

23   we've got.

24             So we'll start with a quick refresher on the law

25   itself.  The Delete Act, commonly known as SB 362, was
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 1   passed into in 2023.  It actually contains two programs.

 2   The first is the registry, which we just talked about.  The

 3   agency took that over from the Office of Attorney General as

 4   of January 1st, 2024.  But the program, of course, has been

 5   in existence since 2021.

 6             The second requirement, which is this

 7   presentation, is a mandate for the agency to build a

 8   "accessible deletion mechanism" to allow a one-stop shop for

 9   consumers to request the deletion of their non-exempt

10   personal information from the data brokers who register with

11   the state.  Accessible deletion mechanism, of course, sounds

12   very similar, ADM to ADMT.  And so we are helping the public

13   and ourselves out, and we're going to -- we call it the

14   DROP, which is the Delete Request and Opt-Out Platform.  So

15   you'll hear that throughout the presentation today.

16             So the -- nope, sorry.  Let's go back.  Let me

17   give you a quick overview and then we'll go forward.  The

18   DROP will allow a consumer through a single verifiable

19   request to instruct every data broker to delete personal

20   information related to the consumer.  It's the first of its

21   kind nationally or, from what we know internationally, and

22   it's similar to its much more basic cousin, the Do Not Call

23   Registry.

24             The platform will help consumers to quickly and

25   easily exercise their deletion and opt-out rights.  The
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 1   platform will not only allow consumers to request the

 2   deletion of their information, but if the -- if a -- if a

 3   data broker cannot delete a consumer's personal information

 4   because the consumer cannot be verified, the data broker

 5   must still opt the -- that consumer's personal information

 6   out of sale and sharing.

 7             Importantly, it also requires data brokers to

 8   direct all of its service providers or contractors to do the

 9   same.  So given the statutory requirements, if you're going

10   to translate that into some sort of platform, this is what

11   you get.  You get the consumers on one side, they come into

12   the platform to make a delete request individually or

13   through an authorized agent.

14             On the other side of the platform, you'll get data

15   brokers who register with the state and then access the

16   system every 45 days to ensure they have the updated list of

17   deletion requests from California consumers.  Data brokers

18   will then write back the status of those requests to our

19   system.  The CCPA and the DROP -- the CPPA and the DROP sit

20   in the middle, accepting deletion requests, processing them,

21   making sure that the information is protected, and making

22   them available to data brokers on the other side.

23             So within the law, there are statutory

24   requirements for the consumer experience.  Perhaps most

25   importantly, it is free to consume -- to California
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 1   consumers.  Consumer information will be submitted in a

 2   secure and privacy protecting manner, and consumers can make

 3   a delete request of all data brokers or choose a narrow

 4   subset of specific data brokers that they would like to send

 5   a request to.

 6             The platform will allow consumers to verify the

 7   status of their requests.  It will be accessible to those

 8   with disabilities.  It will also allow consumers to alter

 9   those requests 45 days after making them.  On the data

10   broker side, the data brokers also, their experience also

11   has certain requirements under the law.  They must register,

12   which of course includes paying the registration fee

13   annually, and beginning in August 2026, so not this year but

14   next, data brokers must access the DROP and process the

15   deletion requests every 45 days.

16             The agency may charge data brokers a fee for the

17   DROP and data brokers must update their public disclosures

18   July 1st of every year to report about the previous calendar

19   years activities with regards to consumer CCPA requests.

20   That same information will be reported to the agency during

21   their annual registration.  Starting in 2028, they must

22   undergo an independent audit every three years.

23             So that's a lot of requirements.  A bunch of

24   different orders.  So just to give you a quick timeline,

25   here we are, signed into law in '23, launched in '24, July
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 1   1st, the additional reporting requirements came into effect.

 2   Next year in January consumers can start making delete

 3   requests.  Starting in August, six months later, data

 4   brokers must access the DROP.  They then have 45 days to

 5   process those first deletion requests.

 6             The way the law is written, consumers essentially

 7   have about 7.5 months before the initial deletion requests

 8   are on.  So -- and then starting August 1st, data brokers

 9   must access the platform every 45 days.  And then, of

10   course, as we discuss 2028, we've got the audit requirement

11   that kicks in.

12             So as we digested this as an agency, we knew we

13   needed to get a lot of stakeholder input early on the

14   development of the actual system.  What are the nuts and

15   bolts?  What's it going to look like?  This will help us

16   inform what industry's current practices are and what the

17   public thought about how we should build the system.

18             To engage in a five prong public engagement

19   strager -- strategy spanning from March to June of this

20   year.  So in March, we designed a voluntary anonymous survey

21   to help better understand how data brokers manage delete

22   requests currently.  So because data brokers will have to

23   ingest a list of millions -- possibly millions of California

24   consumers, we wanted to ensure we built a system that worked

25   at scale and volume, and fit within existing practices.
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 1             So we sent the debt survey to data brokers who

 2   registered in 2024, asking a range of questions, including

 3   how businesses -- for example, how businesses uniquely index

 4   information within their own databases, how they maintain

 5   and process deletion requests from consumers.

 6             And approximately 10 percent of registered data

 7   brokers at the time chose to answer the survey.  And they

 8   gave us much needed insight.  And we greatly appreciate the

 9   businesses that took time to talk to us and answer those

10   questions.  And the data brokers who answered, spanned the

11   industry both in size and type.

12             Some data brokers had fewer than 10 folks.  And

13   there were data brokers who had well over 5,000 employees,

14   some who made under 10,000 and several that made well over

15   20, 25 million.  So large range.  And they were in

16   marketing, people search, identity verification, fraud,

17   financial industry, et cetera.

18             In April, we also did a series of one-on-one

19   calls.  We did 25 of them with a variety of stakeholders,

20   including 12 different data brokers and 13 think tanks

21   advocacy groups or authorized agents.  Also, and then in

22   May, we released a preliminary -- released preliminary

23   questions to the general public.  Not just about the data

24   broker -- not just the data broker industry, but the public

25   as a whole.
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 1             And we were soliciting additional information on

 2   the -- on system preferences and consumer expectations.  In

 3   response, we received 15 written comments.  And commenters

 4   range from consumer advocacy groups, university academics,

 5   policy think tanks, data brokers, and the ad industry.

 6             Finally, on June 26th, we finished up with a

 7   preliminary stakeholder engagement with an open session to

 8   hear from anyone in the general public.  And we received 17

 9   oral comments during the session.

10             Again, the range was similar to above, everything

11   from consumer advocacy to data brokers to individuals.  And

12   these conversations gave us key insights and how the system

13   should be built.  For instance, key identifiers most

14   commonly used for data brokers were full name, email, phone,

15   date of birth, mobile ad ID, for example.  Those were the

16   most persistent ones.

17             Data brokers generally preferred an API, which

18   stands for Application Programming Interface.  It's a way

19   for two systems to talk over getting information from an --

20   from a different source such as an SFTP box or an email.

21   These are all technical things and we are very thankful for

22   the product managers who talk to us.

23             And while business tended to accept delete request

24   in a number of ways, email, online form, or API were all

25   used, most -- the vast majority preferred this API method,
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 1   which we can talk about later.  We also talked about

 2   verification, identity verification, and how folks did that.

 3   And one of the most important pieces that came to light was

 4   that most businesses, especially the most sophisticated

 5   players, were moving a lot of data around, maintained a

 6   suppression list, which is essentially a list with a very,

 7   very small amount of personal information.

 8             That allowed the business to ensure that the

 9   delete request was ongoing.  So they essentially were

10   allowed to -- you know, they used it to check any incoming

11   data to make sure that delete requests continued to be

12   honored.

13             So all of this research led us to preliminary

14   design choices, which we'll share with you today.  Okay.

15   The consumer user journey.  So if you've got a Jane Doe, she

16   comes to our DROP portal and essentially kind of signs in

17   where her -- the California residency would be established.

18   She can optionally provide additional personal information

19   to facilitate the delete request.  For example, additional

20   old emails, old phone numbers, old addresses, date of birth,

21   and other pseudonymous IDs like a cookie ID or a MAID,

22   should she know them.

23             The DROP system would record all the information

24   in a privacy protective manner, and then Jane Doe can choose

25   which data brokers to send her delete and opt-out request
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 1   to.  The data broker user journey starts similarly, data

 2   broker lands on the website and they complete -- they create

 3   an account.  They complete registration, of course, during

 4   this registration period between January 1st and January

 5   31st.  They pay their fee.

 6             Before August 1st, 2026, the data broker must

 7   access the DROP system and select the relevant deletion

 8   list.  So do they want -- which is their primary identifier?

 9   Is it an email list or a phone list to query as related data

10   fields?  We can just -- we'll discuss this a little more in

11   detail next slide.  And then starting, of course, August

12   21st -- August 1st, 2026, the data brokers must access the

13   DROP at least once every 45 days.  And within 45 days,

14   provide an update to the CPPA with respect to the status of

15   each deletion request.

16             Okay.  So as we're collecting this information,

17   these select identifiers from consumers, we have a mandate

18   within the law to permit the consumer to securely submit

19   information in one or more privacy protective ways.  And so

20   first and foremost, and our privacy by design is separating

21   the personal information of consumers into separate lists.

22             So we're not just providing all information on a

23   -- about a consumer to the data broker.  We don't want to

24   provide a data broker with additional information that they

25   do not already request.  So, for this, we're going to
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 1   maintain four separate lists of consumer personal

 2   information, the phone list and list of emails, pseudonymous

 3   IDs, which again would be mobile ad ID, code the ID.  And

 4   then a list that contains name, date of birth, and address.

 5             And we know the data brokers have a wide range of

 6   practices and people tend to think of the data brokers who

 7   have the very largest businesses like Credit Reporting, for

 8   example.  While there are some big brokers who have many

 9   pieces of information about each person, there are also many

10   other data brokers that only contain certain pieces.  So not

11   every data broker has your email address or has your phone

12   number, for example.

13             So the four lists will also be -- so the data

14   broker essentially can choose which list that they want --

15   list they want.  All the data within our system will be --

16   and provided to data brokers will be hashed.  Hashed as in

17   industry standard security practice at this point, and the

18   agency will maintain the practice of -- the practice

19   internally to protect the public's personal information and

20   to make it harder for a breach to occur because it

21   essentially means that that is not stored in plain text.  So

22   rather than seeing Elizabeth Allen, you would see some

23   numerical number version of that.

24             We're also going to use data minimization

25   practices, which just means that we only collect the
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 1   personal information that's directly relevant.  So rather --

 2   we heard from many, many data brokers that they don't --

 3   they try not to collect sensitive personal information such

 4   as Social Security number.  And so likewise -- and they

 5   don't index off of that sort of information.  And likewise,

 6   we are stuck relatively basic personal information because

 7   it reduces our exposure and risk as an agency, but also

 8   because that's actually what industry practice is.

 9            MR. LAIRD:  I'm going to give Liz a break now and

10   take over the next slide.  So to talk about now procuring

11   such a system --

12            MS. ALLEN:  Excuse me.  So I just wanted to check

13   if the Board had questions on the system.

14            MS. URBAN:  Yeah, yeah.

15            MR. LAIRD:  Yeah.

16            MS. URBAN:  Mr. Liebert, please.

17            MR. LIEBERT:  It -- it's going to show my naivete,

18   but I'm very good at that.  So as -- when we talk about the

19   consumer's journey --

20            MS. ALLEN:  Yeah.

21            MR. LIEBERT:  -- what should I imagine here with

22   this DROP process?  That they're going to go where to access

23   the DROP process to trigger their desire in a very simple

24   and easy and user friendly way.  Take me out of those

25   things.
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 1            MS. ALLEN:  Yeah.

 2            MR. LIEBERT:  How's that going to work?

 3            MS. ALLEN:  It'll be a website.  So imagine just,

 4   you know --

 5            MR. LIEBERT:  Okay.

 6            MS. ALLEN:  -- you click and you land on a website

 7   and it'll be very similar to your experience in all over the

 8   internet.  You know, you enter a piece of information to

 9   create -- to essentially authenticate yourself through.

10             And to -- there'll be a verification step to

11   verify that you're a California resident and you essentially

12   get taken to an interface that will allow you to enter, you

13   know, I imagine -- I mean, I don't know exactly whether it'd

14   be boxes or how it's going to look.  But it'll be -- you

15   know, you're -- it'll be like how many addresses.  You can

16   enter many, you can enter one, you can enter none.  And

17   then, you know --

18            MR. LIEBERT:  So it's -- so it's basically a state

19   government --

20            MS. ALLEN:  Form.

21            MR. LIEBERT:  -- operated website --

22            MS. ALLEN:  Yeah.

23            MR. LIEBERT:  -- that we're going to have some

24   education process, so consumers are going to find out about

25   this, that they can access this, and we're going to make it
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 1   really simple and easy with as little information as is

 2   needed?

 3            MS. ALLEN:  Uh-huh.

 4            MR. LIEBERT:  And then you'll be able to say,

 5   either get me out of all of these data broker databases or

 6   can't imagine people wanting to just pick and choose some,

 7   but that would assume that they actually understand what

 8   those different data brokers have on them, right.

 9             Okay.  That was my first naive question that I

10   have.  I have others, but I don't want to monopolize this.

11   The enforcement process then that will be in place, how will

12   the state know whether the various data brokers are in fact

13   complying with these requirements?  Is that similar to the

14   other ways that we do it in terms of kind of surveying?  I

15   don't want to give any state -- give up any state secrets

16   for enforcement, but what the thoughts are about that?

17            MR. LAIRD:  Yeah.  Well, again, legal is not over

18   enforcement.

19            MR. LIEBERT:  Yeah.

20            MR. LAIRD:  But at the same time, I think we're

21   understanding monitoring of the system, use of the system is

22   appropriate.  So --

23            MR. LIEBERT:  Yeah.

24            MR. LAIRD:  -- certainly the system as it's

25   constructed will be able to tell -- you know, tell the
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 1   agency who has accessed the system and who hasn't, for

 2   instance.

 3            MR. LIEBERT:  Okay.

 4            MR. LAIRD:  And then also an important component in

 5   the law is consumers being able to verify the status request

 6   of their -- the status of their request.

 7            MR. LIEBERT:  Right.

 8            MR. LAIRD:  And so there will be a feedback loop we

 9   anticipate, where the data broker will actually have to say

10   whether or not they did something.  And, certainly, that

11   information could inspire our enforcement division to look

12   into anomalies or things of that nature.  And then the third

13   prong, you know, which is unique to the Delete Act is this

14   audit requirement.

15             There are -- all the data brokers registered are

16   going to have to start running an independent audit of their

17   operations to ensure compliance with this by a third party

18   independent auditor.  And that's something that the

19   enforcement division, again, could go ask for, review the

20   findings of the audit, and again, use that mechanism to

21   determine if there's been compliance or non-compliance.

22            MR. LIEBERT:  Got it.  Okay.

23            MS. ALLEN:  I just want to add really quick that

24   the way the system's designed in the backend between data

25   brokers and us is, anytime you kind of ping the system, it
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 1   all gets written into a database.  So you can tell

 2   automatically the time and date that a company, for example,

 3   accesses the system.  So all that gets automatically

 4   recorded.

 5            MR. LIEBERT:  And there presumably would be a way

 6   for you to test these out, to have individuals make requests

 7   for deletion, and then to be able to determine whether that

 8   had actually been accomplished or not?  And you used the API

 9   terminology that you said you'd explain to us, maybe that's

10   coming later or is --

11            MS. ALLEN:  Oh, I -- yeah.

12            MR. LIEBERT:  Okay.

13            MS. ALLEN:  Yeah, I can.  So Application

14   Programming Interface --

15            MR. LIEBERT:  Yeah.

16            MS. ALLEN:  -- it's essentially allows two systems

17   to talk with each other.  You program one and you program

18   the other, and they kind of link.  And so rather than having

19   to ask every time, like email, you know, let's say an email

20   came into me and I had to email you the list, you can

21   automatically essentially send a request and the system

22   automatically answers with the request.

23             And so because it's auto, auto, it's machine to

24   machine, you get it's much easier on the business, right?

25   They just keep running it every 45 -- they put it, you know,
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 1   and they run it.  And then on our side we see when they hit

 2   --

 3            MR. LIEBERT:  So that's really just between the

 4   website folks and the brokers.  Consumers aren't part of

 5   that process --

 6            MS. ALLEN:  No.  Mm-mmm.

 7            MR. LIEBERT:  Okay.  Now I totally understand

 8   everything.  Okay.

 9            MS. ALLEN:  Great.  Thank you, Mr. Liebert.  Mr.

10   Mactaggart.

11            MR. MACTAGGART:  Thanks.  And can you remind me the

12   -- I put my name in and everything, the 45 days from the

13   business point of view, it's not just retroactive.  It's --

14   my name's in there, so it's everything going forward.  And

15   is the 45 days in statute?  I forget.  That is.  Okay.  That

16   might be something just to note to self that eventually we

17   might want to tighten up.  It's a long time to be selling

18   information, you know.

19            MR. LAIRD:  And I'll note too, the statute does

20   actually prevent consumers from amending their request for

21   45 days.  So once you've entered your request, you actually

22   have to wait 45 days to amend a request under the law.

23            MR. MACTAGGART:  And then another question.  So

24   when I show up, I always have to put in like my real world

25   data.  Is there ever or is there a thought, and it would be,
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 1   but I show up with my phone and I say, okay, here's my, you

 2   know -- you know, all the -- all the -- all the -- all the

 3   identifying information --

 4            MS. ALLEN:  The device ID.

 5            MR. MACTAGGART:  The device ID and all the rest of

 6   it.  And I just kind of wanted to give you that.  I want

 7   this phone to be not sold.  But you still -- we're still

 8   stuck on the, you have to have a name.

 9            MS. ALLEN:  No, no.

10            MR. MACTAGGART:  I could just -- I could just say

11   --

12            MS. ALLEN:  Yeah.

13            MR. MACTAGGART:  -- here's my phone Okay.

14            MS. ALLEN:  Yeah.  You could say, here's -- or

15   here's just my synonymous ID, my MAID, or my cookie ID.

16            MR. MACTAGGART:  Okay.

17            MS. ALLEN:  And just send that.  Yeah.

18            MR. MACTAGGART:  And then it's on you if you wipe

19   your cookies -- you clear your cookies and you have no way

20   -- or you were saying that there's a way then of knowing,

21   like, I show back up on this -- that I -- a way of knowing

22   whether or not I've kind of cleared my cookies, and so

23   therefore it doesn't identify me anymore?

24            MS. ALLEN:  Well, I don't know if it'll go into

25   that much detail.  But it, you know, it would be like, did
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 1   you send your -- you know, was your request picked up, for

 2   example, on the API side?  And so, yeah, I mean --

 3            MR. LAIRD:  I can give the example.  You know, one

 4   of the first things a data broker will do is, do I have that

 5   cookie ID or do I not?  And if I don't, that's one bit of

 6   feedback, for instance, we'd be able to relay it back to the

 7   consumer.

 8            MS. ALLEN:  They're not fine.

 9            MR. LAIRD:  They said they did not have your cookie

10   ID at all in their system.  But at the same time then, if

11   they did, then we expect to get a confirmation that they

12   deleted that information.

13            MS. MARZION:  I have Ashkan available to comment.

14            MS. URBAN:  Okay.  Wonderful.  Ash -- Executive

15   Director Sultani, please.  That's okay, sir, yeah.

16            MR. SOLTANI:  Great.

17            MS. URBAN:  Please go ahead.

18            MR. SOLTANI:  Thank you all.  And just to provide a

19   little bit of a technical clarity on that last one, if the

20   company knows that say the cookie ID -- so Mr. Mactaggart is

21   -- Board Member Mactaggart is correct, where if you delete

22   your cookies, then you won't know what those are.  You might

23   just have a new set of cookies that the business is using to

24   identify you.

25             But if the business knows that the previous data
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 1   was related to the cookie or the same consumer, the law

 2   applies to the consumer.  And I'll let Mr. Laird respond to

 3   that.  And so if they know it's the same person, or if they

 4   know the data pertains to the same person, they would need

 5   to delete that information as well.  With respect to showing

 6   up with a device, one of the challenges, and I think you,

 7   Mr. Mactaggart, brought it up during the presentation on --

 8   the comment on opt-out systems is device IDs unfortunately

 9   are often governed closely by the the bigger platforms such

10   as, you know, the mobile smart phone makers.

11             And so it's difficult for us as an agency to get

12   access to those, to make it easy for consumers to show up

13   with their device IDs.  Conversely, I -- companies can, but

14   we would have a hard time building an app to do that.  So at

15   this stage, it would likely involve consumers having to find

16   their device IDs and communicate that to us by looking it

17   up.  And we'll provide -- we'll do -- we'll likely do heavy

18   public education and awareness showing folks how to do that.

19   But it's not something we can, at this juncture automate,

20   unfortunately.

21            MS. URBAN:  Thank you, Mr. Soltani.

22             Yes, please go ahead, Mr. Mactaggart.

23            MR. MACTAGGART:  Mr. Soltani, so on that, what's

24   the -- what's the hold up?  So I assume I can look on my

25   phone somewhere and find out what the device ID is by going

0184

 1   to settings.  What's the holdup in the API kind of sucking

 2   that out?  I mean, if an ad tech company can do it.

 3            MR. SOLTANI:  Yeah, so we would, we would then need

 4   to develop an application to do that.  For example, we -- so

 5   we -- we'd -- the agency would, in addition to the website

 6   that we discussed, we'd have to do an application.  And then

 7   there's also certain limitations on how that information is

 8   used.

 9             The common example, and we're going to get really

10   into the weeds, but I'll just share.  Most -- so you have

11   your device ID, which is essentially the serial number for

12   your device.  You have your advertising ID, which

13   effectively is how advertisers and, you know, ad companies

14   refer to you.  And then you have your IMEI, which is your

15   equipment ID effectively, and that's how location tracking

16   occurs.

17             Those first two, your serial number and your IMEI,

18   is rarely available even to advertisers after a lot of the

19   reporting we did on how that information is used and, you

20   know, companies have changed their practice over the last

21   decade.  However, companies do sell and share information

22   around that.

23             So in a lot of circumstances, consumers will be

24   the only ones that -- or the platforms themselves say, if

25   Apple or Google would want to make that available to us,
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 1   that's one consideration, I don't think they will.  But at

 2   this juncture, consumers would have to look that up to your

 3   point, go down to settings, and then make that available to

 4   us, which is a challenge.

 5             Thankfully, though, based on the kind of -- as Ms.

 6   Allen highlighted, based on our research, oftentimes

 7   companies have multiple pieces of data.  So they know you by

 8   your device ID, they might know you by your email address,

 9   and they might know you by your address and birthday pair.

10   And so, hopefully, you know, by you providing those other

11   attributes, you will find a match in their database.

12             But, certainly, there are companies like mobile

13   location tracking companies that only know you by your ad ID

14   or your device ID.  And that's why we want to provide

15   consumers the ability to provide us pseudonymous information

16   that they can then request deletion of.

17            MS. URBAN:  Thank you, Mr. Soltani.  Other

18   questions from the Board.

19             All right.  Shall we move on to the PAL process.

20            MR. LAIRD:  Thank you.  And I think if we can

21   return to the slides.  So I'm going to go a little bit over

22   what it takes to procure something like this in the state.

23   The authority for approval of information technology

24   projects.  In California -- in the State of California lies

25   with the Department of Technology.  And they -- it occurs
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 1   under a process called the Project Approval Lifecycle or

 2   PAL, which we'll call for short.  And it's the mechanism for

 3   approving IT projects in the state.

 4             The PAL ensures projects are undertaken with a

 5   strong business case, clear business objectives, accurate

 6   costs, and realistic schedules.  The process takes IT

 7   projects from the idea stage through the formal procurement

 8   with the goal that execution is as smooth as possible and

 9   able to handle technical complexities and unanticipated

10   issues should they arrive.  As the DROP system is a new

11   stake technology project, we are subject currently to the

12   PAL process.

13             So the PAL process is administered by the

14   California Department of Technology or CDT, and is divided

15   into four gated stages.  Stage 1 is business analysis, Stage

16   2 is alternatives analysis, Stage 3, solution development,

17   and Stage 4, project readiness and approval.  Each of these

18   stages requires CDT approval to advance to the next stage.

19             Each stage of the PAL process requires a myriad of

20   documentation, decisions, and refinement.  Stage 1 is

21   articulating the business use cases need, and Stage 2 is

22   getting into the nitty gritty details of how the system will

23   work, what alternatives are available, and putting together

24   plans to govern the remainder of the procurement and build.

25             Stage 3 is developing and releasing a request for
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 1   proposals or RFP, which is part of our public contracting

 2   process.  And then Stage 4 is the procurement process

 3   including a valuation of the bids and entering into the

 4   final agreement to procure and develop the system.  A

 5   typical PAL process can take anywhere from two to five

 6   years, and as this Board well knows, the timeline for DROP

 7   launch is a bit shorter than that.

 8             All right.  So in terms of -- another complicating

 9   factor we just wanted to mention to the Board is that state

10   budget timeline, as well as revenues from data broker

11   registrations, do not exactly line up with the launch of the

12   timeline of the system.

13             The state's fiscal year runs from July to June,

14   but the process for requesting budget augmentations for a

15   given budget begins far in advance of the fiscal year with

16   documentation and estimentation, often needing a nine or

17   more months in advance.

18             So for our system to go live by January 1, 2026,

19   we need to proceed with PAL, procure and build across

20   multiple fiscal years, and the PAL approvals -- no, and the

21   PAL approvals do not necessarily align with that budget

22   process.

23             Now, the ace in cross at E between the budget --

24   who chose that word?  All right.  Between the budget

25   timeline and the proposed PAL requirements create some
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 1   challenges because alternatives are still being assessed and

 2   a solution has not yet been chosen, yet CPPA must submit a

 3   BCP for additional expenditure authority for the 2025 to '26

 4   fiscal year.

 5             So, again, just to make clear, this complicates

 6   the build because the DROP system comes from data broker

 7   registrations, which we only receive revenues from every

 8   January.  This means that we're in a position to having to

 9   estimate how much funding we'll fund construction and launch

10   through 2026, as well as the registrations needed to pay for

11   the contract through 2025.  And these determinations are

12   being made without a vendor actually procured or in contract

13   with us.

14             So in addition -- next slide, please.  In addition

15   to the budget issues and the sheer volume of work, the PAL

16   process also requires significant coordination between

17   multiple government agencies.  By law and regulation, we

18   have to work with multiple state departments, project --

19   there's a project approval and oversight team and statewide

20   technology procurement from CDT, and of course, there's also

21   Department of Finance to help us get approval and the

22   appropriation authority.

23             And because of our size and we have also -- we

24   have also contracted with a third CDT team, the project

25   management office, to augment essentially our expertise, to
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 1   manage a project of this nature, and to guide us through

 2   given our agency is rather lean at the moment.  Coordinating

 3   between these departments does require significant time and

 4   effort, and our data broker unit is extremely small.  And

 5   this project does require a significant amount of time

 6   involvement.

 7            MS. URBAN:  But very mighty.

 8            MR. LAIRD:  But very mighty, exactly.  By our

 9   executive director and our chief deputy.  So let's take a

10   look at next steps.  Did you want to --

11            MS. ALLEN:  Yeah.  Sure.  I may have to think about

12   it.

13            MR. LAIRD:  Okay.  Yeah.  Sure.  So over the next

14   year, the data broker unit and all the -- all of those

15   supporting it will be busy.  We are going to finalize our --

16   we are in the process now of finalizing our Stage 2

17   documents, artifacts, description of the system, and moving

18   into the PAL process, and then we'll begin procurement.

19             Selective -- we will be selecting a vendor through

20   this process and then we will construct the system.  And in

21   the midst of this, an ongoing over the year, we'll be

22   working on drafting Board regulations that supplement and

23   compliment the use of the DROP system.  As you can imagine,

24   there'll be a lot of requirements of data brokers in how

25   they integrate with this system, and those are things that
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 1   will actually need to be explained through regulations.

 2   Yes.

 3            MS. URBAN:  Just as a quick clarifying question,

 4   I'm -- I -- this is -- well, I'm not saying the PAL process

 5   makes sense or it's interaction with the budget process, but

 6   the function of the system makes sense to me.  Would -- are

 7   the regulations likely to cover things like the API

 8   standard?  Okay.  Great.  I got it.

 9            MS. ALLEN:  Yeah.  Generally, it's going to talk

10   about how the business needs to interact.  It won't probably

11   -- you know, it's not going to go into the technical details

12   of what an API is, for example.  Yeah.

13            MR. LAIRD:  Let's see.  Okay.  Oh, yes.  And so in

14   a -- so in there will be those regulations.  And after the

15   system is constructed, we'll, of course, have to do lots of

16   testing to ensure everything is running smoothly in time for

17   launch.  And then we are very aware to Mr. Liebert's earlier

18   point, public awareness and campaigning for this will be

19   very important.  You know, consumers will really need to

20   know this is out there and a tool available to them to make

21   this real for Californians in the coming years.

22             So while DROP work continues, we're also working

23   on maintaining and improving the data broker registration

24   process, which we did just discuss, and thank you Board for

25   your vote to move forward on those regulations.  And, of
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 1   course, we will be maintaining and having a new registration

 2   cycle just around the quarter in January.

 3             So with that all said, you know, we do have a last

 4   item today before we finish on this overview to talk about

 5   actually a necessary fee increase born out of the need to

 6   procure and launch this system by 2026.  But for now we'd

 7   love to -- if you do have further questions as the Board

 8   about the system, we're happy to take them.

 9            MS. URBAN:  Thank you.  I -- Mr. Liebert and then

10   Mr. Mactaggart.

11            MR. LIEBERT:  Mine's just quick.  I'm incredibly

12   excited about this.  I think this is truly pathbreaking, not

13   just in California, but the country and the world.  We're

14   leading the way on this.  The agency can be so proud of the

15   work Mr. Soltani has led and all of you have done fabulous

16   work on this.  And I think it's just really magnificent.

17   Keep it up.

18            MR. MACTAGGART:  I just want to echo what Mr.

19   Liebert just said, especially, I know -- I don't want to

20   diminish anybody in the room here, but I do know that

21   Executive Director Soltani's incredible technical skills

22   among other things were super useful.  And he was handed a

23   -- all of you were handed a large problem and you guys are

24   solving this well, so I just want to say congratulations.

25            MS. URBAN:  Thank you, Mr. Mactaggart.
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 1             Mr. Le?

 2            MR. LE:  Yeah.  Thank you all for putting this

 3   together.  Liz, you know, great job.  You sound like a

 4   technologist.  I wouldn't know you're an attorney with your

 5   knowledge of APIs and you're really considered interviews of

 6   all the data brokers and the surveys and building out, which

 7   is a pretty technically complex system.

 8             So I remember reading comments when the Delete Act

 9   passed, saying, there's no way government can build a system

10   like this in three years.  And, you know, here we -- here we

11   are, you know, well on our way.  So I really want to applaud

12   the work that you've done on this.

13            MS. URBAN:  Thank you.  Thank you very much.  Any

14   other.

15             So I echo my fellow Board members sense of

16   impressed with everything that you've done.  And I want to

17   thank you, Ms. Allen and Mr. Soltani.  I know you've been

18   working closely.  And it is both appropriate and very

19   pleasing to see that you're building this in a privacy

20   protective manner, and that you're building it to the best

21   standards of a privacy protective manner for a system like

22   this.

23             We heard some comments earlier in the day that I

24   think are well taken about being careful of -- for having

25   opt-outs and other systems, not accidentally being -- being
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 1   accidentally perhaps more privacy damaging and not as

 2   privacy preserving as they could be.

 3             And this is a real technical undertaking to

 4   understand how to do that.  And I, you know, I really

 5   appreciate that you're building it so that the data brokers

 6   can just run their APIs and make calls to the system that's

 7   -- you know, that's going to be a lot easier for them.  That

 8   makes a lot of sense.

 9             And I share -- I share the sentiment that this is

10   a very sophisticated tool that you're building and that

11   California will be leading the country but also the world,

12   as Mr. Liebert said.  I also want to just pause for a moment

13   and thank the sponsors and the legislators who moved this

14   legislation.  You know, we're happy to implement this

15   legislation.

16             Maybe Ms. Allen isn't as happy as some late nights

17   as we are privileged to be sitting up here listening to the

18   great work.  But it's made possible by the legislature, the

19   legislative process, and their attention to Californian's

20   privacy rights, and to do it in a way that's -- that is

21   possible for the data broker industry.  And so I wanted to

22   pause a moment and thank them for that while we are looking

23   at the beginnings of the fruits of this part of the law.  So

24   thank you to all of you.

25             Yes, Mr. Le.
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 1            MR. LE:  I had a question come up.  You know, I --

 2   I've heard other states are interested in a system like

 3   this.  I'm curious, is there like any plans for

 4   interoperability?  Is that possible to build on?  So, like,

 5   we don't have to reinvent.  This is just curious thoughts.

 6            MS. URBAN:  I'm sorry.  I'm just thinking of the

 7   PAL and I'm like imagining another state in there and --

 8            MR. LE:  Sure.  This is probably not realistic.

 9            MS. URBAN:  I think it's a wonderful dream and

10   maybe it's not even a dream.

11            MR. LAIRD:  Yeah, I would say we've heard similar

12   things of other states interested in executing something

13   similar by being the first ones out there.  Certainly, I

14   think we can set an industry standard or a government

15   standard for a system like this and how it should be

16   operated, and we'll be happy to share sort of our lessons

17   learned and the practices we're doing with any other state

18   who's interested to hear.

19             And there is always the chance.  Some sort of

20   agreement could be reached between states to reach that

21   functionality.  So we're open to exploring possibilities

22   like that in the future.

23            MS. URBAN:  And, again, you know, to the extent

24   that we can have convergence in the same way that we think

25   about our regulations and how they compare to the law, the
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 1   better that is for everyone so long as it's at the standard

 2   that we need under our law and for Californian.

 3             Other comments?  All right.  Ms. Marzion, is there

 4   public comment?

 5            MS. MARZION:  We have Executive Director Soltani.

 6   Would he like to speak?

 7            MS. URBAN:  Okay.

 8            MS. MARZION:  Go ahead.

 9            MR. SOLTANI:  Thank you all.  Just to on that

10   important point of interoperability, you are correct that

11   other states have approached us asking and inquiring about

12   the system.  And Ms. Mahoney's great work in her -- in our

13   interagency and intergovernmental work is supporting that.

14   We are indeed looking to build, you know, the architecture

15   similar to as we developed -- as California first developed

16   the opt-out preference signal, we have now 12 or 13 other

17   states following essentially the standards that we've set.

18             We hope -- similar to how Do Not Call started, if

19   folks know the history, and Florida was one of the first

20   state to build Do Not Call.  It expanded to multiple states

21   and it became a federal program.  We hope that we build this

22   system in an interoperable fashion, including the

23   specification and the APIs and the protocols in an open

24   standard.  And we're kind of committed to trying to do the

25   best of our ability to do that, such that other states could
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 1   potentially at least plug and play or at least data brokers

 2   can, you know, consume the information in a -- in a

 3   universal fashion.

 4             So that is on our radar.  We're -- you know, we

 5   have a lot of competing priorities, as you can tell, and a

 6   lot of other legal and process-based restrictions, but that

 7   is something we have an eye towards and we hope to be able

 8   to achieve, again, setting the standard of the California

 9   standard in this regard as well.

10            MS. URBAN:  Thank you, Mr. Soltani.

11             Is there anything else from Ms. Allen or Mr.

12   Laird?  I assume you'll keep us updated on the budgetary and

13   PAL process and how that will all interact with building the

14   system?

15            MR. LAIRD:  Absolutely.  And we do anticipate

16   starting to talk to you all about regulations in 2025.

17            MS. URBAN:  Okay.  Thank you very much.  And with

18   that, I will ask if there's public comment.  Sorry, Mr.

19   Soltani.

20            MS. MARZION:  For Agenda Item number 5, if you'd

21   like to make a comment at this time, please raise your hand

22   using the "raised hand" feature, or by pressing star nine if

23   you're joining us by phone.  This is for Agenda Item number

24   5.  And it looks like we do have a commenter.

25             Houman, you have three minutes.  I'm going to
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 1   unmute you at this time, so please begin as soon as you're

 2   ready.

 3            MR. SABERI:  Thank you.  Hello.  My name is Houman

 4   Saberi from the Permission Slip team at Consumer Reports.

 5   Permission Slip is an app that serves as an authorized agent

 6   submitting requests on behalf of consumers to both data

 7   brokers and consumer facing businesses.  And to date, we've

 8   submitted just over 4 million requests.

 9             Our team is also implementing the data rights

10   protocol, which is a standardized means to receive process

11   and complete data rights requests in an interoperable

12   fashion.  We're doing this in a consortium with other

13   agents, brokers, and privacy infrastructure providers, such

14   as OneTrust and Transcend.  So I'd like to thank you for the

15   opportunity to share our comments on DROP.

16             So our first comment is that we see that many

17   companies circumvent authorized agent requests and reach out

18   to the user directly to verify identity.  We found that this

19   causes confusion and we see users reaching back out to us

20   requesting that we confirm whether the request is legitimate

21   or not.  And so we'd like to ensure with DROP, the companies

22   do not reach out to users directly again for verification.

23             We would also recommend a consideration for a

24   process to authenticate valid authorized agents accessing

25   DROP.  For our data rights protocol, we maintain an
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 1   authorized agent directory and authenticate agents with

 2   public keys.

 3             We also we're excited to see one way hashing as a

 4   consideration, and as you work through implementation

 5   details, we'd like to note that we have found that small

 6   variations and how names are presented, such as with or

 7   without a middle initial, can change whether a data broker

 8   finds a match.  An implementation which encourages data

 9   brokers to fuzzy match instead of strictly looking for

10   string literals may increase fulfillment rates.

11             And finally, we would like to emphasize to the

12   CPPA the importance of ensuring an intuitive and accessible

13   user interface for consumers.  We're glad to hear that there

14   will be a help center because we found that users frequently

15   need to change their email addresses, have multiple emails

16   under which their information might be keyed, and they also

17   experience very technical difficulties.  Those were my

18   comments.  Thank you very much for your time.

19            MS. MARZION:  Thank you.  If there are any other

20   members of the public who'd like to speak at this time,

21   please go ahead and raise your hand using the Zoom's "raised

22   hand" feature, or by pressing star six if you're joining us

23   by phone.  Again, this is for Agenda Item number 5.

24             Madam Chair, I'm not seeing any additional hands

25   at this time.
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 1            MS. URBAN:  Thank you very much, Ms. Marzion.

 2   Thank you to the commentator, and thank you again, Ms.

 3   Allen, Mr. Laird, Mr. Soltani, and everyone who has been

 4   working on this.  I regret this, but I do need to ask for a

 5   short break.  If we can return at 3:15, we'll pick up Agenda

 6   Item number 6.  Thank you very much.

 7                         (RECESS)

 8            MS. URBAN:  Welcome back, everyone, to today's

 9   meeting of the California Privacy Protection Agency Board.

10   We will now proceed with the agenda to Agenda Item number 6,

11   which is an item on discussion and possible action to amend

12   regulation Section 7600, to adjust the CPPA's data broker

13   registration fee pursuant to Civil Code Section 1798.99.  80

14   et seq.  It will be presented by CPPA general counsel,

15   Phillip Laird, and Attorney Liz Allen.  Please go ahead.

16            MS. ALLEN:  Hello, again.  Liz Allen with the Legal

17   Division.  As described earlier today, the Delete Act direct

18   the CPPA to not only maintain the data broker registry, but

19   also create a mechanism by January 2026, that allows a

20   consumer to, in a single request, direct all data brokers to

21   delete their personal information.

22             As you previously heard in Agenda Item 5, the

23   statute has significant legal and security requirements for

24   the system, including that it has to be privacy protective.

25   Since receiving direction from the legislature to develop
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 1   and implement the DROP system, the agency staff have worked

 2   diligently towards planning for procurement of the system.

 3   In compliance with the project approval lifecycle of PAL,

 4   we've done robust market research, stakeholder outreach, and

 5   even published a request for ideas or an RFI, which received

 6   multiple submissions.

 7             As a -- as a result of these efforts, the agency

 8   has been able to reasonably refine estimates for the

 9   purposes of system procurement and build.  When it comes to

10   paying for the system, as well as ongoing costs affiliated

11   with the registry, including personnel, the CPPA was

12   directed by the legislature to set and adjust the data

13   broker registration fee to cover the cost to develop and

14   maintain the registry and the deletion mechanism.

15             As you know, the registration fee is collected

16   annually during the January 1st, January 31st registration

17   period, and staff evaluates projected costs every year to

18   determine the necessary fee during the next cycle.  Given

19   the projected costs for procuring and deploying the DROP

20   system by 2026, the agency staff recommends a fee adjustment

21   to $6,600 to ensure the agency can cover all necessary costs

22   through the next fiscal year and comply with the statute's

23   requirements.

24             As the cover memo described, which can be found on

25   our website, this adjustment is based on an estimated need
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 1   of 3.5 million divided among the 527 currently registered

 2   data brokers.  Staff is happy to take any questions, and

 3   otherwise we'll just turn the discussion to the Board.

 4            MS. URBAN:  Thank you, Ms. Allen, and thank you for

 5   this helpful memo as well.

 6             Questions, comments from the Board?  Mr. Worthe?

 7            MR. WORTHE:  Just to quickly summarize, we're

 8   required to do this and we're required to fund 100 percent

 9   of it from these fees, correct?

10            MR. LAIRD:  That's correct.

11            MR. WORTHE:  And so far if the number of data

12   brokers increases to 650, that surplus will be transferred

13   into the following year, and then these will be adjusted,

14   correct?

15            MR. LAIRD:  That's exactly right.  We anticipate

16   being back before the Board this time next year to make an

17   appropriate adjustment based on the revenues we still have.

18            MR. WORTHE:  Great.  Thanks.

19            MS. URBAN:  Thank you.

20             Mr. Liebert.

21            MR. LIEBERT:  Great question, Board Member.  My

22   question is, how many data brokers under the definition that

23   we have do we think actually are out there as opposed to the

24   number that we are using right now?

25            MS. ALLEN:  Well, we don't -- we don't know.  There
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 1   are several other states that have data broker registries

 2   with slightly different definitions, Texas, Vermont.  We see

 3   estimates from various thinkers in the space from a thousand

 4   to 5,000.  None of the registries have over, I think the --

 5   I think 800 -- don't quote me, but around 800 is the most on

 6   any official registry, Texas or Vermont.

 7            MR. LIEBERT:  So it kind of sounds like those data

 8   brokers who have complied with the law and have registered,

 9   have an incentive potentially to get those other folks on

10   board in terms of registering, if they want those fees to

11   appropriately be reduced.  Got it.  Okay.

12            MS. ALLEN:  Yeah.

13            MS. URBAN:  Thank you.  Other questions?  Comments.

14             Yes, Mr. Le.

15            MR. LE:  And can you tell me -- I know there was a

16   range of estimates for developing this system, and like

17   where does this cost for the system fall into that range of

18   -- well, it's, you know, third party contractors, right?

19   Building a lot of this?  Yeah.  So where does this fall on

20   that range?

21            MR. LAIRD:  Great question.  In terms of our market

22   research, you know, we've kind of turned over a lot of

23   potential options.  And as I mentioned, we also did an RFI,

24   request for ideas.  That actually had a range of between

25   800,000 and $12 million for a system of this nature.  But
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 1   even there, I have to acknowledge that certain of the lower

 2   level estimates did not actually include all of the system

 3   requirements in their description of what would be required.

 4             So we've also done -- we've partnered with CDT and

 5   looked at other state procurement models as well to kind of

 6   really hone in as best as we could a reasonable estimate.

 7   So when we came to this conclusion of $3.5 million, it's

 8   technically more than that, but there is a balance in the

 9   data broker registry fund, sort of as Mr. Worthe has

10   mentioned, that we are going to deplete first before we ask

11   for more funds.

12             So that's where the price comes down to $3.5

13   million.  But, yes, I would say from what we've seen, it's

14   on the lower end and certainly very, very keyed in and kind

15   of reasonable from a state IT procurement perspective.

16            MR. LE:  Thank you.  I was going to say, I -- I've

17   been studying procurements, I'd say government.  This is

18   actually is much on the lower end compared to $80 million

19   and like -- and procuring a lot of these data systems and

20   other context.  So thank you.

21            MS. ALLEN:  And I'll just jump in and add that we

22   looked a lot at the FTC Do Not Call Registry, which was

23   started in 2003.  It's a much simpler system.  It's just

24   phone numbers, for example.  And in 2003, that was an $18.1

25   million project that went up for the next few years.  And in
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 1   2023, it was $14.1 million to run that.

 2             Now that's, of course, the entire nation, but if

 3   you were to rightsize that to just California and adjust for

 4   inflation, it would've been a $3.4 million system just for

 5   phone numbers, not for the rest of the complicated stuff we

 6   are trying -- we're putting in place.

 7            MS. URBAN:  Thank you, Ms. Allen.  Other comments

 8   or questions.

 9             All right.  With that I will go to public comment

10   after making sure that I understand what the -- what the

11   motion would be here.  Mr. Laird, please, correct me if I

12   have this wrong and let me know if I have this right.  I

13   think I'd like to propose a motion to direct staff to amend

14   Section 7600 to adjust the California Privacy Protection

15   Agency's data broker registration fee to $6,600.

16            MR. LAIRD:  Perfect.  That's correct.  Yes.

17            MS. URBAN:  Okay.  Wonderful.  You know, my own

18   comment is that when I first saw the difference between the

19   400 something and the 6,600, it did raise my eyebrows a

20   little bit.  And so I anticipate that that may be the case

21   for those listening.  And there are a few factors that I

22   think are important here.  One is that this is not just for

23   the registry, this is for the DROP system that has to be

24   built.

25             And secondly, as you both pointed out in response

0205

 1   to Mr. Mactaggart's good question, this is the model the

 2   legislature chose to fund this for industry to fund this.

 3   The other option would be for California taxpayers to fund

 4   it.  And the legislature made the decision that this is

 5   something that should be industry funded like the Do Not

 6   Call registry is, for example.

 7             And it must be funded.  And in my view, it makes

 8   sense for the industry to fund it.  And though there's an

 9   increase in the fees, I think a data broker needs to be

10   sufficiently capitalized in order to handle the data that

11   they're handling of Californians.

12             We -- it feels like every other day we hear about

13   a data breach that exposes people to identity theft.  It

14   exposes people to ongoing harm and with, you know, with all

15   support for businesses getting off the ground, to me this is

16   very similar to, for example, I am the daughter of a small

17   business.  I grew up to a father who's an electrical

18   contractor, and there's a lot of cost of doing business in

19   order to make the work safe.  And that's simply part of the

20   capitalization that you need to do the business well and to

21   do it safely.

22             So I'm glad that staff have thought really

23   carefully about how to do this and sought comments and

24   sought information about how to do this in an efficient way.

25   And I'm really glad that we'll be able to revisit this as
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 1   the data broker registration grows and make sure that we're

 2   funding it appropriately and funding it efficiently.  But I

 3   really appreciate the work that you've put into it to

 4   balance these considerations.

 5             Yes, Mr. Mactaggart.

 6            MR. MACTAGGART:  Yeah.  And just to kind of clarify

 7   for everybody listening, I think I'm correct in saying we're

 8   just following the law here.  And there's just no choice

 9   that we -- there's no other place for the money to come

10   from.  So we're just -- we -- all that we could say is thank

11   you for making it this cost effective because if you're a

12   data broker and you're complaining about the money, well, it

13   wasn't going to come from any other place.  We literally

14   can't just, you know, decide to pay for it some other way.

15   Okay.  Thank you.

16            MS. URBAN:  Correct.  Ms. Marzion, is there public

17   comment.

18            MS. MARZION:  If you'd like to make a comment on

19   Agenda Item number 6, please raise your hand using the

20   "raised hand" feature, or by pressing star nine if you're

21   joining us by phone.  This is for Agenda Item number 6.

22             Madam Chair, I'm not seeing any hands raised at

23   this time.

24            MS. URBAN:  Thank you very much, Ms. Marzion.  In

25   that case I would like to request if anyone would propose

0207

 1   the motion that I offered and I -- it was short, so I'll

 2   recreate it.  I'd like to propose the following motion,

 3   direct staff to amend Section 7600 to adjust the California

 4   Privacy Protection Agency's data broker registration fee to

 5   $6,600.  Do I have such a motion.

 6            MR. LE:  I move.

 7            MS. URBAN:  Thank you.  I have a motion.  Do I have

 8   a second.

 9            MR. WORTHE:  Second.

10            MS. URBAN:  Thank you.  I have a motion from Mr. Le

11   and a second from Mr. Worthe.

12             Ms. Marzion, will you please conduct the the roll

13   call vote?

14            MS. MARZION:  Yes.  Board Member Le.

15            MR. LE:  Aye.

16            MS. MARZION:  Board Member Liebert?

17            MR. LIEBERT:  Aye.

18            MS. MARZION:  Board Member Mactaggart.

19            MR. MACTAGGART:  Aye.

20            MS. MARZION:  Board Member Worthe?

21            MR. WORTHE:  Aye.

22            MS. MARZION:  Chair Urban?

23            MS. URBAN:  Aye.

24            MS. MARZION:  Madam Chair, you have five yeses.

25            MS. URBAN:  Thank you very much.  The motion has
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 1   been approved by a vote of 5 to 0.  Thank you again very

 2   much to staff.  And we will move forward with that as our

 3   model.

 4             Thanks again, everyone.  And we will now move to

 5   Agenda Item number 7.  Agenda Item number 7 is an update

 6   regarding agency administration.  That will be presented by

 7   Executive director Ashkan Soltani and Chief Deputy Executive

 8   Director Tiffany Garcia.  We will first hear from Executive

 9   Director Soltani and then have some Board discussion.  Then

10   we will hear from Chief Deputy Executor -- Chief Deputy

11   Executive Director, Tiffany Garcia, on some process points.

12             Mr. Soltani, are you ready?

13            MR. SOLTANI:  I'm ready.  Thank you.

14            MS. URBAN:  Please go ahead.

15            MR. SOLTANI:  Thank you, Board and Madam Chair for

16   the opportunity to address you all today.  I regret I

17   couldn't be there in person for such a momentous meeting,

18   but unfortunately some health issues prevent me from being

19   able to be physically present.  I said hope to provide this

20   update last month, but due to our scheduling conflicts, I

21   appreciate the opportunity to do it today.

22             Last month marked my three year anniversary as

23   executive director at the agency and a great opportunity to

24   reflect on the progress we've made in an organization, as

25   well as my personal journey.  Since starting as the agency's
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 1   first employee in October of 2021, we've quite -- come quite

 2   a long way.  We've managed to grow the agency to nearly 45

 3   staff.  We've overcome numerous administrative and political

 4   hurdles along the way.  All along the way, we've also been

 5   an exemplar of government insufficiency in our process.

 6             In addition to tackling all of the challenges and

 7   complexities of standing up an independent government agency

 8   (inaudible) within the bureaucracy of the state, we're also

 9   able to successfully promulgate our first substantive

10   rulemaking package with just a mere skeleton crew of fewer

11   of a dozen employees.  And together with the Board's

12   support, we also fought off numerous attempts at federal

13   preemption and we were welcomed into the community of

14   international data protection regulators of the Global

15   Privacy Assembly and the age of Pacific Privacy authorities.

16             We also launched a statewide public education

17   campaign geared towards informing Californians about their

18   privacy rights.  And we successfully satisfied our

19   obligations to stand up the first data broker registry in

20   less than two months as we just discussed.  The enforcement

21   division also began its enforcement and oversight role as

22   soon as we were empowered to do so in 2023, and is humming

23   along quite nicely.

24             You're likely aware of the multiple sweeps

25   surrounding connective vehicles and recently data broker
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 1   registrations.  And we have dozens of open investigations

 2   underway, which I'm excited about.  In short, the agency was

 3   a very different place than it was at the time of my

 4   appointment three years ago.  We're no longer a startup in

 5   state government, but we have skilled legal policy and admin

 6   divisions that can support the Board of many aspects of the

 7   Board's operations.

 8             And it is at this juncture that I believe it's the

 9   right time for me to step down as executive director.  It's

10   truly been an honor and a privilege to serve as the founding

11   executive director.  Californian's currently enjoy the

12   strongest privacy protections in the entire nation.  Thanks

13   in part to the remarkable dedication and hard work of our

14   talented team who are before you today and behind the scenes

15   of this meeting.  I'm fully confident that the agency is

16   well positioned to continue to lead California and the

17   nation in privacy and consumer protection.

18             I'm grateful for the opportunity of being able to

19   get us to this point, and I look forward to supporting the

20   Board as we transition.  If appropriate, our chief deputy is

21   now prepared to provide a little bit of background on the

22   transition process.

23            MS. URBAN:  Mr. Soltani, thank you.  That doesn't

24   even -- see, here we go, if Mr. Soltani is going to step

25   down, suddenly nothing's going to work.  Mr. Soltani, I
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 1   mean, I think it's very difficult to express my own

 2   gratitude as well as the Board's gratitude.  You and I have

 3   been in this together for apparently quite a short time, but

 4   it feels like it was certainly an -- it's certainly been an

 5   action packed time.  So I will collect my thoughts for a

 6   moment and ask if other Board members have comments.

 7             Mr. Le?

 8            MR. LE:  I want to say thank you, Director Soltani,

 9   for your service to this agency as its first employee and

10   executive director.  I'll keep it short since it's been a

11   long day.  But over the past three years, you've taken the

12   agency from a startup with no printers where, as you said,

13   you and agency staff were building the airplane while trying

14   to fly it.

15             Now we're at an agency with nearly 50 employees, a

16   growing admin, legal and enforcement presence, and plenty of

17   printers and copiers, I hope.  All that is to say that

18   you've done a great job building out the plane while

19   navigating the rules and complexity of the state government.

20             I've appreciated your tireless work ethic,

21   commitment to the agency's mission, and your thoughtfulness

22   in developing a transition plan as the agency grows from a

23   startup to a mature organization.  Thank you again for your

24   service to this agency, and I'm looking forward to continue

25   to work with you through the end of this year and in the
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 1   future.

 2            MS. URBAN:  Thank you, Mr. Le.

 3             Mr. Mactaggart?

 4            MR. MACTAGGART:  Well, you know, it's been three

 5   years of this, but you and I were shoulder to shoulder

 6   getting this thing done, and as my -- the person who agreed

 7   to kind of join me as my expert, your philosophy and your

 8   expertise, you know, pervades every single word of this

 9   document.

10             And I can think a few people who have had such an

11   impact on privacy as you have.  You bled to this thing, you

12   know.  And I'm just in awe at your commitment.  And I am

13   grateful that we crossed paths because this law would not

14   have been nearly as effective without your expertise.  And

15   this agency wouldn't have been nearly as effective without

16   your commitment.

17             I remember one time talking to you about the

18   printers, speaking of printers, and you're like, dude, you

19   can't believe how impossible it's just to get a printer and

20   how many steps I have to go through to requisition whatever

21   the paper.  So I know you've been a trailblazer, a path -- a

22   pathfinder here, and I -- I'm honored to have been on this

23   journey with you.  And I thank you for all your hard work.

24   I really do.

25            MS. URBAN:  Thank you, Mr. Mactaggart.
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 1             Mr. Liebert?

 2            MR. LIEBERT:  My tenure here on the Board is the

 3   shortest, but I know that my awe is some of the largest.

 4   You've just been absolutely amazing.  Your work commitment,

 5   as everyone's noted, is just unimaginable.  You've really

 6   dedicated everything to this, Ashkan.

 7             And I've heard my colleagues refer to you as a

 8   privacy rock star, and that's really no understatement.

 9   Your knowledge and technical knowhow is really just amazing.

10   So your legacy here is secure and you'll be able to be proud

11   of this startup that you helped create for the rest of your

12   life.  And we'll be proud of the work that you've done.  So

13   thank you so much.

14            MS. URBAN:  Thank you, Mr. Liebert.

15             Mr. Worthe?

16            MR. WORTHE:  Yeah, a lot of this will be

17   repetitive, but first, personally, thank you for bringing me

18   along in an area that I didn't have as much experience as my

19   fellow Board members.  I appreciate the time you've taken

20   with me.  But really, as it was just said, you should be so

21   proud of what you've done here.

22             You know, not for weeks and months and years, but

23   for decades, this legacy is going to be -- is going to grow

24   and mature with this team that you created and brought along

25   and supported and worked with.  But this is really something
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 1   special.  And I think a lot of people are going to be

 2   looking at us as an example of probably, how do they do

 3   that?  And can they just do it for us?  And maybe there's a

 4   licensing model there, but but thank you for --

 5            MS. URBAN:  We can lower the data broker fees if we

 6   can --

 7            MR. WORTHE:  Right.  They could back down, $400.  I

 8   appreciate all the hard work that you've put in to get us to

 9   where we -- where we are.  And I thank you for it because I

10   know it's not easy.  But be proud for where -- what you've

11   done here.

12            MS. URBAN:  Thank you, Mr. Worthe.  We couldn't do

13   that because the law requires us to get the money from the

14   day, anyway.  I just -- you know, on the record, I didn't

15   want to -- I didn't want to misstate the law.  And, Mr.

16   Soltani, like Mr. Mactaggart, for a somewhat shorter time,

17   but I think a very intense time, I have worked with you

18   closely to build this agency.

19             You are our first full-time hire.  Hiring the

20   executive director -- hiring the inaugural executive

21   director is one of the Board's most -- very most important

22   tasks and I'm very grateful that you answered the call and

23   you took it on.  And I'm delighted with how you have taken

24   what was a name in a statute that you also helped develop

25   with Mr. Mactaggart and others, and turned it into an entity
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 1   that has action, that has power, and most importantly, has

 2   people.

 3             We now have multiple divisions.  We are operating

 4   on all cylinders as required by our statute.  And the people

 5   you've recruited are the -- are stellar.  They're the best

 6   people in the business.  And this is not an easy area in

 7   which to find the right expertise.  It requires a special

 8   kind of person to engage in government service.  It requires

 9   a special kind of person to engage in government service

10   during a time of such intensity of attention to an issue,

11   and during a time in which the agency is still under

12   construction itself.

13             So the first very special person would, of course,

14   be you.  But then you've managed to recruit teams of people,

15   each of whom is incredibly impressive and skilled, and makes

16   us punch above our weight in any number of ways.  And you've

17   done that in a bare three years.

18             I want to say one small word about our

19   relationships outside the agency.  Our implementing statute

20   asks us to coordinate with other authorities, national --

21   California authorities, national and international

22   authorities.  And I am especially grateful for the position

23   that you leave us in with regards to our relationships in

24   California, nationally and internationally.

25             It is, I think, an incredible testament to your
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 1   reputation as a technologist, as a privacy expert, and as

 2   someone who will work carefully in this area to protect

 3   consumer's privacy and do it in a way that is manageable and

 4   implementable that we were immediately welcomed into the

 5   global privacy assembly for privacy regulators all around

 6   the world into assemblies for Asian Privacy Regulators, for

 7   Latin American Privacy Regulators in the Americas and many

 8   more, as well as working with federal agencies, including

 9   just last week, finding a memorandum of understanding with

10   the Federal Communications Commission, following a

11   memorandum of understanding signed with the French

12   Authority, the CNIL, over the summer.

13             For a brand new agency, this is an extraordinary

14   accomplishment, and it's an extraordinary boon for the

15   people of California because we can draw on each other's

16   expertise, they can draw on our expertise, and we can learn

17   from them.  And I call it out because it would -- you know,

18   it's not necessarily predictable when you're starting from

19   no agency at all, that at this point in time we would be in

20   that position.  That's just one thing.

21             Others have talked about your technical expertise

22   and your privacy expertise, and I hope that we will have the

23   opportunity to set you properly in the future.  But I wanted

24   to mention that aspect in particular because it is something

25   that I'm especially proud of and I find to be especially
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 1   important.

 2             As everyone has already mentioned, Mr. Soltani

 3   Ashkan, you know, you leave it all on the field, and we are

 4   incredibly grateful for that.  And we knew going in that you

 5   were building this thing from the startup, and that it would

 6   too soon be time for the agency to move to hands -- other

 7   hands when it was ready when it's not in a startup mode.

 8             And you've gotten us here, and we're incredibly

 9   grateful.  I'm personally incredibly grateful.  I want to

10   know if we're ever going to find Shackleton.  He's got our

11   printer.  And -- but maybe in the time before you go, he'll

12   turn up.  Thank you.

13            MR. SOLTANI:  Board and Chair, thank you so much

14   for those really kind words.  You know, I could not have

15   done this without your support.  You all were here well

16   before me, and I really appreciate, and I'm honored to have

17   had your support.  And, importantly, I do feel like we have

18   an incredible staff.  And so what gives me confidence and

19   assurance in terms of our future is that we have -- you

20   know, that's -- and honestly one of the hardest parts of

21   stepping down is parting with that staff.  But I do expect

22   to be in the space and active.  So you may, you know,

23   depending on the rules, hear from me whether you like it or

24   not.

25             But I do expect to be active, and I do expect and
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 1   I fully trust our staff in helping guide the agency, the

 2   Board, and the -- whoever you all choose as a successor into

 3   kind of the model for our future.  So thank you all and

 4   thank you for those kind words.

 5            MS. URBAN:  Thank you, Mr. Soltani.

 6             Ms. Garcia, shall we talk about practicality?

 7            MS. GARCIA:  Yes.  Thank you.  And how do I even

 8   follow that?  I will just also express my thanks and

 9   gratitude to Executive Director Soltani.  I wouldn't be here

10   if it wasn't for him.  And, yeah, his dedication and

11   commitment to this agency is amazing.  And I appreciate and

12   have respect for you.  And you're not leaving soon, so I

13   have more time with you to get as much knowledge transfer as

14   possible.

15             Now, with that, I will dive right into process.

16   So, again, my name is Tiffany Garcia.  I'm the chief deputy

17   executive director here at the agency to unfortunately

18   present our next steps for the recruitment of an executive

19   director.  The recruitment process begins with the duty

20   statement, typically, and there's a memo before you --

21   excuse me -- with materials for that.  If you can --

22   perfect.  Thank you.  Given.  With the duty statement, which

23   clearly and -- or accurately describes the functions and

24   responsibilities for position as determined by the Board,

25   but as always, staff are here to support you.
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 1             The duty statement will be used to develop

 2   recruitment flyers and advertisements for the position.  In

 3   addition, it can be used -- it will be used to define the

 4   criteria for screening of applicants.  Recruitment for the

 5   executive director position shall be consistent with the

 6   provisions of civil service laws to ensure consistency and

 7   transparency in hiring throughout the agency.

 8             As there is no specific classification

 9   specification for the executive director position, desirable

10   qualifications will be used for the basis of collect -- or

11   competitively evaluating each candidate.  Therefore, it is

12   necessary to develop a set of desirable qualifications to be

13   used for the recruitment of the executive director.

14             And again, in that handout, staff has prepared

15   potential desirable qualifications based on the current duty

16   statement of the executive director.  And I won't read them

17   all to you, but I will highlight some of them.  In terms of

18   desirable qualifications, a candidate with strong commitment

19   to the alignment with -- of our mission, vision, and values.

20             Someone who has progressive experience with

21   executive level leadership, management, and problem solving,

22   administrative experience with government operations and

23   processes, experience establishing, promoting and

24   maintaining cooperative relationships across government,

25   ability to think strategically and creatively, ability to
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 1   promote internal and external teamwork, experience with

 2   public speaking and ability to deliver speeches and

 3   presentations, and a consultative approach to problem

 4   solving and the ability to facilitate coalition building.

 5             So once a duty statement and desirable

 6   qualifications are finalized, the position will be

 7   advertised on the California Department of Human Resources

 8   website.  And then other activities related to the

 9   recruitment could also include advertising the position on

10   professional publication.  And in the past, we've also used

11   recruitment services for various positions across the

12   agency.

13             Following that, there will -- the job posting will

14   close at a -- after a minimum of 10 days.  HR staff will be

15   prepared to review and screen the applications based on the

16   desirable qualifications criteria.  There's the potential

17   for staff to recommend -- again, human resources staff, let

18   me clarify apologies, to recommend the top candidates for

19   interview with the Board in closed session.  HR staff can

20   also help scheduling those interviews.

21             Related to the recruitment, we could also include

22   references to be provided at the time of application.  So

23   those can also be prepared for the Board when they review

24   the materials in closed session.  Conducting the interviews

25   would be of the highest scoring candidates -- they -- with a
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 1   quorum of the full Board in closed session.  After that, the

 2   Board would choose a successful candidate.  And that's the

 3   process.  Happy to answer any questions.

 4            MS. URBAN:  Thank you so much, Ms. Garcia.  I

 5   suggest we start with reviewing the preferred qualifications

 6   list that staff have drawn up and ask if we have comments,

 7   questions on that.  Oh, here, I'll give you -- I'll give you

 8   -- they go onto the next page.  Yeah.

 9            MR. LE:  You have another copy?

10            MS. URBAN:  Yeah.

11            MR. LE:  You have another copy?

12            MS. URBAN:  We seem to be short one copy.  I -- oh,

13   here it is.

14            MR. MACTAGGART:  Oh, I'm sorry.

15            MS. URBAN:  It's okay.  I'm looking on the screen,

16   so you can just take that.

17            MR. LAIRD:  And, Chair Urban, I just wanted to make

18   the point to the audience that for anybody here in person,

19   copies of the memo are available to the public and it will

20   be posted on the agency's website.

21            MS. URBAN:  Wonderful.  Thank you.  And for those

22   who are not here, it's a short memo that expresses what Ms.

23   Garcia just said.  I could read out the desirable

24   qualifications, or no.  I'll just read (inaudible) the duty

25   statement for --
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 1            MS. GARCIA:  The duty statement for reference is

 2   the last two pages.  There's an attachment.

 3            MS. URBAN:  This is the duty statement.  I see.

 4   It's a little confusing because the headline is explaining

 5   what it is.

 6            MS. GARCIA:  Yeah.

 7            MS. URBAN:  All right.  We've got ourselves

 8   together.

 9            MS. GARCIA:  Would you like me to read line by

10   line.

11            MS. URBAN:  Maybe actually just for anyone

12   listening in.

13            MS. GARCIA:  And take feedback for each bullet.

14   And then if there's anything you'd like to add.

15            MS. URBAN:  Maybe just read through and then --

16            MS. GARCIA:  Oh, the entire --

17            MS. URBAN:  Yeah.

18            MS. GARCIA:  -- list?  Okay.  Perfect.  Okay.  So

19   desirable qualifications, again, as prepared by staff,

20   strong commitment to and alignment with the mission, vision,

21   and values underlying the California Privacy Rights Act.

22   Progressive experience with executive level leadership,

23   management, and problem solving, especially past success in

24   working on complex issues.

25             Administrative experience with government
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 1   operations and processes, including legislation,

 2   regulations, budgeting, personnel, and equal employment

 3   opportunity.  Experience establishing, promoting, and

 4   maintaining cooperative working relationships with

 5   representatives of all levels of government, the public, and

 6   special interest groups.

 7             Ability to think strategically and creatively,

 8   work well under pressure, and meet deadlines.  Ability to

 9   promote internal and external teamwork, and cross-functional

10   collaboration and communication in support of an

11   organization's mission and goals.  Experience with public

12   speaking and ability to deliver speeches and presentations

13   on sensitive, technically complex, and controversial subject

14   matters in front of diverse audiences, including the public,

15   and a consultative approach to problem solving and the

16   ability to facilitate coalition building.

17            MS. URBAN:  Thank you, Ms. Garcia.

18             Comments, questions on the desirable

19   qualification?

20             Yes, Mr. Mactaggart.

21            MR. MACTAGGART:  Totally minor, but just because

22   progressive has come to mean something now political,

23   perhaps we could come a different word than that.  Just

24   without any value judgment about it.  Just it might be

25   simpler.

0224

 1            MS. URBAN:  Thank you, Mr. Mactaggart.  Other.

 2            MR. MACTAGGART:  One more question.

 3            MS. URBAN:  Uh-huh.

 4            MR. MACTAGGART:  So, you know, to the extent that

 5   we were going to get more granular and, you know, you wanted

 6   to say this person needs to, you know, speak Spanish or

 7   something like that, where would that come -- where -- would

 8   we ever put the -- that kind of a granular level, you know,

 9   this person needs to be a CPA or they need to, You know --

10   we're -- where and how would we deal with that?

11            MS. COLSON:  Sure.  So it depends on what you're

12   talking about, but say for example, if they need to be a

13   CPA, that would be a professional qualification.  And so

14   that's something that would need to go into the

15   qualification.

16            MR. MACTAGGART:  And I think my -- where I'm coming

17   from is, one of the things I think that we all ended up

18   appreciating a tremendous amount with Mr. Soltani was he had

19   a real background in technology.  And so not only was he a

20   practitioner in the area of policy, but he actually is a

21   person who can kind of, you know, go toe to toe with the

22   technologist still months is actually not happening.

23             And so I just would love to make sure that while

24   it may not be a -- we may not be able to get that same -- we

25   probably won't be able to get the same kind of level of
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 1   expertise in these different areas, that we could just kind

 2   of a nod -- have a nod towards, hey, great, if the person

 3   also has a technology background.  Again, not -- and I don't

 4   know, maybe it's already in there, but it -- you know, that

 5   to me is just something that would be, I think, super

 6   useful.

 7            MS. URBAN:  Thank you, Mr. Mactaggart.

 8             May I ask -- may I ask another clarifying question

 9   related to that, Ms. Colson?  So these are desirable

10   qualifications.  So as Mr. Mactaggart alluded to, we

11   wouldn't necessarily find a candidate with all of them.  And

12   in deliberation, we might choose a candidate who meets some

13   of them, meets some very strongly, but we wouldn't -- my

14   point is that they are desirable, not required?

15            MS. COLSON:  So the way it would typically work is

16   your desirable qualifications since this is an appointment,

17   hence there's no civil service list of qualifications,

18   that's exactly what you're doing.  So typically what you

19   would do is those would be your scoring criteria and your

20   evaluation criteria.  So when it comes in, you would

21   evaluate whether or not they meet that criteria.  And then

22   your highest scoring candidates would typically move on to

23   interview.

24             It does not mean you can't -- you don't consider

25   everything about the candidate, and you certainly can
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 1   consider everything when you're choosing between the

 2   candidates.  I don't know if you have anything else, Ms.

 3   Garcia.

 4            MS. URBAN:  Okay.  Thank you.

 5             Mr. Mactaggart, what about something like

 6   familiarity with the privacy law and policy landscape and

 7   ideally technical implementation the privacy policy or

 8   something like that?  That's two things, but --

 9            MR. MACTAGGART:  Yeah, And I think, for me -- and

10   again, this might be -- you know, Ashkan might be an A

11   equals 1, so there might not be.  But not even just like the

12   familiarity with the technical implementation, it's like

13   familiarity with the -- with actually, you know, computers.

14            MS. URBAN:  How the data flows and --

15            MR. MACTAGGART:  Yeah.

16            MS. URBAN:  Yeah.

17            MR. MACTAGGART:  Just all that.  He's a expert

18   witness.  He, you know, goes to testify in the stuff he

19   really knows what he's talking about.  And so -- and this,

20   again, it's not just like, oh, how the law should be applied

21   here.  It's actually, well, no behind the webpage here,

22   here's how your -- the two pages are interacting, you know,

23   all the programming stuff of that.

24             So that to me, I just -- again, would like to call

25   that out some way.  I don't want to upset the whole apple
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 1   cart here, but if we could kind of make a reference to that

 2   being a desirable qualification, I think it would be useful.

 3            MS. URBAN:  Yeah.  I certainly don't disagree.  I

 4   think there are other aspects of, for example, the relevant

 5   industries that somebody could bring a lot of expertise on.

 6   It could be beneficial, even if they don't -- you know, they

 7   don't have the same expertise on exactly the technical

 8   aspects of the data flows.

 9             And maybe we would end up with someone who's

10   incredibly strong on some things and we could hire -- they

11   could hire somebody to advise them on some of the other

12   things.  So I'm thinking revising a preferred qualification

13   -- sorry, it's not a preferred -- I apologize.  I'm on the

14   faculty appointments committee at my -- at my law school as

15   well and we have the same terms with different words.

16             To say understanding and knowledge of privacy law

17   and policy relevant industries, and the use and protection

18   of consumer personal information or something, without the

19   or something.  And also, it doesn't need to be word for

20   word.  I didn't -- just trying to capture Mr. Mactaggart's

21   thought here.

22            MR. MACTAGGART:  Sure.  And I think the second last

23   bullet point does talk about technically complex maybe

24   systems, and what this is talking about, giving a

25   presentation, delivering speeches.  And I might just -- you
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 1   could reword that sentence and say, familiarity with

 2   technically complex systems and, you know, familiarity and

 3   knowledge, whatever, and the ability to speak about it as

 4   well.

 5             Something you -- that I just think of that bullet

 6   point.  You could maybe just redraft that just to -- not

 7   just my ability to explain it, my ability to actually

 8   understand it.

 9            MS. URBAN:  And we're not limited to this number of

10   bullet points because that -- so that could be just a

11   separate item to add what --

12            MR. MACTAGGART:  Sure.  I don't -- personally, I

13   don't --

14            MS. URBAN:  Okay.

15            MR. MACTAGGART:  -- I don't feel the need to

16   wordsmith this right now, but I trust you guys to -- if it

17   -- if it were the sense of the Board, I just want to -- this

18   is my point right now.  So it may not be the sense of the

19   Board.  But if it were, I just would like a nod in that

20   direction, understanding that we may not get everything

21   we're looking for, but it just feels like a -- given that we

22   are in an area of technology, it feels like an important

23   thing to actually point out, anyway.

24            MS. URBAN:  Thank you, Ms. Mactaggart.  Ms. Colson

25   and Ms. Garcia, are you comfortable incorporating that?  And
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 1   the Board is comfortable with staff doing that.  Okay.  Mr.

 2   Liebert.

 3            MR. LIEBERT:  Yeah, I'm -- I just wanted to note,

 4   I'm super comfortable kind of giving whatever is the

 5   appropriate delegation to staff to kind of make this all

 6   happen the way we're describing it right now.  So I don't

 7   know what form that should take, but I wanted to pass that

 8   along.

 9            MS. URBAN:  Yes, we'll talk about that when we --

10   soon.  Thank you.

11             All right.  Comments or questions related to the

12   process for evaluating the candidates that Ms. Garcia

13   outlined?

14             Mr. Mactaggart?

15            MR. MACTAGGART:  Yeah, I don't know.  I'm pausing

16   because I don't know if the appropriate time to to bring

17   this up, but I think just speaking just for me I think this

18   is our most important responsibility as a Board, is hiring

19   this person.  And so I personally would like the chance to

20   look at the resumes of the candidates.

21             And I understand that it might be useful to have

22   someone on staff somewhere produce a list of the top

23   criteria.  Probably not the people who are going to be

24   working for this person, but, you know, somewhere in the

25   system.  And then, I don't know, I -- my suggestion would be
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 1   that all of us get a chance to weigh in on that and in a way

 2   that obviously works for Bagley-Keen, and then we get a

 3   chance to then have a second round, or we might interview

 4   the person.

 5            MS. URBAN:  Thank you.  So you are imagining a sort

 6   of a two stage process from the perspective of the five

 7   people here on the Board, that staff would be delegated to

 8   put together the process for recruiting and accepting the

 9   applications and working with the HR at DGS, I would assume,

10   to score the applications according to the desirable

11   qualifications and to give us some feedback at which point

12   the Board would presumably meet in closed session to look at

13   all of the applications and the scoring process, and

14   evaluate our sense of the pool and recommendations for

15   candidates, who would then move to an interview process,

16   which we would do in a subsequent meeting.  Does that -- is

17   that right.

18            MR. MACTAGGART:  Perfect.  Yeah, exactly right.

19            MS. URBAN:  All right.

20            MR. MACTAGGART:  And my only desire, I don't know

21   if it's crazy, would be like we could meet the people,

22   because it's -- so we're in a virtual world now.  It'd be

23   great to be able to go back to world that we could actually

24   meet some candidates eventually.

25            MS. URBAN:  Indeed.  Other comments?  All right.
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 1            MR. LE:  I do have a comment.

 2            MS. URBAN:  Mr. Le, please.

 3            MR. LE:  Yeah, I just want to put to the rest of

 4   the Board, you know, happy and to have a closed session item

 5   if can figure out the scheduling to meet and discuss, you

 6   know, these candidates if -- you know, even outside the

 7   timeline, whatever works best for the applicants and the

 8   hiring pool.

 9             So not a real comment, just saying, you know, if

10   we have to go out of order and do a closed session, I'd be

11   -- I'd be happy to do that, knowing it's a lot on staff to

12   host these.  But I could come in person and everyone else

13   could be remote.

14            MS. URBAN:  Thank you, Mr. Le.  Not a real comment.

15   I'm not -- I -- you've broken my Chair brain, Mr. Le.  I

16   don't know.  Anyway, thank you very much for the input --

17   additional input.  All right.  In that case, my profound

18   thanks to Ms. Garcia and Ms. Colson for helping put together

19   this plan and working through what some of our options are

20   so that we have a very careful transition process, where we

21   sort of get as much more time from Mr. Soltani as we can

22   while we carefully transition to a new executive director,

23   which is an exciting moment in the agency's history as well.

24             And I suggest that we move to the question of

25   process, which Mr. Liebert alluded to a moment ago.  I think
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 1   that one way to move forward would be a motion to move

 2   forward with the hiring plan as set out, but as amended by

 3   our discussion today, and then to delegate to staff the

 4   portions of the hiring plan needed and as recommended by

 5   Executive Deputy -- Chief Deputy Executive Director Garcia

 6   to get the process started and then -- and then follow it as

 7   -- and that was not the actual motion.  I'll say it better.

 8             All right.  Thank you.  Yeah.  Yes, Mr.

 9   Mactaggart.  Actually, just a moment.  I just -- before we

10   move to Mr. Mactaggart's comment, does that -- is that

11   appropriate and is that a -- the delegation to staff for

12   that purpose is appropriate?  Okay.  Thank you.

13             All right.  Mr. Mactaggart.

14            MR. MACTAGGART:  I just -- although would think it

15   would be useful if we could give a little timing-ish kind of

16   update about expected timing and everything.  In terms of --

17   you know, it's -- Thanksgiving's coming up, Christmas is

18   coming up, and sort of what -- what's -- the perfect person

19   might walk through the door tomorrow, but ultimately might

20   not happen.  So kind of what are our expectations about

21   timing and then what's our fallback and do we have any

22   update about Mr. Soltani and his schedule and all the rest

23   of that kind of thing, which I don't -- I don't know how

24   much of that we need to talk about now, but just whatever

25   you think, Madam Chair.
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 1            MS. URBAN:  Thank you.  I don't want to put Mr.

 2   Soltani on the spot.  So what I would suggest is that we

 3   focus on the really important observation, Mr. Mactaggart,

 4   made about the holidays and, you know, that we need a

 5   process that makes sense and a process that is efficient and

 6   just want -- and then ask Ms. Garcia if we could sort of

 7   check in on that.

 8            MS. GARCIA:  Yes, absolutely.  Would you -- would

 9   you like a rough timeline now.

10            MS. URBAN:  Sure.

11            MS. GARCIA:  Okay.  Thank you.  So after a motion,

12   potentially, what you had alluded to today staff --

13            MS. URBAN:  It wasn't a real motion.

14            MS. GARCIA:  I know.  That's -- like, if this

15   happens, staff are prepared next week to work with the

16   Department of General Services on their recruitment, which

17   would include a duty statement, the modified amended,

18   desirable qualifications, and then all the other legal

19   requirements for posting, that could be advertised, perfect

20   world, by the end of next week, for a minimum of 10 days, or

21   if we wanted to provide some more time for staff again, then

22   given the Thanksgiving holiday, we could close that

23   application period the first week of December or roughly the

24   9th.  And then that would give between the 9th and the 16th

25   for human resources staff, not CPPA staff, to review the
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 1   candidates and score and present that information to the

 2   Board by the next board meeting.

 3            MS. URBAN:  And would we be possible to leave the

 4   application window open if needed?  Past.

 5            MS. GARCIA:  Past.  Absolutely.

 6            MS. URBAN:  Okay.  And so that would anticipate

 7   that that first discussion that Mr. Mactaggart outlined

 8   would happen sort of mid to late December, and then we would

 9   go from there?

10            MS. GARCIA:  Correct.  Roughly in December 19th.

11   So before at least the Christmas holiday.

12            MS. URBAN:  Thank you very much.

13             Mr. Mactaggart.

14            MR. MACTAGGART:  And what's the law?  I mean,

15   we're, you know, obviously a pretty high profile agency, so

16   I'm sure everybody in the privacy world will hear about

17   this.  But what's the law on, I don't know, advertising or

18   -- I mean, we put it on the Cal statement, you know, the Cal

19   government website, but it's not necessarily something that

20   everybody who's a privacy lawyer out there is checking every

21   day.  And so that and then how does that work?  And so --

22   and then just the Chair's point, so that means you can keep

23   it open if we don't get enough interest?

24            MS. URBAN:  And just to follow on Mr. Mactaggart,

25   again, can we call people and offer them the posting?  Can
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 1   we post it on social media?

 2            MS. GARCIA:  Absolutely.  That would -- that could

 3   all be part of our recruitment.  And we've done that across

 4   the agency -- the agency in terms of the positions.  We've

 5   also advertised on the Capitol Morning Report, for example,

 6   and also like professional IAPP organizations to get broad

 7   reach.  And then you can obviously share at least the link

 8   to the recruitment with networks.  Absolutely.

 9            MS. URBAN:  Thank you.  All right.  I have one -- I

10   have an additional request, which is that we take advantage

11   of -- we take advantage of processes that CalHR and/or DGS

12   can provide to us to cast a net that will be open to and

13   welcoming of people underrepresented in the industry and

14   underrepresented in state government so that we can have as

15   inclusive and full search as possible, and that it is

16   welcoming to candidates who might not otherwise think that

17   they should apply.

18            MS. GARCIA:  Thank you.

19            MS. URBAN:  Okay.  In that case, may I have a

20   motion to approve moving forward with the hiring plan we

21   have discussed for the executive director position, which is

22   based on the materials we have today with amendments flowing

23   from the Board's discussion today, and to delegate to staff

24   portions of the hiring process is recommended by Chief

25   Deputy Executor -- Executive Director Garcia, with the
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 1   hiring decision to be made by the Board.

 2            MR. LIEBERT:  That is perfect.

 3            MS. URBAN:  Thank you, Mr. Liebert.  I have a

 4   motion.  Do I have a second.

 5            MR. LE:  Second.

 6            MS. URBAN:  Thank you.  I have a motion from Mr.

 7   Liebert and a second from Mr. Le.  And with that, I'd like

 8   to ask if there's public comments on this item.

 9            MS. MARZION:  Okay.  This is for Agenda Item number

10   7.  If you'd like to make a comment at this time, please

11   raise your hand using the "raised hand" feature, or by

12   pressing star nine if you're joining us by phone.  This is

13   for Agenda Item number 7.

14             Madam Chair, I'm not seeing any hands at this

15   time.

16            MS. URBAN:  Thank you, Ms. Marzion.

17             In that case, I will ask the Board to vote on

18   whether to approve the motion as stated.  And, Ms. Marzion,

19   would you please perform the roll call vote?

20            MS. MARZION:  Yes.  Board Member Le?

21            MR. LE:  Aye.

22            MS. MARZION:  Board Member Liebert?

23            MR. LIEBERT:  Aye.

24            MS. MARZION:  Board Member Mactaggart?

25            MR. MACTAGGART:  Aye.
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 1            MS. MARZION:  Board Member Worthe?

 2            MR. WORTHE:  Aye.

 3            MS. MARZION:  Chair Urban?

 4            MS. URBAN:  Aye.

 5            MS. MARZION:  I have -- Madam Chair, you have five

 6   yeses and zero nos.

 7            MS. URBAN:  Thank you very much, Ms. Marzion.

 8   Thank you to the staff for putting this together, the Board

 9   for the careful discussion and approach that you'll be

10   taking to hiring a new executive director.  And most of all,

11   thank you, Mr. Soltani, for your exemplary service to the

12   agency and to the state of California and to privacy for

13   everyone.  Thanks again.

14             And we will now move to Agenda Item number 8,

15   regulation proposals and priorities discussion.  As a

16   reminder for everyone, this is on our regularly scheduled

17   agenda twice a year.  It's an opportunity to staff -- for

18   staff to let us know what priorities for regulations are

19   coming up over time, and for the Board to propose topics for

20   prioritizing in regulations.

21             We lasted this in May, I believe, and this is our

22   regularly scheduled discussion.  It will be presented by Mr.

23   Laird, our general counsel, and Lisa Kim, senior privacy

24   counsel and advisor for the CPPA.

25             Ms. Kim, please go ahead.
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 1            MS. KIM:  Good afternoon.  I'm Lisa Kim, senior

 2   privacy counsel and advisor here at the agency.  I'm a

 3   little surprised we got to this.  So I personally, I want to

 4   congratulate the Board for their efficiency today.  So as

 5   mentioned, Item 8 is our biannual update on the rulemaking

 6   efforts and items proposed by individual board members as

 7   well as those of the public.

 8             As Chair Urban mentioned, this was something that

 9   we covered during May meeting.  And during that May meeting,

10   we provided the Board with the attached chart in your

11   meeting materials.  Given the agency's workload at the time,

12   the Board decided to wait until the next biannual

13   regulations discussion to begin assigning priority to the

14   concepts -- to the concepts that were introduced.

15             So the chart and the updated rulemaking topics

16   document in your materials represents ideas that have been

17   raised by individual board members, lawmakers, and the

18   public on various occasions.  If the Board recalls, these

19   were generally items in the chart last year, and they were

20   identified as requiring more time and resources.

21             At that time, the Board had not expressly

22   determined which topics staff should dedicate resources to

23   analyze and/or pursue when it has the capacity to begin new

24   projects.  And, certainly, we can add or delete items off

25   the list.  Some were introduced by former board members.  So
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 1   to the extent that the Board is not interested in pursuing

 2   the many longer, we can certainly remove them from the list.

 3             Now I just wanted to take a moment, if the Board

 4   would like us to move forward with any of these items, we do

 5   ask that the Board come to a consensus and provide us some

 6   specific direction, even if that direction is to go out and

 7   do some preliminary research and then come back and present

 8   ideas.  But it would be very helpful for us as staff to have

 9   consensus and clear direction from the Board.

10             We could note and recommend a few possible action

11   items.  First, you know, one of the items that staff has

12   internally identified would be for the topic of authorized

13   agents.  Over the years, we have received several comments

14   or topics that relate to this topic, and it would also align

15   with our rulemaking mandate under DROP.

16             Another possible item that has been raised by

17   members of the Board are regulations related to employment

18   since the CCPA does apply to employees or employees that are

19   considered consumers.  And a third possible item that we'd

20   like -- that we have identified is potentially some

21   rulemaking related to financial incentives or specifically

22   loyalty programs.

23             So those are three topics we wanted to put out for

24   the Board to consider, but also anything related to topics

25   identified or in addition, anything you'd like to speak to,

0240

 1   this would be a great time to do it.

 2            MR. LAIRD:  Thank you, Ms. Kim.  And I'm just going

 3   to jump in to say as well, I think staff's feeling is many

 4   of the things that you've seen on this list and the items

 5   that Ms. Kim just mentioned are things that will take a

 6   little bit of time for staff to really kind of sink their

 7   teeth into, do some preliminary research, and come back with

 8   some initial recommendations.

 9             So the point being, we're not necessarily thinking

10   these are anything we could execute immediately, but the

11   next step would potentially be for staff to come back after

12   having done sort of that additional leg work to kind of come

13   back with a full fledged proposal for these topics.  So,

14   again, we largely do defer to the Board here and are eager

15   to hear what the thoughts are from the members, but are

16   willing to start work on any number of these topics.

17            MS. URBAN:  Thank you very much, Ms. Kim and Mr.

18   Laird.  I think in return I would at least ask if you have a

19   sense of, if we start loading you up when we have gone

20   beyond your resources, because I have some ideas, and I, you

21   know, I realize that we have the DROP system to come, you

22   know, we have a lot of things that are to come that are

23   required by our statute or other statutes.  And so I want to

24   be sure that we're proceeding in a reasonable manner.

25             With that said, understood, heard loud and clear
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 1   that the policy priorities need to come from the Board.  So

 2   we appreciate that.  And we -- and we will work on that.

 3   I'll start us off.  I think the three that you identified,

 4   Ms. Kim, are very good candidates for the reasons that you

 5   mentioned, but the agents for opt-outs, we have heard quite

 6   a bit about that.  And there does seem to be some desire and

 7   need for some implementation that would help everyone know

 8   how to proceed.

 9             With regard to the regulations relating to

10   employment, I hope I'm not speaking **on term, I think Mr.

11   Mactaggart has mentioned that before as well it does seem to

12   be something that, again, we are hearing a lot from labor,

13   we're hearing from employers, and that seems -- that seems

14   important.

15             Similarly, with financial incentives and loyalty

16   programs, that's an area in the statute we haven't worked

17   with in terms of making sure people have the information

18   they need to implement it.  So those are -- those all seem

19   very helpful to me.

20             It also seems like quite a lot if it were all on

21   your plate.  And let me just say one more thing, which is

22   you've heard part of this from me before.  I know it's a

23   fairly big lift and it's something that we will do when we

24   have the resources, but I do think it would be incredibly

25   valuable to both the regulated community and to consumers
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 1   for us to produce model notices and disclosures.

 2             And today we heard a comment asking for model risk

 3   assessments.  I think that that is a value that we could

 4   really add.  I think it's probably not intuitive to many

 5   people that we can't just write those, that we would have to

 6   do them through regulation.

 7             And when there is resource opening, I would like

 8   us to think about doing that because I think it could be so

 9   valuable for businesses who maybe, you know, don't want to

10   write a bespoke one or have somewhat fewer resources, and

11   for consumers because they would be able to know sort of

12   what the model version means at least.

13             So starting us off with one, are there other

14   thoughts, options?

15             Mr. Liebert.

16            MR. LIEBERT:  I just want to echo what you said.

17   I've gotten the impression from today's meeting that you're

18   all plenty busy.  And so I love the points that you made,

19   especially the one that we probably need to kind of give our

20   staff here a little pause as they're trying to accomplish

21   all these other things which need to be accomplished really

22   well in the midst of lots of pressures from a lot of

23   different directions.

24             So I know you're appropriately seeking our

25   guidance about jumping into new things, but I'm certainly
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 1   aware of the benefits of giving you the space that you need

 2   to get this other stuff up and running.

 3            MS. URBAN:  Thank you, Mr. Liebert.

 4             I have a process question as well in line with

 5   that, which is, if we were to sort of stick with what's on

 6   our plate, but make sure we have the list, we could revisit

 7   this in May and sort of --

 8            MR. LAIRD:  Absolutely.

 9            MS. URBAN:  Okay.

10            MR. LAIRD:  We can -- we can -- we'll be happy to

11   revisit this at any time.

12            MS. URBAN:  Okay.  And then the second thing, which

13   probably goes without saying, is that I'm sure staff will

14   inform us if there's an emergency, which would usually be,

15   we have, you know, legislation that requires us to do a

16   regulation right away or it could be though that something

17   is happening in the world and the regulation really needs to

18   be done right then.  Thank you.

19             Mr. Le.

20            MR. LE:  Yeah, I'll echo the other board members.

21   And, you know, I don't think any of this needs to be

22   addressed until we get these rulemaking packages well

23   underway that we voted out today.  Now, I -- you know, just

24   for May or consideration like six months from now or

25   whenever there is capacity, yeah, I'll double click on the
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 1   employee data, you know, figuring out like what needs

 2   clarification there from the regulated community and

 3   employers and employees.

 4             And also I'm just maybe curious about like, where

 5   insurance is at, right?  I think we talked about where the

 6   gap filler between insurance, but I don't know if there's

 7   been progress on those model insurance regulations.  So I'll

 8   add that to the list.  I know there's other folks who are

 9   interested in that.  So just a status update potentially.

10            MS. URBAN:  Thank you, Mr. Le.

11             Mr. Laird?

12            MR. LAIRD:  If I may, I'll just respond to Mr. Le

13   about his second suggestion.  It's something staff is

14   continuing to monitor actively and in fact, we have a

15   meeting scheduled next week with the Department of Insurance

16   due to some updates in the model code, so we'll be looking

17   forward to updating the Board on those.

18            MR. LE:  Yeah.  Thank you.

19            MS. KIM:  Thank you, Mr. Laird.

20             Mr. Mactaggart?

21            MR. MACTAGGART:  Thanks.  So I agree with the

22   Chair, but let me just actually ask you -- oh, sorry.  I

23   agree with the Chair, but let me just ask you, Ms. Kim, if

24   you were to go through or you and your team to go through

25   this list, where do you -- were those three that you gave
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 1   us, the authorized agents, the employee regs, and loyalty,

 2   are those where you think in a perfect world you'd spend

 3   your time first?

 4            MS. KIM:  I think there is room there for us to

 5   explore those areas, especially given the comment and the

 6   feedback that we've received.  But it's also somewhat in

 7   line with trying to think how we can harmonize what is

 8   already on our plate, particularly, with regard to DROP.

 9   But that said, I would have to agree with Chairperson Urban,

10   that all three would be quite a lot of work.  We can explore

11   perhaps where we could see some synergy and best utilize our

12   resources and be efficient in, you know, addressing one or

13   two of the topics.

14            MR. MACTAGGART:  And for you when you guys talk

15   about it, and I'll -- by the way, I love the notion of the

16   model disclosures and the model recruits.  I think it's

17   great.  Where would you rank order them in a -- in a world

18   of limited priorities?

19            MS. URBAN:  I know you tried.

20            MS. KIM:  I -- I'm not sure if I could answer that

21   question on my own.  Certainly, there's a whole legal

22   department.  I don't think we've necessarily done a survey

23   or anything amongst us.

24            MR. MACTAGGART:  Reason -- the reason I'm asking is

25   because, you know, we all I think here understand that it's
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 1   -- they're busy, but at the same time, we want to give you a

 2   sense of what to -- what to go forward.  And I just rather

 3   than sort of loosey goosey just kind of go, there's four

 4   things on the table right now.  I kind of wouldn't mind just

 5   us as a Board giving you feedback to rank order them.  I

 6   mean, I don't know whether we all want to jump in here, but

 7   at least like to give you a direction.

 8             And if nothing gets done because you're so busy on

 9   this stuff, great.  But, like, at least it tells you that we

10   thought that they should be in this order.  So, I mean, we

11   can tell you.  I guess we could take a poll here, but I

12   would just as soon have -- because you might be like, well,

13   this one actually is only going to take X amount of time, so

14   we might as well knock it off because this other -- the

15   other one's a huge lift.

16            MR. LAIRD:  I actually find this very helpful and I

17   was going to propose if the Board would be comfortable, you

18   know, we've identified now four topics, including the

19   Chair's that are kind of broad strokes, big topics.  And so

20   I think what we could do is actually take that back, do some

21   thinking on these and come back with a proposal on what we

22   might strategize -- prioritize and strategize for starting

23   the work on this -- on these items.

24            MR. MACTAGGART:  That would -- that would -- like

25   at the next meeting?
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 1            MR. LAIRD:  Potentially, if we're going to do a

 2   meeting in December, we could strive to.  That might be a

 3   little bit of a lift, but certainly by the meeting.

 4            MR. MACTAGGART:  If you can prioritize it.  I mean

 5   --

 6            MR. LAIRD:  Yeah.

 7            MR. MACTAGGART:  -- I'm not talking about doing

 8   them obviously.

 9            MR. LAIRD:  Okay.  Fair enough.

10            MR. MACTAGGART:  Yeah, just prioritizing.  Just

11   telling us a list.  I would -- I would --

12            MR. LAIRD:  Prioritize, we absolutely can.

13            MR. MACTAGGART:  Okay.

14            MR. LAIRD:  I -- what I'd love to do though is also

15   maybe make some recommendations along strategies, right?

16   Maybe preliminary comment on one of these or something where

17   we could at least start information gathering early on.  So

18   priority's easy by December, but we -- if we can, we'd love

19   to even provide a little bit more in terms of the strategy.

20            MR. MACTAGGART:  And then I have a sort of -- that

21   was the bigger picture thing, and then I have a couple of

22   small comments as usual.  So one thing, if you wouldn't mind

23   -- I don't know, Mr. Laird or Ms. Kim, at some point, I do

24   like the idea of -- are we allowed to legally have like a

25   bounty kind of system where people report.
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 1             And I remember back in the day, you used to be

 2   able to call for like the air quality if you saw a car, you

 3   know, a smog thing or whatever.  And at least if we get

 4   reported, we can do that.  But could you have a system where

 5   we paid someone something, I don't know, like a bounty kind

 6   of, if they report some violation, some website that's not

 7   displaying the Do Not Sell button?

 8            MR. LAIRD:  Great question.  Under the law is

 9   currently written we could not do that.  However, I believe

10   we're aware of legal models that are out there if there was

11   an interest in pursuing a legislative sort of function like

12   that.

13            MR. MACTAGGART:  So could I just add -- ask that

14   where there is a list somewhere of legislation, I think

15   Maureen's here somewhere or Ms. Mahoney was, but could we

16   add a list?  That's the list of things to be on that list.

17   And then just kind of wordsmithing here, if you don't have

18   right there probably in front of you, but in a regulation

19   here in 7012(e)(3), we're talking about TBs or smart, you

20   know, that they collect your information.

21             And it says that the consumer will encounter the

22   notice before the device begins collecting the personal

23   information.  If you could just, at some point, think about

24   adding before and after because what I find oftentimes is

25   you see the -- you see the notice once and then it
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 1   disappears, and finding it again it's just like it takes you

 2   15 minutes to find it because they've hidden it now.  They

 3   -- they're like, oh, we showed it to you and then your kid

 4   pushes the wrong button, you're in the wrong screen.  You're

 5   like, oh, I can't find it back.  That's in 7012 (e)(3) and

 6   also in 7014 (e)(4).

 7             And then my only -- my last -- I promise I'm about

 8   to end here.  7012(e)(3) and 7014(e)(4)(C) -- (e)(3)(C), I'm

 9   sorry.  And then my only other thing in 7015 we're talking

10   about the opt-out -- the button.  And I just would love it

11   if you guys would also maybe think about just clarity there,

12   because I cannot tell you how many times -- I mean, we're

13   all pretty expert here.  I'm on the site, it's like, push

14   the button.  I'm like, what do I do?  Left or right?

15             Because they're making it difficult and they're

16   doing it on purpose.  And then you have to like, rethink,

17   okay, they're trying to trick me into doing this.  I'm going

18   to do the other, you know.  And it's just super frustrating.

19   And it would be wonderful if it was clear, push this button

20   to opt-out.

21             Some sites are great and they make it super clear,

22   and then some sites are not.  So I know you've got the

23   little sticker here, but even though I saw the check mark in

24   the X, I'd be like, was check sell or is check opt-out?  I

25   don't know.  Or Xs don't sell.  So, thank you.  I'm done.
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 1            MS. URBAN:  Thank you, Mr. Mactagggart.

 2             I'm just going to join a little small complaint

 3   about like the ones that meld it with cookies as well and

 4   you don't have any idea what you've actually opted in or out

 5   of.  It's very frustrating.

 6             All right.  Any further comments?

 7             Mr. Liebert, are you --

 8            MR. LIEBERT:  Yeah, I'm just struggling, cookies,

 9   cookies, cookies.  First of all, who came up with that term?

10   Second of all, if we do surveys, what percentage of people

11   actually really understand the cookie process and how

12   cookies work and how they last and what does it mean and all

13   of those things?  That's a whole new area that obviously is

14   going to require education.

15            MS. URBAN:  Thank you.  All right.  Given that, is

16   it -- would we like to ask Mr. Laird and Ms. Kim to prepare

17   a sense of priorities among the four options that we

18   discussed directly today for our December meeting or close

19   thereafter, and perhaps with a little background information

20   behind them so that the Board can help them prioritize next

21   step.

22             I see nodding heads.  I don't think I need to vote

23   on this, do I?  Okay.  Wonderful.  With that, I would like

24   to request public comment.

25            MS. MARZION:  This is for Agenda Item number 8.  If
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 1   you'd like to make a public comment at this time, please

 2   raise your hand using the "raised hand" feature or by

 3   pressing star nine if you're joining us by phone.  Again,

 4   this is for Agenda Item number 8.

 5             Madam Chair, I'm not seeing any hands raised at

 6   this time.

 7            MS. URBAN:  Thank you, Ms. Marzion.  Thank you to

 8   the Board and thank you very much to Ms. Kim and Mr. Laird

 9   for keeping us on the path.  And we will help you as much as

10   we can.  With that, we will turn to Agenda Item number 9,

11   which is our agenda item for future agenda items.

12             As a reminder, under this agenda item, board

13   members and the public can propose items for future -- for

14   discussion -- agendized discussion at future board meetings.

15   The Board cannot discuss or deliberate those items directly,

16   but we can discuss putting them on a future agenda.  We do

17   have a regularized schedule we've been working to.  There

18   were some other items usually for November, which we will

19   probably pick up in December.  I'm not sure whether we have

20   announced the December board meeting.

21             Is it all right if I do that?  I assume it is, of

22   course.  We will be meeting on December 19th in Sacramento

23   in the location where we had one of our hearings or our

24   public comment sessions, preliminary rulemaking for the

25   ADMT, cybersecurity regulations, and risk assessment draft
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 1   regulations.  The information will all be available soon,

 2   and we will also hold that in a hybrid format as well.

 3             It is on a Thursday, just to give everybody a

 4   heads up, instead of on a Friday.  And we will be working to

 5   address some of the regularized agenda items that would

 6   normally be on the November calendar that were displaced by

 7   the October meeting being rescheduled.  We also have a few

 8   things that are under development and the Hopper that

 9   haven't come back yet.  Question of adequacy from the

10   perspective of the EU.

11             We had discussed maybe some EC experts present to

12   us, collaboration with legislature and other agencies.  That

13   is on the timeline that's going to make the most sense, but

14   it's on our list.  Growth and hiring.  Of course, below the

15   Board will be working to hire an executive director.  But we

16   also have on the agenda perhaps discussion of contract for

17   services, which can't be provided by employees and so forth.

18             We, of course, have formal rulemaking going into

19   effect for the large package that we talked about under

20   Agenda Item number 3 today.  And those will come back for

21   full Board consideration a couple of times at least.  And

22   then as Mr. Laird -- or sorry, Mr. Le asked about the

23   insurance regulations may come back for discussion as things

24   develop there.

25             This adds to my -- a running list from previous
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 1   meetings as well, which is the public awareness budget

 2   details and breakdown as that continues.  And we do have a

 3   request maybe for metrics on success.  More public

 4   awareness.  We always want more.  We're rapacious.  We want

 5   more and more cookies and so forth, would be -- that was

 6   actually already on my list, Mr. Liebert.

 7             So -- and we've covered a few things already.  We

 8   will return just to close up the rulemaking process

 9   subcommittee that Ms. De La Torre finished out right before

10   she left.  And the Board handbook is still outstanding.  In

11   December, we will also talk about the regularized calendar

12   for the upcoming year and the schedule for board meetings.

13             With that, do board members have additional agenda

14   items to consider?

15             No?  Thank you very much.  In that case are there

16   additional agenda items from the public?

17            MS. MARZION:  Okay.  This is for Agenda Item number

18   9, future agenda items.  If you'd like to comment at this

19   time, please raise your hand using the "raised hand"

20   feature, or by pressing star nine if you're joining us by

21   phone.

22             Madam Chair, I'm not seeing any hands raised at

23   this time.

24            MS. URBAN:  Thank you, Ms. Marzion.  Thank you to

25   the Board.  With that, we have finished our agenda proper,
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 1   and we will move to Agenda Item 11, which is adjournment.

 2   Our final agenda item for today.  I'd like to thank board

 3   members for their time, attention, and care today, staff for

 4   their expertise and their hard work on behalf of the agency

 5   and supporting the Board's work and making it possible for

 6   us to do our part of the work for the public.

 7             Mr. Soltani, most especially for getting us where

 8   we are today.  And to everyone for their contributions to

 9   the meeting.  I'd like to thank our technical support.  I

10   can see in the window in the back.  Thank you so much for

11   keeping us going all day on this long meeting, and Ms.

12   Marzion for her expert moderation.  Everyone who has

13   contributed, thank you very much.  May I have a motion to

14   adjourn the meeting?

15            MS. MARZION:  Yes, the motion is to adjourn.

16            MS. URBAN:  I need to actually have it first.

17            MS. MARZION:  Oh, sorry.

18            MS. URBAN:  Thank you.  It's Friday afternoon and

19   there is traffic.  Yes.  Thank you.  I have a motion to

20   adjourn the meeting from Mr. Le and a second from Mr.

21   Worthe.

22             Ms. Marzion, could you please conduct the roll

23   call vote?

24            MS. MARZION:  Yes, absolutely.  The motion is to

25   adjourn.  Board Member Le?
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 1            MR. LE:  Yes.

 2            MS. MARZION:  Board Member Liebert?

 3            MR. LIEBERT:  Before I say aye, I just want to just

 4   let everybody know that all of these great staff are driving

 5   back to Sacramento on a Friday, a three-day weekend.  And,

 6   boy, it's going to be tough.  So thank you all very much for

 7   coming here.

 8             Aye for adjourn.

 9            MS. MARZION:  Thank you.  Board member Mactaggart?

10            MR. MACTAGGART:  I'm optimistic.  So I'll say it's

11   going to be a good ride back for you guys.  I vote yes.

12            MS. URBAN:  Board member Worthe.

13            MR. WORTHE:  You'll still get home before I will.

14   Aye.

15            MS. MARZION:  Chair Urban?

16            MS. URBAN:  Aye.

17            MS. MARZION:  Madam Chair, you have five yeses?

18            MS. URBAN:  The motion passes with a vote of 5 to

19   0.  And with that, the -- this meeting of the California

20   Privacy Protection Agency Board stands --

21                    (Meeting Adjourned)

22

23

24

25
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		155						LN		5		5		false		 5   person with my fellow members of the board, some members of				false

		156						LN		5		6		false		 6   the public, and to welcome many of you via Zoom as well.				false

		157						LN		5		7		false		 7             Before we get started on the substance of the				false

		158						LN		5		8		false		 8   meeting, as usual, I have some logistic announcements and				false

		159						LN		5		9		false		 9   some legal parameters to share with you.  First, I'd like to				false

		160						LN		5		10		false		10   ask everyone to ensure that your microphone is muted when				false

		161						LN		5		11		false		11   you're not speaking, and everyone is -- and that everyone				false

		162						LN		5		12		false		12   who is here in person, please silence your cell phones to				false

		163						LN		5		13		false		13   avoid interruption.				false

		164						LN		5		14		false		14             The third and importantly, this meeting is being				false

		165						LN		5		15		false		15   recorded, so please be aware of that.  We do still encourage				false

		166						LN		5		16		false		16   people to wear masks if you're attending in person, given				false

		167						LN		5		17		false		17   the continuing circulation of COVID and other viruses.  And				false

		168						LN		5		18		false		18   we want to be sure that our meetings are accessible to				false

		169						LN		5		19		false		19   everyone.				false

		170						LN		5		20		false		20             As you may know, our temporary ability to meet				false

		171						LN		5		21		false		21   remotely and still comply with Bagley-Keene did expire.  So				false

		172						LN		5		22		false		22   this meeting is in a hybrid format.  My fellow board members				false

		173						LN		5		23		false		23   and members of the CPPA staff are here in person, along with				false

		174						LN		5		24		false		24   some members of the public, while most members of the public				false

		175						LN		5		25		false		25   are joining remotely.				false

		176						PG		6		0		false		page 6				false

		177						LN		6		1		false		 1             That hybrid format to which we are committed to				false

		178						LN		6		2		false		 2   make the meetings as accessible as possible has a number of				false

		179						LN		6		3		false		 3   technical complexities.  So if we have technical kinks				false

		180						LN		6		4		false		 4   during the meeting, we'll pause the meeting and address the				false

		181						LN		6		5		false		 5   issue.  Our board meetings are physically held at the				false

		182						LN		6		6		false		 6   California Public Utilities Commission in San Francisco, and				false

		183						LN		6		7		false		 7   we appreciate the CPUC team for their hospitality and for				false

		184						LN		6		8		false		 8   not only allowing us to use this hearing room, but also				false

		185						LN		6		9		false		 9   providing AV assistance today.				false

		186						LN		6		10		false		10             Let me go over some logistics and meeting				false

		187						LN		6		11		false		11   participation.  Today's meeting will be run according to the				false

		188						LN		6		12		false		12   Bagley-Keen Open Meeting Act as required by law.  We will				false

		189						LN		6		13		false		13   proceed through the agenda, which is available as the				false

		190						LN		6		14		false		14   handout here in San Francisco and also on the CPPA website				false

		191						LN		6		15		false		15   under meetings and events for today.				false

		192						LN		6		16		false		16             Materials for the meeting are also available here				false

		193						LN		6		17		false		17   at -- as physical handouts and on the CPPA website.  You				false

		194						LN		6		18		false		18   will notice board members accessing laptops, phones, and				false

		195						LN		6		19		false		19   other devices during the meeting.  We are using these				false

		196						LN		6		20		false		20   devices solely to access board meeting materials.				false

		197						LN		6		21		false		21             After each agenda item, there will be an				false

		198						LN		6		22		false		22   opportunity for questions and discussion by board members.				false

		199						LN		6		23		false		23   I will also ask for public comment on agenda items.  Each				false

		200						LN		6		24		false		24   speaker will be limited to three minutes per agenda item.				false

		201						LN		6		25		false		25   We also have a designated time on the agenda for general				false

		202						PG		7		0		false		page 7				false

		203						LN		7		1		false		 1   public comment.  That's Agenda Item number 2.				false

		204						LN		7		2		false		 2             On that point, I want to note that we have, again,				false

		205						LN		7		3		false		 3   reordered the agenda compared to how we practice in the past				false

		206						LN		7		4		false		 4   to hear general public comments at the beginning of the				false

		207						LN		7		5		false		 5   meeting.  This was in response to observations from some				false

		208						LN		7		6		false		 6   stakeholders that they face challenges trying to predict				false

		209						LN		7		7		false		 7   when the Board might get to a specific agenda item.				false

		210						LN		7		8		false		 8             And so for those folks who can't just stay for the				false

		211						LN		7		9		false		 9   entire meeting and want to be sure to offer their public				false

		212						LN		7		10		false		10   comments, we are scheduling general public comment at the				false

		213						LN		7		11		false		11   beginning of the meeting to make that as easy as possible.				false

		214						LN		7		12		false		12             We have -- if you're participating via Zoom and				false

		215						LN		7		13		false		13   you wish to speak on an item, please wait until I call for				false

		216						LN		7		14		false		14   public comment on that item and allow staff to prepare for				false

		217						LN		7		15		false		15   Zoom public comment.  Then please use the "raise your hand"				false

		218						LN		7		16		false		16   function, which is a feature at the bottom of your Zoom				false

		219						LN		7		17		false		17   screen.  And if you wish to speak on an item and you're				false

		220						LN		7		18		false		18   joining by phone, please press star nine, that's star nine				false

		221						LN		7		19		false		19   on your phone, and that will show the moderator that you're				false

		222						LN		7		20		false		20   raising your hand.				false

		223						LN		7		21		false		21             The moderator will call your name when it's your				false

		224						LN		7		22		false		22   turn, and request that you unmute yourself for comment at				false

		225						LN		7		23		false		23   that time.  Those using the Zoom webinar can use the				false

		226						LN		7		24		false		24   "unmute" feature and those dialing in by phone can press				false

		227						LN		7		25		false		25   star six to unmute, that's star six.  When your comment is				false

		228						PG		8		0		false		page 8				false

		229						LN		8		1		false		 1   completed, the moderator will mute you.				false

		230						LN		8		2		false		 2             Please also note that if you're joining us				false

		231						LN		8		3		false		 3   remotely, the Board will not be able to see you, only hear				false

		232						LN		8		4		false		 4   your voice.  Accordingly, it's helpful if you identify				false

		233						LN		8		5		false		 5   yourself, but this is entirely voluntary.  And if you're				false

		234						LN		8		6		false		 6   joining the Zoom webinar, you can also input a pseudonym				false

		235						LN		8		7		false		 7   when you log into the meeting.				false

		236						LN		8		8		false		 8             If you're attending in person and you wish to				false

		237						LN		8		9		false		 9   speak on an item, please wait for me to call for public				false

		238						LN		8		10		false		10   comment and then proceed towards the podium to my left, and				false

		239						LN		8		11		false		11   form a line.  Please move to the podium when you're called				false

		240						LN		8		12		false		12   to speak in your turn.				false

		241						LN		8		13		false		13             As with Zoom attendees, it is helpful if you				false

		242						LN		8		14		false		14   identify yourself when you begin speaking.  But, again, it's				false

		243						LN		8		15		false		15   entirely voluntary, and you're free to refer to yourself				false

		244						LN		8		16		false		16   with a pseudonym or not give a name.				false

		245						LN		8		17		false		17             Please do speak into the microphone so everyone				false

		246						LN		8		18		false		18   participating remotely can hear you and also so that your				false

		247						LN		8		19		false		19   remarks can be recorded in the meeting record.  As I				false

		248						LN		8		20		false		20   mentioned, the hybrid meeting format is technically rather				false

		249						LN		8		21		false		21   complex.  And first, I'd like to thank the team for managing				false

		250						LN		8		22		false		22   the technical aspects of today's meeting.  And second, I				false

		251						LN		8		23		false		23   will explain what to do if those of you attending remotely				false

		252						LN		8		24		false		24   experience an issue with the remote meeting, for example, if				false

		253						LN		8		25		false		25   the audio drops.				false

		254						PG		9		0		false		page 9				false

		255						LN		9		1		false		 1             If something happens, please email				false

		256						LN		9		2		false		 2   info@cppa.ca.gov.  That's India November Foxtrot Oscar at				false

		257						LN		9		3		false		 3   CPPA dot Charlie Alpha dot gov.  This will be monitored				false

		258						LN		9		4		false		 4   throughout the meeting.  If there's an issue that affects				false

		259						LN		9		5		false		 5   the remote meeting, we'll pause the meeting to -- for our				false

		260						LN		9		6		false		 6   technical staff to work on the issue.				false

		261						LN		9		7		false		 7             The Board welcomes public comment on any item on				false

		262						LN		9		8		false		 8   the agenda, and it is our intent to ask for public comment				false

		263						LN		9		9		false		 9   prior to the Board voting on any agenda item.  If for some				false

		264						LN		9		10		false		10   reason I forget to ask for public comment and you wish to				false

		265						LN		9		11		false		11   speak on that item, please let us know by using the "raise				false

		266						LN		9		12		false		12   your hand" functions and the moderator will recognize you or				false

		267						LN		9		13		false		13   simply raising your hand and moving towards the podium, if				false

		268						LN		9		14		false		14   you are in the room here.  Once I see that I forgot, I will				false

		269						LN		9		15		false		15   call you to the podium or ask the team to unmute you to				false

		270						LN		9		16		false		16   provide your comment.				false

		271						LN		9		17		false		17             Once again, each speaker will be limited to three				false

		272						LN		9		18		false		18   minutes per agenda item for public comments.  And if you're				false

		273						LN		9		19		false		19   speaking on an agenda item, Bagley-Keene requires that both				false

		274						LN		9		20		false		20   board members and members of the public must contain their				false

		275						LN		9		21		false		21   comments to that agenda item and we may discuss agendized				false

		276						LN		9		22		false		22   items only.				false

		277						LN		9		23		false		23             There is a sort of broader possibility for the				false

		278						LN		9		24		false		24   public when we take up the item for general public comment,				false

		279						LN		9		25		false		25   which is number 2 today.  However, board members cannot				false

		280						PG		10		0		false		page 10				false

		281						LN		10		1		false		 1   respond, we can only listen.  And in addition, agenda items				false

		282						LN		10		2		false		 2   for future meetings can be suggested for discussion at				false

		283						LN		10		3		false		 3   future meetings during the agenda item for that purpose,				false

		284						LN		10		4		false		 4   which is number 9 today.				false

		285						LN		10		5		false		 5             We'll take breaks as needed, including one for				false

		286						LN		10		6		false		 6   lunch.  I'll announce each break and estimate on when we				false

		287						LN		10		7		false		 7   might plan to return so that members of the public can leave				false

		288						LN		10		8		false		 8   and come back before we begin again.				false

		289						LN		10		9		false		 9             Please do note that Agenda Item number 10 today is				false

		290						LN		10		10		false		10   a closed session item.  The Board will leave the room to				false

		291						LN		10		11		false		11   consider a closed session item, and when we are finished, we				false

		292						LN		10		12		false		12   will return to the public meeting.				false

		293						LN		10		13		false		13             My thanks to the board members for their service,				false

		294						LN		10		14		false		14   and all the people working to make this meeting possible.				false

		295						LN		10		15		false		15   I'd like to thank the team supporting us today, Mr. Robert				false

		296						LN		10		16		false		16   Stanford and the team of conference services experts I				false

		297						LN		10		17		false		17   mentioned have organized the meeting infrastructure.				false

		298						LN		10		18		false		18             From the CPPA, I'd like to thank Mr. Philip Laird,				false

		299						LN		10		19		false		19   who is acting as meeting council today, Mr. Ashkan Soltani,				false

		300						LN		10		20		false		20   who will be here remotely in his capacity as executive				false

		301						LN		10		21		false		21   director, and all the expert staff who will be briefing us				false

		302						LN		10		22		false		22   today.				false

		303						LN		10		23		false		23             I'd like to thank and welcome our moderator, Ms.				false

		304						LN		10		24		false		24   Serena Marzion, and ask her to please conduct the roll call.				false

		305						LN		10		25		false		25            MS. MARZION:  All right.  Board Member Le?				false

		306						PG		11		0		false		page 11				false

		307						LN		11		1		false		 1            MR. LE:  Present.				false

		308						LN		11		2		false		 2            MS. MARZION:  Board Member Liebert?				false

		309						LN		11		3		false		 3            MR. LIEBERT:  Present.				false

		310						LN		11		4		false		 4            MS. MARZION:  Board Member Mactaggart?				false

		311						LN		11		5		false		 5            MR. MACTAGGART:  Here.				false

		312						LN		11		6		false		 6            MS. MARZION:  Board Member Worthe?				false

		313						LN		11		7		false		 7            MR. WORTHE:  Here.				false

		314						LN		11		8		false		 8            MS. MARZION:  Chair Urban?				false

		315						LN		11		9		false		 9            MS. URBAN:  Present.				false

		316						LN		11		10		false		10            MS. MARZION:  Madame Chair, you have five present				false

		317						LN		11		11		false		11   members and no absences.				false

		318						LN		11		12		false		12            MS. URBAN:  Thank you, Ms. Marzion.  The Board has				false

		319						LN		11		13		false		13   established a quorum.  I would like to remind board members				false

		320						LN		11		14		false		14   that we'll take a roll call vote on any action items.  With				false

		321						LN		11		15		false		15   that, we'll move to Action Item number 2, which is public				false

		322						LN		11		16		false		16   comments on items not on the agenda.				false

		323						LN		11		17		false		17             If you haven't joined us recently, again, we are				false

		324						LN		11		18		false		18   doing this at the top of the meeting to provide some				false

		325						LN		11		19		false		19   predictability for those members of the public who can't				false

		326						LN		11		20		false		20   attend the entire meeting, but would like to comment.				false

		327						LN		11		21		false		21             Also, as a reminder, please understand the Board				false

		328						LN		11		22		false		22   may not discuss or act on any matter raised during the				false

		329						LN		11		23		false		23   section, except perhaps to decide whether to place the				false

		330						LN		11		24		false		24   matter on a future agenda under the item for that purpose.				false

		331						LN		11		25		false		25             We are listening.  We don't mean to be				false

		332						PG		12		0		false		page 12				false

		333						LN		12		1		false		 1   nonresponsive.  Just under Bagley-Keene, we can't respond,				false

		334						LN		12		2		false		 2   we can only listen.  And with that, I will ask both the team				false

		335						LN		12		3		false		 3   running the Zoom to see if there's public comment in Zoom,				false

		336						LN		12		4		false		 4   and also invite new members here in person who would like to				false

		337						LN		12		5		false		 5   comment, move to the podium.				false

		338						LN		12		6		false		 6            MS. MARZION:  This is for Agenda Item number 2,				false

		339						LN		12		7		false		 7   public comment on items not on the agenda.  If you'd like to				false

		340						LN		12		8		false		 8   make a comment at this time, please raise your hand using				false

		341						LN		12		9		false		 9   the "raised hand" feature, or by pressing star nine if				false

		342						LN		12		10		false		10   you're joining us by phone.  This is for Agenda Item number				false

		343						LN		12		11		false		11   2.  And it looks like we have a few hands raised.				false

		344						LN		12		12		false		12             Claire Morgan, you are unmuted and you have three				false

		345						LN		12		13		false		13   minutes.				false

		346						LN		12		14		false		14            MS. MORGAN:  Hello, I don't know if y'all could				false

		347						LN		12		15		false		15   hear me, but I'm having some audio issues, so I'm not quite				false

		348						LN		12		16		false		16   sure if that is an issue on my end or an issue on --				false

		349						LN		12		17		false		17            MS. MARZION:  We can hear you clearly, Claire.				false

		350						LN		12		18		false		18            MS. MORGAN:  -- the system's end.  But I just want				false

		351						LN		12		19		false		19   to make sure that the audio is properly working on the Zoom.				false

		352						LN		12		20		false		20   Thank you.				false

		353						LN		12		21		false		21            MS. MARZION:  Oh, thank you very much for your				false

		354						LN		12		22		false		22   comments.				false

		355						LN		12		23		false		23            MS. URBAN:  Ms. Marzion, could we check that she				false

		356						LN		12		24		false		24   could hear that.				false

		357						LN		12		25		false		25            MS. MARZION:  Yes.  Did you hear yourself, Claire?				false

		358						PG		13		0		false		page 13				false

		359						LN		13		1		false		 1   (Inaudible).				false

		360						LN		13		2		false		 2            MS. WHITE:  Madam Chair, I've checked with others				false

		361						LN		13		3		false		 3   who are listening remotely.  They're able to hear.  Claire				false

		362						LN		13		4		false		 4   e-mailed us as well, and I let her know perhaps to log off				false

		363						LN		13		5		false		 5   and log back on.				false

		364						LN		13		6		false		 6            MS. URBAN:  Wonderful.  Thank you very much, Ms.				false

		365						LN		13		7		false		 7   White.				false

		366						LN		13		8		false		 8            MS. WHITE:  Thank you.				false

		367						LN		13		9		false		 9            MS. MARZION:  Edwin Lombard, we have three minutes.				false

		368						LN		13		10		false		10   Oh, Edwin has dropped his hand.				false

		369						LN		13		11		false		11             Luigi, go ahead and speak.  You have three				false

		370						LN		13		12		false		12   minutes.				false

		371						LN		13		13		false		13            MR. MASTRIA:  Thank you.  My name's Lou Mastria,				false

		372						LN		13		14		false		14   and I'm the president and CEO of the Digital Advertising				false

		373						LN		13		15		false		15   Alliance.  The DAA is an independent nonprofit that sets and				false

		374						LN		13		16		false		16   enforces privacy practices for digital advertising,				false

		375						LN		13		17		false		17   empowering millions board of Americans to control how data				false

		376						LN		13		18		false		18   is used to advertise to them.				false

		377						LN		13		19		false		19             Thank you for the opportunity to testify today on				false

		378						LN		13		20		false		20   the CPPA's draft regulations.  For more than a decade, DAA				false

		379						LN		13		21		false		21   has administered a set of self-regulatory principles that				false

		380						LN		13		22		false		22   define standards for informing consumers of companies data				false

		381						LN		13		23		false		23   collection and use practices, and for offering consumers				false

		382						LN		13		24		false		24   over -- control over those data for interest-based				false

		383						LN		13		25		false		25   advertising.				false

		384						PG		14		0		false		page 14				false

		385						LN		14		1		false		 1             The DAA supports providing consumers with notice				false

		386						LN		14		2		false		 2   and opt-out choice surrounding interest-based advertising.				false

		387						LN		14		3		false		 3   However, the CC -- the CPPA's draft regulations related to				false

		388						LN		14		4		false		 4   behavioral advertising would threaten business' ability to				false

		389						LN		14		5		false		 5   use data from their own consumers to advertise products and				false

		390						LN		14		6		false		 6   services to them.  The draft behavioral advertising				false

		391						LN		14		7		false		 7   regulations are significantly at a step with other state				false

		392						LN		14		8		false		 8   privacy laws and simply do not align with the CCPA, causing				false

		393						LN		14		9		false		 9   consumer confusion.				false

		394						LN		14		10		false		10             First, the creation of this limit for behavioral				false

		395						LN		14		11		false		11   advertising, under the proposed regulations, would				false

		396						LN		14		12		false		12   contravene the scope and intent of the CPPA.  The agency				false

		397						LN		14		13		false		13   should not enshrine this concept into law, as it extends				false

		398						LN		14		14		false		14   well beyond the CC -- the CPPA's authority to regulate it,				false

		399						LN		14		15		false		15   and it unintentionally affects all sorts of consumer				false

		400						LN		14		16		false		16   interactions, including expected customer service through				false

		401						LN		14		17		false		17   recommendations and similar dynamics.  It's basically asking				false

		402						LN		14		18		false		18   a shopkeeper to not make recommendations to his or her				false
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		404						LN		14		20		false		20             Second, the proposed limit would contradict the				false

		405						LN		14		21		false		21   approach of approximately 20 other states that have passed				false

		406						LN		14		22		false		22   privacy laws.				false

		407						LN		14		23		false		23             Third, businesses should in fact, be permitted to				false

		408						LN		14		24		false		24   advertise to their own customers use on their own digital				false
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		411						LN		15		1		false		 1             So, thank you for the opportunity to present you				false

		412						LN		15		2		false		 2   with this testimony.  We at the DAA look forward to				false

		413						LN		15		3		false		 3   continuing to work with you as you take steps to update the				false

		414						LN		15		4		false		 4   draft regulations to align them to the text of the CCPA and				false

		415						LN		15		5		false		 5   the scope of the agency's regulatory authority.  Thank you.				false

		416						LN		15		6		false		 6            MS. MARZION:  Thank you for your comment.  Dalton				false

		417						LN		15		7		false		 7   Cline, I'm going to unmute you at this time.  You'll have				false

		418						LN		15		8		false		 8   three minutes to make your comment, so please begin as soon				false

		419						LN		15		9		false		 9   as you're ready.				false

		420						LN		15		10		false		10            MR. CLINE:  Hi.  Hello, board members.  Thank you				false

		421						LN		15		11		false		11   for the opportunity to speak.  I'm a lawyer in Kentucky with				false

		422						LN		15		12		false		12   a practice primarily consisting of data privacy and				false

		423						LN		15		13		false		13   cybersecurity, and I wanted to offer a comment, mainly to				false

		424						LN		15		14		false		14   staff, but also to the Board on the proposed regulations in				false

		425						LN		15		15		false		15   Article 12, specifically those dealing with insurance				false
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		427						LN		15		17		false		17             In my view, I think it's clear from the definition				false

		428						LN		15		18		false		18   of consumer that commercial clients of insurance companies				false

		429						LN		15		19		false		19   would be included within the scope of the regulations.				false

		430						LN		15		20		false		20   However, I've seen commentary online and in talking with				false

		431						LN		15		21		false		21   other outside -- other members of outside counsel and				false

		432						LN		15		22		false		22   different clients that the industry is not clear, actually,				false

		433						LN		15		23		false		23   as to the scope of the general application of the CCPA to				false
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		437						LN		16		1		false		 1   whether the commercial clients of insurance companies such				false

		438						LN		16		2		false		 2   as those purchasing life or liability director's liability				false

		439						LN		16		3		false		 3   insurance, that kind of thing, it applies.  So I think that				false

		440						LN		16		4		false		 4   in Section B in the illustrative examples, I think it would				false

		441						LN		16		5		false		 5   be helpful to the industry if staff could consider including				false

		442						LN		16		6		false		 6   an illustrative example of commercial insurance clients.				false
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		444						LN		16		8		false		 8            MS. MARZION:  Thank you for your comments.				false

		445						LN		16		9		false		 9             ACLU Ca Action.  Go ahead.  I'm going to unmute				false

		446						LN		16		10		false		10   you at this time.  You'll have three minutes to make your				false

		447						LN		16		11		false		11   comment, so please begin as soon as you're ready.  Oh, and				false

		448						LN		16		12		false		12   your hand just went down.				false

		449						LN		16		13		false		13             Matt Scherer, I'm going to unmute you at this				false

		450						LN		16		14		false		14   time.  We have three minutes to -- and go ahead and speak				false

		451						LN		16		15		false		15   when you're ready.				false

		452						LN		16		16		false		16            MR. SCHERER:  Thank you.  Good morning.  I'm Matt				false

		453						LN		16		17		false		17   Scherer and I lead the Workers' Rights Project at the Center				false

		454						LN		16		18		false		18   for Democracy and Technology.  I appreciate your work on				false

		455						LN		16		19		false		19   this issue, and thank you for taking the time to hear from				false

		456						LN		16		20		false		20   stakeholders.				false

		457						LN		16		21		false		21             I urge you to review and take to heart the				false

		458						LN		16		22		false		22   comments from Consumer Reports, the UC Berkeley Labor				false

		459						LN		16		23		false		23   Center, and other consumer and workers' rights advocates				false

		460						LN		16		24		false		24   that are appearing today and submitting written comments,				false
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		463						LN		17		1		false		 1   disclosures to consumers and workers when companies use				false

		464						LN		17		2		false		 2   ADMTs to make key decisions about consumers and workers.				false

		465						LN		17		3		false		 3             I'll focus on the definition of ADMTs.  The				false

		466						LN		17		4		false		 4   proposed definition would apply only to systems that are a				false

		467						LN		17		5		false		 5   substantial factor in covered decisions.  This would				false

		468						LN		17		6		false		 6   essentially give companies a license to opt themselves out				false

		469						LN		17		7		false		 7   of the law's requirements.  Here's why.  Workers and				false

		470						LN		17		8		false		 8   regulators often don't know which companies are using ADMTs,				false

		471						LN		17		9		false		 9   much less how those companies are using them.				false

		472						LN		17		10		false		10             Companies have strong incentives to keep it that				false

		473						LN		17		11		false		11   way because it allows them to avoid accountability for error				false

		474						LN		17		12		false		12   prone and harmful ADMTs.  Consequently, companies are likely				false

		475						LN		17		13		false		13   to take advantage of any loopholes that give them discretion				false

		476						LN		17		14		false		14   to wiggle out of ADMT disclosure requirements that would				false

		477						LN		17		15		false		15   reveal their use of these systems.				false

		478						LN		17		16		false		16             The substantial factor requirement would create				false

		479						LN		17		17		false		17   such a loophole because companies almost always claim that				false

		480						LN		17		18		false		18   ADMTs merely make recommendations that are one factor among				false

		481						LN		17		19		false		19   many, and that humans have final say in decisions.				false

		482						LN		17		20		false		20             Companies can easily avoid compliance by adopting				false

		483						LN		17		21		false		21   internal policy, saying that the decision makers should not				false

		484						LN		17		22		false		22   overly on ADMTs, even if in reality the tool's				false

		485						LN		17		23		false		23   recommendations are decisive, and human reviewers defer to				false

		486						LN		17		24		false		24   the AI.				false

		487						LN		17		25		false		25             We know that companies do this.  The nonprofit				false
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		489						LN		18		1		false		 1   investigative outlet, ProPublica, published a trio of				false

		490						LN		18		2		false		 2   reports on how Cigna secretly used an algorithm to mass				false

		491						LN		18		3		false		 3   reject policy holders claims that were supposed to be				false

		492						LN		18		4		false		 4   reviewed by doctors, and then threatened to fire a physician				false

		493						LN		18		5		false		 5   who pushed back.  Given company's ability to cloak their				false

		494						LN		18		6		false		 6   ADMT use behind human rubber stamps, this substantial factor				false

		495						LN		18		7		false		 7   requirement creates a Catch 22.				false

		496						LN		18		8		false		 8             Once a company chooses to assert that a tool is				false

		497						LN		18		9		false		 9   not a substantial factor, it can continue hiding that system				false

		498						LN		18		10		false		10   from consumers, workers, and regulators.  And with that				false

		499						LN		18		11		false		11   secrecy assured, no one would be able to challenge their				false

		500						LN		18		12		false		12   behind closed doors determination that a system is exempt				false

		501						LN		18		13		false		13   from disclosure.				false

		502						LN		18		14		false		14             In other words, the substantial factor requirement				false

		503						LN		18		15		false		15   threatens to make ADMT regulations a dead letter, giving				false

		504						LN		18		16		false		16   companies the ability to opt-out of complying with the law				false

		505						LN		18		17		false		17   completely as appear to as -- appears to have happened with				false

		506						LN		18		18		false		18   New York City's ordinance on AI and hiring according to a				false

		507						LN		18		19		false		19   study that was released earlier this year.				false

		508						LN		18		20		false		20             I urge you to go back to the original broader				false

		509						LN		18		21		false		21   definition of ADMTs that appeared in the earlier draft				false

		510						LN		18		22		false		22   regulations.  And it is essential that the CCPA rules be				false

		511						LN		18		23		false		23   written in a way that ensures companies cannot use their				false

		512						LN		18		24		false		24   information monopoly on ADMTs to avoid transparency and				false

		513						LN		18		25		false		25   accountability.  Thank you.				false
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		515						LN		19		1		false		 1            MS. MARZION:  Thank you.  ACLU Ca Action, I'm going				false

		516						LN		19		2		false		 2   to unmute you at this time.  You'll have three minutes to				false

		517						LN		19		3		false		 3   make your comment, so please begin as soon as you're ready.				false

		518						LN		19		4		false		 4            MS. CRAMER-MOWDER:  Hello, this is Becca				false

		519						LN		19		5		false		 5   Cramer-Mowder on behalf of ACLU California Action.  We would				false

		520						LN		19		6		false		 6   encourage you to call for strong protections for civil				false

		521						LN		19		7		false		 7   rights in light of the presidential transition that's coming				false

		522						LN		19		8		false		 8   up.  We know that California has been doing a lot to shore				false

		523						LN		19		9		false		 9   up our laws, protecting people who are coming to California				false

		524						LN		19		10		false		10   because of who those people are or because they're seeking				false

		525						LN		19		11		false		11   healthcare services.				false

		526						LN		19		12		false		12             However, there are ways that consumer information				false

		527						LN		19		13		false		13   can be used to target particularly vulnerable people.  And				false

		528						LN		19		14		false		14   so we would encourage you especially to be looking at the				false

		529						LN		19		15		false		15   strong civil rights protections that are needed for				false

		530						LN		19		16		false		16   immigrants, people seeking reproductive services,				false

		531						LN		19		17		false		17   transgender people, protestors, and others.				false

		532						LN		19		18		false		18             Additionally, we would encourage you to identify				false

		533						LN		19		19		false		19   red lines that should not be crossed to help protect				false

		534						LN		19		20		false		20   Californians as well as people accessing their basic rights				false

		535						LN		19		21		false		21   from other states and needing to do so in California.				false

		536						LN		19		22		false		22             And lastly, we would encourage you to continue				false

		537						LN		19		23		false		23   demonstrating the importance of preserving state laws,				false

		538						LN		19		24		false		24   including Article 1, Section 1, constitutional right to				false

		539						LN		19		25		false		25   privacy in California against federal preemption, to help				false
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		541						LN		20		1		false		 1   protect Californians as we shore up privacy rights in an				false

		542						LN		20		2		false		 2   effort to protect civil rights and civil liberties in the				false

		543						LN		20		3		false		 3   coming years.  Thank you.				false

		544						LN		20		4		false		 4            MS. MARZION:  Thank you.				false

		545						LN		20		5		false		 5             Adar Carver, I'm going to unmute you at this time.				false

		546						LN		20		6		false		 6   You'll have three minutes to make your comment, so please				false

		547						LN		20		7		false		 7   begin as soon as you're ready.				false

		548						LN		20		8		false		 8            MR. CARVER:  Thank you, Jennifer Urban, Chair.  My				false

		549						LN		20		9		false		 9   name's Adar Carver.  I am an attorney, a three-time				false

		550						LN		20		10		false		10   International Association of Privacy Professionals,				false

		551						LN		20		11		false		11   certified.  I am interested in the way that we protect data				false

		552						LN		20		12		false		12   and the different sorts of data processes.				false

		553						LN		20		13		false		13             So, as of now, we are protecting data that is				false

		554						LN		20		14		false		14   binary, very straightforward, and now we're seeing advent of				false

		555						LN		20		15		false		15   technology such as artificial intelligence, which are				false

		556						LN		20		16		false		16   creating different algorithms and models that are processing				false

		557						LN		20		17		false		17   our data in a more sophisticated fashion.				false

		558						LN		20		18		false		18             I urge the Board to, as we think about algorithms				false

		559						LN		20		19		false		19   and artificial intelligence, to think about also standards				false

		560						LN		20		20		false		20   -- higher standard requirements for companies that collect				false

		561						LN		20		21		false		21   consumer data so that they may more highly protect or more				false

		562						LN		20		22		false		22   -- be more transparent with consumers about those				false

		563						LN		20		23		false		23   algorithms.				false

		564						LN		20		24		false		24             Very finally, I would like to raise an issue				false

		565						LN		20		25		false		25   that's not yet maybe as widely applicable.  There are new				false
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		567						LN		21		1		false		 1   data processing powers through International Business				false

		568						LN		21		2		false		 2   Machine, Google, Amazon, where they are processing data				false

		569						LN		21		3		false		 3   using quantum computing or imposing super -- or super --				false

		570						LN		21		4		false		 4   excuse me.  They are using bates that are in super position,				false

		571						LN		21		5		false		 5   quantumly entangled, and then able to generate floating				false

		572						LN		21		6		false		 6   operation points per second that are more sophisticated than				false

		573						LN		21		7		false		 7   even the algorithms.				false

		574						LN		21		8		false		 8             International Business Machine or IBM implements				false

		575						LN		21		9		false		 9   both algorithmic processing AI, as well as quantum				false

		576						LN		21		10		false		10   processing with their Watson machine.  So, very finally, I				false

		577						LN		21		11		false		11   would like to urge the California Privacy Protection Agency				false

		578						LN		21		12		false		12   to have a higher standard for that quantum data processing				false

		579						LN		21		13		false		13   of consumer data.  Thank you.				false

		580						LN		21		14		false		14            MS. MARZION:  Thank you.				false

		581						LN		21		15		false		15             George Sewell, I'm going to unmute you at this				false

		582						LN		21		16		false		16   time.  You'll have three minutes to make your comment, so				false

		583						LN		21		17		false		17   please begin as soon as you're ready.				false

		584						LN		21		18		false		18            MR. SEWELL:  Hello, Chair Urban and fellow members				false

		585						LN		21		19		false		19   of the Board.  My name is George Sewell, and I'm with the				false

		586						LN		21		20		false		20   Security Industry Association.  SIA represents more than 200				false

		587						LN		21		21		false		21   companies headquartered in California that provide a wide				false

		588						LN		21		22		false		22   range of products for protecting the physical safety of				false

		589						LN		21		23		false		23   people, property, businesses, schools, and critical				false
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		591						LN		21		25		false		25             Our members are committed to safeguarding personal				false
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		593						LN		22		1		false		 1   information in their own business practices, as well as in				false

		594						LN		22		2		false		 2   the design of the products and services.  I would like to				false

		595						LN		22		3		false		 3   make two points regarding the proposed rules, specifically				false

		596						LN		22		4		false		 4   the automated decision-making tool section.				false

		597						LN		22		5		false		 5             First, like many other business organizations, we				false

		598						LN		22		6		false		 6   have concerns about the proposal to create a right to				false

		599						LN		22		7		false		 7   opt-out of tools used for consumer profiling.  This would				false

		600						LN		22		8		false		 8   interfere with the ability of businesses to conduct first				false

		601						LN		22		9		false		 9   party advertising to their existing customer base.  An				false

		602						LN		22		10		false		10   ability that stakeholders had agreed to protect when CCPA				false

		603						LN		22		11		false		11   was negotiated.  Disrupting established business models in				false

		604						LN		22		12		false		12   this way could limit the ability of companies to provide				false

		605						LN		22		13		false		13   relevant offers and services to their customers and put				false

		606						LN		22		14		false		14   California businesses at a disadvantage.				false

		607						LN		22		15		false		15             Second, we are concerned with about the				false

		608						LN		22		16		false		16   implications of creating a consumer right to opt-out of				false

		609						LN		22		17		false		17   training data.  This approach is not consistent with the				false

		610						LN		22		18		false		18   current practices and training data models, which use				false

		611						LN		22		19		false		19   aggregated information and patterns versus specific				false

		612						LN		22		20		false		20   identifying data.				false

		613						LN		22		21		false		21             The unintentional result could be reduced model				false

		614						LN		22		22		false		22   quality, reduced accuracy, and increased bias due to less				false

		615						LN		22		23		false		23   diverse data.  And it could be counterproductive to privacy				false

		616						LN		22		24		false		24   protections as an opt-out mechanism would require processing				false

		617						LN		22		25		false		25   and retaining personal data in order to track individual's				false
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		620						LN		23		2		false		 2             Such issues underscore, as currently written, the				false

		621						LN		23		3		false		 3   proposal would extend control over activities falling				false

		622						LN		23		4		false		 4   outside the scope of the CCPA that have little impact to				false

		623						LN		23		5		false		 5   privacy expectations and were not meant to be restricted				false

		624						LN		23		6		false		 6   under the original legislation.  Additional analysis and				false

		625						LN		23		7		false		 7   revision of the proposal is needed to ensure it aligns more				false

		626						LN		23		8		false		 8   closely with original intent, focusing on genuine privacy				false

		627						LN		23		9		false		 9   concerns stemming from AI-driven automated decision-making				false

		628						LN		23		10		false		10   technology.				false

		629						LN		23		11		false		11             SIA and our members stand ready to provide any				false

		630						LN		23		12		false		12   additional information you may need as these important				false

		631						LN		23		13		false		13   issues are considered.  Thank you very much for your time				false

		632						LN		23		14		false		14   and consideration.				false

		633						LN		23		15		false		15            MS. MARZION:  Thank you.				false

		634						LN		23		16		false		16             Matt Regan, I'm going to unmute you at this time.				false

		635						LN		23		17		false		17   You'll have three minutes to make your comment, so please				false

		636						LN		23		18		false		18   begin as soon as you're ready.				false

		637						LN		23		19		false		19            MR. REGAN:  Good morning, board members.  My name's				false

		638						LN		23		20		false		20   Matt Regan.  I'm Senior Vice President of Policy at the Bay				false

		639						LN		23		21		false		21   Area Council.  We are a regional employer-sponsored public				false

		640						LN		23		22		false		22   policy and advocacy organization.  About 350 of the Bay				false

		641						LN		23		23		false		23   Area's largest employers, both public and private are our				false

		642						LN		23		24		false		24   members, and we advocate on issues that are of critical				false
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		645						LN		24		1		false		 1             First, I'd like to thank the Board for allowing us				false

		646						LN		24		2		false		 2   to speak at the front end of this meeting.  I participated				false
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		1863						LN		70		23		false		23   California.  And our membership -- our Board is asking that				false
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		2584						LN		98		16		false		16   opportunity to consider whether the way that it's cabined				false

		2585						LN		98		17		false		17   now is appropriate.  We've also, of course, heard that it's				false

		2586						LN		98		18		false		18   not cabined, that it's too cabined from some groups, or				false

		2587						LN		98		19		false		19   whether there's another model, similarly, with using whether				false

		2588						LN		98		20		false		20   people can opt-out for the use of their personal information				false

		2589						LN		98		21		false		21   for training.				false

		2590						LN		98		22		false		22             I think that's the kind of thing where I would be				false

		2591						LN		98		23		false		23   really eager to hear more detail, both from the business				false

		2592						LN		98		24		false		24   community -- for example, there was a gentleman earlier who				false

		2593						LN		98		25		false		25   was talking about internal uses and things like that, so				false
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		2595						LN		99		1		false		 1   that we could judge -- we could judge that particular way of				false

		2596						LN		99		2		false		 2   deciding, you know, what in the ADMT universe we want to				false

		2597						LN		99		3		false		 3   have consumers have the ability to opt-out of.				false

		2598						LN		99		4		false		 4             Mr. Mactaggart.				false

		2599						LN		99		5		false		 5            MR. MACTAGGART:  Thank you.  Well, at board				false

		2600						LN		99		6		false		 6   meetings in last December, March, and most recently in July,				false

		2601						LN		99		7		false		 7   I opposed these regulations.  I voiced concern about their				false

		2602						LN		99		8		false		 8   overreach, their lack of privacy protection, and the high				false

		2603						LN		99		9		false		 9   likelihood of legal challenges.  And at this point, the				false

		2604						LN		99		10		false		10   scope remains unchanged.  And I believe this undermines				false

		2605						LN		99		11		false		11   privacy rather than protecting it.				false

		2606						LN		99		12		false		12             So I'm just going to unfortunately have to say my				false

		2607						LN		99		13		false		13   peace that I wanted to say finally because I really feel				false

		2608						LN		99		14		false		14   strongly about it.  So there's some good news.  I do think				false

		2609						LN		99		15		false		15   the cybersecurity regulations are in good shape and will				false

		2610						LN		99		16		false		16   benefit California.				false

		2611						LN		99		17		false		17             `With respect to the risk assessments, I think				false

		2612						LN		99		18		false		18   these proposed regulations will make the inclusion criteria				false

		2613						LN		99		19		false		19   for risk assessments so broad that we will end up hurting				false

		2614						LN		99		20		false		20   cause of privacy, not helping it.				false

		2615						LN		99		21		false		21             The scope of these regulations effectively				false

		2616						LN		99		22		false		22   mandates risk assessments for almost any business using				false

		2617						LN		99		23		false		23   software.  This spread will hurt businesses and overwhelm				false

		2618						LN		99		24		false		24   our agency with, I think, largely form paperwork,				false

		2619						LN		99		25		false		25   diminishing our focus -- our ability to focus on				false
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		2621						LN		100		1		false		 1   enforcement.  There's no chance we'll be able to review tens				false

		2622						LN		100		2		false		 2   and tens of thousands of multi-page risk assessments at this				false

		2623						LN		100		3		false		 3   stage with our current resources.				false

		2624						LN		100		4		false		 4             So how are these regs too broad?  The risk				false

		2625						LN		100		5		false		 5   assessment regs are too broad?  Well, just to provide some				false

		2626						LN		100		6		false		 6   examples, the definition of artificial intelligence, AI, is				false

		2627						LN		100		7		false		 7   essentially all software since materially all software,				false

		2628						LN		100		8		false		 8   "generates outputs that could influence physical or virtual				false

		2629						LN		100		9		false		 9   environments."				false

		2630						LN		100		10		false		10             "Automated decision-making then includes				false

		2631						LN		100		11		false		11   artificial intelligence and everything that substantially				false

		2632						LN		100		12		false		12   facilitates human decision making." And the limiting factor				false

		2633						LN		100		13		false		13   is only whether that technology was a key factor in a				false

		2634						LN		100		14		false		14   human's decision making.				false

		2635						LN		100		15		false		15             So as a result, our definition of ADM includes the				false

		2636						LN		100		16		false		16   use of almost any computerized technology in a way that				false

		2637						LN		100		17		false		17   describes how humans have used computers for 30 or 40 years.				false

		2638						LN		100		18		false		18   This is almost nothing to do with some predictive algorithm				false

		2639						LN		100		19		false		19   that tells your boss to fire you because you might get				false

		2640						LN		100		20		false		20   pregnant.  That's creepy and that's bad.				false

		2641						LN		100		21		false		21             So here are some examples that would help -- that				false

		2642						LN		100		22		false		22   do help humans make decisions, whether that's a human				false

		2643						LN		100		23		false		23   employed by the company, or by the way, the consumer,				false

		2644						LN		100		24		false		24   because these regulations do not specify.  Since these can				false

		2645						LN		100		25		false		25   affect a human's access to essential goods and services.				false
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		2647						LN		101		1		false		 1             So, first, email and text.  These contain your PI,				false

		2648						LN		101		2		false		 2   and obviously help people make decisions.  If you use email				false

		2649						LN		101		3		false		 3   or text, please conduct a risk assessment.  Booking software				false

		2650						LN		101		4		false		 4   at a restaurant or a barbershop, that triggers a risk				false

		2651						LN		101		5		false		 5   assessment.  Listing notifications.  Let's say you sign up				false

		2652						LN		101		6		false		 6   at a real estate agency for a list to alert you to new				false

		2653						LN		101		7		false		 7   listings.  The human uses that list to upload a new listing				false

		2654						LN		101		8		false		 8   and send out an update.  That triggers a risk assessment.				false

		2655						LN		101		9		false		 9             Application tracking.  You're applying to some				false

		2656						LN		101		10		false		10   school somewhere, and it sends you out notifications saying				false

		2657						LN		101		11		false		11   you're missing some form here.  You haven't put in your				false

		2658						LN		101		12		false		12   transcript.  Trigger the risk assessment.  Even the example				false

		2659						LN		101		13		false		13   given in 7001 F4 proves this point, even though it's				false

		2660						LN		101		14		false		14   actually a little confusing.				false

		2661						LN		101		15		false		15             It says, spreadsheets are not AI, but use a				false

		2662						LN		101		16		false		16   regression analysis.  It is AI.  So you're, I don't know, a				false

		2663						LN		101		17		false		17   chain store and you're looking at what time to open your				false

		2664						LN		101		18		false		18   stores and you use a spreadsheet to focus -- to figure out,				false

		2665						LN		101		19		false		19   like you put this input, it's like, okay, what time does				false

		2666						LN		101		20		false		20   these stores open?  And, you know, you use, let's say,				false

		2667						LN		101		21		false		21   Excel's Solver function, which many of us have used.  That's				false

		2668						LN		101		22		false		22   AI.				false

		2669						LN		101		23		false		23             So that technology was introduced in 1990, but now				false

		2670						LN		101		24		false		24   it'll require businesses to conduct a risk assessment.  And				false

		2671						LN		101		25		false		25   I think this is statutory overreach.  1798, 185, 815				false
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		2673						LN		102		1		false		 1   mandates risk assessments only for activities that pose a				false

		2674						LN		102		2		false		 2   significant risk to privacy or security.  Privacy or				false

		2675						LN		102		3		false		 3   security.				false

		2676						LN		102		4		false		 4             Yet these regulations use ADM as the trigger.  But				false

		2677						LN		102		5		false		 5   ADM is just a tool.  It does not inherently impact privacy.				false

		2678						LN		102		6		false		 6   And it was specifically omitted from this paragraph when				false

		2679						LN		102		7		false		 7   drafting the statute.  So if Mr. Soltani was here, he, when				false

		2680						LN		102		8		false		 8   he was my consultant, when we were drafting it, convinced me				false

		2681						LN		102		9		false		 9   to leave technology out of this statute.  So the statute				false

		2682						LN		102		10		false		10   really doesn't mention any specific kinds of technology,				false

		2683						LN		102		11		false		11   even like, for example, around security.  Because as his				false

		2684						LN		102		12		false		12   point was, look, this is going to change over time.				false

		2685						LN		102		13		false		13   Technology will change.  So don't get too focused on one				false

		2686						LN		102		14		false		14   technology.				false

		2687						LN		102		15		false		15             So the statute emphasizes the nature of the				false

		2688						LN		102		16		false		16   activity, not the technology involved.  And one can make a				false

		2689						LN		102		17		false		17   cogent argument that ADM is more privacy and security				false

		2690						LN		102		18		false		18   friendly because there's no humans stealing or, you know,				false

		2691						LN		102		19		false		19   snooping.				false

		2692						LN		102		20		false		20             So my conclusions around risk assessments are,				false

		2693						LN		102		21		false		21   one, we should focus on activity, not technology.  We should				false

		2694						LN		102		22		false		22   limit risk assessments to high risk activities rather than				false

		2695						LN		102		23		false		23   like some focus on some ADM Technology.  We shouldn't care				false

		2696						LN		102		24		false		24   how a significant decision was arrived at, just that it was				false

		2697						LN		102		25		false		25   arrived at.  And, by the way, my suggestion here is more				false
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		2699						LN		103		1		false		 1   privacy protective, not less.				false

		2700						LN		103		2		false		 2             We should -- secondly, we should define				false

		2701						LN		103		3		false		 3   significant decisions more clearly.  We should -- we should				false

		2702						LN		103		4		false		 4   remove the term access to from significant decisions and				false

		2703						LN		103		5		false		 5   actually focus this -- focus on decisions where you end up				false

		2704						LN		103		6		false		 6   denying someone essential services.				false

		2705						LN		103		7		false		 7             We should clarify essential goods and services.				false

		2706						LN		103		8		false		 8   We should specify what qualifies as essential to avoid				false

		2707						LN		103		9		false		 9   unnecessary assessment.  Is an airline ticket an essential				false

		2708						LN		103		10		false		10   service?  Is a dating app?  These are the regulations which				false

		2709						LN		103		11		false		11   are supposed to provide clarity, and we should do that.				false

		2710						LN		103		12		false		12             And then we should streamline compliance.  We				false

		2711						LN		103		13		false		13   should provide a comprehensive list of acceptable				false

		2712						LN		103		14		false		14   assessments from other jurisdictions to reduce duplication				false

		2713						LN		103		15		false		15   and compliance costs.  With respect to ADM, these				false

		2714						LN		103		16		false		16   regulations gives consumers the right to opt-out of ADM if				false

		2715						LN		103		17		false		17   there is a significant decision or profiling.  But if a				false

		2716						LN		103		18		false		18   business provides an appeal mechanism, then the business				false

		2717						LN		103		19		false		19   does not have to offer the opt-out.				false

		2718						LN		103		20		false		20             So that sounds straightforward, but it's not due				false

		2719						LN		103		21		false		21   to the very broad definition of ADM, which is, again,				false

		2720						LN		103		22		false		22   technology that processes PI and substantially facilitates				false

		2721						LN		103		23		false		23   human decision making.  And, again, with the key decision --				false

		2722						LN		103		24		false		24   the key factor in the human's decision.				false

		2723						LN		103		25		false		25             So under these rules, consumers can opt-out of				false
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		2725						LN		104		1		false		 1   even contextual ads.  One of the most privacy friendly				false

		2726						LN		104		2		false		 2   advertising methods.  Privacy laws encourage contextual ads,				false

		2727						LN		104		3		false		 3   yet these regulations would undermine that ship, potentially				false

		2728						LN		104		4		false		 4   stalling a sector-wide effort to reduce intrusive data				false

		2729						LN		104		5		false		 5   collection.				false

		2730						LN		104		6		false		 6             Absolutely, these regs will allow you to stop				false

		2731						LN		104		7		false		 7   using a consumer to tell the business to stop using first				false

		2732						LN		104		8		false		 8   party ads to their own customers, which was never, and is				false

		2733						LN		104		9		false		 9   not the intention of the bill.  We would -- just think about				false

		2734						LN		104		10		false		10   it, we would be saying to consumers, if you opt-out, you're				false

		2735						LN		104		11		false		11   never going to have to see an ad relating to a bank, a				false

		2736						LN		104		12		false		12   hospital, a grocery store, insurance company, a healthcare				false

		2737						LN		104		13		false		13   employment.  It's like seven -- I added up the different				false

		2738						LN		104		14		false		14   sectors we're regulating, it's like 75 percent of the				false

		2739						LN		104		15		false		15   economy.				false

		2740						LN		104		16		false		16             And at some meaningful level, this will break the				false

		2741						LN		104		17		false		17   internet, just the way it works.  The advertising model				false

		2742						LN		104		18		false		18   supports the internet right now.  And it'll destroy the				false

		2743						LN		104		19		false		19   concept of trying to get us to move everybody towards a more				false

		2744						LN		104		20		false		20   privacy protective ecosystem of contextual ads, where when				false

		2745						LN		104		21		false		21   you're on a site, you see an ad related to that site that is				false

		2746						LN		104		22		false		22   not based on your 65 other sites that you visited and your				false

		2747						LN		104		23		false		23   purchases for the last two years.				false

		2748						LN		104		24		false		24             And relying on appeal mechanisms to get out of the				false

		2749						LN		104		25		false		25   opt-out isn't feasible either.  It's not at scale.  It --				false
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		2751						LN		105		1		false		 1   it's not -- it doesn't reflect how the real world works.				false

		2752						LN		105		2		false		 2   We're setting up a terrible architecture and nothing about				false

		2753						LN		105		3		false		 3   this architecture helps protect privacy.  And on the				false

		2754						LN		105		4		false		 4   contrary, we're just going to weak havoc and hurt privacy.				false

		2755						LN		105		5		false		 5             Let's examine some cases.  Amazon, UPS, DoorDash,				false

		2756						LN		105		6		false		 6   Instacart, these regs give the consumers the right to				false

		2757						LN		105		7		false		 7   opt-out of these businesses automated delivery software.  To				false

		2758						LN		105		8		false		 8   deliver the food or your medication, your package, or do you				false

		2759						LN		105		9		false		 9   have to call Amazon and say, hey, I'd like you to deliver my				false

		2760						LN		105		10		false		10   package, but, by the way, you can't use your ADM Technology				false

		2761						LN		105		11		false		11   to get it here?				false

		2762						LN		105		12		false		12             And how -- how's that protect privacy?  So, of				false

		2763						LN		105		13		false		13   course, they're going to say no, but they have to set up				false

		2764						LN		105		14		false		14   this mechanism where they can then come along and have a				false

		2765						LN		105		15		false		15   mechanism from -- to deny my request to use the opt-out of				false

		2766						LN		105		16		false		16   the ADM.  Access to lodging, these -- I can call a hotel and				false

		2767						LN		105		17		false		17   say, I'd like to book a room, but please don't use your				false

		2768						LN		105		18		false		18   automated booking software.  It just -- it's impossible for				false

		2769						LN		105		19		false		19   the clerk at Marriott to do -- to -- for me to get the room.				false

		2770						LN		105		20		false		20             You call the airline and say, I'd like a -- I'd				false

		2771						LN		105		21		false		21   like a seat on this plane, but you can't use your software				false

		2772						LN		105		22		false		22   to -- your automated software to tell me what the prices				false

		2773						LN		105		23		false		23   are, or to organize it.  But same thing for academic				false

		2774						LN		105		24		false		24   admissions.  And so I -- this language in 185 A16 was				false

		2775						LN		105		25		false		25   derived -- was literally lifted from GDPR Article 22.				false
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		2777						LN		106		1		false		 1             And if you go back to GDPR, that talks about				false

		2778						LN		106		2		false		 2   solely automated decision-making with legal impacts.  And				false

		2779						LN		106		3		false		 3   that was the intention here.  Colorado's privacy law has a				false

		2780						LN		106		4		false		 4   similar approach, which excludes human involved decisions				false

		2781						LN		106		5		false		 5   from opt-out.  By contrast, our approach of -- requires				false

		2782						LN		106		6		false		 6   opt-outs even, if humans assist with the decision.				false

		2783						LN		106		7		false		 7             And this just creates a regulatory burden that I				false

		2784						LN		106		8		false		 8   think has a negative impact on privacy.  And so these				false

		2785						LN		106		9		false		 9   particular regulations are $1.4 billion, the cost of them.				false

		2786						LN		106		10		false		10   That's our assessment.  There's lots of questions whether				false

		2787						LN		106		11		false		11   that's the right one or the wrong one.  But I come back to				false

		2788						LN		106		12		false		12   this and I say, why don't we -- why don't we -- I've been				false

		2789						LN		106		13		false		13   saying this for a year, why don't we adopt a much more				false

		2790						LN		106		14		false		14   targeted approach?				false

		2791						LN		106		15		false		15             And so my recommendations are, with respect to				false

		2792						LN		106		16		false		16   ADM, remove the whole notion of access to or provision of,				false

		2793						LN		106		17		false		17   from the goods and services, and get it to where you've been				false

		2794						LN		106		18		false		18   denied an essential service, where you've been turned down				false

		2795						LN		106		19		false		19   for a loan, you've been turned down for the credit card,				false

		2796						LN		106		20		false		20   you've been turned down for the -- whatever the thing is				false

		2797						LN		106		21		false		21   that you're looking for.				false

		2798						LN		106		22		false		22             And then revise the opt-out approach, secondly.				false

		2799						LN		106		23		false		23   If a human is materially involved in a decision, no opt-out				false

		2800						LN		106		24		false		24   should be required.  And then, you know, again, I think we				false

		2801						LN		106		25		false		25   should focus on our privacy mandate.  What we're basically				false
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		2803						LN		107		1		false		 1   doing is we're taking 10 lines in a 60 page bill, and we're				false

		2804						LN		107		2		false		 2   trying to backwards regulate AI.  And look, I actually think				false

		2805						LN		107		3		false		 3   it's an incredibly important area to have some regulations				false

		2806						LN		107		4		false		 4   on, but that's what the legislature's doing right now.  And				false

		2807						LN		107		5		false		 5   that's what the governor's talking about.				false

		2808						LN		107		6		false		 6             I think we should approve these regulations, but				false

		2809						LN		107		7		false		 7   we should remove Articles 10 and 11.  They're just too --				false

		2810						LN		107		8		false		 8   you know, I've been hearing this, just advance these, just				false

		2811						LN		107		9		false		 9   advance these because then we can -- then we can actually do				false

		2812						LN		107		10		false		10   the work.  But I've been hearing that for a year and nothing				false

		2813						LN		107		11		false		11   really gets changed.				false

		2814						LN		107		12		false		12             And I think the threat of -- I actually think the				false

		2815						LN		107		13		false		13   threat of the lawsuits are red herring.  You know, we can				false

		2816						LN		107		14		false		14   pass regulations that are much, much less expansive than				false

		2817						LN		107		15		false		15   these, that -- it checks the box on ADM and checks the box				false

		2818						LN		107		16		false		16   on risk assessments.  Our approach so far has been, don't				false

		2819						LN		107		17		false		17   worry about it.				false
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		2821						LN		107		19		false		19   know, some enormous costs, some of that cybersecurity, which				false

		2822						LN		107		20		false		20   I support, but I'm very concerned about these and I don't				false

		2823						LN		107		21		false		21   buy into that we should just advance as is.  And I would				false

		2824						LN		107		22		false		22   have us remove Articles 10 and 11 at this time.  Thank you.				false

		2825						LN		107		23		false		23            MS. URBAN:  Thank you, Mr. -- very much, Mr.				false

		2826						LN		107		24		false		24   Mactaggart.  And, you know, substantively, as has been the				false
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		2848						LN		108		20		false		20   clear full record.  I would encourage everybody who has				false

		2849						LN		108		21		false		21   comments prepared that they've sent us, if they don't want				false
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		2860						LN		109		6		false		 6   feedback, we've gotten some negative feedback, and from sort				false
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		2866						LN		109		12		false		12   lot of these ideas are just really important, Mr.				false
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		2871						LN		109		17		false		17            MR. LE:  Yeah.  Just a quick one.  I -- you know, I				false

		2872						LN		109		18		false		18   agree with a lot of the points you've made.  I do think, you				false

		2873						LN		109		19		false		19   know, access to, I do, don't want risk assessments for doing				false

		2874						LN		109		20		false		20   a booking.com reservation, really the question is, you know,				false

		2875						LN		109		21		false		21   why we haven't changed it is we need more comments.  It				false
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		2877						LN		109		23		false		23   how do we do this.				false
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		2892						LN		110		12		false		12   And I think it's made very clear by all the comments that				false

		2893						LN		110		13		false		13   came in.  But until we get those comments, you know, like I				false

		2894						LN		110		14		false		14   -- my mind is just like, well, you know, I'm hearing this,				false

		2895						LN		110		15		false		15   I'm hearing that, how do we make sure we do it?				false

		2896						LN		110		16		false		16             So I want to reassure you, I agree with a lot of				false

		2897						LN		110		17		false		17   your points.  I do think these regulations should be				false

		2898						LN		110		18		false		18   narrowed somewhat to make sure we don't capture, you know,				false

		2899						LN		110		19		false		19   that woman who is trying to run her small business, right?				false

		2900						LN		110		20		false		20   To do bookings, to do -- you know, there was a comment from				false

		2901						LN		110		21		false		21   Salona AI, you know, exemptions for low risk activities,				false
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		2909						LN		111		3		false		 3            MS. URBAN:  Thank you, Mr. Le.				false

		2910						LN		111		4		false		 4             Yes, Mr. Mactaggart.				false

		2911						LN		111		5		false		 5            MR. MACTAGGART:  Yeah, I was -- I was trying to				false

		2912						LN		111		6		false		 6   smile, Mr. Le, just because personally it was pretty funny.				false

		2913						LN		111		7		false		 7   Recently, I was on an airline and they hand out the little				false

		2914						LN		111		8		false		 8   thing saying, you know, apply, get 50,000 miles for the				false

		2915						LN		111		9		false		 9   credit card.  So I was like, all right, I'll do it.  And I				false

		2916						LN		111		10		false		10   get the form letter back, you've been rejected.  I'm like,				false

		2917						LN		111		11		false		11   oh, man, now I have to -- I -- how am I going to -- how am I				false

		2918						LN		111		12		false		12   going to contact him?  Like, why did I get rejected.				false

		2919						LN		111		13		false		13             So I'm also mad at the system when it happens to				false
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		2921						LN		111		15		false		15   -- you know, the faceless kind of machine has an impact on				false

		2922						LN		111		16		false		16   you, and it's annoying.  I guess, for me, when I come, I				false

		2923						LN		111		17		false		17   hear this, and I've been hearing, oh, yeah, don't worry.				false

		2924						LN		111		18		false		18   And I just -- I'm like, someone has the pen to write these				false

		2925						LN		111		19		false		19   regulations in a boil.  The ocean kind of format, and why we				false

		2926						LN		111		20		false		20   keep on doing that and then say, just trust us when we get				false
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		2940						LN		112		8		false		 8   process because we keep on just saying, just wait till we're				false

		2941						LN		112		9		false		 9   on the other side and then we'll start to address these				false

		2942						LN		112		10		false		10   things.  And the -- and -- but we submitted for the SRIA,				false
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		2945						LN		112		13		false		13            MS. URBAN:  Thank you, Mr. Mactaggart.				false

		2946						LN		112		14		false		14             Mr. Liebert's very quiet.  I don't want to put him				false

		2947						LN		112		15		false		15   on the spot.  I just want to make sure he has the chance to				false
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		2951						LN		112		19		false		19   or have not been done.  Not to put you on the spot, but if				false

		2952						LN		112		20		false		20   there have been comments made here that you feel you might				false
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		2974						LN		113		16		false		16   made aware of with the full documentation that usually most				false
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		2977						LN		113		19		false		19   that the public is getting access to these documents in				false

		2978						LN		113		20		false		20   advance to see the drafts as they've been prepared because				false

		2979						LN		113		21		false		21   the Board has been considering the details.  But this is the				false
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		2986						LN		114		2		false		 2   about these things.  I also just want to know, I know we've				false
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		3013						LN		115		3		false		 3   we don't trigger this process now and we do put this off				false

		3014						LN		115		4		false		 4   essentially for 9 or 12 more months?  I didn't go through				false

		3015						LN		115		5		false		 5   this, you already have.  I'd appreciate that illumination.				false
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		3017						LN		115		7		false		 7   a certain element of Board discretion here on how you would				false
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		5166						LN		197		24		false		24   process to authenticate valid authorized agents accessing				false

		5167						LN		197		25		false		25   DROP.  For our data rights protocol, we maintain an				false

		5168						PG		198		0		false		page 198				false

		5169						LN		198		1		false		 1   authorized agent directory and authenticate agents with				false

		5170						LN		198		2		false		 2   public keys.				false

		5171						LN		198		3		false		 3             We also we're excited to see one way hashing as a				false

		5172						LN		198		4		false		 4   consideration, and as you work through implementation				false

		5173						LN		198		5		false		 5   details, we'd like to note that we have found that small				false

		5174						LN		198		6		false		 6   variations and how names are presented, such as with or				false

		5175						LN		198		7		false		 7   without a middle initial, can change whether a data broker				false

		5176						LN		198		8		false		 8   finds a match.  An implementation which encourages data				false

		5177						LN		198		9		false		 9   brokers to fuzzy match instead of strictly looking for				false

		5178						LN		198		10		false		10   string literals may increase fulfillment rates.				false

		5179						LN		198		11		false		11             And finally, we would like to emphasize to the				false

		5180						LN		198		12		false		12   CPPA the importance of ensuring an intuitive and accessible				false

		5181						LN		198		13		false		13   user interface for consumers.  We're glad to hear that there				false

		5182						LN		198		14		false		14   will be a help center because we found that users frequently				false

		5183						LN		198		15		false		15   need to change their email addresses, have multiple emails				false

		5184						LN		198		16		false		16   under which their information might be keyed, and they also				false

		5185						LN		198		17		false		17   experience very technical difficulties.  Those were my				false

		5186						LN		198		18		false		18   comments.  Thank you very much for your time.				false

		5187						LN		198		19		false		19            MS. MARZION:  Thank you.  If there are any other				false

		5188						LN		198		20		false		20   members of the public who'd like to speak at this time,				false

		5189						LN		198		21		false		21   please go ahead and raise your hand using the Zoom's "raised				false

		5190						LN		198		22		false		22   hand" feature, or by pressing star six if you're joining us				false

		5191						LN		198		23		false		23   by phone.  Again, this is for Agenda Item number 5.				false

		5192						LN		198		24		false		24             Madam Chair, I'm not seeing any additional hands				false

		5193						LN		198		25		false		25   at this time.				false

		5194						PG		199		0		false		page 199				false

		5195						LN		199		1		false		 1            MS. URBAN:  Thank you very much, Ms. Marzion.				false

		5196						LN		199		2		false		 2   Thank you to the commentator, and thank you again, Ms.				false

		5197						LN		199		3		false		 3   Allen, Mr. Laird, Mr. Soltani, and everyone who has been				false

		5198						LN		199		4		false		 4   working on this.  I regret this, but I do need to ask for a				false

		5199						LN		199		5		false		 5   short break.  If we can return at 3:15, we'll pick up Agenda				false

		5200						LN		199		6		false		 6   Item number 6.  Thank you very much.				false

		5201						LN		199		7		false		 7                         (RECESS)				false

		5202						LN		199		8		false		 8            MS. URBAN:  Welcome back, everyone, to today's				false

		5203						LN		199		9		false		 9   meeting of the California Privacy Protection Agency Board.				false

		5204						LN		199		10		false		10   We will now proceed with the agenda to Agenda Item number 6,				false

		5205						LN		199		11		false		11   which is an item on discussion and possible action to amend				false

		5206						LN		199		12		false		12   regulation Section 7600, to adjust the CPPA's data broker				false

		5207						LN		199		13		false		13   registration fee pursuant to Civil Code Section 1798.99.  80				false

		5208						LN		199		14		false		14   et seq.  It will be presented by CPPA general counsel,				false

		5209						LN		199		15		false		15   Phillip Laird, and Attorney Liz Allen.  Please go ahead.				false

		5210						LN		199		16		false		16            MS. ALLEN:  Hello, again.  Liz Allen with the Legal				false

		5211						LN		199		17		false		17   Division.  As described earlier today, the Delete Act direct				false

		5212						LN		199		18		false		18   the CPPA to not only maintain the data broker registry, but				false

		5213						LN		199		19		false		19   also create a mechanism by January 2026, that allows a				false

		5214						LN		199		20		false		20   consumer to, in a single request, direct all data brokers to				false

		5215						LN		199		21		false		21   delete their personal information.				false

		5216						LN		199		22		false		22             As you previously heard in Agenda Item 5, the				false

		5217						LN		199		23		false		23   statute has significant legal and security requirements for				false

		5218						LN		199		24		false		24   the system, including that it has to be privacy protective.				false

		5219						LN		199		25		false		25   Since receiving direction from the legislature to develop				false

		5220						PG		200		0		false		page 200				false

		5221						LN		200		1		false		 1   and implement the DROP system, the agency staff have worked				false

		5222						LN		200		2		false		 2   diligently towards planning for procurement of the system.				false

		5223						LN		200		3		false		 3   In compliance with the project approval lifecycle of PAL,				false

		5224						LN		200		4		false		 4   we've done robust market research, stakeholder outreach, and				false

		5225						LN		200		5		false		 5   even published a request for ideas or an RFI, which received				false

		5226						LN		200		6		false		 6   multiple submissions.				false

		5227						LN		200		7		false		 7             As a -- as a result of these efforts, the agency				false

		5228						LN		200		8		false		 8   has been able to reasonably refine estimates for the				false

		5229						LN		200		9		false		 9   purposes of system procurement and build.  When it comes to				false

		5230						LN		200		10		false		10   paying for the system, as well as ongoing costs affiliated				false

		5231						LN		200		11		false		11   with the registry, including personnel, the CPPA was				false

		5232						LN		200		12		false		12   directed by the legislature to set and adjust the data				false

		5233						LN		200		13		false		13   broker registration fee to cover the cost to develop and				false

		5234						LN		200		14		false		14   maintain the registry and the deletion mechanism.				false

		5235						LN		200		15		false		15             As you know, the registration fee is collected				false

		5236						LN		200		16		false		16   annually during the January 1st, January 31st registration				false

		5237						LN		200		17		false		17   period, and staff evaluates projected costs every year to				false

		5238						LN		200		18		false		18   determine the necessary fee during the next cycle.  Given				false

		5239						LN		200		19		false		19   the projected costs for procuring and deploying the DROP				false

		5240						LN		200		20		false		20   system by 2026, the agency staff recommends a fee adjustment				false

		5241						LN		200		21		false		21   to $6,600 to ensure the agency can cover all necessary costs				false

		5242						LN		200		22		false		22   through the next fiscal year and comply with the statute's				false

		5243						LN		200		23		false		23   requirements.				false

		5244						LN		200		24		false		24             As the cover memo described, which can be found on				false

		5245						LN		200		25		false		25   our website, this adjustment is based on an estimated need				false

		5246						PG		201		0		false		page 201				false

		5247						LN		201		1		false		 1   of 3.5 million divided among the 527 currently registered				false

		5248						LN		201		2		false		 2   data brokers.  Staff is happy to take any questions, and				false

		5249						LN		201		3		false		 3   otherwise we'll just turn the discussion to the Board.				false

		5250						LN		201		4		false		 4            MS. URBAN:  Thank you, Ms. Allen, and thank you for				false

		5251						LN		201		5		false		 5   this helpful memo as well.				false

		5252						LN		201		6		false		 6             Questions, comments from the Board?  Mr. Worthe?				false

		5253						LN		201		7		false		 7            MR. WORTHE:  Just to quickly summarize, we're				false

		5254						LN		201		8		false		 8   required to do this and we're required to fund 100 percent				false

		5255						LN		201		9		false		 9   of it from these fees, correct?				false

		5256						LN		201		10		false		10            MR. LAIRD:  That's correct.				false

		5257						LN		201		11		false		11            MR. WORTHE:  And so far if the number of data				false

		5258						LN		201		12		false		12   brokers increases to 650, that surplus will be transferred				false

		5259						LN		201		13		false		13   into the following year, and then these will be adjusted,				false

		5260						LN		201		14		false		14   correct?				false

		5261						LN		201		15		false		15            MR. LAIRD:  That's exactly right.  We anticipate				false

		5262						LN		201		16		false		16   being back before the Board this time next year to make an				false

		5263						LN		201		17		false		17   appropriate adjustment based on the revenues we still have.				false

		5264						LN		201		18		false		18            MR. WORTHE:  Great.  Thanks.				false

		5265						LN		201		19		false		19            MS. URBAN:  Thank you.				false

		5266						LN		201		20		false		20             Mr. Liebert.				false

		5267						LN		201		21		false		21            MR. LIEBERT:  Great question, Board Member.  My				false

		5268						LN		201		22		false		22   question is, how many data brokers under the definition that				false

		5269						LN		201		23		false		23   we have do we think actually are out there as opposed to the				false

		5270						LN		201		24		false		24   number that we are using right now?				false

		5271						LN		201		25		false		25            MS. ALLEN:  Well, we don't -- we don't know.  There				false

		5272						PG		202		0		false		page 202				false

		5273						LN		202		1		false		 1   are several other states that have data broker registries				false

		5274						LN		202		2		false		 2   with slightly different definitions, Texas, Vermont.  We see				false

		5275						LN		202		3		false		 3   estimates from various thinkers in the space from a thousand				false

		5276						LN		202		4		false		 4   to 5,000.  None of the registries have over, I think the --				false

		5277						LN		202		5		false		 5   I think 800 -- don't quote me, but around 800 is the most on				false

		5278						LN		202		6		false		 6   any official registry, Texas or Vermont.				false

		5279						LN		202		7		false		 7            MR. LIEBERT:  So it kind of sounds like those data				false

		5280						LN		202		8		false		 8   brokers who have complied with the law and have registered,				false

		5281						LN		202		9		false		 9   have an incentive potentially to get those other folks on				false

		5282						LN		202		10		false		10   board in terms of registering, if they want those fees to				false

		5283						LN		202		11		false		11   appropriately be reduced.  Got it.  Okay.				false

		5284						LN		202		12		false		12            MS. ALLEN:  Yeah.				false

		5285						LN		202		13		false		13            MS. URBAN:  Thank you.  Other questions?  Comments.				false

		5286						LN		202		14		false		14             Yes, Mr. Le.				false

		5287						LN		202		15		false		15            MR. LE:  And can you tell me -- I know there was a				false

		5288						LN		202		16		false		16   range of estimates for developing this system, and like				false

		5289						LN		202		17		false		17   where does this cost for the system fall into that range of				false

		5290						LN		202		18		false		18   -- well, it's, you know, third party contractors, right?				false

		5291						LN		202		19		false		19   Building a lot of this?  Yeah.  So where does this fall on				false

		5292						LN		202		20		false		20   that range?				false

		5293						LN		202		21		false		21            MR. LAIRD:  Great question.  In terms of our market				false

		5294						LN		202		22		false		22   research, you know, we've kind of turned over a lot of				false

		5295						LN		202		23		false		23   potential options.  And as I mentioned, we also did an RFI,				false

		5296						LN		202		24		false		24   request for ideas.  That actually had a range of between				false

		5297						LN		202		25		false		25   800,000 and $12 million for a system of this nature.  But				false

		5298						PG		203		0		false		page 203				false

		5299						LN		203		1		false		 1   even there, I have to acknowledge that certain of the lower				false

		5300						LN		203		2		false		 2   level estimates did not actually include all of the system				false

		5301						LN		203		3		false		 3   requirements in their description of what would be required.				false

		5302						LN		203		4		false		 4             So we've also done -- we've partnered with CDT and				false

		5303						LN		203		5		false		 5   looked at other state procurement models as well to kind of				false

		5304						LN		203		6		false		 6   really hone in as best as we could a reasonable estimate.				false

		5305						LN		203		7		false		 7   So when we came to this conclusion of $3.5 million, it's				false

		5306						LN		203		8		false		 8   technically more than that, but there is a balance in the				false

		5307						LN		203		9		false		 9   data broker registry fund, sort of as Mr. Worthe has				false

		5308						LN		203		10		false		10   mentioned, that we are going to deplete first before we ask				false

		5309						LN		203		11		false		11   for more funds.				false

		5310						LN		203		12		false		12             So that's where the price comes down to $3.5				false

		5311						LN		203		13		false		13   million.  But, yes, I would say from what we've seen, it's				false

		5312						LN		203		14		false		14   on the lower end and certainly very, very keyed in and kind				false

		5313						LN		203		15		false		15   of reasonable from a state IT procurement perspective.				false

		5314						LN		203		16		false		16            MR. LE:  Thank you.  I was going to say, I -- I've				false

		5315						LN		203		17		false		17   been studying procurements, I'd say government.  This is				false

		5316						LN		203		18		false		18   actually is much on the lower end compared to $80 million				false

		5317						LN		203		19		false		19   and like -- and procuring a lot of these data systems and				false

		5318						LN		203		20		false		20   other context.  So thank you.				false

		5319						LN		203		21		false		21            MS. ALLEN:  And I'll just jump in and add that we				false

		5320						LN		203		22		false		22   looked a lot at the FTC Do Not Call Registry, which was				false

		5321						LN		203		23		false		23   started in 2003.  It's a much simpler system.  It's just				false

		5322						LN		203		24		false		24   phone numbers, for example.  And in 2003, that was an $18.1				false

		5323						LN		203		25		false		25   million project that went up for the next few years.  And in				false

		5324						PG		204		0		false		page 204				false

		5325						LN		204		1		false		 1   2023, it was $14.1 million to run that.				false

		5326						LN		204		2		false		 2             Now that's, of course, the entire nation, but if				false

		5327						LN		204		3		false		 3   you were to rightsize that to just California and adjust for				false

		5328						LN		204		4		false		 4   inflation, it would've been a $3.4 million system just for				false

		5329						LN		204		5		false		 5   phone numbers, not for the rest of the complicated stuff we				false

		5330						LN		204		6		false		 6   are trying -- we're putting in place.				false

		5331						LN		204		7		false		 7            MS. URBAN:  Thank you, Ms. Allen.  Other comments				false

		5332						LN		204		8		false		 8   or questions.				false

		5333						LN		204		9		false		 9             All right.  With that I will go to public comment				false

		5334						LN		204		10		false		10   after making sure that I understand what the -- what the				false

		5335						LN		204		11		false		11   motion would be here.  Mr. Laird, please, correct me if I				false

		5336						LN		204		12		false		12   have this wrong and let me know if I have this right.  I				false

		5337						LN		204		13		false		13   think I'd like to propose a motion to direct staff to amend				false

		5338						LN		204		14		false		14   Section 7600 to adjust the California Privacy Protection				false

		5339						LN		204		15		false		15   Agency's data broker registration fee to $6,600.				false

		5340						LN		204		16		false		16            MR. LAIRD:  Perfect.  That's correct.  Yes.				false

		5341						LN		204		17		false		17            MS. URBAN:  Okay.  Wonderful.  You know, my own				false

		5342						LN		204		18		false		18   comment is that when I first saw the difference between the				false

		5343						LN		204		19		false		19   400 something and the 6,600, it did raise my eyebrows a				false

		5344						LN		204		20		false		20   little bit.  And so I anticipate that that may be the case				false

		5345						LN		204		21		false		21   for those listening.  And there are a few factors that I				false

		5346						LN		204		22		false		22   think are important here.  One is that this is not just for				false

		5347						LN		204		23		false		23   the registry, this is for the DROP system that has to be				false

		5348						LN		204		24		false		24   built.				false

		5349						LN		204		25		false		25             And secondly, as you both pointed out in response				false
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		5351						LN		205		1		false		 1   to Mr. Mactaggart's good question, this is the model the				false

		5352						LN		205		2		false		 2   legislature chose to fund this for industry to fund this.				false

		5353						LN		205		3		false		 3   The other option would be for California taxpayers to fund				false

		5354						LN		205		4		false		 4   it.  And the legislature made the decision that this is				false

		5355						LN		205		5		false		 5   something that should be industry funded like the Do Not				false

		5356						LN		205		6		false		 6   Call registry is, for example.				false

		5357						LN		205		7		false		 7             And it must be funded.  And in my view, it makes				false

		5358						LN		205		8		false		 8   sense for the industry to fund it.  And though there's an				false

		5359						LN		205		9		false		 9   increase in the fees, I think a data broker needs to be				false

		5360						LN		205		10		false		10   sufficiently capitalized in order to handle the data that				false

		5361						LN		205		11		false		11   they're handling of Californians.				false

		5362						LN		205		12		false		12             We -- it feels like every other day we hear about				false

		5363						LN		205		13		false		13   a data breach that exposes people to identity theft.  It				false

		5364						LN		205		14		false		14   exposes people to ongoing harm and with, you know, with all				false

		5365						LN		205		15		false		15   support for businesses getting off the ground, to me this is				false

		5366						LN		205		16		false		16   very similar to, for example, I am the daughter of a small				false

		5367						LN		205		17		false		17   business.  I grew up to a father who's an electrical				false

		5368						LN		205		18		false		18   contractor, and there's a lot of cost of doing business in				false

		5369						LN		205		19		false		19   order to make the work safe.  And that's simply part of the				false

		5370						LN		205		20		false		20   capitalization that you need to do the business well and to				false

		5371						LN		205		21		false		21   do it safely.				false

		5372						LN		205		22		false		22             So I'm glad that staff have thought really				false

		5373						LN		205		23		false		23   carefully about how to do this and sought comments and				false

		5374						LN		205		24		false		24   sought information about how to do this in an efficient way.				false

		5375						LN		205		25		false		25   And I'm really glad that we'll be able to revisit this as				false
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		5377						LN		206		1		false		 1   the data broker registration grows and make sure that we're				false

		5378						LN		206		2		false		 2   funding it appropriately and funding it efficiently.  But I				false

		5379						LN		206		3		false		 3   really appreciate the work that you've put into it to				false

		5380						LN		206		4		false		 4   balance these considerations.				false

		5381						LN		206		5		false		 5             Yes, Mr. Mactaggart.				false

		5382						LN		206		6		false		 6            MR. MACTAGGART:  Yeah.  And just to kind of clarify				false

		5383						LN		206		7		false		 7   for everybody listening, I think I'm correct in saying we're				false

		5384						LN		206		8		false		 8   just following the law here.  And there's just no choice				false

		5385						LN		206		9		false		 9   that we -- there's no other place for the money to come				false

		5386						LN		206		10		false		10   from.  So we're just -- we -- all that we could say is thank				false

		5387						LN		206		11		false		11   you for making it this cost effective because if you're a				false

		5388						LN		206		12		false		12   data broker and you're complaining about the money, well, it				false

		5389						LN		206		13		false		13   wasn't going to come from any other place.  We literally				false

		5390						LN		206		14		false		14   can't just, you know, decide to pay for it some other way.				false

		5391						LN		206		15		false		15   Okay.  Thank you.				false

		5392						LN		206		16		false		16            MS. URBAN:  Correct.  Ms. Marzion, is there public				false

		5393						LN		206		17		false		17   comment.				false

		5394						LN		206		18		false		18            MS. MARZION:  If you'd like to make a comment on				false

		5395						LN		206		19		false		19   Agenda Item number 6, please raise your hand using the				false

		5396						LN		206		20		false		20   "raised hand" feature, or by pressing star nine if you're				false

		5397						LN		206		21		false		21   joining us by phone.  This is for Agenda Item number 6.				false

		5398						LN		206		22		false		22             Madam Chair, I'm not seeing any hands raised at				false

		5399						LN		206		23		false		23   this time.				false

		5400						LN		206		24		false		24            MS. URBAN:  Thank you very much, Ms. Marzion.  In				false

		5401						LN		206		25		false		25   that case I would like to request if anyone would propose				false

		5402						PG		207		0		false		page 207				false

		5403						LN		207		1		false		 1   the motion that I offered and I -- it was short, so I'll				false

		5404						LN		207		2		false		 2   recreate it.  I'd like to propose the following motion,				false

		5405						LN		207		3		false		 3   direct staff to amend Section 7600 to adjust the California				false

		5406						LN		207		4		false		 4   Privacy Protection Agency's data broker registration fee to				false

		5407						LN		207		5		false		 5   $6,600.  Do I have such a motion.				false

		5408						LN		207		6		false		 6            MR. LE:  I move.				false

		5409						LN		207		7		false		 7            MS. URBAN:  Thank you.  I have a motion.  Do I have				false

		5410						LN		207		8		false		 8   a second.				false

		5411						LN		207		9		false		 9            MR. WORTHE:  Second.				false

		5412						LN		207		10		false		10            MS. URBAN:  Thank you.  I have a motion from Mr. Le				false

		5413						LN		207		11		false		11   and a second from Mr. Worthe.				false

		5414						LN		207		12		false		12             Ms. Marzion, will you please conduct the the roll				false

		5415						LN		207		13		false		13   call vote?				false

		5416						LN		207		14		false		14            MS. MARZION:  Yes.  Board Member Le.				false

		5417						LN		207		15		false		15            MR. LE:  Aye.				false

		5418						LN		207		16		false		16            MS. MARZION:  Board Member Liebert?				false

		5419						LN		207		17		false		17            MR. LIEBERT:  Aye.				false

		5420						LN		207		18		false		18            MS. MARZION:  Board Member Mactaggart.				false

		5421						LN		207		19		false		19            MR. MACTAGGART:  Aye.				false

		5422						LN		207		20		false		20            MS. MARZION:  Board Member Worthe?				false

		5423						LN		207		21		false		21            MR. WORTHE:  Aye.				false

		5424						LN		207		22		false		22            MS. MARZION:  Chair Urban?				false

		5425						LN		207		23		false		23            MS. URBAN:  Aye.				false

		5426						LN		207		24		false		24            MS. MARZION:  Madam Chair, you have five yeses.				false

		5427						LN		207		25		false		25            MS. URBAN:  Thank you very much.  The motion has				false
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		5429						LN		208		1		false		 1   been approved by a vote of 5 to 0.  Thank you again very				false

		5430						LN		208		2		false		 2   much to staff.  And we will move forward with that as our				false

		5431						LN		208		3		false		 3   model.				false

		5432						LN		208		4		false		 4             Thanks again, everyone.  And we will now move to				false

		5433						LN		208		5		false		 5   Agenda Item number 7.  Agenda Item number 7 is an update				false

		5434						LN		208		6		false		 6   regarding agency administration.  That will be presented by				false

		5435						LN		208		7		false		 7   Executive director Ashkan Soltani and Chief Deputy Executive				false

		5436						LN		208		8		false		 8   Director Tiffany Garcia.  We will first hear from Executive				false

		5437						LN		208		9		false		 9   Director Soltani and then have some Board discussion.  Then				false

		5438						LN		208		10		false		10   we will hear from Chief Deputy Executor -- Chief Deputy				false

		5439						LN		208		11		false		11   Executive Director, Tiffany Garcia, on some process points.				false

		5440						LN		208		12		false		12             Mr. Soltani, are you ready?				false

		5441						LN		208		13		false		13            MR. SOLTANI:  I'm ready.  Thank you.				false

		5442						LN		208		14		false		14            MS. URBAN:  Please go ahead.				false

		5443						LN		208		15		false		15            MR. SOLTANI:  Thank you, Board and Madam Chair for				false

		5444						LN		208		16		false		16   the opportunity to address you all today.  I regret I				false

		5445						LN		208		17		false		17   couldn't be there in person for such a momentous meeting,				false

		5446						LN		208		18		false		18   but unfortunately some health issues prevent me from being				false

		5447						LN		208		19		false		19   able to be physically present.  I said hope to provide this				false

		5448						LN		208		20		false		20   update last month, but due to our scheduling conflicts, I				false

		5449						LN		208		21		false		21   appreciate the opportunity to do it today.				false

		5450						LN		208		22		false		22             Last month marked my three year anniversary as				false

		5451						LN		208		23		false		23   executive director at the agency and a great opportunity to				false

		5452						LN		208		24		false		24   reflect on the progress we've made in an organization, as				false

		5453						LN		208		25		false		25   well as my personal journey.  Since starting as the agency's				false

		5454						PG		209		0		false		page 209				false

		5455						LN		209		1		false		 1   first employee in October of 2021, we've quite -- come quite				false

		5456						LN		209		2		false		 2   a long way.  We've managed to grow the agency to nearly 45				false

		5457						LN		209		3		false		 3   staff.  We've overcome numerous administrative and political				false

		5458						LN		209		4		false		 4   hurdles along the way.  All along the way, we've also been				false

		5459						LN		209		5		false		 5   an exemplar of government insufficiency in our process.				false

		5460						LN		209		6		false		 6             In addition to tackling all of the challenges and				false

		5461						LN		209		7		false		 7   complexities of standing up an independent government agency				false

		5462						LN		209		8		false		 8   (inaudible) within the bureaucracy of the state, we're also				false

		5463						LN		209		9		false		 9   able to successfully promulgate our first substantive				false

		5464						LN		209		10		false		10   rulemaking package with just a mere skeleton crew of fewer				false

		5465						LN		209		11		false		11   of a dozen employees.  And together with the Board's				false

		5466						LN		209		12		false		12   support, we also fought off numerous attempts at federal				false

		5467						LN		209		13		false		13   preemption and we were welcomed into the community of				false

		5468						LN		209		14		false		14   international data protection regulators of the Global				false

		5469						LN		209		15		false		15   Privacy Assembly and the age of Pacific Privacy authorities.				false

		5470						LN		209		16		false		16             We also launched a statewide public education				false

		5471						LN		209		17		false		17   campaign geared towards informing Californians about their				false

		5472						LN		209		18		false		18   privacy rights.  And we successfully satisfied our				false

		5473						LN		209		19		false		19   obligations to stand up the first data broker registry in				false

		5474						LN		209		20		false		20   less than two months as we just discussed.  The enforcement				false

		5475						LN		209		21		false		21   division also began its enforcement and oversight role as				false

		5476						LN		209		22		false		22   soon as we were empowered to do so in 2023, and is humming				false

		5477						LN		209		23		false		23   along quite nicely.				false

		5478						LN		209		24		false		24             You're likely aware of the multiple sweeps				false

		5479						LN		209		25		false		25   surrounding connective vehicles and recently data broker				false
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		5481						LN		210		1		false		 1   registrations.  And we have dozens of open investigations				false

		5482						LN		210		2		false		 2   underway, which I'm excited about.  In short, the agency was				false

		5483						LN		210		3		false		 3   a very different place than it was at the time of my				false

		5484						LN		210		4		false		 4   appointment three years ago.  We're no longer a startup in				false

		5485						LN		210		5		false		 5   state government, but we have skilled legal policy and admin				false

		5486						LN		210		6		false		 6   divisions that can support the Board of many aspects of the				false

		5487						LN		210		7		false		 7   Board's operations.				false

		5488						LN		210		8		false		 8             And it is at this juncture that I believe it's the				false

		5489						LN		210		9		false		 9   right time for me to step down as executive director.  It's				false

		5490						LN		210		10		false		10   truly been an honor and a privilege to serve as the founding				false

		5491						LN		210		11		false		11   executive director.  Californian's currently enjoy the				false

		5492						LN		210		12		false		12   strongest privacy protections in the entire nation.  Thanks				false

		5493						LN		210		13		false		13   in part to the remarkable dedication and hard work of our				false

		5494						LN		210		14		false		14   talented team who are before you today and behind the scenes				false

		5495						LN		210		15		false		15   of this meeting.  I'm fully confident that the agency is				false

		5496						LN		210		16		false		16   well positioned to continue to lead California and the				false

		5497						LN		210		17		false		17   nation in privacy and consumer protection.				false

		5498						LN		210		18		false		18             I'm grateful for the opportunity of being able to				false

		5499						LN		210		19		false		19   get us to this point, and I look forward to supporting the				false

		5500						LN		210		20		false		20   Board as we transition.  If appropriate, our chief deputy is				false

		5501						LN		210		21		false		21   now prepared to provide a little bit of background on the				false

		5502						LN		210		22		false		22   transition process.				false

		5503						LN		210		23		false		23            MS. URBAN:  Mr. Soltani, thank you.  That doesn't				false

		5504						LN		210		24		false		24   even -- see, here we go, if Mr. Soltani is going to step				false

		5505						LN		210		25		false		25   down, suddenly nothing's going to work.  Mr. Soltani, I				false
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		5507						LN		211		1		false		 1   mean, I think it's very difficult to express my own				false

		5508						LN		211		2		false		 2   gratitude as well as the Board's gratitude.  You and I have				false

		5509						LN		211		3		false		 3   been in this together for apparently quite a short time, but				false

		5510						LN		211		4		false		 4   it feels like it was certainly an -- it's certainly been an				false

		5511						LN		211		5		false		 5   action packed time.  So I will collect my thoughts for a				false

		5512						LN		211		6		false		 6   moment and ask if other Board members have comments.				false

		5513						LN		211		7		false		 7             Mr. Le?				false

		5514						LN		211		8		false		 8            MR. LE:  I want to say thank you, Director Soltani,				false

		5515						LN		211		9		false		 9   for your service to this agency as its first employee and				false

		5516						LN		211		10		false		10   executive director.  I'll keep it short since it's been a				false

		5517						LN		211		11		false		11   long day.  But over the past three years, you've taken the				false

		5518						LN		211		12		false		12   agency from a startup with no printers where, as you said,				false

		5519						LN		211		13		false		13   you and agency staff were building the airplane while trying				false

		5520						LN		211		14		false		14   to fly it.				false

		5521						LN		211		15		false		15             Now we're at an agency with nearly 50 employees, a				false

		5522						LN		211		16		false		16   growing admin, legal and enforcement presence, and plenty of				false

		5523						LN		211		17		false		17   printers and copiers, I hope.  All that is to say that				false

		5524						LN		211		18		false		18   you've done a great job building out the plane while				false

		5525						LN		211		19		false		19   navigating the rules and complexity of the state government.				false

		5526						LN		211		20		false		20             I've appreciated your tireless work ethic,				false

		5527						LN		211		21		false		21   commitment to the agency's mission, and your thoughtfulness				false

		5528						LN		211		22		false		22   in developing a transition plan as the agency grows from a				false

		5529						LN		211		23		false		23   startup to a mature organization.  Thank you again for your				false

		5530						LN		211		24		false		24   service to this agency, and I'm looking forward to continue				false

		5531						LN		211		25		false		25   to work with you through the end of this year and in the				false
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		5533						LN		212		1		false		 1   future.				false

		5534						LN		212		2		false		 2            MS. URBAN:  Thank you, Mr. Le.				false

		5535						LN		212		3		false		 3             Mr. Mactaggart?				false

		5536						LN		212		4		false		 4            MR. MACTAGGART:  Well, you know, it's been three				false

		5537						LN		212		5		false		 5   years of this, but you and I were shoulder to shoulder				false

		5538						LN		212		6		false		 6   getting this thing done, and as my -- the person who agreed				false

		5539						LN		212		7		false		 7   to kind of join me as my expert, your philosophy and your				false

		5540						LN		212		8		false		 8   expertise, you know, pervades every single word of this				false

		5541						LN		212		9		false		 9   document.				false

		5542						LN		212		10		false		10             And I can think a few people who have had such an				false

		5543						LN		212		11		false		11   impact on privacy as you have.  You bled to this thing, you				false

		5544						LN		212		12		false		12   know.  And I'm just in awe at your commitment.  And I am				false

		5545						LN		212		13		false		13   grateful that we crossed paths because this law would not				false

		5546						LN		212		14		false		14   have been nearly as effective without your expertise.  And				false

		5547						LN		212		15		false		15   this agency wouldn't have been nearly as effective without				false

		5548						LN		212		16		false		16   your commitment.				false

		5549						LN		212		17		false		17             I remember one time talking to you about the				false

		5550						LN		212		18		false		18   printers, speaking of printers, and you're like, dude, you				false

		5551						LN		212		19		false		19   can't believe how impossible it's just to get a printer and				false

		5552						LN		212		20		false		20   how many steps I have to go through to requisition whatever				false

		5553						LN		212		21		false		21   the paper.  So I know you've been a trailblazer, a path -- a				false

		5554						LN		212		22		false		22   pathfinder here, and I -- I'm honored to have been on this				false

		5555						LN		212		23		false		23   journey with you.  And I thank you for all your hard work.				false

		5556						LN		212		24		false		24   I really do.				false

		5557						LN		212		25		false		25            MS. URBAN:  Thank you, Mr. Mactaggart.				false
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		5559						LN		213		1		false		 1             Mr. Liebert?				false

		5560						LN		213		2		false		 2            MR. LIEBERT:  My tenure here on the Board is the				false

		5561						LN		213		3		false		 3   shortest, but I know that my awe is some of the largest.				false

		5562						LN		213		4		false		 4   You've just been absolutely amazing.  Your work commitment,				false

		5563						LN		213		5		false		 5   as everyone's noted, is just unimaginable.  You've really				false

		5564						LN		213		6		false		 6   dedicated everything to this, Ashkan.				false

		5565						LN		213		7		false		 7             And I've heard my colleagues refer to you as a				false

		5566						LN		213		8		false		 8   privacy rock star, and that's really no understatement.				false

		5567						LN		213		9		false		 9   Your knowledge and technical knowhow is really just amazing.				false

		5568						LN		213		10		false		10   So your legacy here is secure and you'll be able to be proud				false

		5569						LN		213		11		false		11   of this startup that you helped create for the rest of your				false

		5570						LN		213		12		false		12   life.  And we'll be proud of the work that you've done.  So				false

		5571						LN		213		13		false		13   thank you so much.				false

		5572						LN		213		14		false		14            MS. URBAN:  Thank you, Mr. Liebert.				false

		5573						LN		213		15		false		15             Mr. Worthe?				false

		5574						LN		213		16		false		16            MR. WORTHE:  Yeah, a lot of this will be				false

		5575						LN		213		17		false		17   repetitive, but first, personally, thank you for bringing me				false

		5576						LN		213		18		false		18   along in an area that I didn't have as much experience as my				false

		5577						LN		213		19		false		19   fellow Board members.  I appreciate the time you've taken				false

		5578						LN		213		20		false		20   with me.  But really, as it was just said, you should be so				false

		5579						LN		213		21		false		21   proud of what you've done here.				false

		5580						LN		213		22		false		22             You know, not for weeks and months and years, but				false

		5581						LN		213		23		false		23   for decades, this legacy is going to be -- is going to grow				false

		5582						LN		213		24		false		24   and mature with this team that you created and brought along				false

		5583						LN		213		25		false		25   and supported and worked with.  But this is really something				false
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		5585						LN		214		1		false		 1   special.  And I think a lot of people are going to be				false

		5586						LN		214		2		false		 2   looking at us as an example of probably, how do they do				false

		5587						LN		214		3		false		 3   that?  And can they just do it for us?  And maybe there's a				false

		5588						LN		214		4		false		 4   licensing model there, but but thank you for --				false

		5589						LN		214		5		false		 5            MS. URBAN:  We can lower the data broker fees if we				false

		5590						LN		214		6		false		 6   can --				false

		5591						LN		214		7		false		 7            MR. WORTHE:  Right.  They could back down, $400.  I				false

		5592						LN		214		8		false		 8   appreciate all the hard work that you've put in to get us to				false

		5593						LN		214		9		false		 9   where we -- where we are.  And I thank you for it because I				false

		5594						LN		214		10		false		10   know it's not easy.  But be proud for where -- what you've				false

		5595						LN		214		11		false		11   done here.				false

		5596						LN		214		12		false		12            MS. URBAN:  Thank you, Mr. Worthe.  We couldn't do				false

		5597						LN		214		13		false		13   that because the law requires us to get the money from the				false

		5598						LN		214		14		false		14   day, anyway.  I just -- you know, on the record, I didn't				false

		5599						LN		214		15		false		15   want to -- I didn't want to misstate the law.  And, Mr.				false

		5600						LN		214		16		false		16   Soltani, like Mr. Mactaggart, for a somewhat shorter time,				false

		5601						LN		214		17		false		17   but I think a very intense time, I have worked with you				false

		5602						LN		214		18		false		18   closely to build this agency.				false

		5603						LN		214		19		false		19             You are our first full-time hire.  Hiring the				false

		5604						LN		214		20		false		20   executive director -- hiring the inaugural executive				false

		5605						LN		214		21		false		21   director is one of the Board's most -- very most important				false

		5606						LN		214		22		false		22   tasks and I'm very grateful that you answered the call and				false

		5607						LN		214		23		false		23   you took it on.  And I'm delighted with how you have taken				false

		5608						LN		214		24		false		24   what was a name in a statute that you also helped develop				false

		5609						LN		214		25		false		25   with Mr. Mactaggart and others, and turned it into an entity				false
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		5611						LN		215		1		false		 1   that has action, that has power, and most importantly, has				false

		5612						LN		215		2		false		 2   people.				false

		5613						LN		215		3		false		 3             We now have multiple divisions.  We are operating				false

		5614						LN		215		4		false		 4   on all cylinders as required by our statute.  And the people				false

		5615						LN		215		5		false		 5   you've recruited are the -- are stellar.  They're the best				false

		5616						LN		215		6		false		 6   people in the business.  And this is not an easy area in				false

		5617						LN		215		7		false		 7   which to find the right expertise.  It requires a special				false

		5618						LN		215		8		false		 8   kind of person to engage in government service.  It requires				false

		5619						LN		215		9		false		 9   a special kind of person to engage in government service				false

		5620						LN		215		10		false		10   during a time of such intensity of attention to an issue,				false

		5621						LN		215		11		false		11   and during a time in which the agency is still under				false

		5622						LN		215		12		false		12   construction itself.				false

		5623						LN		215		13		false		13             So the first very special person would, of course,				false

		5624						LN		215		14		false		14   be you.  But then you've managed to recruit teams of people,				false

		5625						LN		215		15		false		15   each of whom is incredibly impressive and skilled, and makes				false

		5626						LN		215		16		false		16   us punch above our weight in any number of ways.  And you've				false

		5627						LN		215		17		false		17   done that in a bare three years.				false

		5628						LN		215		18		false		18             I want to say one small word about our				false

		5629						LN		215		19		false		19   relationships outside the agency.  Our implementing statute				false

		5630						LN		215		20		false		20   asks us to coordinate with other authorities, national --				false

		5631						LN		215		21		false		21   California authorities, national and international				false

		5632						LN		215		22		false		22   authorities.  And I am especially grateful for the position				false

		5633						LN		215		23		false		23   that you leave us in with regards to our relationships in				false

		5634						LN		215		24		false		24   California, nationally and internationally.				false

		5635						LN		215		25		false		25             It is, I think, an incredible testament to your				false

		5636						PG		216		0		false		page 216				false

		5637						LN		216		1		false		 1   reputation as a technologist, as a privacy expert, and as				false
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		6152						LN		235		22		false		22   based on the materials we have today with amendments flowing				false

		6153						LN		235		23		false		23   from the Board's discussion today, and to delegate to staff				false
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		6168						LN		236		12		false		12   pressing star nine if you're joining us by phone.  This is				false
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		6172						LN		236		16		false		16            MS. URBAN:  Thank you, Ms. Marzion.				false
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		6174						LN		236		18		false		18   whether to approve the motion as stated.  And, Ms. Marzion,				false
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		6271						LN		240		11		false		11   next step would potentially be for staff to come back after				false

		6272						LN		240		12		false		12   having done sort of that additional leg work to kind of come				false

		6273						LN		240		13		false		13   back with a full fledged proposal for these topics.  So,				false

		6274						LN		240		14		false		14   again, we largely do defer to the Board here and are eager				false

		6275						LN		240		15		false		15   to hear what the thoughts are from the members, but are				false

		6276						LN		240		16		false		16   willing to start work on any number of these topics.				false
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		6332						LN		242		20		false		20   staff here a little pause as they're trying to accomplish				false

		6333						LN		242		21		false		21   all these other things which need to be accomplished really				false

		6334						LN		242		22		false		22   well in the midst of lots of pressures from a lot of				false

		6335						LN		242		23		false		23   different directions.				false

		6336						LN		242		24		false		24             So I know you're appropriately seeking our				false

		6337						LN		242		25		false		25   guidance about jumping into new things, but I'm certainly				false

		6338						PG		243		0		false		page 243				false

		6339						LN		243		1		false		 1   aware of the benefits of giving you the space that you need				false

		6340						LN		243		2		false		 2   to get this other stuff up and running.				false

		6341						LN		243		3		false		 3            MS. URBAN:  Thank you, Mr. Liebert.				false

		6342						LN		243		4		false		 4             I have a process question as well in line with				false

		6343						LN		243		5		false		 5   that, which is, if we were to sort of stick with what's on				false

		6344						LN		243		6		false		 6   our plate, but make sure we have the list, we could revisit				false

		6345						LN		243		7		false		 7   this in May and sort of --				false

		6346						LN		243		8		false		 8            MR. LAIRD:  Absolutely.				false

		6347						LN		243		9		false		 9            MS. URBAN:  Okay.				false

		6348						LN		243		10		false		10            MR. LAIRD:  We can -- we can -- we'll be happy to				false

		6349						LN		243		11		false		11   revisit this at any time.				false

		6350						LN		243		12		false		12            MS. URBAN:  Okay.  And then the second thing, which				false

		6351						LN		243		13		false		13   probably goes without saying, is that I'm sure staff will				false

		6352						LN		243		14		false		14   inform us if there's an emergency, which would usually be,				false

		6353						LN		243		15		false		15   we have, you know, legislation that requires us to do a				false

		6354						LN		243		16		false		16   regulation right away or it could be though that something				false

		6355						LN		243		17		false		17   is happening in the world and the regulation really needs to				false

		6356						LN		243		18		false		18   be done right then.  Thank you.				false

		6357						LN		243		19		false		19             Mr. Le.				false

		6358						LN		243		20		false		20            MR. LE:  Yeah, I'll echo the other board members.				false

		6359						LN		243		21		false		21   And, you know, I don't think any of this needs to be				false

		6360						LN		243		22		false		22   addressed until we get these rulemaking packages well				false

		6361						LN		243		23		false		23   underway that we voted out today.  Now, I -- you know, just				false

		6362						LN		243		24		false		24   for May or consideration like six months from now or				false

		6363						LN		243		25		false		25   whenever there is capacity, yeah, I'll double click on the				false

		6364						PG		244		0		false		page 244				false

		6365						LN		244		1		false		 1   employee data, you know, figuring out like what needs				false

		6366						LN		244		2		false		 2   clarification there from the regulated community and				false

		6367						LN		244		3		false		 3   employers and employees.				false

		6368						LN		244		4		false		 4             And also I'm just maybe curious about like, where				false

		6369						LN		244		5		false		 5   insurance is at, right?  I think we talked about where the				false

		6370						LN		244		6		false		 6   gap filler between insurance, but I don't know if there's				false

		6371						LN		244		7		false		 7   been progress on those model insurance regulations.  So I'll				false

		6372						LN		244		8		false		 8   add that to the list.  I know there's other folks who are				false

		6373						LN		244		9		false		 9   interested in that.  So just a status update potentially.				false

		6374						LN		244		10		false		10            MS. URBAN:  Thank you, Mr. Le.				false

		6375						LN		244		11		false		11             Mr. Laird?				false

		6376						LN		244		12		false		12            MR. LAIRD:  If I may, I'll just respond to Mr. Le				false

		6377						LN		244		13		false		13   about his second suggestion.  It's something staff is				false

		6378						LN		244		14		false		14   continuing to monitor actively and in fact, we have a				false

		6379						LN		244		15		false		15   meeting scheduled next week with the Department of Insurance				false

		6380						LN		244		16		false		16   due to some updates in the model code, so we'll be looking				false

		6381						LN		244		17		false		17   forward to updating the Board on those.				false

		6382						LN		244		18		false		18            MR. LE:  Yeah.  Thank you.				false

		6383						LN		244		19		false		19            MS. KIM:  Thank you, Mr. Laird.				false

		6384						LN		244		20		false		20             Mr. Mactaggart?				false

		6385						LN		244		21		false		21            MR. MACTAGGART:  Thanks.  So I agree with the				false

		6386						LN		244		22		false		22   Chair, but let me just actually ask you -- oh, sorry.  I				false

		6387						LN		244		23		false		23   agree with the Chair, but let me just ask you, Ms. Kim, if				false

		6388						LN		244		24		false		24   you were to go through or you and your team to go through				false

		6389						LN		244		25		false		25   this list, where do you -- were those three that you gave				false

		6390						PG		245		0		false		page 245				false

		6391						LN		245		1		false		 1   us, the authorized agents, the employee regs, and loyalty,				false

		6392						LN		245		2		false		 2   are those where you think in a perfect world you'd spend				false

		6393						LN		245		3		false		 3   your time first?				false

		6394						LN		245		4		false		 4            MS. KIM:  I think there is room there for us to				false

		6395						LN		245		5		false		 5   explore those areas, especially given the comment and the				false

		6396						LN		245		6		false		 6   feedback that we've received.  But it's also somewhat in				false

		6397						LN		245		7		false		 7   line with trying to think how we can harmonize what is				false

		6398						LN		245		8		false		 8   already on our plate, particularly, with regard to DROP.				false

		6399						LN		245		9		false		 9   But that said, I would have to agree with Chairperson Urban,				false

		6400						LN		245		10		false		10   that all three would be quite a lot of work.  We can explore				false

		6401						LN		245		11		false		11   perhaps where we could see some synergy and best utilize our				false

		6402						LN		245		12		false		12   resources and be efficient in, you know, addressing one or				false

		6403						LN		245		13		false		13   two of the topics.				false

		6404						LN		245		14		false		14            MR. MACTAGGART:  And for you when you guys talk				false

		6405						LN		245		15		false		15   about it, and I'll -- by the way, I love the notion of the				false

		6406						LN		245		16		false		16   model disclosures and the model recruits.  I think it's				false

		6407						LN		245		17		false		17   great.  Where would you rank order them in a -- in a world				false

		6408						LN		245		18		false		18   of limited priorities?				false

		6409						LN		245		19		false		19            MS. URBAN:  I know you tried.				false

		6410						LN		245		20		false		20            MS. KIM:  I -- I'm not sure if I could answer that				false

		6411						LN		245		21		false		21   question on my own.  Certainly, there's a whole legal				false

		6412						LN		245		22		false		22   department.  I don't think we've necessarily done a survey				false

		6413						LN		245		23		false		23   or anything amongst us.				false

		6414						LN		245		24		false		24            MR. MACTAGGART:  Reason -- the reason I'm asking is				false

		6415						LN		245		25		false		25   because, you know, we all I think here understand that it's				false

		6416						PG		246		0		false		page 246				false

		6417						LN		246		1		false		 1   -- they're busy, but at the same time, we want to give you a				false

		6418						LN		246		2		false		 2   sense of what to -- what to go forward.  And I just rather				false

		6419						LN		246		3		false		 3   than sort of loosey goosey just kind of go, there's four				false

		6420						LN		246		4		false		 4   things on the table right now.  I kind of wouldn't mind just				false

		6421						LN		246		5		false		 5   us as a Board giving you feedback to rank order them.  I				false

		6422						LN		246		6		false		 6   mean, I don't know whether we all want to jump in here, but				false

		6423						LN		246		7		false		 7   at least like to give you a direction.				false

		6424						LN		246		8		false		 8             And if nothing gets done because you're so busy on				false

		6425						LN		246		9		false		 9   this stuff, great.  But, like, at least it tells you that we				false

		6426						LN		246		10		false		10   thought that they should be in this order.  So, I mean, we				false

		6427						LN		246		11		false		11   can tell you.  I guess we could take a poll here, but I				false

		6428						LN		246		12		false		12   would just as soon have -- because you might be like, well,				false

		6429						LN		246		13		false		13   this one actually is only going to take X amount of time, so				false

		6430						LN		246		14		false		14   we might as well knock it off because this other -- the				false

		6431						LN		246		15		false		15   other one's a huge lift.				false

		6432						LN		246		16		false		16            MR. LAIRD:  I actually find this very helpful and I				false

		6433						LN		246		17		false		17   was going to propose if the Board would be comfortable, you				false

		6434						LN		246		18		false		18   know, we've identified now four topics, including the				false

		6435						LN		246		19		false		19   Chair's that are kind of broad strokes, big topics.  And so				false

		6436						LN		246		20		false		20   I think what we could do is actually take that back, do some				false

		6437						LN		246		21		false		21   thinking on these and come back with a proposal on what we				false

		6438						LN		246		22		false		22   might strategize -- prioritize and strategize for starting				false

		6439						LN		246		23		false		23   the work on this -- on these items.				false

		6440						LN		246		24		false		24            MR. MACTAGGART:  That would -- that would -- like				false

		6441						LN		246		25		false		25   at the next meeting?				false

		6442						PG		247		0		false		page 247				false

		6443						LN		247		1		false		 1            MR. LAIRD:  Potentially, if we're going to do a				false

		6444						LN		247		2		false		 2   meeting in December, we could strive to.  That might be a				false

		6445						LN		247		3		false		 3   little bit of a lift, but certainly by the meeting.				false

		6446						LN		247		4		false		 4            MR. MACTAGGART:  If you can prioritize it.  I mean				false

		6447						LN		247		5		false		 5   --				false

		6448						LN		247		6		false		 6            MR. LAIRD:  Yeah.				false

		6449						LN		247		7		false		 7            MR. MACTAGGART:  -- I'm not talking about doing				false

		6450						LN		247		8		false		 8   them obviously.				false

		6451						LN		247		9		false		 9            MR. LAIRD:  Okay.  Fair enough.				false

		6452						LN		247		10		false		10            MR. MACTAGGART:  Yeah, just prioritizing.  Just				false

		6453						LN		247		11		false		11   telling us a list.  I would -- I would --				false

		6454						LN		247		12		false		12            MR. LAIRD:  Prioritize, we absolutely can.				false

		6455						LN		247		13		false		13            MR. MACTAGGART:  Okay.				false

		6456						LN		247		14		false		14            MR. LAIRD:  I -- what I'd love to do though is also				false

		6457						LN		247		15		false		15   maybe make some recommendations along strategies, right?				false

		6458						LN		247		16		false		16   Maybe preliminary comment on one of these or something where				false

		6459						LN		247		17		false		17   we could at least start information gathering early on.  So				false

		6460						LN		247		18		false		18   priority's easy by December, but we -- if we can, we'd love				false

		6461						LN		247		19		false		19   to even provide a little bit more in terms of the strategy.				false

		6462						LN		247		20		false		20            MR. MACTAGGART:  And then I have a sort of -- that				false

		6463						LN		247		21		false		21   was the bigger picture thing, and then I have a couple of				false

		6464						LN		247		22		false		22   small comments as usual.  So one thing, if you wouldn't mind				false

		6465						LN		247		23		false		23   -- I don't know, Mr. Laird or Ms. Kim, at some point, I do				false

		6466						LN		247		24		false		24   like the idea of -- are we allowed to legally have like a				false

		6467						LN		247		25		false		25   bounty kind of system where people report.				false

		6468						PG		248		0		false		page 248				false

		6469						LN		248		1		false		 1             And I remember back in the day, you used to be				false

		6470						LN		248		2		false		 2   able to call for like the air quality if you saw a car, you				false

		6471						LN		248		3		false		 3   know, a smog thing or whatever.  And at least if we get				false

		6472						LN		248		4		false		 4   reported, we can do that.  But could you have a system where				false

		6473						LN		248		5		false		 5   we paid someone something, I don't know, like a bounty kind				false

		6474						LN		248		6		false		 6   of, if they report some violation, some website that's not				false

		6475						LN		248		7		false		 7   displaying the Do Not Sell button?				false

		6476						LN		248		8		false		 8            MR. LAIRD:  Great question.  Under the law is				false

		6477						LN		248		9		false		 9   currently written we could not do that.  However, I believe				false

		6478						LN		248		10		false		10   we're aware of legal models that are out there if there was				false

		6479						LN		248		11		false		11   an interest in pursuing a legislative sort of function like				false

		6480						LN		248		12		false		12   that.				false

		6481						LN		248		13		false		13            MR. MACTAGGART:  So could I just add -- ask that				false

		6482						LN		248		14		false		14   where there is a list somewhere of legislation, I think				false

		6483						LN		248		15		false		15   Maureen's here somewhere or Ms. Mahoney was, but could we				false

		6484						LN		248		16		false		16   add a list?  That's the list of things to be on that list.				false

		6485						LN		248		17		false		17   And then just kind of wordsmithing here, if you don't have				false

		6486						LN		248		18		false		18   right there probably in front of you, but in a regulation				false

		6487						LN		248		19		false		19   here in 7012(e)(3), we're talking about TBs or smart, you				false

		6488						LN		248		20		false		20   know, that they collect your information.				false

		6489						LN		248		21		false		21             And it says that the consumer will encounter the				false

		6490						LN		248		22		false		22   notice before the device begins collecting the personal				false

		6491						LN		248		23		false		23   information.  If you could just, at some point, think about				false

		6492						LN		248		24		false		24   adding before and after because what I find oftentimes is				false

		6493						LN		248		25		false		25   you see the -- you see the notice once and then it				false

		6494						PG		249		0		false		page 249				false

		6495						LN		249		1		false		 1   disappears, and finding it again it's just like it takes you				false

		6496						LN		249		2		false		 2   15 minutes to find it because they've hidden it now.  They				false

		6497						LN		249		3		false		 3   -- they're like, oh, we showed it to you and then your kid				false

		6498						LN		249		4		false		 4   pushes the wrong button, you're in the wrong screen.  You're				false

		6499						LN		249		5		false		 5   like, oh, I can't find it back.  That's in 7012 (e)(3) and				false

		6500						LN		249		6		false		 6   also in 7014 (e)(4).				false

		6501						LN		249		7		false		 7             And then my only -- my last -- I promise I'm about				false

		6502						LN		249		8		false		 8   to end here.  7012(e)(3) and 7014(e)(4)(C) -- (e)(3)(C), I'm				false

		6503						LN		249		9		false		 9   sorry.  And then my only other thing in 7015 we're talking				false

		6504						LN		249		10		false		10   about the opt-out -- the button.  And I just would love it				false

		6505						LN		249		11		false		11   if you guys would also maybe think about just clarity there,				false

		6506						LN		249		12		false		12   because I cannot tell you how many times -- I mean, we're				false

		6507						LN		249		13		false		13   all pretty expert here.  I'm on the site, it's like, push				false

		6508						LN		249		14		false		14   the button.  I'm like, what do I do?  Left or right?				false

		6509						LN		249		15		false		15             Because they're making it difficult and they're				false

		6510						LN		249		16		false		16   doing it on purpose.  And then you have to like, rethink,				false

		6511						LN		249		17		false		17   okay, they're trying to trick me into doing this.  I'm going				false

		6512						LN		249		18		false		18   to do the other, you know.  And it's just super frustrating.				false

		6513						LN		249		19		false		19   And it would be wonderful if it was clear, push this button				false

		6514						LN		249		20		false		20   to opt-out.				false

		6515						LN		249		21		false		21             Some sites are great and they make it super clear,				false

		6516						LN		249		22		false		22   and then some sites are not.  So I know you've got the				false

		6517						LN		249		23		false		23   little sticker here, but even though I saw the check mark in				false

		6518						LN		249		24		false		24   the X, I'd be like, was check sell or is check opt-out?  I				false

		6519						LN		249		25		false		25   don't know.  Or Xs don't sell.  So, thank you.  I'm done.				false

		6520						PG		250		0		false		page 250				false

		6521						LN		250		1		false		 1            MS. URBAN:  Thank you, Mr. Mactagggart.				false

		6522						LN		250		2		false		 2             I'm just going to join a little small complaint				false

		6523						LN		250		3		false		 3   about like the ones that meld it with cookies as well and				false

		6524						LN		250		4		false		 4   you don't have any idea what you've actually opted in or out				false

		6525						LN		250		5		false		 5   of.  It's very frustrating.				false

		6526						LN		250		6		false		 6             All right.  Any further comments?				false

		6527						LN		250		7		false		 7             Mr. Liebert, are you --				false

		6528						LN		250		8		false		 8            MR. LIEBERT:  Yeah, I'm just struggling, cookies,				false

		6529						LN		250		9		false		 9   cookies, cookies.  First of all, who came up with that term?				false

		6530						LN		250		10		false		10   Second of all, if we do surveys, what percentage of people				false

		6531						LN		250		11		false		11   actually really understand the cookie process and how				false

		6532						LN		250		12		false		12   cookies work and how they last and what does it mean and all				false

		6533						LN		250		13		false		13   of those things?  That's a whole new area that obviously is				false

		6534						LN		250		14		false		14   going to require education.				false

		6535						LN		250		15		false		15            MS. URBAN:  Thank you.  All right.  Given that, is				false

		6536						LN		250		16		false		16   it -- would we like to ask Mr. Laird and Ms. Kim to prepare				false

		6537						LN		250		17		false		17   a sense of priorities among the four options that we				false

		6538						LN		250		18		false		18   discussed directly today for our December meeting or close				false

		6539						LN		250		19		false		19   thereafter, and perhaps with a little background information				false

		6540						LN		250		20		false		20   behind them so that the Board can help them prioritize next				false

		6541						LN		250		21		false		21   step.				false

		6542						LN		250		22		false		22             I see nodding heads.  I don't think I need to vote				false

		6543						LN		250		23		false		23   on this, do I?  Okay.  Wonderful.  With that, I would like				false

		6544						LN		250		24		false		24   to request public comment.				false

		6545						LN		250		25		false		25            MS. MARZION:  This is for Agenda Item number 8.  If				false

		6546						PG		251		0		false		page 251				false

		6547						LN		251		1		false		 1   you'd like to make a public comment at this time, please				false

		6548						LN		251		2		false		 2   raise your hand using the "raised hand" feature or by				false

		6549						LN		251		3		false		 3   pressing star nine if you're joining us by phone.  Again,				false

		6550						LN		251		4		false		 4   this is for Agenda Item number 8.				false

		6551						LN		251		5		false		 5             Madam Chair, I'm not seeing any hands raised at				false

		6552						LN		251		6		false		 6   this time.				false

		6553						LN		251		7		false		 7            MS. URBAN:  Thank you, Ms. Marzion.  Thank you to				false

		6554						LN		251		8		false		 8   the Board and thank you very much to Ms. Kim and Mr. Laird				false

		6555						LN		251		9		false		 9   for keeping us on the path.  And we will help you as much as				false

		6556						LN		251		10		false		10   we can.  With that, we will turn to Agenda Item number 9,				false

		6557						LN		251		11		false		11   which is our agenda item for future agenda items.				false

		6558						LN		251		12		false		12             As a reminder, under this agenda item, board				false
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 1            MS. URBAN:  Good morning.  Welcome to this meeting

 2   of the California Privacy Protection Agency Board.  It is

 3   November 8th at 9:05 a.m.  I'm Jennifer Urban.  I'm the

 4   chairperson of the Board.  And I'm pleased to be here in

 5   person with my fellow members of the board, some members of

 6   the public, and to welcome many of you via Zoom as well.

 7             Before we get started on the substance of the

 8   meeting, as usual, I have some logistic announcements and

 9   some legal parameters to share with you.  First, I'd like to

10   ask everyone to ensure that your microphone is muted when

11   you're not speaking, and everyone is -- and that everyone

12   who is here in person, please silence your cell phones to

13   avoid interruption.

14             The third and importantly, this meeting is being

15   recorded, so please be aware of that.  We do still encourage

16   people to wear masks if you're attending in person, given

17   the continuing circulation of COVID and other viruses.  And

18   we want to be sure that our meetings are accessible to

19   everyone.

20             As you may know, our temporary ability to meet

21   remotely and still comply with Bagley-Keene did expire.  So

22   this meeting is in a hybrid format.  My fellow board members

23   and members of the CPPA staff are here in person, along with

24   some members of the public, while most members of the public

25   are joining remotely.
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 1             That hybrid format to which we are committed to

 2   make the meetings as accessible as possible has a number of

 3   technical complexities.  So if we have technical kinks

 4   during the meeting, we'll pause the meeting and address the

 5   issue.  Our board meetings are physically held at the

 6   California Public Utilities Commission in San Francisco, and

 7   we appreciate the CPUC team for their hospitality and for

 8   not only allowing us to use this hearing room, but also

 9   providing AV assistance today.

10             Let me go over some logistics and meeting

11   participation.  Today's meeting will be run according to the

12   Bagley-Keen Open Meeting Act as required by law.  We will

13   proceed through the agenda, which is available as the

14   handout here in San Francisco and also on the CPPA website

15   under meetings and events for today.

16             Materials for the meeting are also available here

17   at -- as physical handouts and on the CPPA website.  You

18   will notice board members accessing laptops, phones, and

19   other devices during the meeting.  We are using these

20   devices solely to access board meeting materials.

21             After each agenda item, there will be an

22   opportunity for questions and discussion by board members.

23   I will also ask for public comment on agenda items.  Each

24   speaker will be limited to three minutes per agenda item.

25   We also have a designated time on the agenda for general
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 1   public comment.  That's Agenda Item number 2.

 2             On that point, I want to note that we have, again,

 3   reordered the agenda compared to how we practice in the past

 4   to hear general public comments at the beginning of the

 5   meeting.  This was in response to observations from some

 6   stakeholders that they face challenges trying to predict

 7   when the Board might get to a specific agenda item.

 8             And so for those folks who can't just stay for the

 9   entire meeting and want to be sure to offer their public

10   comments, we are scheduling general public comment at the

11   beginning of the meeting to make that as easy as possible.

12             We have -- if you're participating via Zoom and

13   you wish to speak on an item, please wait until I call for

14   public comment on that item and allow staff to prepare for

15   Zoom public comment.  Then please use the "raise your hand"

16   function, which is a feature at the bottom of your Zoom

17   screen.  And if you wish to speak on an item and you're

18   joining by phone, please press star nine, that's star nine

19   on your phone, and that will show the moderator that you're

20   raising your hand.

21             The moderator will call your name when it's your

22   turn, and request that you unmute yourself for comment at

23   that time.  Those using the Zoom webinar can use the

24   "unmute" feature and those dialing in by phone can press

25   star six to unmute, that's star six.  When your comment is
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 1   completed, the moderator will mute you.

 2             Please also note that if you're joining us

 3   remotely, the Board will not be able to see you, only hear

 4   your voice.  Accordingly, it's helpful if you identify

 5   yourself, but this is entirely voluntary.  And if you're

 6   joining the Zoom webinar, you can also input a pseudonym

 7   when you log into the meeting.

 8             If you're attending in person and you wish to

 9   speak on an item, please wait for me to call for public

10   comment and then proceed towards the podium to my left, and

11   form a line.  Please move to the podium when you're called

12   to speak in your turn.

13             As with Zoom attendees, it is helpful if you

14   identify yourself when you begin speaking.  But, again, it's

15   entirely voluntary, and you're free to refer to yourself

16   with a pseudonym or not give a name.

17             Please do speak into the microphone so everyone

18   participating remotely can hear you and also so that your

19   remarks can be recorded in the meeting record.  As I

20   mentioned, the hybrid meeting format is technically rather

21   complex.  And first, I'd like to thank the team for managing

22   the technical aspects of today's meeting.  And second, I

23   will explain what to do if those of you attending remotely

24   experience an issue with the remote meeting, for example, if

25   the audio drops.
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 1             If something happens, please email

 2   info@cppa.ca.gov.  That's India November Foxtrot Oscar at

 3   CPPA dot Charlie Alpha dot gov.  This will be monitored

 4   throughout the meeting.  If there's an issue that affects

 5   the remote meeting, we'll pause the meeting to -- for our

 6   technical staff to work on the issue.

 7             The Board welcomes public comment on any item on

 8   the agenda, and it is our intent to ask for public comment

 9   prior to the Board voting on any agenda item.  If for some

10   reason I forget to ask for public comment and you wish to

11   speak on that item, please let us know by using the "raise

12   your hand" functions and the moderator will recognize you or

13   simply raising your hand and moving towards the podium, if

14   you are in the room here.  Once I see that I forgot, I will

15   call you to the podium or ask the team to unmute you to

16   provide your comment.

17             Once again, each speaker will be limited to three

18   minutes per agenda item for public comments.  And if you're

19   speaking on an agenda item, Bagley-Keene requires that both

20   board members and members of the public must contain their

21   comments to that agenda item and we may discuss agendized

22   items only.

23             There is a sort of broader possibility for the

24   public when we take up the item for general public comment,

25   which is number 2 today.  However, board members cannot
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 1   respond, we can only listen.  And in addition, agenda items

 2   for future meetings can be suggested for discussion at

 3   future meetings during the agenda item for that purpose,

 4   which is number 9 today.

 5             We'll take breaks as needed, including one for

 6   lunch.  I'll announce each break and estimate on when we

 7   might plan to return so that members of the public can leave

 8   and come back before we begin again.

 9             Please do note that Agenda Item number 10 today is

10   a closed session item.  The Board will leave the room to

11   consider a closed session item, and when we are finished, we

12   will return to the public meeting.

13             My thanks to the board members for their service,

14   and all the people working to make this meeting possible.

15   I'd like to thank the team supporting us today, Mr. Robert

16   Stanford and the team of conference services experts I

17   mentioned have organized the meeting infrastructure.

18             From the CPPA, I'd like to thank Mr. Philip Laird,

19   who is acting as meeting council today, Mr. Ashkan Soltani,

20   who will be here remotely in his capacity as executive

21   director, and all the expert staff who will be briefing us

22   today.

23             I'd like to thank and welcome our moderator, Ms.

24   Serena Marzion, and ask her to please conduct the roll call.

25            MS. MARZION:  All right.  Board Member Le?
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 1            MR. LE:  Present.

 2            MS. MARZION:  Board Member Liebert?

 3            MR. LIEBERT:  Present.

 4            MS. MARZION:  Board Member Mactaggart?

 5            MR. MACTAGGART:  Here.

 6            MS. MARZION:  Board Member Worthe?

 7            MR. WORTHE:  Here.

 8            MS. MARZION:  Chair Urban?

 9            MS. URBAN:  Present.

10            MS. MARZION:  Madame Chair, you have five present

11   members and no absences.

12            MS. URBAN:  Thank you, Ms. Marzion.  The Board has

13   established a quorum.  I would like to remind board members

14   that we'll take a roll call vote on any action items.  With

15   that, we'll move to Action Item number 2, which is public

16   comments on items not on the agenda.

17             If you haven't joined us recently, again, we are

18   doing this at the top of the meeting to provide some

19   predictability for those members of the public who can't

20   attend the entire meeting, but would like to comment.

21             Also, as a reminder, please understand the Board

22   may not discuss or act on any matter raised during the

23   section, except perhaps to decide whether to place the

24   matter on a future agenda under the item for that purpose.

25             We are listening.  We don't mean to be
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 1   nonresponsive.  Just under Bagley-Keene, we can't respond,

 2   we can only listen.  And with that, I will ask both the team

 3   running the Zoom to see if there's public comment in Zoom,

 4   and also invite new members here in person who would like to

 5   comment, move to the podium.

 6            MS. MARZION:  This is for Agenda Item number 2,

 7   public comment on items not on the agenda.  If you'd like to

 8   make a comment at this time, please raise your hand using

 9   the "raised hand" feature, or by pressing star nine if

10   you're joining us by phone.  This is for Agenda Item number

11   2.  And it looks like we have a few hands raised.

12             Claire Morgan, you are unmuted and you have three

13   minutes.

14            MS. MORGAN:  Hello, I don't know if y'all could

15   hear me, but I'm having some audio issues, so I'm not quite

16   sure if that is an issue on my end or an issue on --

17            MS. MARZION:  We can hear you clearly, Claire.

18            MS. MORGAN:  -- the system's end.  But I just want

19   to make sure that the audio is properly working on the Zoom.

20   Thank you.

21            MS. MARZION:  Oh, thank you very much for your

22   comments.

23            MS. URBAN:  Ms. Marzion, could we check that she

24   could hear that.

25            MS. MARZION:  Yes.  Did you hear yourself, Claire?
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 1   (Inaudible).

 2            MS. WHITE:  Madam Chair, I've checked with others

 3   who are listening remotely.  They're able to hear.  Claire

 4   e-mailed us as well, and I let her know perhaps to log off

 5   and log back on.

 6            MS. URBAN:  Wonderful.  Thank you very much, Ms.

 7   White.

 8            MS. WHITE:  Thank you.

 9            MS. MARZION:  Edwin Lombard, we have three minutes.

10   Oh, Edwin has dropped his hand.

11             Luigi, go ahead and speak.  You have three

12   minutes.

13            MR. MASTRIA:  Thank you.  My name's Lou Mastria,

14   and I'm the president and CEO of the Digital Advertising

15   Alliance.  The DAA is an independent nonprofit that sets and

16   enforces privacy practices for digital advertising,

17   empowering millions board of Americans to control how data

18   is used to advertise to them.

19             Thank you for the opportunity to testify today on

20   the CPPA's draft regulations.  For more than a decade, DAA

21   has administered a set of self-regulatory principles that

22   define standards for informing consumers of companies data

23   collection and use practices, and for offering consumers

24   over -- control over those data for interest-based

25   advertising.
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 1             The DAA supports providing consumers with notice

 2   and opt-out choice surrounding interest-based advertising.

 3   However, the CC -- the CPPA's draft regulations related to

 4   behavioral advertising would threaten business' ability to

 5   use data from their own consumers to advertise products and

 6   services to them.  The draft behavioral advertising

 7   regulations are significantly at a step with other state

 8   privacy laws and simply do not align with the CCPA, causing

 9   consumer confusion.

10             First, the creation of this limit for behavioral

11   advertising, under the proposed regulations, would

12   contravene the scope and intent of the CPPA.  The agency

13   should not enshrine this concept into law, as it extends

14   well beyond the CC -- the CPPA's authority to regulate it,

15   and it unintentionally affects all sorts of consumer

16   interactions, including expected customer service through

17   recommendations and similar dynamics.  It's basically asking

18   a shopkeeper to not make recommendations to his or her

19   customers.

20             Second, the proposed limit would contradict the

21   approach of approximately 20 other states that have passed

22   privacy laws.

23             Third, businesses should in fact, be permitted to

24   advertise to their own customers use on their own digital

25   properties.
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 1             So, thank you for the opportunity to present you

 2   with this testimony.  We at the DAA look forward to

 3   continuing to work with you as you take steps to update the

 4   draft regulations to align them to the text of the CCPA and

 5   the scope of the agency's regulatory authority.  Thank you.

 6            MS. MARZION:  Thank you for your comment.  Dalton

 7   Cline, I'm going to unmute you at this time.  You'll have

 8   three minutes to make your comment, so please begin as soon

 9   as you're ready.

10            MR. CLINE:  Hi.  Hello, board members.  Thank you

11   for the opportunity to speak.  I'm a lawyer in Kentucky with

12   a practice primarily consisting of data privacy and

13   cybersecurity, and I wanted to offer a comment, mainly to

14   staff, but also to the Board on the proposed regulations in

15   Article 12, specifically those dealing with insurance

16   companies.

17             In my view, I think it's clear from the definition

18   of consumer that commercial clients of insurance companies

19   would be included within the scope of the regulations.

20   However, I've seen commentary online and in talking with

21   other outside -- other members of outside counsel and

22   different clients that the industry is not clear, actually,

23   as to the scope of the general application of the CCPA to

24   insurance companies.

25             And like I said, specifically with regard to
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 1   whether the commercial clients of insurance companies such

 2   as those purchasing life or liability director's liability

 3   insurance, that kind of thing, it applies.  So I think that

 4   in Section B in the illustrative examples, I think it would

 5   be helpful to the industry if staff could consider including

 6   an illustrative example of commercial insurance clients.

 7   Thank you.

 8            MS. MARZION:  Thank you for your comments.

 9             ACLU Ca Action.  Go ahead.  I'm going to unmute

10   you at this time.  You'll have three minutes to make your

11   comment, so please begin as soon as you're ready.  Oh, and

12   your hand just went down.

13             Matt Scherer, I'm going to unmute you at this

14   time.  We have three minutes to -- and go ahead and speak

15   when you're ready.

16            MR. SCHERER:  Thank you.  Good morning.  I'm Matt

17   Scherer and I lead the Workers' Rights Project at the Center

18   for Democracy and Technology.  I appreciate your work on

19   this issue, and thank you for taking the time to hear from

20   stakeholders.

21             I urge you to review and take to heart the

22   comments from Consumer Reports, the UC Berkeley Labor

23   Center, and other consumer and workers' rights advocates

24   that are appearing today and submitting written comments,

25   particularly on the strong need for clear and meaningful
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 1   disclosures to consumers and workers when companies use

 2   ADMTs to make key decisions about consumers and workers.

 3             I'll focus on the definition of ADMTs.  The

 4   proposed definition would apply only to systems that are a

 5   substantial factor in covered decisions.  This would

 6   essentially give companies a license to opt themselves out

 7   of the law's requirements.  Here's why.  Workers and

 8   regulators often don't know which companies are using ADMTs,

 9   much less how those companies are using them.

10             Companies have strong incentives to keep it that

11   way because it allows them to avoid accountability for error

12   prone and harmful ADMTs.  Consequently, companies are likely

13   to take advantage of any loopholes that give them discretion

14   to wiggle out of ADMT disclosure requirements that would

15   reveal their use of these systems.

16             The substantial factor requirement would create

17   such a loophole because companies almost always claim that

18   ADMTs merely make recommendations that are one factor among

19   many, and that humans have final say in decisions.

20             Companies can easily avoid compliance by adopting

21   internal policy, saying that the decision makers should not

22   overly on ADMTs, even if in reality the tool's

23   recommendations are decisive, and human reviewers defer to

24   the AI.

25             We know that companies do this.  The nonprofit
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 1   investigative outlet, ProPublica, published a trio of

 2   reports on how Cigna secretly used an algorithm to mass

 3   reject policy holders claims that were supposed to be

 4   reviewed by doctors, and then threatened to fire a physician

 5   who pushed back.  Given company's ability to cloak their

 6   ADMT use behind human rubber stamps, this substantial factor

 7   requirement creates a Catch 22.

 8             Once a company chooses to assert that a tool is

 9   not a substantial factor, it can continue hiding that system

10   from consumers, workers, and regulators.  And with that

11   secrecy assured, no one would be able to challenge their

12   behind closed doors determination that a system is exempt

13   from disclosure.

14             In other words, the substantial factor requirement

15   threatens to make ADMT regulations a dead letter, giving

16   companies the ability to opt-out of complying with the law

17   completely as appear to as -- appears to have happened with

18   New York City's ordinance on AI and hiring according to a

19   study that was released earlier this year.

20             I urge you to go back to the original broader

21   definition of ADMTs that appeared in the earlier draft

22   regulations.  And it is essential that the CCPA rules be

23   written in a way that ensures companies cannot use their

24   information monopoly on ADMTs to avoid transparency and

25   accountability.  Thank you.
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 1            MS. MARZION:  Thank you.  ACLU Ca Action, I'm going

 2   to unmute you at this time.  You'll have three minutes to

 3   make your comment, so please begin as soon as you're ready.

 4            MS. CRAMER-MOWDER:  Hello, this is Becca

 5   Cramer-Mowder on behalf of ACLU California Action.  We would

 6   encourage you to call for strong protections for civil

 7   rights in light of the presidential transition that's coming

 8   up.  We know that California has been doing a lot to shore

 9   up our laws, protecting people who are coming to California

10   because of who those people are or because they're seeking

11   healthcare services.

12             However, there are ways that consumer information

13   can be used to target particularly vulnerable people.  And

14   so we would encourage you especially to be looking at the

15   strong civil rights protections that are needed for

16   immigrants, people seeking reproductive services,

17   transgender people, protestors, and others.

18             Additionally, we would encourage you to identify

19   red lines that should not be crossed to help protect

20   Californians as well as people accessing their basic rights

21   from other states and needing to do so in California.

22             And lastly, we would encourage you to continue

23   demonstrating the importance of preserving state laws,

24   including Article 1, Section 1, constitutional right to

25   privacy in California against federal preemption, to help

�

0020

 1   protect Californians as we shore up privacy rights in an

 2   effort to protect civil rights and civil liberties in the

 3   coming years.  Thank you.

 4            MS. MARZION:  Thank you.

 5             Adar Carver, I'm going to unmute you at this time.

 6   You'll have three minutes to make your comment, so please

 7   begin as soon as you're ready.

 8            MR. CARVER:  Thank you, Jennifer Urban, Chair.  My

 9   name's Adar Carver.  I am an attorney, a three-time

10   International Association of Privacy Professionals,

11   certified.  I am interested in the way that we protect data

12   and the different sorts of data processes.

13             So, as of now, we are protecting data that is

14   binary, very straightforward, and now we're seeing advent of

15   technology such as artificial intelligence, which are

16   creating different algorithms and models that are processing

17   our data in a more sophisticated fashion.

18             I urge the Board to, as we think about algorithms

19   and artificial intelligence, to think about also standards

20   -- higher standard requirements for companies that collect

21   consumer data so that they may more highly protect or more

22   -- be more transparent with consumers about those

23   algorithms.

24             Very finally, I would like to raise an issue

25   that's not yet maybe as widely applicable.  There are new
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 1   data processing powers through International Business

 2   Machine, Google, Amazon, where they are processing data

 3   using quantum computing or imposing super -- or super --

 4   excuse me.  They are using bates that are in super position,

 5   quantumly entangled, and then able to generate floating

 6   operation points per second that are more sophisticated than

 7   even the algorithms.

 8             International Business Machine or IBM implements

 9   both algorithmic processing AI, as well as quantum

10   processing with their Watson machine.  So, very finally, I

11   would like to urge the California Privacy Protection Agency

12   to have a higher standard for that quantum data processing

13   of consumer data.  Thank you.

14            MS. MARZION:  Thank you.

15             George Sewell, I'm going to unmute you at this

16   time.  You'll have three minutes to make your comment, so

17   please begin as soon as you're ready.

18            MR. SEWELL:  Hello, Chair Urban and fellow members

19   of the Board.  My name is George Sewell, and I'm with the

20   Security Industry Association.  SIA represents more than 200

21   companies headquartered in California that provide a wide

22   range of products for protecting the physical safety of

23   people, property, businesses, schools, and critical

24   infrastructure.

25             Our members are committed to safeguarding personal
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 1   information in their own business practices, as well as in

 2   the design of the products and services.  I would like to

 3   make two points regarding the proposed rules, specifically

 4   the automated decision-making tool section.

 5             First, like many other business organizations, we

 6   have concerns about the proposal to create a right to

 7   opt-out of tools used for consumer profiling.  This would

 8   interfere with the ability of businesses to conduct first

 9   party advertising to their existing customer base.  An

10   ability that stakeholders had agreed to protect when CCPA

11   was negotiated.  Disrupting established business models in

12   this way could limit the ability of companies to provide

13   relevant offers and services to their customers and put

14   California businesses at a disadvantage.

15             Second, we are concerned with about the

16   implications of creating a consumer right to opt-out of

17   training data.  This approach is not consistent with the

18   current practices and training data models, which use

19   aggregated information and patterns versus specific

20   identifying data.

21             The unintentional result could be reduced model

22   quality, reduced accuracy, and increased bias due to less

23   diverse data.  And it could be counterproductive to privacy

24   protections as an opt-out mechanism would require processing

25   and retaining personal data in order to track individual's
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 1   preferences.

 2             Such issues underscore, as currently written, the

 3   proposal would extend control over activities falling

 4   outside the scope of the CCPA that have little impact to

 5   privacy expectations and were not meant to be restricted

 6   under the original legislation.  Additional analysis and

 7   revision of the proposal is needed to ensure it aligns more

 8   closely with original intent, focusing on genuine privacy

 9   concerns stemming from AI-driven automated decision-making

10   technology.

11             SIA and our members stand ready to provide any

12   additional information you may need as these important

13   issues are considered.  Thank you very much for your time

14   and consideration.

15            MS. MARZION:  Thank you.

16             Matt Regan, I'm going to unmute you at this time.

17   You'll have three minutes to make your comment, so please

18   begin as soon as you're ready.

19            MR. REGAN:  Good morning, board members.  My name's

20   Matt Regan.  I'm Senior Vice President of Policy at the Bay

21   Area Council.  We are a regional employer-sponsored public

22   policy and advocacy organization.  About 350 of the Bay

23   Area's largest employers, both public and private are our

24   members, and we advocate on issues that are of critical

25   importance to our region's economy and quality of life.
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 1             First, I'd like to thank the Board for allowing us

 2   to speak at the front end of this meeting.  I participated

 3   in the previous meeting in person, and that was a long day.

 4   So thank you for letting us speak upfront.  I do recall at

 5   that meeting a great part of the agenda focused on this

 6   agency's lack of resources, lack of staff, lack of talent in

 7   place to make some critical decisions about the future of

 8   this industry.

 9             I think Board Member Mactaggart was even calling

10   for volunteers, retired members of the tech community to

11   step in and help with your work.  That does not strike me --

12   with all due respect to the agency and the great work that

13   you do and the great people that you have, does not strike

14   me as a body that's yet ready to make some of the critical

15   decisions that you are in the process of making.

16             We would urge you to start to pump the brakes on

17   the decision-making process around advanced decision-making

18   technology.  This is a critical part of our future economy.

19   The Bay Area and San Francisco in particular, where you sit

20   right now, is the global epicenter for the development of

21   this technology, and we are deeply concerned that the

22   decisions made by a self-admittedly under-resourced body

23   could permanently hamper and put at a disadvantage this

24   industry that is, you know, a growing part of the Bay Area's

25   economy.
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 1             We would like to see these decisions made in a

 2   deliberative process, in a deliberative manner in the

 3   legislature where they have the resources and they have the

 4   people, and they have the ability to make these large

 5   decisions in a -- in a thoughtful -- not that you don't do

 6   it thoughtfully, but in a thoughtful, deliberative, and

 7   resourced manner.

 8             So we would urge you to pump the brakes and

 9   consider letting the legislature do the work that you have

10   admitted that you don't have the resources to do.  Thank you

11   so much.

12            MS. MARZION:  Michael Shilstone, I'm going to

13   unmute you at this time.  You'll have three minutes to make

14   your comments, so please begin as soon as you're ready.

15            MR. SHILSTONE:  Hi, there.  Sorry about that.  Good

16   morning.  Michael Shilstone with Central City Association of

17   Los Angeles.  CCA represents over 300 members from

18   businesses, nonprofits, and institutions, and we're

19   committed to enhancing downtown LA's vibrancy and increasing

20   opportunity across the Southern California region.

21             And we appreciate the goal of these regulations to

22   limit discrimination, but the way these regulations are

23   written are too broad, overburdened -- overburdensome, and

24   will negatively impact independent contractors and the

25   business community.  So language is broad enough to cover
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 1   many types of routine technologies used in businesses in

 2   many industries, not just cutting edge AI technology,

 3   meaning even inconsequential or everyday uses of ADMT will

 4   have to comply.

 5             And I think, you know, echoing what the Bay Area

 6   Council said, we urge the Board to hold on advancing formal

 7   rulemaking until after related legislative processes are

 8   finished.  Legislature is currently considering dozens of AI

 9   related bills and examining whether existing law provides

10   sufficient protections for any number of concerns, defining

11   key terms, and deciding which agencies should enforce

12   various AI laws and more.

13             So with that, the Board, we don't think should

14   unnecessarily get ahead of this process with potentially

15   damaging rules that could have sweeping impacts.  Thank you.

16   We appreciate consideration of our comments.

17            MS. MARZION:  Thank you.

18             Lucy C., I'm going to unmute you this time.

19   You'll have three minutes to make your comments, so please

20   begin as soon as you're ready.

21            MS. CHINKEZIAN:  Good morning.  My name is Lucy

22   Chinkezian, and I'm counsel at the Civil Justice Association

23   of California.  We would like to thank the agency for the

24   opportunity to comment on the proposed regulations.  CJAC

25   and others have filed written comments on these regulations,
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 1   and we have concerns that a number of them have not been

 2   addressed to date.

 3              In addition, some of these regulations seem to

 4   exceed what the legislation has authorized.  Notably, the

 5   ADMT regulations would create a right to opt-out of

 6   automated decision-making tools.  This would impair

 7   business' ability to advertise to its own customers,

 8   requiring a complete overhaul of existing advertising

 9   practices for those customers who choose to opt-out.

10             This is both costly and unreasonably burdensome

11   for businesses.  The primary compromise between business and

12   legislators in passing the CCPA was to provide consumers

13   with protections, while also preserving the ability for

14   businesses to continue to use data from their own customers

15   to advertise to them without facing the threat of excessive

16   liability.

17             The proposed regulations also would create a right

18   to opt-out of ADMT training data.  This could negatively

19   impact retail companies who develop their own ADMT

20   applications internally.

21             Finally, the CPPA estimates the cost of

22   implementing these regulations on California businesses to

23   be $3.5 billion.  This is likely a conservative figure.

24   Businesses cannot face these exorbitant costs.

25             We urge the agency to be measured in adopting
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 1   these regulations.  It should continue to work with industry

 2   and find attainable compromises, and take care to ensure the

 3   regulations are consistent with the statute.  Thank you

 4   again for the opportunity to comment.

 5            MS. MARZION:  Thank you.

 6             Lartease Tiffith, I'm going to unmute you at this

 7   time.  You'll have three minutes to make your comment, so

 8   please begin as soon as you're ready.

 9            MR. TIFFITH:  Great.  Thank you very much.

10             Good morning.  My name is Lartease Tiffith, and I

11   am the Executive Vice President of the Interactive

12   Advertising Bureau or IAB.  IAB represents over 700

13   companies across the advertising and media industries,

14   advocating on complex issues such as consumer privacy, data

15   security, global trade data transfer rules.

16             Today I'll like to address significant concerns

17   with the latest draft regulations on automated

18   decision-making technology or ADT, and associated risk

19   assessment requirements.  These regulations, like others

20   from this body, are overly broad and lack the clarity needed

21   for practical application.

22             Our primary concern lies with the regulation

23   allowing consumers to opt-out of automated decision-making

24   tools used for profiling, which could severely impact first

25   party advertising.  Businesses rely on these tools to
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 1   enhance customer experience and provide product

 2   recommendation based on past purchases.  Dislabeling these

 3   features would require complete operational overhauls, which

 4   is unreasonable and goes beyond the California Consumer

 5   Privacy's Act and tenant scope.

 6             Moreover, the draft's definition of ADT is overly

 7   broad, covering nearly every technology that processes

 8   personal data and executes a decision, which creates

 9   confusion.  Aside from a few explicitly exempt processes,

10   nearly all computational activities could be subject to risk

11   assessments and opt-out requirements, burdening businesses

12   with excessive compliance demands and frustrating consumers

13   would opt-out from essential services they rely on.

14             The proposed definition of behavioral advertising

15   is another problematic area by extending opt-outs to a

16   business's own use of customer data.  This goes beyond the

17   scope of the CCPA, which was passed with an understanding

18   that businesses could market to their own customers.

19   Redefining this would introduce significant challenges,

20   particularly given that businesses already comply with

21   established opt-out mechanisms like email unsubscribes and

22   the FTCs do not call registry.

23             Finally, the draft mandates extensive disclosures

24   on ADT logic and output, which may force businesses to

25   divulge trade secrets.  This not only risks intellectual
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 1   property, but directly contradicts the CCPA's own provisions

 2   prohibiting the disclosures of trade secrets.

 3             Furthermore, the agency's economic analysis

 4   estimates a $3.4 billion compliance cost for California

 5   businesses.  And understatement in our view, given the

 6   analysis flaws.  The financial burden is significant,

 7   especially for smaller business and diverts resources away

 8   from consumer focused innovation.

 9             Additionally, the requirement for businesses to

10   submit annual risk assessments to the CPPA will lead to a

11   backlog of paperwork, which we believe is unnecessary.

12   Businesses should only be required to submit assessments

13   upon requests.  To clarify, these regulations should specify

14   that the --

15            MS. MARZION:  That is your time.  Thank you.

16             Edwin Lombard, I'm going to unmute you at this

17   time.  You'll have three minutes to make your comment, so

18   please begin as soon as you're ready.

19            MR. LOMBARD:  Thank you.  Good morning, CPA -- CPPA

20   board members.  I'm Edwin Lombard, representing the

21   California African-American Chambers of Commerce.  On behalf

22   of our membership, I have a couple of key points I would

23   like to highlight.

24             For almost three years, I have testified and done

25   my good faith effort to ask CPPA to be mindful of the
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 1   economic harm that is coming if the CPPA regulation is not

 2   done reasonably and balanced as required in Proposition 24,

 3   Section 3(c)(1), which reads as follows; the rights of

 4   consumers and the responsibilities of businesses should be

 5   implemented with the goal of strengthening consumer privacy

 6   while giving attention to the impact on business and

 7   innovation.

 8             Our businesses are alarmed by the findings that

 9   the standardized regulatory impact assessment, SRIA, and I

10   have asked each of you, are you prepared to vote on

11   regulations that will, number 1, make California's pay 3.5

12   billion for CPPA regulations and add ongoing costs of $1

13   billion for the next 10 years?  Number 2, cut 98,000 jobs

14   and tell us that finding alternative jobs are easier?  And,

15   three, let businesses leave California and tell us that it

16   has negligible impact on us?

17             Do each of you believe the following statement?

18   CPPA substantive industry regulations can often be expected

19   to induce innovation as stated in the SRIA.  I respectfully

20   disagree if anything substantive, industry regulation that

21   caused billions ends innovation.  On AI, CPPA is not

22   authorized to include AI in the ADMT regulation.  I would

23   like to echo Governor Newsom's edict on AI regulations.

24             We must get this right.  I implore the CPPA

25   collaborate with the legislature and governor on AI and
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 1   request that CPPA remove AI from the regulation.  I would

 2   also like to dispel CPPA from acting like the regulations do

 3   not apply to small and diverse businesses.  If the company's

 4   CPPA are aiming to regulate leave California, we are gone

 5   too.  When big businesses catch a cold, we catch pneumonia.

 6             What you are voting on today is not an academic

 7   exercise without real life consequences.  You can

 8   overregulate California and these companies will take the

 9   jobs to Arizona, Texas, and other states.  This is -- is

10   this truly what victory for Californians is?

11             Let me close with this; there is still time to get

12   this right.  A reasonable approach is the only advance to

13   cybersecurity and risk assessment regulations today, and

14   collaborate with Governor Newsom and the legislature on ADMT

15   and AI.  Thank you very much.

16            MS. MARZION:  Thank you.  Initials KN, I'm going to

17   unmute you at this time.  You'll have three minutes to make

18   your comment, so please begin as soon as you're ready.

19             Graham Dufault, I'm going to unmute you at this

20   time.  You'll have three minutes to make your comment, so

21   please begin as soon as you're ready.

22            MR. DUFAULT:  Well, thank you so much, Chair and

23   members of the Board.  And I really appreciate you making

24   this so accessible for us and the opportunity to

25   participate.
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 1             My name is Graham Dufault.  I'm general counsel of

 2   ACT, The App Association.  We're a trade group.  We

 3   represent small business software and connected device

 4   makers.  We are part of a larger sector that's about $1.8

 5   trillion in the app economy throughout the US, and it

 6   supports about 6.1 million jobs.  So it's a big industry and

 7   we're small companies participating in it.

 8             For association members privacy is a really

 9   important part of their job, and it is 100 percent about

10   meeting consumer expectations.  As makers of software driven

11   devices and services, their ability to cultivate trust is

12   foundational, and the job is really not easy without name

13   recognition.  They can't afford to buy Super Bowl ads, and

14   so the job is often tougher in that respect than it is for

15   big companies.

16             But just because they're small doesn't mean these

17   rules won't affect them significantly, and I think the

18   regulatory impact assessment itself points that out.  They

19   may find themselves either over CCPAs underlying thresholds

20   or serving clients that must comply and therefore have to

21   comply by contract.  They're also some of the most important

22   consumers of services that we know have to comply like ad

23   technologies, online marketplaces, search cloud, and they

24   have a big stake in how usable these services are.

25             So we believe the proposal in so far as it

�

0034

 1   mandates additional comprehensive requirements tied to ADMTs

 2   falls short on our priorities.  First, we believe they would

 3   undermine our members' efforts to meet consumer

 4   expectations, and that's because the proposed rule would

 5   mandate covered companies to issue sort of an intrusive

 6   complex notice and opt-out mechanism for information about

 7   consumers with existing relationships.

 8             And so requiring additional digital red tape

 9   between consumer and contracted for services would only

10   frustrate their ability to access what they already expect

11   to receive.  And it would also throw tons of detail and

12   information that these consumers that most will find not as

13   relevant to privacy decision-making, and that creates an

14   unwieldy sort of detour, raises false red flags, and a flow

15   of communication between business and consumer that must --

16   it must respect context to be effective.

17             Secondly, the rules would impose new costs.  We

18   believe without any additional benefit for consumers, and

19   that's because California already requires comprehensive

20   disclosure about what companies do with consumer data.  It

21   also already requires companies to address core privacy

22   risks by mandating responses to consumer requests, including

23   universal opt-out.

24             And so layering additional standalone,

25   exceptionally comprehensive opt-out and notice burdens on
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 1   consumers, specifically for ADMTS, adds costs without any

 2   benefit beyond what oaccrues from existing protections.  So

 3   it's not clear that there's this fundamentally different

 4   privacy risk posed by the use of ADMTs that are unaddressed

 5   by the other broader requirements in California law.

 6             And the statutory provision here, we believe must

 7   be interpreted in that broader context.  A highly complex

 8   and separate, you know, notice and opt-out regime just isn't

 9   required in our view under the law and will actually harm

10   the overarching purpose of CCPA and your mission here.  And

11   so for these reasons, we do urge CPPA to reconsider --

12            MS. MARZION:  Thank you.  That is your time.

13             Scott Miller, I'm going to unmute you at this

14   time.  You'll have three minutes to make your comments, so

15   please begin as soon as you're ready.

16            MR. MILLER:  Thank you very much for the

17   opportunity to speak.  I'm Scott Miller.  I'm the CEO of the

18   Fresno County Chamber of Commerce.  We represent about 1000

19   businesses, large and small in Fresno County.  And I'll keep

20   my comments brief because so many people have been so

21   eloquent about it.

22             But our Board and membership believes that this

23   process should be slowed down and should be led by the

24   governor and the legislature, and that the rules should be

25   made after a much larger process throughout the state.  I

�

0036

 1   agree with one of my colleagues who spoke earlier and said

 2   that when big businesses get hurt, little businesses also

 3   get hurt, the suppliers, the -- even the landlords, the --

 4   and all of the downstream people who are involved with these

 5   things will get hurt.

 6             And in our county, we cannot afford to lose any

 7   more businesses to other states.  So, again, we believe that

 8   California should be the leader -- the global leader in AI.

 9   And we really urge you to slow the process down.  Thank you

10   for the opportunity to speak.

11            MS. MARZION:  Thank you.

12             Jackson, I'm going to unmute you at this time.

13   You'll have three minutes to make your comments, so please

14   begin as soon as you're ready.

15            MR. NUTT-BEERS:  Good morning, Chair Urban and

16   members of the California Privacy Protection Agency Board.

17   My name is Jackson Nutt-Beers, speaking on behalf of the San

18   Francisco Chamber of Commerce.

19             While our members value consumer protections, we

20   caution against overregulation that could hinder innovation

21   and exceed the agency's authority, especially where it

22   extends into general AI regulation.  AI policies should be

23   guided by the legislature and the governor, who can

24   comprehensively evaluate implications across various sectors

25   and set a cohesive policy direction rather than by isolated
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 1   agency action.

 2             AI represents a massive growth opportunity for

 3   California and has hasty restrictive regulations with risk

 4   undermining the state's competing edge and the economic

 5   gains AI can provide.  Given the legislature's ongoing AI

 6   related initiatives, we urge the California Privacy

 7   Protection Agency Board to pause formal rulemaking until

 8   these efforts conclude, allowing alignment with state

 9   priorities and statutory authority.  Thank you.

10            MS. MARZION:  Thank you.

11             Victor Reyes, I'm going to mute you this time.

12   You'll have three minutes to make your comments, so please

13   begin as soon as you're ready.

14            MR. REYES:  Hi, good morning, Chair and Board

15   Members.  My name is Victor Reyes, here on behalf of VICA,

16   the Valley Industry Commerce Association.  We're a business

17   advocacy association in the San Fernando Valley,

18   representing over 400 businesses and 245,000 in LA County.

19             Today I want to discuss the draft regulations

20   regarding the automated decision-making technology and its

21   potential implications for California's economy and our

22   businesses.  While we appreciate the need for consumer

23   protection, the proposed regulations could result in

24   significant unintended consequences.

25             The requirement for businesses to provide multiple
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 1   constant notifications and conduit extensive audits, could

 2   lead to consumer frustration and discourage them from

 3   completing online transactions.  Small businesses, which

 4   depend on digital engagement, will particularly struggle

 5   with the burdensome regulations.

 6             The complexity of compliance could drive up costly

 7   significant and forcing many to divert resources away from

 8   innovation just to meet regulatory demands.  For example, a

 9   food delivery platform would face a challenge of treating

10   each operational update as a significant decision, creating

11   a regulatory environment that could hinder their ability to

12   improve efficiency and service.

13             Furthermore, the potential economic ramifications

14   are stark.  Assessments indicate that the regulations could

15   lead to a reduction of 27 billion in California's gross

16   product and hundreds of thousands of jobs lost by 2034.  And

17   this is absolutely unacceptable in our current economic

18   climate.

19             We also urge the agency to align its approach with

20   the governor's executive order on AI, which emphasizes the

21   promotion of beneficial technology use while avoiding a

22   fragmented regulatory landscape.  It's vital that these

23   discussions occur in a transparent and inclusive manner, led

24   by the legislature to ensure that all stakeholders have a

25   voice.
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 1             It's for these reasons that we strongly encourage

 2   the agency to reconsider advancing these draft regulations

 3   without further stakeholder engagement.  A more thoughtful

 4   approach is essential to protect consumers while fostering

 5   an environment that is nurturing of innovation and

 6   supporting California's economy.  Thank you.

 7            MS. MARZION:  Thank you.  Flo Hunter, I'm going to

 8   unmute you at this time.  You'll have three minutes, so

 9   please begin as soon as you're ready.

10            MS. HUNTER:  Hi, I just have a question.  I've been

11   hearing a lot of public comment on ADMTs during this section

12   of public comments, which I thought was for items that were

13   not on the agenda.  I just want to confirm that there will

14   be time on the agenda -- on Agenda Item 3 for comments, or

15   should I have my speaker speak now.

16            MS. URBAN:  Thank you so much for the question.

17   Yes, this is open public comments so people can choose on

18   what they would like to comment.  We will also have public

19   comments specifically on that agenda item.

20            MS. HUNTER:  Thank you.

21            MS. MARZION:  George Boutros, I'm going to unmute

22   you this time.  You'll have three minutes to make your

23   comments, so please begin as soon as you're ready.

24            MR. BOUTROS:  Hello, and thank you and good

25   morning, Chair and Board Members.  My name is George
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 1   Boutros, and I'm here on behalf of Orange County Business

 2   Council.  Thank you for allowing me to speak this morning,

 3   specifically on Agenda Item number 3 regarding your

 4   consideration for formal rulemaking on automated

 5   decision-making technology risk assessments among other

 6   things.

 7             These new risk assessments require -- requirements

 8   add significant costs to California businesses and would

 9   impact operations.  Risk assessments require a weighing of

10   sometimes unquantifiable costs and benefits, including the

11   potential for discrimination, economic, and reputational

12   harms, the potential for inducing stress or anxiety, among

13   other things.

14             These burdensome regulations could apply to any

15   company that works with independent contractors and uses

16   technology to assist in structuring that work, including

17   companies and industries like financial services, housing,

18   insurance, education, healthcare, and some everyday retail

19   goods like groceries and pharmaceuticals, among a slew of

20   other business industries.

21             Complying with these in complex regulations,

22   providing opt-out -- opt-out rights, technical disclosures,

23   and risk assessment could lead to fewer job opportunities

24   for a local workforce and make it too complicated and costly

25   for our local businesses to innovate throughout the state.
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 1             In summary, Orange County Business Council is

 2   opposed to burdensome privacy regulations that would stifle

 3   commerce while providing little protection to the consumer.

 4   With that, I thank you for giving me the time to speak today

 5   and bring forward these concerns that impact businesses in

 6   Orange County and throughout the state.  Thank you for your

 7   time and consideration.

 8            MS. MARZION:  Thank you.  Nate Hadley, I'm going to

 9   mute you at this time.  You'll have three minutes, so please

10   begin as soon as you're ready.

11            MR. HADLEY:  Thank you so much.  Sorry.  I -- my

12   name's Nate Hadley.  I represent the alliance to preserve

13   California's innovation and technology economy.  We consist

14   of about 80 different organizations, some of which have

15   spoken today.  And I'll let the smarter folks talk on the

16   ADMT impacts and things like that.

17             We wanted to raise a few concerns outside of the

18   agenda items today.  One being, first, thank you, Board

19   members, for pushing this meeting back to a later date that

20   wasn't on a holiday that many of the Californians observe.

21             Unfortunately, we -- a few of our members are

22   struck between a rock and a hard place, wanting to

23   participate in today's hearing with the CPPA, and also want

24   to participate in the California Air Resource Board that is

25   meeting right now as well, looking to also add costs to the
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 1   California economy.

 2             We -- with the impact assessment that we've

 3   rigorously reviewed and the standardized regulatory impact

 4   assessment that you've put out, we ae -- we are grossly

 5   concerned with the impact that your own numbers implies that

 6   66 percent of the businesses that you show are going to be

 7   impacted are actually small businesses that don't have the

 8   overhead.

 9             The fact that we are okay with a job loss of

10   100,000 or more jobs after we've already had a large job

11   loss in the industry -- the technology industry with a lot

12   of layoffs in the past two years, we're not okay with losing

13   jobs and forcing businesses to choose whether they want to

14   do business in California or do business elsewhere.

15             We pride ourselves just as the governor does and

16   his -- and the legislature that we are the technology and

17   innovation capital of the world.  We want to make sure that

18   we are preserved here in California.  We don't want to see

19   job losses and $30 plus billion impacts to profit margins

20   within the small business industry on top of a $27 billion

21   gross state product loss.

22             And then from there, that's just the start.  Each

23   year after year with the cybersecurity audits, the ADMT

24   audits, the risk assessment audits, we're -- it's just -- it

25   continues to go on.  And we're already facing a $68 billion

�

0043

 1   deficit in California that we're not okay with more being

 2   added to that.  So, thank you very much for the time.

 3            MS. MARZION:  Thank you.

 4             Kyle Shannon, I'm going to unmute you at this

 5   time.  You'll have three minutes to make your comment, so

 6   please begin as soon as you're ready.

 7             Kyle Shannon, please begin as soon as you're

 8   ready.

 9            MR. SHANNON:  Hello?  Can you hear me now?  Can you

10   hear me now.

11            MS. MARZION:  We can hear you, but not very loud.

12   If you can speak up a little bit louder.  Thank you.

13            MR. SHANNON:  How about that?  Is that better.

14            MS. MARZION:  Much better.  Thank you.

15            MR. SHANNON:  Okay.  Great.  Thank you, Chair Urban

16   and Board members for the opportunity to speak today.  I'm

17   Kyle Shannon.  I'm the founder of the AI Salon, a community

18   of nearly 2,000 AI optimists creators and business

19   professionals with many members in California.  I'm also CEO

20   of Storyvine, an automated video storytelling platform with

21   enhanced AI features.

22             Over the years, I've seen how technology can

23   transform industries and improve lives if it's allowed to

24   grow thoughtfully and sustainably.  Today I'd like to

25   discuss the proposed opt-outs for the automated
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 1   decision-making technologies or ADMTs.

 2             First, regarding the consumer opt-out of AI data

 3   processing, I fully support the idea that consumers should

 4   have the right to opt-out.  However, the requirement that

 5   small businesses maintain an alternative non-AI or perhaps

 6   manual data processing system is overly burdensome.  For

 7   small businesses like mine, maintaining two separate systems

 8   just to process a small number of opt-outs is simply not

 9   feasible.

10             The reality for those of us -- for those who

11   prefer non-AI alternatives, it's fair to suggest they look

12   elsewhere, just like they do with online college

13   applications that no longer maintain paper or manual

14   options, or automated toll booths that no longer take cash.

15   We need to ensure that the regulations don't hinder small

16   businesses by imposing impractical requirements.

17             The second opt-out proposal allows consumers to

18   prevent their data from being used to train AI models.  I

19   understand and support the need for this option, but we must

20   also understand the risk if too many people opt-out.  Every

21   system, whether AI or human, learns and improves with data.

22   All of us and all businesses use historical data to improve

23   our decision-making.  Restricting AI from learning the --

24   with data risks reducing its effectiveness, negatively

25   impacting both consumers and businesses.
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 1             Moving on to risk assessments.  To make ADMT risk

 2   assessments feasible for small businesses, I propose a

 3   tiered approach.  Low risk tools, such as those used for

 4   consumer management or routine payment processing, should be

 5   exempt from extensive assessments.  A simple checklist or

 6   vendor certification should suffice for basic compliance.

 7   For more complex tools, guided templates would allow

 8   businesses to complete the compliance without hiring costly

 9   consultants.

10             In closing, standardized easy to use notice

11   templates would help streamline compliance and phase

12   deadlines would allow small businesses the time they need to

13   adapt without disrupting their operations.  Let's focus on

14   protecting consumers while also fostering innovation and

15   supporting the growth of small businesses in this evolving

16   AI landscape.  Thank you so much for your consideration and

17   time.

18            MS. MARZION:  Thank you.

19             Anika Gandhi, I'm going to unmute you at this

20   time.  You'll have three minutes, so please begin as soon as

21   you're ready.

22             Anika Gandhi, please begin as soon as you're

23   ready.

24            MS. GANDHI:  Can you hear me.

25            MS. MARZION:  If you could speak up a little bit
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 1   louder.

 2            MS. GANDHI:  Is that better.

 3            MS. MARZION:  Yes, that's better.

 4            MS. GANDHI:  Okay.  Good morning, Chair Urban and

 5   Board members.  Thank you for helping keep Californian's

 6   data safe and secure.  Thank you also for allowing me to

 7   offer my views on the draft regulations for businesses like

 8   mine that rely on automated data-driven online advertising.

 9             I'm concerned that these regulations will

10   negatively impact my website and badly hurt my growing

11   business.  I am Anika Gandhi and I live in Orange County.

12   I'm an engineer turned online woodworking teacher, and I

13   help people learn woodworking skills to complete all kinds

14   of household and small construction projects.

15             My website, Anika's DIY Life, helps me earn money

16   in three ways.  First, businesses pay me to play sponsored

17   content in front of the audience, second, I sell

18   advertising, and third, people sign up on my website for

19   tutorial sessions.  I can only generate income if people

20   visit my website.

21             Even as a small website or a small business, my

22   website gets more than 100,000 hits annually.  So the

23   regulation will require me to create all sorts of new user

24   notices and pop-up notifications.  And I'm worried that

25   confusing notices and pop-up screens will drive people away,
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 1   and they will leave before ever really visiting my site.

 2             My business will quickly shift from growing to

 3   shrinking because we all know that people quickly abandon

 4   websites that are difficult to navigate and full of pop-ups.

 5   If few people visit my website, my business will really

 6   suffer.  I will lose sponsors, make less money selling ads,

 7   and have fewer people sign up for the courses.

 8             Also, if people opt-out of the data powered

 9   advertising, which they may do simply because they are

10   confused by the pop-up screens, all digital ads will become

11   far less valuable because they will not reach the right

12   people.  Forty percent of my revenue comes from digital ad

13   sales, so that will seriously hurt my business.

14             I appreciate your efforts in keeping Californian's

15   data secure, but the draft regulations will make it so much

16   harder for me and other small independent publishers to stay

17   in business.  Please continue reviewing these regulations.

18   It is wrong to move forward with these regulations when it

19   is clear how they will be hurting small businesses.  Thank

20   you so much for allowing me to speak today.

21            MS. MARZION:  Thank you.

22             Grace Gedye, I'm going to unmute you this time.

23   You'll have three minutes to make your comments, so please

24   begin as soon as you're ready.

25            MS. GEDYE:  Hi, there.  I'm Grace Gedye, and I'm
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 1   with Consumer Reports where I work on AI policy.  Consumer

 2   Reports represents 6 million consumers across the country.

 3   I'd first like to thank the Board for rejiggering the

 4   schedule to make it easier for stakeholders to comment.  I

 5   plan to wait until the next agenda item to comment on the

 6   ADMT regs, but since so many commenters have not done that,

 7   I have decided to jump in too.

 8             I also want to thank their agency for the work on

 9   these draft rules.  The effort to give Californian consumers

10   some transparency and agency when it comes to automated

11   decision systems is particularly important.  Every day,

12   Californians are being evaluated for rental units,

13   mortgages, health services, job opportunities, and spots in

14   top schools by automated decision systems.

15             These predictive AI systems may, in practice,

16   function poorly.  They may latch onto factors that tend to

17   correlate with the desired outcome, but are not in fact

18   important.  For example, a hiring algorithm may notice that

19   in the past a company was more likely to hire applicants

20   with bookshelves in the backgrounds of their video

21   interviews.  They might therefore rate candidates highly in

22   part based on the presence of a bookshelf.  That's a real

23   example, by the way.  AI hiring company Retorio was found to

24   work precisely that way.

25             Every day, Californians are completely in the dark
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 1   about how their personal data is being repurposed to make

 2   these decisions.  For these reasons, I commend the CPPA for

 3   working on the ADMT rulemaking.  These rules are clearly in

 4   the public interest and well within the agency's authority

 5   under CPRA Section 1798.185, subsection 15.

 6             I don't doubt the agency heard from business

 7   groups pushing back on these rules with every rationale

 8   imaginable.  Business groups, large and small, will always

 9   have more resources and more staff to show up at every

10   public meeting and have their point of view heard.  But the

11   balance of who shows up to Board meetings is not

12   representative of what Californians want.  It's

13   representative of who has the money to advance their

14   interests.

15             Since consumers can't always show up to Board

16   meetings, Consumer Reports commissioned a nationally

17   representative poll of more than 2000 US adults by NORC at

18   the University of Chicago.  Their survey focused on how

19   people feel about the use of AI and algorithms to make

20   decisions about their lives, such as allowing algorithms to

21   evaluate virtual job interviews or allowing algorithms to

22   screen you as a potential tenant.

23             Across these examples and more, majorities of

24   Americans said they were uncomfortable with AI or algorithms

25   making these kinds of decisions.  We also asked Americans
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 1   about whether they'd want to know specifically what

 2   information in AI system used about them to make a job

 3   decision.  We also asked whether they'd want the opportunity

 4   to correct any incorrect personal information an ADMT relied

 5   on.

 6             These two forms of transparency -- these are two

 7   forms of transparency these draft rules would provide.

 8   Overwhelmingly, and across all demographic groups, including

 9   age, income, and political self-identification, Americans

10   did want that information.  CR looks forward to providing

11   more detailed feedback on the draft rules once they --

12            MS. MARZION:  That is your time.  Thank you.

13             Justine Murray, you -- I'm going to unmute you at

14   this time.  You'll have three minutes to make your comment,

15   so please begin as soon as you're ready.

16            MR. MURRAY:  Good morning, Chair and Board members

17   of the California Privacy Protection Agency.  My name's

18   Justine Murray.  I'm speaking on behalf of the San Diego

19   Regional Chamber of Commerce.  I'm the executive director of

20   public affairs.  We represent over 2,200 member businesses

21   and over 300,000 jobs.  Our mission is to make the San Diego

22   region the best place to live and work.

23             San Diego is also home to some of the state and

24   the country's top tech companies.  We're greatly concerned

25   with the proposed draft rulemaking actions that many have

�

0051

 1   been speaking about this morning.  Brushing the regulation

 2   will impose significant burdens to California consumers,

 3   innovators, and businesses.

 4             While we understand the need to create consumer

 5   protection guardrails in evolving technology, it is crucial

 6   that rules and regulations are created from a purposeful and

 7   thorough engagement process that takes in the economic

 8   realities of this industry.  We're concerned that the agency

 9   is developing a framework for regulating AI without

10   providing sufficient opportunity to receive or consider

11   feedback from all pertinent stakeholders.

12             As you've heard from others, the proposed action

13   is not in line with the governor's executive order on AI

14   that directs agencies to consider how to deploy AI for the

15   benefits of Californians while avoiding overly burdensome

16   and confusing regulations across various state agencies.

17   Our state is a global reader -- leader in AI research

18   development and deployment.

19             The San Diego region is also poised to be an up

20   and coming hub for AI technology.  Experts have said that we

21   are poised to be the eighth biggest AI hub in the country

22   given its position as a leader in the state's innovation

23   economy.  Rushing to regulation harms our consumers, small

24   businesses, our state's economy, and San Diego's ability to

25   harbor a successful binational regional economy.
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 1             Under these proposed actions, organizations using

 2   ADMT would need to provide pre-use notices to consumers and

 3   allow them to opt-out and be tasked with conducting audits,

 4   these technologies to attempt to identify risks of bias.

 5   This could require changes to existing systems and workflows

 6   and new novel compliance changes.

 7             Implementing transparency measures will stifle

 8   innovation and discouraged new developments because every

 9   time a business implements a new automated technology, it

10   must conduct new risk assessments and draft new disclosures.

11             Proper regulation of AI and similar tech

12   distinguishes between the everyday uses of these

13   technologies and the truly critical uses of these

14   technologies that have significant real world consequences.

15   We urge you to consider not moving forward with the proposed

16   rulemaking, and engage in a robust and deliberative process

17   regarding any potential rulemaking and regulations that

18   defect the deployment of AI technology in California and in

19   San Diego.  Thank you.

20            MS. MARZION:  Thank you.

21             Annette Bernhardt, I'm going to unmute you at this

22   time.  You'll have three minutes.  And go ahead and speak

23   when you're ready.

24            MS. BERNHARDT:  Good morning, everybody.  My name

25   is Annette Bernhardt, and I direct the technology and work
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 1   program at the UC Berkeley Labor Center.  With the advent of

 2   big data and artificial intelligence, employers in a wide

 3   range of industries are increasingly capturing, buying, and

 4   analyzing worker data, electronically monitoring workers,

 5   and importantly, using algorithmic management to make

 6   critical employment related decisions.

 7             And yet, California is the first and only place in

 8   the US where workers are starting to gain basic rights over

 9   their data and how employers use that data to make critical

10   decisions about them.  That's why labor groups and other

11   worker advocates are paying such close attention to the CCPA

12   rulemaking process because the stakes are high.

13             These proposed regulations will be absolutely

14   critical to realizing the promise of the CCPA to protect

15   both workers and consumers in the rapidly escalating use of

16   data-driven technologies in all facets of our lives.  In

17   February, we joined a group of worker advocates in

18   submitting a letter to the CPPA, outlining several

19   principles for the rulemaking process.  That was based on an

20   extensive body of research and workers experiences on the

21   ground.

22             The first principle was that the scale and scope

23   of data-driven technologies in the workplace necessitate

24   broad protections for workers.  In particular, this

25   principle underlines how crucial the draft ADMT regulations
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 1   are, and suggests several priorities.  One, to expand the

 2   definition of automated decision-making technology.  Two, to

 3   strengthen notice and access rights for workers when an

 4   employer has used an ADMT to make a decision about them.

 5   And, three, restore a meaningful right for workers and

 6   consumers to opt-out of consequential ADMT systems.

 7             The second principle was that full transparency

 8   and disclosure are critical rights for workers given the

 9   often hidden nature of algorithmic systems in the workplace.

10   And in the context of current draft regulations, that

11   principle suggests several priorities.  One, to strengthen

12   the required elements of risk assessments.  Two, to clarify

13   the role of workers in unions and risk assessments.  And

14   three, to strengthen the power of the CCPA to act on risk

15   assessments.

16             In closing, by covering workers in the CCPA and

17   adopting strong regulations like you are currently

18   considering, California has a historic opportunity to lead

19   the US in ensuring that data-driven technologies benefit and

20   do not harm workers.  I want to thank Executive Director

21   Soltani, agency staff, and Board members for your committed

22   work on these draft regulations, and thank you for the

23   opportunity to comment.

24            MS. MARZION:  Thank you.

25             Tim Newman, I'm going to unmute you at this time.
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 1   You'll have three minutes, so please begin as soon as you're

 2   ready.

 3            MR. NEWMAN:  Thank you.  And can you hear me.

 4            MS. MARZION:  Yes, we can hear you.

 5            MR. NEWMAN:  Good afternoon.  My name is Tim

 6   Newman, and I'm assuring these comments on behalf of

 7   TechEquity.  We have conducted participatory research with

 8   contract workers and surveyed renters in California about

 9   the impact of automated decision-making technologies.  The

10   use of these technologies by employers and landlords

11   represents one of the most important issues that is already

12   shaping the lives of California's workers and renters with

13   profound equity implications.

14             The workers we spoke to reported how ADMTs control

15   their workload, performance evaluations, and at times their

16   pay.  Workers described how their work product was often

17   reviewed and assessed by an algorithmic or automated

18   process, which sometimes denied submissions of work product,

19   deemed their work product insufficient or low quality, were

20   set unstable productivity quotas based on information that

21   was unknown to workers.

22             Workers were subject to physical and mental stress

23   as they struggled to deal with the lack of transparency in

24   factors determining their working conditions and livelihoods

25   throughout the entire employment process.  We found a
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 1   similar lack of transparency in the use of tenant screening

 2   algorithms.

 3             While ADMTs are used to make recommendations to

 4   landlords about whether to approve or deny applicants, our

 5   California tenant survey of 1,100 respondents found that

 6   renters are largely unaware of how these decisions are made,

 7   or even whether the technology was used at all.

 8             Landlords overseeing small portfolios or renting

 9   at lower income levels are more likely to follow screening

10   recommendations without additional due diligence,

11   highlighting the increased vulnerability of under protected

12   renters.  Black and Latinos renters were nearly twice as

13   likely to have their applications denied as white

14   respondents in our survey.

15             These findings show that ADMTs trained on massive

16   troves of personal data sets are likely to compound and

17   perpetuate biases and often lack context that's required by

18   law to ensure equitable treatment.  Vulnerable tenants and

19   contract workers we spoke to have little insight into these

20   decision-making processes and few options to challenge their

21   outcomes.

22             These examples underscore three key principles for

23   rulemaking.  One, full transparency, explainability, and

24   disclosure is necessary given the opaque nature of these

25   systems and their ability to make critical decisions.
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 1             Two, impact assessments should be conducted prior

 2   to and throughout the use of these technologies to determine

 3   likely harms and identify measures to mitigate them.

 4             And, three, workers and renters should receive an

 5   explanation, including what personal data was collected

 6   about them and how is using critical decisions to ensure

 7   that they have information to enforce existing rights and to

 8   identify when a decision made by an ADMT is inaccurate,

 9   discriminatory, or otherwise harmful.

10             We believe that through this rulemaking the CPPA

11   has historic opportunity to enact a clear common sense

12   foundation for the use of ADMTs and to ensure that workers

13   and renters have the opportunity for appropriate information

14   rights and protections.

15             Thank you to the staff and Board for your work on

16   these important regulations and the opportunity to comment

17   today.

18            MS. MARZION:  Thank you.  Ivan Fernandez, I'm going

19   to unmute you at this time.  You'll have three minutes, so

20   please begin as soon as you're ready.

21            MR. FERNANDEZ:  Hello?  Can you hear me.

22            MS. MARZION:  If you could speak up louder, please.

23            MR. FERNANDEZ:  Yes.  Is this a little bit better.

24            MS. MARZION:  Yes.  Thank you.

25            MR. FERNANDEZ:  Perfect.  Hello, everyone.  Ivan
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 1   Fernandez, legislative advocate with the California Labor

 2   Federation of Labor Unions and also speaking on the behalf

 3   of UFCW State Council, here to express our support of the

 4   ADMT regulations that will be discussed in our next agenda

 5   item.

 6             Automated decision-making technology will continue

 7   to expand in usage across all industries, impacting

 8   countless workers.  ADMT can affect workers in a multitude

 9   of ways due to the wide range of uses the technology can

10   fulfill.  As a result, a regulatory framework must contain

11   broad worker protection that respond to the range of uses

12   and potential harms.

13             The proposed ADMT regulations are a positive step

14   towards protecting workers from unknown and unscrupulous

15   ADMT usage by employers.  We appreciate the Board's

16   proactive approach to regulate expanded ADMT use.  While we

17   are in support of the draft regulations, we additionally and

18   respectfully urge the Board to strengthen the draft regs

19   based on the principles we, along with the coalition of

20   worker advocates, provided in a letter sent earlier this

21   year based on the experience of workers.

22             Specifically, we urge that the definition of ADMT

23   be expanded, that ADMT use notification be strengthened, and

24   that the opportunity for workers to opt-out of consequential

25   ADMT systems be restored.  With these additions, the CCPA
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 1   can provide first in the nation protection for workers in

 2   the new digital age, and will be able to demonstrate that

 3   data-driven technologies can be utilized to be -- to benefit

 4   rather than harm workers.

 5             Thank you for the opportunity to comment and for

 6   the continued work on these draft regulations.

 7            MS. MARZION:  Thank you.

 8             Rin, I'm going to unmute you at this time.  You'll

 9   have three minutes, so please begin as soon as you're ready.

10            MS. ALAJAJI:  Hello?  Can you hear me.

11            MS. MARZION:  Yes, we can hear you.

12            MS. ALAJAJI:  Good morning, Chair, members of the

13   Board.  My name is Rin Alajaji and I'm the legislative

14   activist at the Electronic Frontier Foundation.  We

15   appreciate your work on the next agenda item on automatic

16   decision meeting -- decision-making technologies.  And thank

17   you for the opportunity to speak today.

18             EFF has joined two letters to the agency,

19   outlining some priorities for what we'd like to see in the

20   final regulations.  And we support the agency's work to

21   continue to clarify and strengthen them for workers and

22   consumers.  California's personal data is being repurposed

23   every day to train automated decision-making technologies,

24   and we applaud the California Privacy Protection Agency for

25   applying its expertise and leveraging its authority to
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 1   provide Californians with basic transparency and recourse

 2   via this rulemaking.

 3             The US workplace is rapidly becoming a major site

 4   for the deployment of AI and other digital technologies, and

 5   that is a trend that will only escalate going forward.  Full

 6   coverage by the CCPA is a critical first step to ensure that

 7   California workers have the tools necessary to advocate for

 8   their rights in the 21st century data-driven workplace.

 9             These are very difficult issues and we recognize

10   that California's leading the way in crafting regulations to

11   address them.  So, again, I think -- I would like to thank

12   everyone that's involved in drafting these regulations for

13   your work and for the opportunity to speak today.

14            MS. MARZION:  Thank you.

15             Kara Williams, I'm going to unmute you at this

16   time.  You'll have three minutes, so please begin as soon as

17   you're ready.

18            MS. WILLIAMS:  Hello?  Can you hear me.

19            MS. MARZION:  Yes, we can hear you.

20            MS. WILLIAMS:  Okay.  Great.  Thank you.  Hello, my

21   name is Kara Williams and I'm a lawyer at the Electronic

22   Privacy Information Center or EPIC.  EPIC is an independent

23   research and advocacy center focused on protecting privacy

24   in the digital age.

25             I'd like to start by commending the agency's work
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 1   to protect the privacy of Californians from data harms

 2   connected to automated decision-making technologies.  The

 3   draft regulations are a vital part of protecting the rights

 4   of Californians because these ADMTs are increasingly being

 5   used in high stakes decisions about people's lives and

 6   wellbeing, including important decisions about housing,

 7   employment, and healthcare.

 8             Today, I'd like to focus on one crucial feature of

 9   risk assessments under the draft regulations, transparency.

10   First, risk assessment transparency is in the best interest

11   of both Californians and the agency itself.  Making risk

12   assessment information public can make agency enforcement

13   more effective by enabling advocates, academics, and other

14   interested parties to support the agency's review of risk

15   assessments.

16             Making this information public by default can

17   reduce the administrative costs of fielding California

18   Public Records Act requests or related lawsuits.  And risk

19   assessment transparency itself can be an effective incentive

20   for businesses to proactively improve their own data

21   practices, and can prevent a race to the bottom that harms

22   California consumers.

23             Second, risk assessment transparency aligns with

24   core features of both California law and the California

25   Constitution.  Article 1 of the California Constitution
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 1   enshrines the people's right of access to information

 2   concerning the conduct of the people's business.  And the

 3   agency's proposed risk assessment requirements fall squarely

 4   within the ambit of the people's business.

 5             Businesses are obligated to complete risk

 6   assessments to determine whether the risks to consumer's

 7   privacy from the processing of their personal information

 8   outweighs the benefits to the consumer, the business, other

 9   stakeholders, and the public.  These risk assessments are

10   completed for the purpose of regulatory compliance and

11   disclosure, not for private economic growth.

12             This is particularly important because the risk

13   assessments are not, nor should they be, trade secrets under

14   the California Uniform Trade Secrets Act.  Finally, much of

15   the information that must be included in risk assessments

16   under the agency's draft regulations is already meant to be

17   public under the CCPA.

18             Under the CCPA's notice that collection

19   requirement, for example, businesses must directly inform

20   consumers of the purpose for data collection, the categories

21   of personal information, the business plans to collect, and

22   the business' data retention plan.  All of which map onto

23   the first three categories of information required under the

24   CCPA's risk assessment requirement, as well as the entirety

25   of what is required for the abridged risk assessments.
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 1             Centering transparency and regulating automated

 2   decision-making technologies is key to protecting

 3   California's rights in the digital age, and the agency

 4   should vote to advance these important regulations.

 5             Thank you for your time today, and EPIC looks

 6   forward to continuing to be a resource for the agency.

 7            MS. MARZION:  Thank you.  And it looks like we have

 8   an audience member who'd like to speak.

 9            MS. KIEFFER:  Good morning.  There we go.  Good

10   morning, Board members.  My name is Tasia Kieffer and I'm

11   here on behalf of the Los Angeles County Business

12   Federation, also known as BizFed.  BizFed is composed of

13   over 245 diverse business organizations, representing

14   420,000 employers and 5 million employees across Southern

15   California.  Thank you for allowing public comment today.

16             The business community understands the importance

17   of having consumer protection guardrails in place as

18   technology continues to rapidly develop and expand.  We also

19   understand that the CPPA's intent with the proposed

20   regulations is to ensure that consumer privacy remains a

21   primary focus as new technologies are developed, but

22   California cannot afford to get this wrong.

23             We ask the CPPA pause and align its work with

24   comprehensive AI legislation from the state legislature per

25   governor Newsom's directives to avoid exceeding its mandate

�

0064

 1   and ensure regulations serve Californian's effectively.

 2   Advancing these regulations as they are now is premature and

 3   detrimental to the public and small businesses.

 4             In fact, according to the CPPA's own impact

 5   assessment, highlights projected negative macroeconomic

 6   impacts over the next 12 years in California.  It states, "A

 7   staggering $31 billion in direct cost to businesses, $50

 8   billion shortfall in investments, a $27 billion loss in

 9   gross state product, and the loss of over 98,000 jobs just

10   in California." Yet there is no empirical data provided in

11   the impact assessment showing tangible benefits from these

12   regulations, only theoretical ideas.

13             Additionally, what may be more concerning is that

14   the CPPA's economic impact assessment also found that out of

15   the businesses identified who must comply with the rules, 66

16   percent of them are small businesses, many of which will not

17   be able to afford the cost to comply.

18             California already faces a $68 billion deficit.

19   These rules threaten to deepen that deficit by constraining

20   businesses and weakening state income.  These rules will

21   burden employers that use ADMT in hiring, work allocation,

22   compensation, and other significant employment decisions.

23             Many small businesses use ADMT for marketing to

24   new consumers.  However, these businesses will face a

25   revenue loss due the inability to monetize website traffic
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 1   as stated in previous public comments here today, Specific

 2   industries such as finance services, housing, insurance,

 3   education, and criminal justice are directly targeted.  New

 4   consumers -- excuse me.

 5             Meanwhile, government and public agencies like

 6   yourself do not have to -- are exempt from complying with

 7   the rules that you are setting forth today.  And,

 8   respectfully, we requested the agency collaborate with the

 9   business community to develop balance regulations that

10   safeguard privacy without stifling innovation or economic

11   growth.

12             Board members, please know that our door is open

13   for meaningful dialogue and collaboration to ensure

14   California gets this right for its businesses, economy, and

15   people.  Let me remind you that business is what makes

16   California work.  Thank you.

17            MS. URBAN:  Thank you very much, Ms. Kieffer.

18             The Board needs to take a short break.  We will

19   return to public comment as soon as we are able to do that.

20   Can we take 10 minutes and come back at 10:34?  Thanks so

21   much.

22                              (RECESS)

23            MS. URBAN:  Good morning again, everyone.  Welcome

24   back.  Thank you for letting us take some time for a break.

25   I think that's the problem with filling ourselves for lots
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 1   of comments with lots of coffee.  And with that, I would

 2   like to return to Ms. Marzion and the queue.

 3            MS. MARZION:  Thank you.

 4             Dalton Cline, I'm going to unmute you at this

 5   time.  You'll have three minutes, so please begin as soon as

 6   you're ready.

 7             Dalton Cline, please begin as soon as you're

 8   ready.

 9            MR. CLINE:  My hand was just up from last time.

10   Sorry.

11            MS. MARZION:  Okay.  Thank you very much.

12             Carmen Comsti, I'm going to unmute you at this

13   time.  You'll have three minutes.  Please begin as soon as

14   you're ready.

15            MS. COMSTI:  Good morning and thank you, Chair

16   Urban and the Board.  I'm Carmen Comsti, lead regulatory

17   policy specialist with the California Nurses Association

18   National Nurses United, the largest labor union of RNs in

19   California, representing over 100,000 RNs in the state.

20             CNA urges the agency to advance the draft ADMT

21   rule to formal rulemaking and to ensure that the rule is

22   strengthened to ensure the strongest protections for workers

23   and consumers.  Healthcare employers are increasingly using

24   automated patient monitoring technology and clinical

25   decision-making algorithms that automate deskill and devalue
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 1   the work of nurses.

 2             The use of automated tools in clinical prediction

 3   and assessment leaves patients without the human to human

 4   relationship, that is the basis for nursing, undermining

 5   nurses professional judgment, and threatening both patient

 6   and worker safety.

 7             Clinical ADMTs feed into healthcare employers

 8   algorithmic management systems, and can result in increased

 9   workloads, dangerous understaffing, and heightened pressure

10   by management to work faster than is safe for patients and

11   workers.

12             As nurses, CNA members adhere to the precautionary

13   principle, which we urge the agency to use as it develops

14   its ADMT regulation.  The precautionary principle means that

15   the agency should ensure that ADMTs are proven safe,

16   equitable, and will not result in harm before they are

17   deployed.

18             It is the role and responsibility of this agency

19   as authorized by statute to develop protections against

20   harms from ADMTs.  Your regulations must be drafted broadly

21   to ensure pre-market testing and regulatory approval of any

22   new technology before they are deployed, and with ongoing

23   monitoring to ensure that they are safe, effective, and

24   equitable.

25             There must be clear red lines established around
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 1   the use of these tools to ensure that they do not replace

 2   nurses or other workers' judgment, and do not put patients

 3   and consumers at risk.  As others have commented, there must

 4   be clear and robust opt-outs for workers and consumers.

 5             The burden of demonstrating safety should rest

 6   with employers and developers, not patients and their

 7   caregivers, not working families and essential workers.  If

 8   CPPA does not move forward with rulemaking today, it will

 9   have a cost for workers and consumers, their lives and their

10   livelihoods as harmful ADMTs expand rapidly.

11             Without regulatory protections, developers and

12   deployers are shifting the burden of identifying unsafe and

13   harmful ADMTs onto workers and consumers.  However, these

14   corporations are the ones that seek to profit off the use of

15   ADMTs, and are pushing the proliferation of these

16   technologies before regulations can be adopted.

17             It is important that rulemaking is started today.

18   Formal rulemaking can ensure that the agency, like other

19   California processes can have robust discussion and

20   analysis.  Starting the rulemaking process is the beginning,

21   not the end of the discussion.  Thank you so much and we

22   look forward to working with you all more.

23            MS. MARZION:  Thank you.

24             Clint Olivier, I'm going to unmute you at this

25   time.  You'll have three minutes to make your comments, so
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 1   please begin as soon as you're ready.

 2             Clint Olivier, please begin as soon as you're

 3   ready.

 4            MR. OLIVIER:  Yeah.  Thank you very much to the

 5   Board for this opportunity to speak this morning.  My name

 6   is Clint Olivier, and I'm the CEO of the Central Valley

 7   Business Federation or BizFed for short.  We're a grassroots

 8   alliance of over 75 businesses and organizations,

 9   representing 30,000 diverse employees and over -- businesses

10   and over 400,000 employees here in the Central Valley from

11   Kern up to Madera County.

12             Many of my members have been leaders in the

13   technology industry and pride themselves on job creation and

14   entrepreneurship.  They're also advocates for the safe and

15   responsible use of artificial intelligence.  Now, we believe

16   -- our Board believes that the proposed regulations by this

17   agency to create new overarching regulations are detrimental

18   to many of the small and medium sized businesses that I

19   represent.

20             Additionally, they go beyond the scope and mission

21   of protecting consumer data.  We collectively have a couple

22   of major concerns about the CPPA's economic impact -- excuse

23   me, economic impact on 66 percent of the 66,000 businesses

24   they identified as being impacted, those being the small

25   businesses that are the backbone of our economy.
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 1             From the CPPA's risk assessment, the estimated

 2   costs in the first year of annual ADMT requirements,

 3   cybersecurity audits and risk assessments will be more than

 4   1.2 billion, and more than 900 million year after year.

 5   We're also concerned about the CPPA anticipated negative

 6   impacts on the overall California economy after implementing

 7   these suggested regulations.

 8             All their calculations are from 2022, so we

 9   anticipate there are -- they're a little lower given natural

10   inflation our state and nation are dealing with.  The CPPA

11   anticipates a negative $31 billion in direct impact costs

12   and profit margins to businesses.  They also anticipate an

13   investment shortfall of an additional negative 50 billion.

14             Now, over the next 10 to 12 years, they project a

15   net loss of nearly 100,000 jobs while our state already has

16   the second highest unemployment in the country at 5.3

17   percent according to the US Bureau of Labor Statistics.  And

18   that's from last month.

19             Lastly, the CPPA projects a loss of $27 billion in

20   our gross state product, which will ultimately weaken our

21   total economic output production.  We are already $68

22   billion, as we all know, in a deficit here in the State of

23   California.  And our membership -- our Board is asking that

24   we do not make a bad situation worse.

25             Thank you so much for the opportunity to speak.
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 1            MS. MARZION:  Thank you.

 2             Keilen Fong, I'm going to unmute you at this time.

 3   Please begin as soon as you're ready.  You'll have three

 4   minutes.

 5            MR. FONG:  Hi, can you hear me.

 6            MS. MARZION:  Yes.

 7            MR. FONG:  Good morning, Chair and Board members.

 8   My name is Keilen Fong and I'm representing the CalAsian

 9   Chamber.  I'm participating today on behalf of small to

10   medium sized minority and AAPI owned businesses who would be

11   negatively impacted by these draft regulations.

12             The businesses we represent are already dealing

13   with the pressures of rising inflation costs and supply

14   chain demands.  They should not be further burdened by

15   unnecessary regulatory actions, as they do more harm to the

16   businesses themselves than help consumers.

17             The financial harm is underscored in the agency's

18   own economic impact assessment called the standardized

19   regulatory impact assessment, which estimates these

20   regulations will cost businesses more than $3.5 billion.

21   Independent financial analysis conducted by the California

22   Chamber says that the number is actually far lower than what

23   it would be realistically.

24             This is frustrating for businesses, particularly

25   since the goal of these regulations is to -- is supposed to
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 1   be -- to help businesses comply with the CPPA, not bankrupt

 2   them.  Of particular concern to our retail businesses is the

 3   regulation that would create a consumer right to opt-out of

 4   automated decision-making tools used for consumer profiling.

 5   Allowing consumers this opt-out limits e-commerce

 6   businesses' ability to advertise to their own customers,

 7   which is not the goal of the underlying policy.

 8             It also creates confusion for businesses that will

 9   have to create different processes for customer interaction

10   without a compelling consumer reason for this added expense.

11   The scope of these regulations is broad and ill-defined, a

12   point validly raised by CPPA Board Member Mactaaggart during

13   the last Board meeting.

14             We are frustrated that the agency staff has failed

15   to make any changes to the draft regulations to address

16   these very legitimate and widely shared concerns.  We

17   believe the Board should pause, listen to our feedback,

18   narrow the regulations to the law's core purpose, and

19   conduct a thorough economic analysis be more -- before

20   moving forward with regulations.  Thank you.

21            MS. MARZION:  Thank you.

22             Ryan Allain, I'm going to unmute you at this time.

23   You'll have three minutes to make your comments, so please

24   begin as soon as you're ready.

25            MR. ALLAIN:  Hi.  Thank you.  Good morning.  My
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 1   name is Ryan Allain.  I'm speaking on behalf of the

 2   California Retailers Association.  I'm here today on behalf

 3   of our members, which range in size from national brands to

 4   the small and medium retailers across the country and across

 5   our state, to remind the Board that these draft regulations

 6   are not just going to hit big tech companies, but they'll

 7   have a very real impact on a wide swath of California

 8   businesses, which are already reeling from post pandemic

 9   recovery, disrupting supply chains, inflation, high energy

10   costs, and a significant organized retail theft.

11             The Board's own -- as mentioned before, the

12   Board's own standardized regulatory impact assessment

13   estimates of the costs of the regulations on businesses in

14   California would be more than 3.5 billion.  This is even

15   more concerning that the regulations are outside the scope

16   and it's what is necessary for the agency to add clarity for

17   businesses to comply with CCPA, which is supposed to be the

18   goal.  Instead, these regulations are essentially

19   legislating the creation of brand new consumer rights that

20   will have significant impact on California's economy and

21   state budget, all without oversight of the legislative

22   process.

23             Although we provided detailed feedback regarding

24   our concerns with many of the regulations earlier this year,

25   given the time constraints, we'd like to emphasize one draft
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 1   regulation in particular that will have an outsized impact

 2   on the retail industry, the regulation that would create a

 3   consumer right to opt-out of automated decision tool making

 4   for consumer profiling.

 5             CCPA is about giving consumers control over

 6   business selling or sharing their data with others.  It's

 7   not about limiting the ability of businesses to advertise

 8   for their own customers.  These regulations take a long --

 9   completely different direction as what is written in

10   statute, and was approved by the voters.

11             The California businesses -- a California business

12   losing the ability to customize ads for their own customers,

13   as previously mentioned, will result in revenue that the

14   agency has not considered, e-commerce marketplaces that

15   suggest products to their own customers based on past

16   purchases, a common practice will have to redesign their

17   platform and account for two different user experiences.

18             This regulation will also create confusion for

19   businesses rather than streamline compliance.  What happens

20   if a customer opts out of the decision-making tool,

21   automated decision-making profiling, and the ability to show

22   custom first party ads, but does not opt-out of cross

23   contextual behavioral ads?  This confusion will be

24   frustrating to consumers and costly for businesses to

25   navigate compliance.
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 1             As previously mentioned as well, we thank the

 2   Board Member Mactaggart for raising these concerns, this

 3   staggering scope.  We have been discouraged to learn that

 4   the agency staff has declined to take any of his concerns or

 5   industry feedback from past hearings into consideration.

 6             In conclusion, we ask the Board not approve the

 7   draft regulations at this time, and that instead it conduct

 8   a more thorough economic evaluation and submit a revised

 9   narrow draft of regulations prior to proceeding to form of

10   -- formal rulemaking.  Thank you.

11            MS. MARZION:  Thank you.  Madam Chair, I'm not

12   seeing any other hands raised online at this time, but I

13   believe we have an audience member who'd like to make a

14   public comment.

15            MR. CANETE:  Thank you.  Good morning, CPPA Board

16   members.  Julian Canete with the California Hispanic

17   Chambers of Commerce, which is comprised of over 130 Latino

18   and diverse chambers throughout California, representing not

19   only the over 800,000 Hispanic owned business, but diverse

20   businesses across the state.

21             On behalf of our membership, I have a couple of

22   key points I would like to highlight for you this morning.

23   Let me start with an ask.  Respectively, we are asking that

24   CPPA rethink the findings of the standardized regulatory

25   impact assessment before it votes to move any of the
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 1   regulations today.  3.5 billion in initial implementation

 2   costs with ongoing costs of 1 billion for the next 10 years

 3   is a real number that many of our small and diverse

 4   businesses represent -- that we represent, too many of our

 5   businesses.

 6             California is facing potentially double digit

 7   billion deficit in 2025, and the cost of CPPA regulations

 8   can only make that number worse.  Second, nothing in

 9   Proposition 24 authorizes regulation of AI by the CPPA.  Let

10   me read part of Governor Newsom's veto message of SB 1047

11   this year.  "I'm committed to working with the legislature,

12   federal partners, technology expert, ethicist, and academia

13   to find the appropriate path forward, including legislation

14   and regulation, given the stakes protecting against actual

15   threats without unnecessarily thwarting the promise of this

16   technology to advance the public good.  We must get this

17   right."

18             We are asking CPPA to remove AI from the ADMT

19   regulations.  It does not belong there.  And AI is coming

20   back to the legislature in 2025.  So getting ahead of them

21   is pointless and adds unnecessary costs for businesses.  Let

22   me paint a picture of what AI could look like from where we

23   -- where we stand.  CPPA adopts an AI regulation in 2024.

24   Implements in early 2025.  The legislature passes the

25   conflicting AI legislation in late 2025.  Our business
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 1   owners will now have to spend unnecessary money to undo

 2   compliant -- to undo CPPA compliance.

 3             Finally, in theory and as CPPA interprets its

 4   regulations, the CPPA regulations do not affect our members

 5   because they only affect big companies.  In real life, this

 6   is not true.  When business is impacted by this regulation,

 7   leave California, it will land on us and not any of you.

 8             Respectively, we think a prudent approach is to

 9   advance the cybersecurity and risk assessment regulations,

10   and to collaborate with the -- with Governor Newsom and the

11   legislature on ADMT and AI.  Thank you.

12            MS. MARZION:  Thank you.

13             Gilbert Lara, you -- I will unmute you at this

14   time.  You'll have three minutes.  Go ahead and start when

15   you're ready.

16            MR. LARA:  Good morning, Board members.  My name is

17   Gilbert Lara on behalf of Biocom, California.  Biocom

18   California is a nonprofit organization representing over

19   1800 life sciences companies and resource institutions

20   across the state.  Our industry's committed to protecting

21   private privacy and maintaining robust data security.

22             However, we're concerned about the scope and

23   potential consequences of the proposed draft regulations

24   regarding ADMT, which risk going well beyond CPPA's

25   mandates.  Firstly, the ADMT requirements go beyond typical
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 1   privacy protections and into areas of broader AI regulation,

 2   raising concerns about regulatory overreach.

 3             By requiring detailed disclosures and opt-out

 4   options for ADMT, the draft proposals could complicate

 5   essential life sciences processes, such as clinical trials

 6   and personalized medicine.  ADMT helps us match patients to

 7   clinical trials and tailor treatments effectively.  However,

 8   these requirements may introduce delays and diminish the

 9   efficiency of these critical systems.

10             Allowing opt-outs for ADMT is clinic, and clinical

11   settings could lead to less precise treatments and potential

12   delays in patient care.  Secondly, the requirement for

13   annual cybersecurity audits could add significant burdens,

14   particularly for smaller firms.  These audits require

15   extensive documentation and independent assessments,

16   overlapping with existing federal standards without clear

17   additional benefits for consumers.

18             For many life science companies, especially

19   startups, the costs tied to these audits may shift resources

20   from research and development to compliance, which could

21   slow down progress and new therapies.  Lastly, the proposed

22   privacy risk assessments and post heavy administrative

23   requirements, creating layers of paperwork without

24   measurable privacy gains.

25             Each assessment mandates 9 topics with 32
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 1   sub-components, which creates compliance challenges that

 2   distract from core operations and the life sciences.  Such

 3   complexity not only places an undue burden on companies, but

 4   also risks confusing consumers and overstepping into general

 5   AI regulation, which exceeds the authority granted by

 6   California voters.

 7             We urge the Board to reconsider advancing these

 8   regulations in their current form.  Life sciences are

 9   crucial to California's economy and to advancing healthcare.

10   We ask the agency to collaborate with industry stakeholders

11   and legislators to ensure these regulations protect privacy

12   without stifling life-saving innovations.  Thank you.

13            MS. MARZION:  Thank you.

14             You'll have three minutes.  Go ahead and begin.

15            MS. PADRON:  Thank you.  Good morning, Chair and

16   Board members.  My name is Naomi Padron and I'm here on

17   behalf of the Computer & Communications Industry

18   Association, CCIA, which is a not-for-profit International

19   trade association with members from a broad cross section of

20   technology and communications firms.

21             We appreciate the opportunity to share our

22   perspective on the current draft, as we believe that the

23   agency has incorporated minimal industry feedback, which is

24   critical to crafting effective and balanced regulations.

25   While we have several outstanding concerns with the current

�

0080

 1   draft, as outlined in our January letter to the agency, the

 2   provisions regarding automated decision-making tools deserve

 3   particular attention.

 4             Our primary concern is the proposed regulation

 5   allowing consumers to opt-out of automated decision-making

 6   tools for profiling.  This could severely impact business'

 7   ability to conduct first party advertising to their own

 8   customers.  For example, platforms would need to redesign

 9   their systems to exclude certain users from personalized

10   recommendations based on past purchases, which goes well

11   beyond the scope originally agreed upon in CCPA.

12             At its inception, the primary agreement behind

13   this omnibus privacy law was that businesses could continue

14   using data from their own customers to improve the products

15   they offer consumers with the understanding that no private

16   right of action would be imposed.  Likewise, CCIA is

17   concerned that the regulation may allow consumers to opt-out

18   of having their data used in automated decision-making tool

19   training.

20             This would hinder covered entities from developing

21   their own ADMT applications internally, restricting their

22   ability to create products and strengthen internal privacy

23   mechanisms for consumers.  For example, automated fraud

24   detection tools may rely on valid customer data in the --

25   their development, data which the proposed regulation would
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 1   limit access to.

 2             Additionally, the agency's economic analysis

 3   estimate that implementing these remaining regulations for

 4   California businesses would cost around 3.4 billion.  This

 5   along with the potential for these proposed regulations to

 6   undermine California's leadership in artificial intelligence

 7   is concerning.

 8             CCIA believes that the proposed regulation exceeds

 9   the agency's statutory authority.  The emphasis should be on

10   crafting a balance and effective privacy law rather than an

11   executive agency establishing rules that far exceed the

12   legislation's original intent.

13             We're happy to provide more specific information

14   and assist in refining the language on these key issues if

15   needed.  Thank you for your time and your consideration of

16   these comments.  We look forward to working with you.  Thank

17   you.

18            MS. MARZION:  Thank you.  Go ahead.  Next speaker,

19   you'll have three minutes.  Begin when you're ready.

20            MR. FRAZIER:  Thank you.  Good morning.  Thank you

21   for the opportunity to testify on the agency's draft

22   proposed regulations to implement the CPRA of 2020, and the

23   proposed data broker regulations.  My name is Travis

24   Frazier, and I'm the senior manager of government relations

25   for the Association of National Advertisers.
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 1             Before I begin, the ANA and its members believe

 2   that protecting consumer privacy is of paramount importance.

 3   However, if the draft regulations become final, consumers

 4   will be severely affected through the loss of access to

 5   products and services they value, rely upon, and enjoy

 6   today.

 7             The following list is not exhaustive, but outlines

 8   several important issues for the agency to consider.  First,

 9   the proposed regulations would establish broad definitions

10   of automated decision-making technology and AI.  This could

11   lead to significant confusion and operational challenges.

12             The agency should reevaluate the breadth of these

13   proposed definitions, or alternatively, if the agency elects

14   to move forward with a definition that would cover

15   practically all automated processing, it should scope the

16   applicability of its rule solely to automated processing

17   decisions that produce legal or similarly significant

18   effects concerning a consumer.

19             Second, the agency's proposed opt-outs related to

20   behavioral advertising, ADMT and AI, can negatively impact

21   businesses that rely on data to improve products and reach

22   audiences.  The draft regulations would create entirely

23   novel opt-out rights for uses of ADMT for extensive

24   profiling and behavioral advertising.

25             The CCPA itself does not envision such an opt-out,
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 1   nor does it provide the agency with the authority to create

 2   one.  Such a regulation would extend well beyond the meaning

 3   and intent of the CCPA.  In addition, the proposed

 4   regulations would create opt-outs for uses of data to train

 5   AI and ADMT.  This kind of opt-out would significantly

 6   hinder businesses from developing their own ADMT

 7   applications and improving products and services for

 8   consumers benefit.

 9             Now, with regard to the proposed data broker

10   regulations, the agency's proposed updates to the state's

11   data broker definition could classify -- could classify

12   nearly every entity doing business in California as a data

13   broker.  This proposed definition of direct relationship

14   would render the state's data broker registry meaningless by

15   including virtually every business in its scope.

16             This approach directly conflicts with the stated

17   legislative intent of the data broker registry statute, as

18   well as the subsequently enacted Delete Act that builds upon

19   the registry law.  Second, the agency has not established a

20   clear process for verifying consumer and authorized agent

21   requests made through the DROP.

22             The agency should require agents provide signed

23   proof of authority, and should require consumers to directly

24   confirm with the agency that they have authorized an agent

25   to act on their behalf.  Additionally, agents should be

�

0084

 1   prohibited from self certifying their authority to act and

 2   should be required to obtain informed consent from consumers

 3   before submitting requests through the DROP.

 4             Thank you for the opportunity to speak to you

 5   today, and we look forward to continuing to work with you

 6   throughout this process.

 7            MS. MARZION:  Thank you.  You'll have three

 8   minutes.  Go ahead and begin when you're ready.

 9            MR. SINGLETON:  Great.  Good morning, CPPA Board

10   members and staff.  My name is Robert Singleton, and I'm the

11   senior director of Policy and Public Affairs for the

12   California and US West region at Chamber of Progress.  We

13   are a tech industry association supporting public policies

14   to build a more inclusive country in which all people

15   benefit from technological leaps.

16             I'm here today to urge you to revise your approach

17   and set aside this well-intentioned but ultimately flawed

18   proposal to regulate automated decision-making tools, which

19   exceeds the legislature's directive for an agency charge

20   with creating privacy rules and stands to harm consumers and

21   innovation alike.

22             The expensive proposal conservatively estimated

23   cost California businesses over $3 billion could create

24   opt-out rights where AI is not actually making decisions.

25   Allowing customers to opt-out of automated decision tools
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 1   for consumer profiling creates a complex, potentially

 2   unworkable policy environment.  Consumer profiles allow

 3   platforms to display relevant and interesting products to

 4   consumers.

 5             More specifically, these profiles undergird online

 6   advertising, enabling platforms deliver informative ads for

 7   consumers.  This is the most acute and large online

 8   marketplaces where small businesses are able to sell goods

 9   directly to people.  With so many products competing for

10   consumer intention, relevant advertising allows small

11   businesses to reach consumers who may otherwise not

12   encounter the products.  This enhances welfare for

13   consumers, marketers, and platforms alike.

14             The proposed draft rules, consumer has a right to

15   opt-out of ADMT training data, are similarly overreaching

16   and problematic to implement.  Training is not in of itself

17   a high risk endeavor, but regulating as such will slow the

18   improvement in AI in California.

19             California companies utilize AI models to improve

20   their product offerings.  Often, these are internal

21   non-consumer facing applications where the consumer facing

22   impact is minimal or even non-existent.  But they serve an

23   important process or a certain purpose, allowing -- such as

24   allowing product testing, continuous product improvement,

25   and moreover, training is not in of itself a high risk
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 1   activity.

 2             But granting an opt-out would require additional

 3   processing of consumer data since developers would need to

 4   identify them during training at odds with the agency's

 5   mandate to self-guard privacy.  Here again, the CPPA is

 6   effectively legislating how companies operate their internal

 7   tools.

 8             We commend the CPPA for automated decision-making

 9   -- or for making this effort.  The current proposal adds

10   substantial regulatory and compliance burdens to California

11   startups without obviously advancing consumer privacy, and

12   as discussed, may undermine it.

13             But the matter under consideration is tantamount

14   to legislating AI in California.  Legislation -- legislature

15   considered but did not adopt comparable policy during the

16   recent session.  These reasons, we urge you to set aside

17   this well intention but flawed proposal related to automated

18   decision-making tools.  Thank you.

19            MS. MARZION:  Thank you.

20             Madam Chair, I'm not seeing any additional

21   commenters at this time.

22            MS. URBAN:  Thank you very much.  With that, we

23   will move to Agenda Item number 3, which is discussion and

24   possible action to advance draft regulations to formal

25   rulemaking for updates to existing regulations, insurance,
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 1   cybersecurity audits, risk assessments in automated

 2   decision-making technology.

 3             I would ask you to turn your attention to the

 4   materials for this -- for this agenda item, and which will

 5   be presented by our CPPA general counsel, Phillip Laird, and

 6   senior privacy counsel and advisor, Lisa Kim, and CPPA

 7   attorneys, Kristen Anderson and Neelofer Shaikh.  Good

 8   morning, everybody.  We would like to hear from you then the

 9   Board will discuss.  Mr. Laird, please go ahead.

10            MR. LAIRD:  Good morning to the Board members, and

11   thank you to all the members of the public that have

12   submitted comment already this morning.  As was mentioned

13   before the Board are three documents today, a cover memo

14   that includes staff's recommendation about -- for the Board

15   to advance the proposed regulations to formal rulemaking.

16             Also, the draft text to the proposed regulations,

17   which update the existing CCPA regulations, clarify when

18   insurance companies must comply with the CCPA,

19   operationalize requirements for cybersecurity audits and

20   risk assessments, and operationalize consumers' rights to

21   access and opt-out of business' use of automated

22   decision-making technology or ADMT.

23             Additionally, we've also included the Initial

24   Statement of Reasons, which explains the purpose and

25   necessity of each of the proposed regulations in the draft
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 1   text.  And since the Board last saw the draft text in the

 2   ISOR in July 2024, the ISOR has been modified to incorporate

 3   now the standardized regulatory impact assessment or

 4   sometimes called SRIA shorthand.

 5             As you're aware, the SRIA is the formal economic

 6   assessment of the proposed regulations.  It outlines their

 7   costs and benefits, as well as the costs and benefits of

 8   potential alternatives.  As was required, under the

 9   Administrative Procedures Act, staff did submit this SRIA to

10   the Department of Finance for their review in August of this

11   year and received DOF's feedback in September.

12             In short, DOF or the Department of Finance,

13   generally concurred with the methodology used in the SRIA,

14   and they only requested additional explanations from the

15   economists about a few of the macroeconomic impacts

16   identified in the SRIA, which our economists have worked to

17   resolve.

18             The other modifications to the documents include,

19   we have removed Section 7005, which addressed the consumer

20   price index increase.  And this is because legislation was

21   passed earlier this year, that essentially implemented that

22   same requirement, obviating the need for regulations.

23             We also provided detail on proposed regulations,

24   benefits, addressed regulatory alternatives, and provided a

25   list of materials relied upon.  The draft text of the
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 1   proposed regulations and the ISOR are informed by several

 2   years of preliminary rulemaking activities, including

 3   hundreds of comments received, provided to the agency in

 4   writing and orally at various board meetings, public

 5   stakeholder sessions, and in response to two separate

 6   invitations from the agency for comment on the topics of the

 7   proposed regulations.

 8             So today, staff recommends that the Board advance

 9   the proposed regulations to formal rulemaking, which will

10   provide the public with a formal opportunity to provide

11   written and/or comments to the agency on the proposed

12   regulations.  After receiving public comments, the Board

13   will have additional opportunities to discuss and even

14   potentially update the proposed regulations.

15             So to be clear, and I think at least one commenter

16   made this point, beginning formal rulemaking today would

17   really just be the beginning of the process and would by no

18   means be the adoption of the draft regulations presented

19   today.  And in fact would allow for a formal opportunity for

20   everybody to comment.

21             We understand people are here today commenting on

22   this topic already, which is great, but the benefit in my --

23   from my perspective of the Administrative Procedures Act, as

24   it gives a uniform approach where everybody can have an

25   opportunity to provide comments on these -- on these draft
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 1   regulations.

 2             So with that all said, my team and I stand ready

 3   to answer any questions from the Board, but otherwise we'll

 4   turn it over to you, Chair, for facilitating discussion.

 5            MS. URBAN:  Thank you very much.  And, yes, thank

 6   you for all the commenters who've spoken so far today.  It's

 7   really helpful and I've heard some things that I've heard

 8   before and I heard some new things.  All of them are really

 9   useful as are the materials and comments that have been

10   submitted to us over the last two years during which we have

11   engaged in a very robust stakeholder process for staff and

12   the subcommittee that Mr. Le was on to develop these draft

13   regulations.

14             I want to be really clear about the question that

15   is before us today, and I want to be really clear what it

16   means for the process, and what it means for the draft

17   regulations and the form that they are taking today.  It may

18   be somewhat counterintuitive.  It was somewhat

19   counterintuitive to me until I thought it through, that

20   indeed, as one commenter said earlier, engaging in formal

21   rulemaking is the beginning of the process.

22             Now, we have done a lot of preliminary activities

23   which are unusual in their scope and length in order to best

24   inform where we start the process, but this is where the

25   process starts.  And what I mean by that is that it may be
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 1   somewhat counterintuitive, but it's actually easier for us

 2   to make changes to the regulations in the formal rulemaking

 3   process because the system is built for that.  It's set up

 4   for that.

 5             It allows us to take all of the research we have

 6   now, including the SRIA, and including all the research the

 7   staff has cited in the ISOR.  And those have gone into the

 8   draft regulations as they are.  But in the formal rulemaking

 9   process, we can accept, for example, some of the critiques

10   of the economic assessment, some of the survey -- the

11   consumer surveys that were mentioned, other studies, and we

12   can consider those and use them if we agreed that it was the

13   right thing to do to revise the regulations themselves.

14             Those of you who have been sort of consistent

15   Starworks stakeholders, and I appreciate you very much, will

16   know that in our last big rulemaking package we revised the

17   rules substantially during the formal rulemaking process.

18   It is actually the best time to do that, and indeed process

19   wise, it is the only realistic time to do that.

20             I appreciate that a couple of commentators would

21   like us essentially to just start over.  I would like to

22   remind those commentators and everyone else as well that we

23   are legally mandated to have rules on opt-outs for automated

24   decision-making, including profiling, on risk assessments,

25   and on cybersecurity audits.
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 1             And it is public record that we have in fact been

 2   sued on a theory that we have been too late in promulgating

 3   these regulations.  So this is not a question of us just

 4   deciding to do this.  This is a question of us being

 5   mandated to do it.

 6             The form the regulations take is of course very

 7   much something that needs to have broad input as we have had

 8   in which we continue to have.  And the best way for us to

 9   take into account the range of input in the form of the

10   language and the regulations themselves is to advance these

11   regulations to the formal rulemaking process.

12             So I want to be really clear, that that is the

13   only question before us today, and that what answering that

14   question in the affirmative means is that we have the

15   opportunity to work on the regulations in much more detail

16   than we have until we do that.  I -- that -- I just want to

17   be sure that that's clear for everybody.  And with that, I

18   would ask if Board members have comments.

19            MR. LE:  Yeah, I want to thank all of the

20   commenters that spoke today.  And that's exactly the type of

21   feedback that I think this -- these roles need.  You know, I

22   hear the concerns about behavioral advertising, and that's

23   impact on small businesses.  You know, the commenter who

24   talked about that makes it harder to run her small business

25   teaching woodworking, I think.
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 1             You know, I'm very empathetic and hear all of

 2   these, and I believe, you know, this is the input that I

 3   need to make a decision on what the final form -- we all

 4   need to make a decision what the final formulas regulations

 5   are.  You know, I see the regulations as they are now as

 6   privacy protective for consumers, protecting consumers the

 7   most.

 8             I imagine after seeing that SRIA and hearing all

 9   these comments from businesses, I imagine we'll have to

10   narrow it some -- at some level.  But where and what do we

11   strengthen will come from the comments in the formal

12   rulemaking process.

13             So, you know, I -- I'm very open to seeing these

14   regulations change and become a form that works for

15   businesses in California, but also for the folks from labor

16   who called in, the folks who work in healthcare, and the

17   other in education.  So I want to make sure that we get all

18   of that input, not just from the folks who could be here

19   today, but the folks who can write in and provide comment

20   through the formal rulemaking process.

21            MS. URBAN:  Thank you, Mr. Le.

22             Mr. Worthe, please.

23            MR. WORTHE:  Yeah, I've got a few things that I

24   would love some help with staff, or even other Board members

25   could respond to some of this.  I think some of you just
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 1   said share with -- answers some of my questions.  But,

 2   first, thanks for the comments and thank you especially to

 3   the folks that took the time and effort to come here in

 4   person.  I know that's not easy.  So I appreciate that.

 5             You know, a lot of the complaints that I'm hearing

 6   are coming from the business groups.  And one specific

 7   statement that was repeated is that, a question whether we

 8   even have the authority to proceed in the area of AI

 9   regulation.  So I'd love to get some feedback on that.

10             There's discussion about the timing of the

11   legislative process and whether or not we should be waiting

12   and whether or not we're coordinated with the governor's

13   executive order.  I'd love to have some feedback on that.

14   The question of whether or not you -- there's restrictions

15   on advertising to your own customers came up a few times.  I

16   need to understand that better because that -- as presented,

17   it seems like a pretty strange restriction, but I'm probably

18   not getting the whole picture.

19             You know, there is a -- there is a theory that

20   we're rushing ahead, although we've been at this for several

21   years, and there's 1,850 pages of comments.  So as much as I

22   appreciate that going forward is only the next step in

23   really starting the process, you know what comments are

24   coming.  We just heard two hours of them.

25             So how are we going to, you know, put different
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 1   why have those -- are those comments going to be addressed

 2   differently than they have in the past or are we going to be

 3   in the same place six months from now or a year from now

 4   with those groups having the same concerns of the

 5   regulations?  I think that's all I have right now.

 6            MR. LE:  Just one quick part of that.

 7            MR. WORTHE:  Please.  No, anyone can.

 8            MS. URBAN:  Mr. Le.

 9            MR. LE:  Oh, yeah.  Just on the the behavioral

10   advertising, I know we were talking about that, you know,

11   that was an idea to prevent people who don't want to be

12   profiled with their use of, like, say you're on Facebook and

13   you have a lot of information, there is a concern around how

14   that information could be used against you and targeting of

15   products, right.

16             And like vulnerable folks are targeted with

17   predatory products at times, so I see that.  But at the --

18   at the same time, I think we had a lot of comments coming in

19   saying like, that's not the agreement that was made.  And I

20   think I'm responsive to that.  But on the second part is on,

21   the governor's AI order was on generative AI.  I don't know

22   why folks keep conflating the two.  That was very much

23   focused on generative AI, and this is not.  These rules are

24   not focused on generative AI.  But I'll hand it off to

25   Alastair and that -- to answer.
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 1            MR. WORTHE:  Can I ask you a question back to on

 2   the first point.

 3            MR. LE:  Yeah.

 4            MR. WORTHE:  My view of those comments was not

 5   somebody taking information off of a social media

 6   application.  It was communicating with a customer that you

 7   already have.  That's what I heard.  If I heard it wrong or

 8   missed the --

 9            MR. LE:  Right.  So if you're a corporation saying

10   a bunch of different products, you have a lot of first party

11   information about someone's behavior, right?  The idea would

12   be someone would be able to opt-out of them using that to

13   target perhaps loans, educational opportunities, for-profit

14   colleges if they have that first party information around a

15   customer.  But that's their own information, not one.  And

16   perhaps that could --

17            MR. WORTHE:  Well, let me give a different example

18   because this is the way I interpret it.  Let's say I'm

19   purchasing goods from a company, or the restrictions I'm

20   focused on are their restrictions with my relationship with

21   them that I've already established.  That's what I'm looking

22   for.  Not them taking my information somewhere else, not

23   them selling it down.  Our relationship that we've created

24   already, that's what I was hearing.  Does that make sense?

25            MR. LAIRD:  Yeah, I'm happy to respond to that.
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 1   Again, I think the premise in the way the regulations are

 2   currently drafted is it sort of Board Member Le described,

 3   it would be that information that that business got from you

 4   because you were their customer.  But it's all the ways that

 5   they may be interacting with you and using that personal

 6   information to understand and essentially make -- draw

 7   conclusions about things you may want to do that you've

 8   never actually disclosed to that business, if that makes

 9   sense.

10             And I'd invite my, of course, astute colleagues if

11   there's anything more you'd want to supplement that with.

12            MS. SHAIKH:  Yes.  I think one other thing to

13   address, just with respect to your -- the idea of the

14   relationship between you and the business that could be

15   helpful here is, the regulations as they're drafted and

16   under the agency's authority, it would not be prohibiting

17   the use of that information.

18             Rather, it's that you as the consumer would be

19   able to opt-out of that specific use of your information to

20   advertise to you in that way.  And so it's akin to things

21   that we've seen in other contexts.  So if you don't want to

22   receive, you know, advertisements to your cell phone, if you

23   want to unsubscribe from email list, you get that control.

24   But it's not prohibited.  It's that you as a consumer get to

25   say, I don't want to be advertised to in this manner by this
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 1   business.

 2            MR. WORTHE:  That's very helpful.

 3            MS. URBAN:  I would also say that the way that I

 4   have read and I read the regulations as a board member who

 5   of course received them from staff and the subcommittee and

 6   read them is that the statute requires us to have opt-outs,

 7   including -- for -- including for profiling.  And the

 8   definition of profiling is quite broad and includes various

 9   sort of first party interactions.

10             And the current draft of the regulations happen

11   that, by only having opt-outs for extensive profiling, one

12   of which is for this kind of behavioral advertising as the

13   consumer's choice, as Ms. Shaikh was saying.  I've heard

14   this feedback as well a lot, and again, I think, you know,

15   informal rulemaking, we have this sort of procedural

16   opportunity to consider whether the way that it's cabined

17   now is appropriate.  We've also, of course, heard that it's

18   not cabined, that it's too cabined from some groups, or

19   whether there's another model, similarly, with using whether

20   people can opt-out for the use of their personal information

21   for training.

22             I think that's the kind of thing where I would be

23   really eager to hear more detail, both from the business

24   community -- for example, there was a gentleman earlier who

25   was talking about internal uses and things like that, so
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 1   that we could judge -- we could judge that particular way of

 2   deciding, you know, what in the ADMT universe we want to

 3   have consumers have the ability to opt-out of.

 4             Mr. Mactaggart.

 5            MR. MACTAGGART:  Thank you.  Well, at board

 6   meetings in last December, March, and most recently in July,

 7   I opposed these regulations.  I voiced concern about their

 8   overreach, their lack of privacy protection, and the high

 9   likelihood of legal challenges.  And at this point, the

10   scope remains unchanged.  And I believe this undermines

11   privacy rather than protecting it.

12             So I'm just going to unfortunately have to say my

13   peace that I wanted to say finally because I really feel

14   strongly about it.  So there's some good news.  I do think

15   the cybersecurity regulations are in good shape and will

16   benefit California.

17             `With respect to the risk assessments, I think

18   these proposed regulations will make the inclusion criteria

19   for risk assessments so broad that we will end up hurting

20   cause of privacy, not helping it.

21             The scope of these regulations effectively

22   mandates risk assessments for almost any business using

23   software.  This spread will hurt businesses and overwhelm

24   our agency with, I think, largely form paperwork,

25   diminishing our focus -- our ability to focus on
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 1   enforcement.  There's no chance we'll be able to review tens

 2   and tens of thousands of multi-page risk assessments at this

 3   stage with our current resources.

 4             So how are these regs too broad?  The risk

 5   assessment regs are too broad?  Well, just to provide some

 6   examples, the definition of artificial intelligence, AI, is

 7   essentially all software since materially all software,

 8   "generates outputs that could influence physical or virtual

 9   environments."

10             "Automated decision-making then includes

11   artificial intelligence and everything that substantially

12   facilitates human decision making." And the limiting factor

13   is only whether that technology was a key factor in a

14   human's decision making.

15             So as a result, our definition of ADM includes the

16   use of almost any computerized technology in a way that

17   describes how humans have used computers for 30 or 40 years.

18   This is almost nothing to do with some predictive algorithm

19   that tells your boss to fire you because you might get

20   pregnant.  That's creepy and that's bad.

21             So here are some examples that would help -- that

22   do help humans make decisions, whether that's a human

23   employed by the company, or by the way, the consumer,

24   because these regulations do not specify.  Since these can

25   affect a human's access to essential goods and services.
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 1             So, first, email and text.  These contain your PI,

 2   and obviously help people make decisions.  If you use email

 3   or text, please conduct a risk assessment.  Booking software

 4   at a restaurant or a barbershop, that triggers a risk

 5   assessment.  Listing notifications.  Let's say you sign up

 6   at a real estate agency for a list to alert you to new

 7   listings.  The human uses that list to upload a new listing

 8   and send out an update.  That triggers a risk assessment.

 9             Application tracking.  You're applying to some

10   school somewhere, and it sends you out notifications saying

11   you're missing some form here.  You haven't put in your

12   transcript.  Trigger the risk assessment.  Even the example

13   given in 7001 F4 proves this point, even though it's

14   actually a little confusing.

15             It says, spreadsheets are not AI, but use a

16   regression analysis.  It is AI.  So you're, I don't know, a

17   chain store and you're looking at what time to open your

18   stores and you use a spreadsheet to focus -- to figure out,

19   like you put this input, it's like, okay, what time does

20   these stores open?  And, you know, you use, let's say,

21   Excel's Solver function, which many of us have used.  That's

22   AI.

23             So that technology was introduced in 1990, but now

24   it'll require businesses to conduct a risk assessment.  And

25   I think this is statutory overreach.  1798, 185, 815
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 1   mandates risk assessments only for activities that pose a

 2   significant risk to privacy or security.  Privacy or

 3   security.

 4             Yet these regulations use ADM as the trigger.  But

 5   ADM is just a tool.  It does not inherently impact privacy.

 6   And it was specifically omitted from this paragraph when

 7   drafting the statute.  So if Mr. Soltani was here, he, when

 8   he was my consultant, when we were drafting it, convinced me

 9   to leave technology out of this statute.  So the statute

10   really doesn't mention any specific kinds of technology,

11   even like, for example, around security.  Because as his

12   point was, look, this is going to change over time.

13   Technology will change.  So don't get too focused on one

14   technology.

15             So the statute emphasizes the nature of the

16   activity, not the technology involved.  And one can make a

17   cogent argument that ADM is more privacy and security

18   friendly because there's no humans stealing or, you know,

19   snooping.

20             So my conclusions around risk assessments are,

21   one, we should focus on activity, not technology.  We should

22   limit risk assessments to high risk activities rather than

23   like some focus on some ADM Technology.  We shouldn't care

24   how a significant decision was arrived at, just that it was

25   arrived at.  And, by the way, my suggestion here is more
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 1   privacy protective, not less.

 2             We should -- secondly, we should define

 3   significant decisions more clearly.  We should -- we should

 4   remove the term access to from significant decisions and

 5   actually focus this -- focus on decisions where you end up

 6   denying someone essential services.

 7             We should clarify essential goods and services.

 8   We should specify what qualifies as essential to avoid

 9   unnecessary assessment.  Is an airline ticket an essential

10   service?  Is a dating app?  These are the regulations which

11   are supposed to provide clarity, and we should do that.

12             And then we should streamline compliance.  We

13   should provide a comprehensive list of acceptable

14   assessments from other jurisdictions to reduce duplication

15   and compliance costs.  With respect to ADM, these

16   regulations gives consumers the right to opt-out of ADM if

17   there is a significant decision or profiling.  But if a

18   business provides an appeal mechanism, then the business

19   does not have to offer the opt-out.

20             So that sounds straightforward, but it's not due

21   to the very broad definition of ADM, which is, again,

22   technology that processes PI and substantially facilitates

23   human decision making.  And, again, with the key decision --

24   the key factor in the human's decision.

25             So under these rules, consumers can opt-out of
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 1   even contextual ads.  One of the most privacy friendly

 2   advertising methods.  Privacy laws encourage contextual ads,

 3   yet these regulations would undermine that ship, potentially

 4   stalling a sector-wide effort to reduce intrusive data

 5   collection.

 6             Absolutely, these regs will allow you to stop

 7   using a consumer to tell the business to stop using first

 8   party ads to their own customers, which was never, and is

 9   not the intention of the bill.  We would -- just think about

10   it, we would be saying to consumers, if you opt-out, you're

11   never going to have to see an ad relating to a bank, a

12   hospital, a grocery store, insurance company, a healthcare

13   employment.  It's like seven -- I added up the different

14   sectors we're regulating, it's like 75 percent of the

15   economy.

16             And at some meaningful level, this will break the

17   internet, just the way it works.  The advertising model

18   supports the internet right now.  And it'll destroy the

19   concept of trying to get us to move everybody towards a more

20   privacy protective ecosystem of contextual ads, where when

21   you're on a site, you see an ad related to that site that is

22   not based on your 65 other sites that you visited and your

23   purchases for the last two years.

24             And relying on appeal mechanisms to get out of the

25   opt-out isn't feasible either.  It's not at scale.  It --
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 1   it's not -- it doesn't reflect how the real world works.

 2   We're setting up a terrible architecture and nothing about

 3   this architecture helps protect privacy.  And on the

 4   contrary, we're just going to weak havoc and hurt privacy.

 5             Let's examine some cases.  Amazon, UPS, DoorDash,

 6   Instacart, these regs give the consumers the right to

 7   opt-out of these businesses automated delivery software.  To

 8   deliver the food or your medication, your package, or do you

 9   have to call Amazon and say, hey, I'd like you to deliver my

10   package, but, by the way, you can't use your ADM Technology

11   to get it here?

12             And how -- how's that protect privacy?  So, of

13   course, they're going to say no, but they have to set up

14   this mechanism where they can then come along and have a

15   mechanism from -- to deny my request to use the opt-out of

16   the ADM.  Access to lodging, these -- I can call a hotel and

17   say, I'd like to book a room, but please don't use your

18   automated booking software.  It just -- it's impossible for

19   the clerk at Marriott to do -- to -- for me to get the room.

20             You call the airline and say, I'd like a -- I'd

21   like a seat on this plane, but you can't use your software

22   to -- your automated software to tell me what the prices

23   are, or to organize it.  But same thing for academic

24   admissions.  And so I -- this language in 185 A16 was

25   derived -- was literally lifted from GDPR Article 22.
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 1             And if you go back to GDPR, that talks about

 2   solely automated decision-making with legal impacts.  And

 3   that was the intention here.  Colorado's privacy law has a

 4   similar approach, which excludes human involved decisions

 5   from opt-out.  By contrast, our approach of -- requires

 6   opt-outs even, if humans assist with the decision.

 7             And this just creates a regulatory burden that I

 8   think has a negative impact on privacy.  And so these

 9   particular regulations are $1.4 billion, the cost of them.

10   That's our assessment.  There's lots of questions whether

11   that's the right one or the wrong one.  But I come back to

12   this and I say, why don't we -- why don't we -- I've been

13   saying this for a year, why don't we adopt a much more

14   targeted approach?

15             And so my recommendations are, with respect to

16   ADM, remove the whole notion of access to or provision of,

17   from the goods and services, and get it to where you've been

18   denied an essential service, where you've been turned down

19   for a loan, you've been turned down for the credit card,

20   you've been turned down for the -- whatever the thing is

21   that you're looking for.

22             And then revise the opt-out approach, secondly.

23   If a human is materially involved in a decision, no opt-out

24   should be required.  And then, you know, again, I think we

25   should focus on our privacy mandate.  What we're basically
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 1   doing is we're taking 10 lines in a 60 page bill, and we're

 2   trying to backwards regulate AI.  And look, I actually think

 3   it's an incredibly important area to have some regulations

 4   on, but that's what the legislature's doing right now.  And

 5   that's what the governor's talking about.

 6             I think we should approve these regulations, but

 7   we should remove Articles 10 and 11.  They're just too --

 8   you know, I've been hearing this, just advance these, just

 9   advance these because then we can -- then we can actually do

10   the work.  But I've been hearing that for a year and nothing

11   really gets changed.

12             And I think the threat of -- I actually think the

13   threat of the lawsuits are red herring.  You know, we can

14   pass regulations that are much, much less expansive than

15   these, that -- it checks the box on ADM and checks the box

16   on risk assessments.  Our approach so far has been, don't

17   worry about it.

18             Now we have like regulations which tally, you

19   know, some enormous costs, some of that cybersecurity, which

20   I support, but I'm very concerned about these and I don't

21   buy into that we should just advance as is.  And I would

22   have us remove Articles 10 and 11 at this time.  Thank you.

23            MS. URBAN:  Thank you, Mr. -- very much, Mr.

24   Mactaggart.  And, you know, substantively, as has been the

25   case when you've made these comments before, I think they're
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 1   incredibly useful and incredibly thoughtful.  We may, in the

 2   end, have some policy degreements about -- disagreements

 3   about certain things.  For example, GDPR Article 22 says,

 4   solely, but it's unclear actually how that is going to be

 5   implemented.  And, you know, the intention was not to have a

 6   situation where you could just pretend there's a person

 7   there.  And therefore it falls out of Article 22, for

 8   example, but there hasn't been a lot of guidance.

 9             My understanding was that solely was explicitly

10   removed from our statute, but I think -- anyway, as a

11   discussion for a longer time, similarly with access and some

12   of these ideas, I think they're great.  I just want to be

13   really clear that the procedural opening for us to really

14   like work on these kinds of structural things is informal

15   rulemaking.  And I know that that is counterintuitive, but

16   that is the process -- that is the process reality.

17             And so one of -- the main reason that I am really

18   hoping that we will move to formal rulemaking today is for

19   that purpose, to get, as Mr. Laird suggested, a rationalized

20   clear full record.  I would encourage everybody who has

21   comments prepared that they've sent us, if they don't want

22   to revise them, just submit them again, and then we have

23   them in the formal rulemaking record to work with them in

24   more detail.

25             There are, you know, some ADAPA imposed timelines,
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 1   but they're very generous, which means that we can take some

 2   time and we can work on the regulations in a way that

 3   procedurally is just very difficult to do earlier this year.

 4   I would also note that we did revise the draft substantially

 5   between December and March.  We've gotten some positive

 6   feedback, we've gotten some negative feedback, and from sort

 7   of opposite policy directions.

 8             And all of that information is very much -- as I

 9   understand it from staff, is very much sort of in the hopper

10   and procedurally the best way -- the best option we have to

11   act on it is in formal rulemaking.  But, you know, I think a

12   lot of these ideas are just really important, Mr.

13   Mactaggart.  And what I would like to be is in a position

14   where we have more of an opening procedurally to work with

15   them.

16             Yes, Mr. Le.

17            MR. LE:  Yeah.  Just a quick one.  I -- you know, I

18   agree with a lot of the points you've made.  I do think, you

19   know, access to, I do, don't want risk assessments for doing

20   a booking.com reservation, really the question is, you know,

21   why we haven't changed it is we need more comments.  It

22   can't just be from you or I or the folks who call in, like,

23   how do we do this.

24             Like, I want to make sure these regulations, when

25   there's an opt-out, it's an important one, right?  Like,
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 1   when you're -- when that appeal, human appeal exception, for

 2   example, I don't think it needs to happen for everything,

 3   but when you're applying to a job, you're rejected by

 4   applicant tracking system, maybe you could respond.  And be

 5   like, this is -- this is why you have your access right, and

 6   then you go like, well, you know, my metrics didn't match,

 7   but maybe this education counts for three years of

 8   educational experience.  You send that.

 9             So like, I want a cabinet to those specific

10   situations that are high risk, are significant.  I

11   acknowledge, the language as is, doesn't quite get us there.

12   And I think it's made very clear by all the comments that

13   came in.  But until we get those comments, you know, like I

14   -- my mind is just like, well, you know, I'm hearing this,

15   I'm hearing that, how do we make sure we do it?

16             So I want to reassure you, I agree with a lot of

17   your points.  I do think these regulations should be

18   narrowed somewhat to make sure we don't capture, you know,

19   that woman who is trying to run her small business, right?

20   To do bookings, to do -- you know, there was a comment from

21   Salona AI, you know, exemptions for low risk activities,

22   phased approach for small businesses.

23             These are all great ideas.  And as we're entering

24   what potentially is the formal rulemaking process, it's like

25   a really good time to get that and then, you know, start
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 1   redlining these regulations and getting into a place that

 2   isn't $3.5 billion.

 3            MS. URBAN:  Thank you, Mr. Le.

 4             Yes, Mr. Mactaggart.

 5            MR. MACTAGGART:  Yeah, I was -- I was trying to

 6   smile, Mr. Le, just because personally it was pretty funny.

 7   Recently, I was on an airline and they hand out the little

 8   thing saying, you know, apply, get 50,000 miles for the

 9   credit card.  So I was like, all right, I'll do it.  And I

10   get the form letter back, you've been rejected.  I'm like,

11   oh, man, now I have to -- I -- how am I going to -- how am I

12   going to contact him?  Like, why did I get rejected.

13             So I'm also mad at the system when it happens to

14   me, you know, which it happens to people, and you get this

15   -- you know, the faceless kind of machine has an impact on

16   you, and it's annoying.  I guess, for me, when I come, I

17   hear this, and I've been hearing, oh, yeah, don't worry.

18   And I just -- I'm like, someone has the pen to write these

19   regulations in a boil.  The ocean kind of format, and why we

20   keep on doing that and then say, just trust us when we get

21   to the other side, then we'll start to red line it, I'm

22   like, but nothing.

23             I mean, maybe some changes that happened between

24   December and March, but these are still massively broad

25   regulations.  And I keep on saying, why wouldn't we have
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 1   just limited them a little bit -- limit if -- and you could

 2   say, well, it's not up to you or me, but actually we are the

 3   Board.  So I actually kind of think it is up to us.  And, of

 4   course, we want to get public comment, but there's been a

 5   ton of public comment over the last year, both for and

 6   against.

 7             But, again, I'm personally uncomfortable with the

 8   process because we keep on just saying, just wait till we're

 9   on the other side and then we'll start to address these

10   things.  And the -- and -- but we submitted for the SRIA,

11   this massive thing.  I don't know why we did that.  So I --

12   I'm not -- I'm not supportive of this right.

13            MS. URBAN:  Thank you, Mr. Mactaggart.

14             Mr. Liebert's very quiet.  I don't want to put him

15   on the spot.  I just want to make sure he has the chance to

16   weigh in if you'd like.

17            MR. LIEBERT:  Staff have an opportunity because

18   we've made all sorts of comments about whether things have

19   or have not been done.  Not to put you on the spot, but if

20   there have been comments made here that you feel you might

21   be able to illuminate, that would be helpful.

22            MR. LAIRD:  Thank you, Board Member Liebert.

23             A lot has been covered, admittedly.  But I suppose

24   an important point to remind this Board is we general -- or

25   you generally as a Board made a decision to advance more or
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 1   less this version of the text back in March.  And has been

 2   since March that staff has been underway, following the

 3   Administrative Procedures Act to get things teed up just to

 4   start formal rulemaking.

 5             And so starting over again is practically the same

 6   as going back another six to nine months to just get back to

 7   the same spot where there'll still be comments, still be

 8   complex on either side, and we'll be doing all that still

 9   with just the limited information we've gotten to date.

10             I think to Mr. Le's point, those who are paying

11   close attention to our agency, sure, have been very involved

12   and been writing comments all along the way this whole year.

13   But at the same time, the whole Administrative Procedures

14   Act is there will be a notice published in the state's

15   register that everybody has access to.  Everybody will be

16   made aware of with the full documentation that usually most

17   state departments and all don't put out in advance.

18             It's by the virtue of the fact that we are a Board

19   that the public is getting access to these documents in

20   advance to see the drafts as they've been prepared because

21   the Board has been considering the details.  But this is the

22   record on which it is typical.  And I would recommend that

23   we start to then build a formal comment process and then

24   make some very important decisions.

25             I absolutely agree with a lot of what's been said
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 1   today in terms of continuing to evaluate and be thoughtful

 2   about these things.  I also just want to know, I know we've

 3   gone through a lot of examples, kind of rapid fire.  Some of

 4   the examples I heard today would actually not be subject to

 5   these rules.

 6             And we could take the time to go through those,

 7   but I also think that may not be the best use of our time

 8   today, but just would make the point that through various

 9   exceptions, as well as details in some of these definitions,

10   I think there is nuance that maybe is sometimes glossed

11   over.

12             And I've heard it across the Board.  And I

13   recommend -- I recognize that means we've got some education

14   to do as well on these regulations, but there's an --

15   there's an effort to really make this impactful in the ways

16   that I think all the Board want it to be.  So we are

17   committed to that same thing.

18            MS. URBAN:  Thank you, Mr. Laird.

19             Mr. Liebert?

20            MR. LIEBERT:  So I have a follow-up question for

21   you.  Let us assume for a moment that the Board concludes

22   with our esteemed colleague, who is very much involved in

23   the creation of our efforts, that the hypotheticals that

24   he's given are persuasive and that we want to try to narrow

25   this draft of regulations accordingly.  What process would

�

0115

 1   we have -- if we trigger the formal process now, what will

 2   that look like in order for us to get there as opposed to if

 3   we don't trigger this process now and we do put this off

 4   essentially for 9 or 12 more months?  I didn't go through

 5   this, you already have.  I'd appreciate that illumination.

 6            MR. LAIRD:  That's a great question.  And there is

 7   a certain element of Board discretion here on how you would

 8   like to approach this.  Staff, of course, has been listening

 9   to all these comments and maybe at times even has our own

10   opinions on which should be modified in where there's room

11   for improvement.  But at the same time, we would really do

12   it at this Board's direction.

13             And so, again, the benefit of having the formal

14   public comment period.  So at the conclusion of that period,

15   we'll have a record for you.  We'll have -- I guarantee

16   it'll be a lot of comments, a lot of documents, a lot of

17   pages, as well as testimony given at a public hearing as

18   well, for the Board to consider as an entire record.  We

19   will be happy to help then facilitate at Board meetings, if

20   that's the way the Board would like to go, discussion on

21   sort of the scope and nature of those comments raised, the

22   suggestions made.

23             We would be happy as the staff level to make

24   recommendations ourselves, including recommendations that

25   will make an effort to find common ground between Board
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 1   members on where the interest and motivations lie to try to

 2   get these regulations right.  So staff is here to support in

 3   any way the Board would like to take this, including

 4   proposing updates after we've heard the comments as well as

 5   being responsive to general discussions.

 6             And maybe after hearing that complete record, if

 7   there is some consensus that's built at, for instance, a

 8   meeting following that public comment period, staff would go

 9   back to revising regulations to meet all of those interests.

10            MR. LIEBERT:  So what I'm trying to compare here,

11   Mr. Laird -- and thank you for that, and thank you staff for

12   what has been an amazing amount of work and truly

13   extraordinary work.  What I'm trying to drill down here is

14   that, if we trigger this formal process today, and we want

15   to make changes, as Board Member Mactaggart has pointed out

16   to some degree, as a consensus hopefully as a group, what

17   process would we be engaged in during this period of this

18   public formal process.

19            MR. LE:  Can I -- can I add to that question?

20            MR. LIEBERT:  Sure.

21            MR. LE:  So say we decide for example, say, we take

22   out behavioral advertisement, right?  As one of the opt-out

23   opportunities, right?  What would happen if we did it now

24   versus when we did it in formal rulemaking?

25            MR. LIEBERT:  Thank you for that.  That's very
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 1   helpful.

 2            MR. LAIRD:  That's a great question.  If we do that

 3   now, we would need to update a number of these requirements.

 4   We would also need to update our standardized regulatory

 5   impact analysis in consultation with the economists that

 6   we've been working with to produce these documents.  We'd

 7   have to resubmit to the Department of Finance for another 60

 8   to 90 day review period, receive their comments, and then

 9   we'd at that point, likely, be in a position to move forward

10   with that formal rulemaking.  On the flip side, if we start

11   --

12            MS. URBAN:  Sorry.  Mr. Laird, could you estimate

13   the time period there for redoing this for you, and I know

14   Department of Finance is 60 to 90 days.  I'm just trying to

15   get a picture in my mind.

16            MR. LAIRD:  Well, and it depends on how much -- you

17   know, removing a single requirement that's been estimated

18   might be a little bit easier for our economists to do.  If

19   we were to try to accommodate a lot of changes, we'd be

20   probably starting a lot further back in that process and in

21   that assessment.

22             Our economists, on estimate, what would you say?

23   Probably spent about eight months, probably plus, in

24   developing these.  They were doing some of the preliminary

25   assessment before even full text was assessed just to
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 1   determine baseline numbers and assumptions, for instance.

 2   And then worked after this Board moved to at least --

 3   proposed that we move forward with this text in March to

 4   then do the full -- the full assessment, which again, we

 5   weren't able to submit to Department of Finance until August

 6   of this year.

 7             So on the flip side though, if we were to start

 8   formal rulemaking today, we could conclude that formal

 9   rulemaking by -- that formal comment period by January of

10   2025, and by February, this Board could be back having a

11   real substantive discussion about what should be changing in

12   these regulations as a result of those -- of those comments.

13            MR. LIEBERT:  Would that trigger the need for a new

14   SRIA?

15            MR. LAIRD:  No.

16            MR. LIEBERT:  It would not.

17            MR. LAIRD:  It would require -- before the Board --

18   when the Board finally concludes the regulations they

19   actually want to adopt, we would be required to update our

20   economic impact assessment, which is a shorter document.

21   It's about a five-page form produced by the Department of

22   Finance.  It would still require a good amount of research

23   and assessment by our economists.  Absolutely.  But as long

24   as that -- the requirement is that that be updated to

25   reflect the final -- the final regulations and the estimates
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 1   that would accompany those.

 2            MS. URBAN:  Thank you, Mr. Laird.

 3             I -- just to add a little color, given that I know

 4   not everybody was on the Board when we did the first big

 5   package of regulations, Mr. Le and I were, and I'm going to

 6   just reveal my own naivete as a chair of a -- of a

 7   commission like this, and certainly with this law, which we

 8   were all naive to, which was that we, as the Board, approved

 9   that package for formal rulemaking received a very robust

10   round of formal comments.

11             And then I know another board member who's no

12   longer on the Board, and I will not name that person because

13   I don't have permission, but I -- and myself were quite

14   surprised when we saw the revision -- the revised version in

15   response to that first round of comments because it was --

16   they were substantial revisions.  And that's when I really

17   had to -- you know, I had understood.  I thought the

18   process, and then I had understood what the process meant.

19   They were substantial.

20              And then, of course, you do another round of

21   public comment when you substantially revise the

22   regulations.  So the -- it -- I think it -- for those of us

23   who have done legal practice and advocacy in a lot of

24   venues, we tend to think that once you get to the hearing or

25   once you get to this, right?  It's pretty much baked.
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 1             California, actually, it doesn't work like that.

 2   It -- the formal rulemaking process really is as it is

 3   advertised generally, which is -- which it is an absolutely

 4   genuinely substantive robust opportunity to make serious

 5   revisions and response to public comments.  And so I think

 6   that experience has very much sort of lodged itself with me.

 7   And I apologize if that -- if that hasn't been clear to

 8   everybody else.  But I think that was a really nice example

 9   to hopefully illuminate that for you, Mr. Liebert.

10            MR. MACTAGGART:  Yeah, I think I hear all that.

11   And just for Mr. Liebert who was not on the Board and may

12   not have been watching every video of past Board things,

13   there was a vigorous debate, I would say in March as well.

14   It was a split vote, three, two to move ahead with these

15   regulations.

16             And I think, you know, I would be surprised having

17   worked with economic analysis in the past, lot of the work

18   is spent, you know, constructing the model.  If you then

19   say, we're going to want to take out these 16 requirements,

20   it's usually not as long.  I would hope it wouldn't be as

21   long and say, okay, well, that's -- we don't have to do

22   that.  Don't have to do that, we can -- we can reduce the

23   cost.  So I would hope it wouldn't be eight or nine months.

24             My worry, I'm -- I've got many, but one of them

25   is, you know, I don't want to vote for something between
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 1   risk assessment and ADMT, our own costs assessment or

 2   something.  Yeah, close to $2 billion, or maybe it's more

 3   than 2 billion, depending on whether you use the high or the

 4   maybe the low.  That's going to be the headline.

 5             You know -- you know, California Privacy

 6   Protecting Agency, you know, imposes 2 billion costs --

 7   dollars or cost in these two, and there's going to be

 8   cybersecurity, you know, cost as well.  It's -- these are

 9   going to -- these are -- I don't -- I don't think that's --

10   we're downs to our public credit here as we're trying to

11   convey that, you know, we're doing good things for consumers

12   that are, you know, in the public interest.

13             And I -- and, again, I say I don't think this help

14   privacy.  I think they heard it because they -- it's

15   regulation that ends up not advancing.  Right.

16            MS. URBAN:  Thank you, Mr. Mactaggart.

17             My own thoughts about the risk assessment, again,

18   we have already received a number of public comments, some

19   critical of the scope of the regulations in the direction of

20   thinking they're too broad.  Some criticizing the scope of

21   the proposed regulations in the direction that they're too

22   narrow.  And when I say broad and narrow, I mean in terms of

23   the -- let's just say, one measure would be the cost on

24   businesses.

25             The SRIA as it is now, given what I'm hearing on
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 1   the Board, and I'm not holding anybody to this, I think is a

 2   cost that is based on a broader conception than people are

 3   willing to entertain it seeing what we hear from public

 4   comments.

 5             And to me, I think one of the sort of best things

 6   that we could do as a public agency is to move into formal

 7   public comments with that, this is how much it could cost in

 8   front of us, and if we chose to narrow it, then I don't

 9   really -- like, that is a positive impact for businesses in

10   their view.  And so I feel -- you know, I sort of -- I feel

11   comforted by that.

12             I don't think that we can just keep shooting at

13   another target and get anything that is going to be more

14   certain than we could get.  Again, from hearing formal

15   public comment, we would -- I would welcome more detailed

16   information from businesses and from consumer groups and

17   from the labor groups on the relative costs as they see

18   them, which would allow us, again, to make a more informed

19   assessment than we even can now with the robust process that

20   we have because we have -- we have the formalized

21   interventions from the people whose boots are on the ground.

22             I know you've all heard me sort of beat this drum

23   many times, but for, just as an example, the thresholds, we

24   have some thresholds.  They're reasonable.  I don't know if

25   they're right, but I think they're as -- I think that
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 1   they're probably as broad as they are likely to be agreed to

 2   by the Board.  And so we have the full cost of those

 3   thresholds, and if we pull them back, it would be less cost.

 4             I don't think that we should worry about what the

 5   cost is beyond our understanding of the actual impacts to

 6   the economy, to businesses, and to consumers.  It costs what

 7   it costs to have regulations.  And our decision needs to be

 8   based on how we balance the equities.  And we're going to

 9   get the best information from that now that we have a SRIA

10   we can work with, again, from formalized public comment.

11             Now, it is entirely possible I would -- I can't

12   and I would never want to hold my fellow Board members to,

13   you know, my sense of things right now.  And, of course,

14   something could change in the world and maybe -- you know,

15   maybe we would decide that we need to broaden them

16   substantially in a way that would -- that would impose more

17   costs for businesses.

18             In that case, I think we should address that if

19   and when we come to it.  But I don't think that we're going

20   to get a more sort of certain picture in advance before we

21   have the formal discussion.  And what we do have is kind of

22   the highest cost that we're likely to have that we can work

23   with.

24            MR. WORTHE:  I still had -- excuse me -- a couple

25   questions, maybe one that wasn't addressed specifically and
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 1   it was repeated.  If I'm -- if I'm one of these business

 2   groups that have for over a year raised the same concerns

 3   and changes haven't been made, why should I feel they're

 4   going to be made six months from now when we're in the

 5   formal rulemaking plan.

 6             What -- what's different about what we've been

 7   going through and what we're going to go through?  Why

 8   should I be comforted that there's -- I'm going to be heard

 9   and addressed differently than I have in the past?

10            MR. LAIRD:  Great question.  And I think my

11   response is, again, staff started working on the documents

12   to support the direction of the Board back in March.  And

13   since March, we've held multiple stakeholder sessions, we've

14   had multiple Board meetings, and these have presented plenty

15   of opportunities, including folks reaching out to us

16   separate of any of those instances to submit public comment.

17             And we've been listening, but at the same time, we

18   were under the mandate of the Board to produce an Initial

19   Statement of Reasons, a standardized regulatory impact

20   analysis on the text that was currently agreed to by the

21   Board back in March.

22             And so we're listening, and at the same time, it's

23   been a lengthy process just to get us to the starting point.

24   And so, to us, the starting point, it's very helpful to have

25   all this well in our minds already.  But at the same time
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 1   once we -- once we start this process, again, it sort of

 2   ensures there's a uniform opportunity for the public and not

 3   just for those that have been attending the Board meetings

 4   with the stakeholder sessions, it'll gives the benefit --

 5   the -- you know, until just recently, the public actually

 6   hadn't seen the standardized regulatory impact analysis

 7   assessment because it didn't exist yet, right?

 8             So these are new documents, new substantiation,

 9   and estimates all related to the text that was agreed to in

10   March, that the public can consider now as a complete record

11   from the agency, give them the opportunity to give their

12   feedback across kind of all issues, and then give us the

13   opportunity to take that and make changes.  And so I hope

14   that answers your question.  I guess my thought is we've

15   been hearing it, but at the same time, it's been a lengthy

16   process to get to this stage, and --

17            MR. WORTHE:  It hasn't been ignored.  It hasn't

18   been the right time in our process to address it.  One final

19   question.  If we decided through the rulemaking process that

20   we want to eliminate 10 and 11, we have that ability?

21            MR. LAIRD:  If you were to eliminate certain

22   components of the draft regulations without advancing them,

23   we would have to redo a number of the --

24            MR. WORTHE:  After advancing them.

25            MR. LAIRD:  Oh, after advancing them, absolutely.
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 1   You can make any amendments to these regulations you want.

 2   Once formal rulemaking has begun, and as the Chair

 3   mentioned, the process is great in the sense that every time

 4   you make amendments, then there's another public comment

 5   period, 15 days for those.  But it'll be more opportunity

 6   for the public to engage each time the Board makes a change

 7   to these regulations.

 8            MS. URBAN:  Mr. Le.

 9            MR. LE:  I just want to give some context to that

10   first question.  Yeah, essentially, it got frozen in March.

11   But, you know, I think as someone on the subcommittee, you

12   know, who got a lot good recommendations, but then also got

13   recommendations that were opposing those, how do you decide

14   who to listen to?  Right?  Do you listen to Consumer Reports

15   or do you listen to the business chamber.

16             So I -- there was a decision, I think, to kind of

17   just freeze it where it was and then get everybody's input

18   in so that we can do it.  And that's been a consistent thing

19   that I -- I've sat throughout is, I think we started out

20   with a very consumer friendly set of regulations and

21   figuring out what actually needs to stay.

22             And I'm hearing a lot about healthcare, housing,

23   employment, right?  Not hearing as much around, you know,

24   behavioral advertising or training data for ADMT, right?  So

25   that's the kind of input that I would like to hear from the
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 1   comments.

 2            MS. URBAN:  Thank you, Mr. Le.

 3             Yes, Mr. Liebert.

 4            MR. LIEBERT:  No one said it was going to be this

 5   much fun.  I want to say a couple things and do something

 6   which I normally don't do, and it's try to slow myself down.

 7   Again, I want to thank the staff for all the great work that

 8   you've done.  And I know you'll continue to do.  I consider

 9   this a real conundrum.

10             I come from a legislative background, and so when

11   all of my friends and colleagues keep saying and testifying

12   that we just need to throw this to the legislature, I need

13   to tell you something.  I spent 20 years at the legislature.

14   We are doing far more intense, careful, deliberative work

15   here than I could ever expect my colleagues at the

16   legislature to do.

17             They hear hundreds -- wait, thousands of bills

18   every year.  And my colleague knows very well that they

19   can't spend the kind of time that we are right now talking

20   about whether behavioral advertising or any other issues

21   should be in this legislation.

22             And so I am not particularly persuaded by just,

23   let's wait for the legislature, they're going to figure this

24   out.  Well, I don't expect that of them.  I don't think it's

25   reasonable to expect it of them.  I've got great friends

�

0128

 1   there, but they have lots of things they have to do besides

 2   focusing on these issues.

 3             The second point I'd like to make is that, this is

 4   a really important consumer protection law that I am very

 5   grateful that was pushed and that we're trying and

 6   struggling with to get right.  And the governor, of course,

 7   is absolutely right.  We want to get this right.  But we

 8   also want to get this.

 9             And many times in the legislature you will hear

10   people say, oh, this is not quite baked.  We need to hold

11   back.  And what that does is it keeps progress from ever

12   happening.  And so we're in this conundrum right now of

13   whether we trigger this process now to get this going and

14   moving forward.  And there seems to be a growing consensus

15   because of the persuasiveness of the concerns that Board

16   members have, that we can get there.

17             But I am definitely concerned that if we put this

18   off to keep trying to do that, with all of the constraints

19   that we face through the process that we're putting this off

20   too long, that we need to make progress, and we need to

21   support our staff, and we need to have the confidence that

22   we will be able to get this as right as we can.

23             I was reading a little bit as we were hearing

24   testimony that -- about some of the risks of ADMT.  And they

25   are profound.  They are profound.  Many of us are
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 1   experiencing it now just as you did, when you can't actually

 2   reach human beings anymore because you are literally talking

 3   on the phone to machines.  And when you want to get to that

 4   human, you cannot do it.

 5             And we have just hit the tip of the iceberg in

 6   this process.  We really have.  So I'm very concerned that

 7   we try to address some of these issues to make sure that we

 8   still have humans working and that we still have humans we

 9   can interact with when there are mistakes.  And there's

10   plenty of reporting by Stanford and Harvard and all of these

11   academic institutions about the degree of mistakes that are

12   happening through ADMT large language models.  We got to

13   care about this stuff really profoundly.

14             So I am prepared to support moving this process

15   forward today, but I am also absolutely committed to

16   addressing the powerful concerns that the business community

17   has mentioned, with us paying adequate attention to all of

18   those consumers out there.  This law that was pushed was

19   passed by almost 60 percent of California voters.  And they

20   really want real, real protections in regards to their

21   privacy.  And we sure haven't gotten there yet, have we?

22             So we have to make some progress.  And the only

23   way we're going to do that is if we keep pushing forward.  I

24   think from the discussion we've had today, that we

25   absolutely will have the opportunity to do that.  And as
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 1   people in the legislature always say, I reserve my right not

 2   to vote for this when we get to that point.

 3             If we haven't hit those marks of those dangers

 4   that some of you have highlighted, that we've gone too far

 5   perhaps in some areas, we all have the ability through this

 6   process, whether it's nine months from now or a year from

 7   now, to say, you know what, we're not there.  We're not

 8   going to do this.

 9             And so that gives me the comfort that I need with

10   the respect that I have for all of you, that we can get

11   there, but that we will absolutely need to get this trigger

12   going, to get this process going in this formal process.

13   And I think the staff, I'm quite confident, has heard loud

14   and clear that there are some major changes that need to be

15   made in the coming months, and that we will have that

16   opportunity to do so.

17             So I would urge my colleagues to consider those

18   issues as well, but I'll be prepared to support moving

19   forward today.

20            MS. URBAN:  Thank you very much, Mr. Liebert.

21             Final comments.  Mr. Le says, same.

22             Yes, Mr. Mactaggart.

23            MR. MACTAGGART:  And, Madam Chair, at some point I

24   have a slightly orthogonal comment to make about the

25   regulations that are not specifically about ADM or risk
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 1   assessment.  So I don't know when you would like to do that.

 2            MS. URBAN:  Well, our -- yes, our only action

 3   before us would be the package into formal rulemaking.  So I

 4   think now would be the time.

 5            MR. MACTAGGART:  Okay.  And this is a slight

 6   tangent here, but just so everybody doesn't think I'm

 7   entirely pro business here, I'd like to address this just

 8   has to do with the regulations that are --

 9            MS. URBAN:  That's clearly what we think.  And then

10   for the transcript, that was sarcastic.

11            MR. MACTAGGART:  I'd like to address the opt-out

12   provision that the regulations cover and the recent demise

13   of Assembly Bill 30, 48, which was the Assembly Bill

14   sponsored by Assembly Member Josh Lowenthal, which would've

15   given consumers an easy way to access opt-out rights in

16   their browsers, their phones.  And it was a good piece of

17   legislation.  It would've strengthened consumer privacy

18   rights, rights that were hard won in legislature in 2018, at

19   the ballot box in '20, and subsequently in legislative

20   efforts.

21             So what went wrong?  Well, fear, uncertainty, and

22   doubt.  As the thing goes, FUD, right?  A deliberate

23   campaign aimed at confusing and obfuscating the true stakes

24   of this legislation.  So now I understand as a Board member,

25   I'm not supposed to single out any specific company, so
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 1   don't worry, Mr. Laird, I won't.

 2             But let's imagine hypothetically that you're a

 3   massive international corporation deriving a large share of

 4   your revenue from mining people's personal information,

 5   information gathered in ways that if consumers were fully

 6   aware of and could easily stop, they would.  But rather than

 7   disclose how much data you're collecting or how you're using

 8   it, you spend thousands of engineering hours designing

 9   products that make it almost impossible for your customers

10   to fully understand your practices, let alone exercise their

11   rights.

12             So maybe you're a company that helps consumers

13   find answers to their questions, or navigate their daily

14   lives, find out how to get to point A to point B, or to

15   store important documents, or share photos and thoughts with

16   friends, and perhaps you can even influence public opinion

17   by curating news, and suddenly, a bill like AB 3048 emerges

18   from the California legislature, which poses a real threat

19   to your business model.

20             Oh, no, you say.  If our consumers can restrict

21   the use of their personal information, what will happen to

22   our revenues?  So what's the company to do?  I know.  We

23   will spread fear, not truth.  We'll go to our advertisers

24   and warn them that advertising effectiveness is on the line.

25   AB 3048 will kill advertising.  And there's no mention of
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 1   contextual ads or their effectiveness.  There's only fear.

 2   The magic of internet advertising is about to disappear.

 3   Just another anti-business California law threatening

 4   livelihood.

 5             And so to heighten the pressure, maybe we'll even

 6   preprint letters and forms and flood the governor's office

 7   with pleas for a reprieve.  Maybe we'll even mislead

 8   officials with claims that consumers can already download a

 9   plugin to Safari to protect their privacy, knowing full well

10   they can't.

11             So in conclusion, I found this campaign to defeat

12   AB 3048 by way of fearmongering and misinformation, nothing

13   short of appalling.  I didn't get involved in the bill much

14   because I believe that these giant corporations that have

15   been seeing in four-part harmony for the last couple of

16   years and saying they finally get privacy, and they really

17   always did get it.  And now they really are huge supporters

18   of new privacy laws, I took them at their word.

19             But just like tobacco companies fought tooth and

20   nail to keep cigarette vending machines in high schools and

21   smoking in the workplace.  And yes, I am comparing.  The

22   brazing mining of our personal information, the purveyors of

23   tobacco, given that it's one of the keys to the sort of auto

24   playing and addictive feeds to keep our youth glued to their

25   social media apps, helping to assault their mental health
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 1   around the world.

 2             When this -- business is usual threatened, the

 3   giant data miners leapt into action and crushed the bill.

 4   So we failed this year, but next year, I hope Assembly

 5   Member Lowenthal and his colleagues in the legislature will

 6   reintroduce the bill, passed it again.  And I hope that this

 7   time we in the privacy community are more prepared to

 8   counter the FUD with the truth.

 9            MS. URBAN:  Thank you, Mr. Mactaggart.  And I

10   appreciate, again, the integration -- the fact that we need

11   to think in an integrated fashion about opt-outs, and that

12   has come up in the comments as well.  And I would encourage

13   us to do that and commenters to provide information about

14   that should we move to formal rulemaking.

15             With that, I'd like to propose a motion to direct

16   staff to advance the proposed draft regulations for this

17   agenda item, which cover updates to our existing regulations

18   and new regulations on insurance businesses, cybersecurity

19   audits, risk assessments, and automated decision-making

20   technology to formal rulemaking, including commencement of

21   the 45-day public comment period, and to authorize staff to

22   make additional changes where necessary to reflect the

23   Board's discussion today improve the tax clarity or

24   otherwise ensure compliance with the Administrative

25   Procedures Act.
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 1             Do I have a motion?

 2            MR. LE:  I say move.

 3            MS. URBAN:  Thank you, Mr. Le.  Do I have a second.

 4            MR. WORTHE:  Second.

 5            MS. URBAN:  Thank you, Mr. Worthe.  I have a motion

 6   to second.  That is the motion that we will have on the

 7   table, and I'd like to ask if there is any public comment.

 8            MS. MARZION:  This is for Agenda Item number 3.  If

 9   you'd like to make a public comment at this time, please

10   raise your hand using the "raised hand" feature, or by

11   pressing star nine if you're joining us by phone.  This is

12   for Agenda Item number 3.

13             Okay.  It looks like we have a few hands raised.

14   I'm going to unmute you at this time, Dylan Hoffman.  You'll

15   have three minutes.  Go ahead and speak.

16            MR. HOFFMAN:  Thank you.

17            MS. MARZION:  Can you please speak up?

18            MR. HOFFMAN:  Hello?  Can you -- can you hear me

19   now.

20            MS. MARZION:  Yes, we can.  Thank you.

21            MR. HOFFMAN:  Sorry.  Malfunction I think on my

22   end.  Dylan Hoffman on behalf of TechNet.  Greatly

23   appreciate the opportunity to provide comment on this agenda

24   item.  TechNet, we represent about 90 companies in the

25   technology and in innovation industry.  And we represent
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 1   companies across the spectrum of this economy from companies

 2   who develop this cutting edge, automated decision-making

 3   technology, to the vast numbers of companies who deploy it

 4   for both consumer facing uses, but also who use this

 5   technology in some capacity on the backend to help improve

 6   their efficiency and their business operations, and just

 7   simply operate day to day.

 8             I want to touch on a couple of substantive issues

 9   with the current draft regulations.  As a threshold issue,

10   we believe the definition of automated decision-making

11   technology is a concern because of its continued overbroad

12   inclusion of essentially really any software.  As has been

13   noted by Board members during previous meetings, definition

14   as it is currently proposed would include far more

15   technologies and uses and intended.

16             It encompasses nearly every use of automated

17   software and technology, even when there is significant

18   human involvement in decisions.  As a result, the rules

19   cover far more than just automated decisions and would thus

20   implicate many low risk consumer service decisions made by

21   businesses of all sizes every single day.

22             Broad definitions of legal or similar significant

23   effects or profiling also pull in far more technologies than

24   necessary and shift the focus away from the high risk uses

25   of this technology.  And I don't think there's been a single
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 1   public comment that has taken issue with the regulation of

 2   these high risk use cases of ADT.  And many of the examples

 3   raised by consumer advocates have highlighted the need to

 4   regulate these use cases.

 5             TechNet editor members agree and believe the focus

 6   should be on high risk use cases and high leverage

 7   situations, but these definitions go far beyond those use

 8   cases and have significant consequences for the risk

 9   assessment and opt-out requirements.

10             As an example, the regulations propose heightened

11   opt-out requirements with several presumptions that we

12   believe are far too strict.  This will make it harder for

13   companies to provide reasonable avenues to use ADT to

14   improve efficiency, and also the ability for workers and

15   consumers to get the goods and services they want and

16   expect.

17             Furthermore, by having an over-inclusive

18   definition of ADT, the draft regulations will require

19   significantly more risk assessments be completed and filed

20   than necessary.  This in turn significantly increased the

21   costs which is demonstrated in the SRIA, and will have

22   downstream impacts on the services that consumers receive,

23   not to mention the administrative burden on the agency.

24             Again, we've raised these issues in written and

25   verbal comments in previous means, and they still have not
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 1   been addressed.  Remain extremely concerned that the agency

 2   is exceeding the authority grants to it by the voters and

 3   beyond the realm of privacy regulations.  We believe that

 4   the agency should focus on the primary obligations as a

 5   privacy agency, which also means providing more meaningful

 6   and constructive opportunities for engagement with all

 7   stakeholders, including the regulated community.

 8             We also remain concerned about the interplay of

 9   these regulations with legislative efforts in the coming

10   year.  As has been mentioned, California considered and

11   nearly passed legislation on this topic, and we expect

12   follow-up bills to be introduced in the next session.  The

13   legislature is, we believe, the best forum to consider such

14   impactful and complicated --

15            MS. MARZION:  Thank you.  That is your time.

16             Ronak, I'm going to unmute you at this time.

17   You'll have three minutes to make your comment, so please

18   begin as soon as you're ready.

19            MS. DAYLAMI:  Thank you.  Can you hear me.

20            MS. MARZION:  Yes, we can.

21            MS. DAYLAMI:  Thank you.  Ronak Daylami with

22   CalChamber.  Our members understand and agree that

23   reasonable regulations are important to protect Californians

24   as technology rapidly evolves.  We firmly believe that

25   overregulation hurts everyone, and unfortunately, these
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 1   regulations continue to miss the mark in achieving any

 2   semblance of balance.

 3             As I have testified several times now, the

 4   regulations clearly continue to exceed the express authority

 5   that voters granted to the agency, stretching far beyond the

 6   realm of what's commonly understood to be privacy

 7   regulations and veering into general AI regulations, at

 8   times even rewriting the law.

 9             In doing so, the agency continues to risk getting

10   ahead of the legislature and governor on incredibly critical

11   issues like AI, which carry massive implications for the

12   prosperity, safety, and security of California consumers and

13   businesses, and therefore should be decided by our elected

14   state officials, who we all know will continue to grapple

15   with these same issues and policy questions when it returns

16   to session in a matter of weeks, including with the bill on

17   ADTs.

18             Such issues should go through the legislative

19   process first, where different policy implications, legal

20   rights, and competing interests are considered prior to

21   setting the overall direction for the state.  With respect

22   to the agency, SRIA, we are concerned that the agency

23   continues to underestimate the cost and complexity of

24   implementation and the full impact of these regs on

25   businesses, consumers, and public entities.
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 1             We hope you will consider the report that

 2   CalChamber submitted from well respected economists,

 3   including a former director of finance, which outlines

 4   exactly how the SRIA both substantially underestimates the

 5   actual costs to the tune of billions of dollars and

 6   dramatically overestimates the benefits and savings having

 7   caught a mathematical error.

 8             We implore you to not force this draft forward

 9   over the continued concerns over the agency exceeding its

10   mandate and acting prematurely relative to the legislature

11   and governor.  There are many examples of this, including

12   overbroad provisions enabling consumers to opt-out of low

13   risk activities, such as their data being used to -- for AI

14   training and regulations that create opt-out rights for

15   behavioral advertising when voters created a narrow right

16   for cross context behavioral advertising only.  There's just

17   too much at stake here, and those provisions at minimum

18   should be scaled back if not deleted before formal

19   rulemaking starts.

20             I just quickly want to respond to a few of the

21   comments made by the Board going off script.  The reason

22   many of us are feeling jammed and that these regulations are

23   not ready for rulemaking is that to us this hasn't been an

24   entirely iterative and interactive process, especially when

25   you compare it to the legislative process, where we do
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 1   believe that many of these issues you're starting to veer

 2   into belong.

 3             So as much as the agency might be able to get more

 4   done than the legislature, not all of these issues are

 5   issues that you have authority to act on or that you should

 6   act on as a privacy agency.  Of course, we know that once

 7   formal rulemaking opens changes will happen since our

 8   feedback -- but we also know that it really will only happen

 9   once since our feedback on the modified draft regulations

10   the last time around really led to no substantive changes.

11             So, you know, our point here is that the first

12   draft put out to public comments shouldn't be the one that

13   you know has significant deficiencies, and that could have

14   been fixed over the last several months.

15            MS. MARZION:  Our next commenter is Van Seventer.

16   I'm going to unmute you at this time.  You'll have three

17   minutes to make your comments, so please begin as soon as

18   you're ready.

19            MR. SEVENTER:  Hi, can you hear me.

20            MS. MARZION:  If you could speak up a little bit

21   louder?

22            MR. SEVENTER:  Sorry.  How about this.

23            MS. MARZION:  Yes, thank you.

24            MR. SEVENTER:  Thank you, Chair Urban.  And I

25   appreciate the time.  My name is Anton Van Seventer, and I
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 1   am counsel for privacy and data policy with the Software and

 2   Information Industry Association.  And our more than 380

 3   members are committed to fostering the free flow of

 4   information to enhance both business opportunities, but also

 5   consumer experiences.

 6             Our greatest concern with these draft regulations

 7   does lie in the automated decision-making tools section.  As

 8   we know, the draft regulations would create a consumer right

 9   to opt-out of ADMT use for consumer profiling.  As written,

10   this means the regulations would place a large burden on

11   businesses to actually entirely redesign their services in

12   many cases that have already been long used by their

13   customers.

14             So for example, a California resident may purchase

15   a dishwasher detergent at regular intervals in an online

16   marketplace.  And today the marketplace could suggest that

17   the consumer may need to order again, but the proposed rule

18   would disrupt this ability for businesses to do this very

19   basic first party advertising to their own consumers.

20             And this is also and notably well beyond the scope

21   of the CCPA, where both background negotiations in advance

22   of the passage of that law as well as its plain text

23   specifically concede that businesses could continue to use

24   data for their own customers to improve their products and

25   to advertise to these consumers.
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 1             So our second major concern with the draft ADMT

 2   regulations is that they do create a consumer right to

 3   opt-out of ADMT training data that has been discussed.  So

 4   we think this really would first unnecessarily hamstring

 5   California startups developing their own applications.  But

 6   furthermore, even larger technology companies, many of which

 7   already have their home in the state, would also find it

 8   more difficult, if not impossible, to maintain

 9   representative training data, especially training data that

10   does not unintentionally discriminate against groups whose

11   representation in the dataset as a whole is skewed by the

12   opt-outs.

13             So lastly, as was discussed, we believe the

14   agency's process for conducting its economic analysis of

15   these regulations does vastly underestimate the cost to

16   California businesses, unfortunately.  And we would submit

17   that if the agency wants to effectively regulate privacy and

18   ensure business compliance, we believe it first needs to

19   fully understand the realistic financial burdens of these

20   draft regulations.

21              We do appreciate the legal and delay issues at

22   play here, but due to the overly broadened imprecise

23   elements of the draft that I just mentioned, we nevertheless

24   strongly encourage the agency to, at this time, refrain from

25   advancing these regulations to formal rulemaking, and hope
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 1   it will help in order to fully incorporate these crucial

 2   elements of stakeholder feedback.  Today as well as in the

 3   coming months, we do very much appreciate your

 4   consideration.  Thank you.

 5            MS. MARZION:  Thank you.

 6             Lettie, I'm going to unmute you at this time.

 7   You'll have three minutes to make your comments, so please

 8   begin as soon as you're ready.

 9             Lettie, we can't hear you.  Please begin.

10            MS. GARCIA:  Oh, can you hear me now.

11            MS. MARZION:  Yes, we can.  Thank you.

12            MS. GARCIA:  Okay.  Wonderful.  Hi.  Good

13   afternoon.  I'm Leticia with the California Grocers

14   Association, and we represent national, regional, and

15   independent grocery store operators all throughout

16   California.  We are incredibly concerned about how the

17   opt-out of automated decision-making tools will impact the

18   grocery industry and their ability to interact with

19   customers moving forward, and very concerned about the high

20   price tag of the implementation, particularly, in the face

21   of rising costs and consumer dissatisfaction with how much

22   everyday needs impact their bottom line, including

23   groceries.

24             I like to reiterate again, our biggest concern is

25   with the regulation that would create a consumer right to
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 1   opt-out of automated decision-making tools used for consumer

 2   profiling.  In a time of high grocery prices, customers rely

 3   more and more on rewards and savings programs that grocery

 4   stores offer.  This regulation will limit the grocery

 5   operator to customize advertisements to -- advertisements to

 6   its own customers.

 7             Customers have their own profiles and receive

 8   coupons that match their shopping patterns, saving customers

 9   money on their own staple items.  The choice to opt-out of a

10   automated decision-making tool not only hurts the retailer,

11   but also hurts the consumer's wallet.

12             I'd like to add a quick anecdote.  We represent a

13   family owned grocery operator with four stores in a rural

14   and disadvantaged area that have recently implemented a

15   rewards and discount program.  Even though this technology

16   has been available for many years, this member saved up to

17   provide this service to their customers.  It was extremely

18   costly for this -- for this small grocery operator.

19             Their hefty investment into this technology will

20   be in vain if they are not allowed to provide their

21   customers with their own personalized coupons and ads

22   because customers opted out of an automated decision-making

23   tool and may not have known how this would affect them.

24             In an industry that depends on a very small profit

25   margin, our members are very calculated on what investments
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 1   they make to satisfy their customers.  So we ask that the

 2   Board not approve the draft regulation at this time and take

 3   into consideration how this would affect the grocery

 4   industry and its customers.  Thank you.

 5            MS. MARZION:  Thank you.

 6             Jack, I'm going to unmute you at this time.

 7   You'll have three minutes to make your comment, so please

 8   begin as soon as you're ready.

 9             Jack, if -- go ahead and speak when you're ready.

10             Okay.  I guess at this point I don't have any

11   further commenters at this time.

12            MS. URBAN:  Thank you very much, Ms. Marzion, and

13   thank you to all the commenters, and again, all the

14   commenters earlier in the day who spoke to the issues we've

15   been discussing.  Now, I -- we -- I know, because everyone

16   has said it, I speak for the entire Board when we express

17   our gratitude for the continued engagement.

18             At that case, I would like to call the vote on

19   directing the staff to put the proposed -- advance the

20   proposed draft regulations into formal rulemaking.  The

21   motion in full was stated and was made by Mr. Le and

22   seconded by Mr. Worthe before public comments.

23             Ms. -- yes, Mr. -- I'm just thinking.  I think so.

24   Yes.  Yes?  Yes, go ahead, Mr. Mactaggart.  We'll just redo

25   it if we have to.
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 1            MR. MACTAGGART:  That's right.  So I am -- I am

 2   just going to explain my no vote here.  I voted against this

 3   in March.  I -- again, I do feel like the process of doing

 4   the most expansive and same trust us, I would've liked it,

 5   and I still would like it to be -- to go to public -- go

 6   through the rulemaking process as a more, I think,

 7   appropriate size of regulation.

 8             But I really do want to say, I know you guys have

 9   all been working incredibly hard at this, and I know it's

10   got to be super frustrating to keep on hearing me say the

11   same thing which sounds kind of critical.  So I do want to

12   thank you all because it's been a lot of work, I know.

13             And the entire staff, I apologize to you for

14   coming across as critical or negative, and I do want to let

15   you know that I am -- I'm deeply appreciative of the fact

16   that you're doing this work.  I know you could be all doing

17   something else, and you're choosing to work here and -- in

18   the cause of privacy.  So, thank you.

19            MS. URBAN:  Thank you, Mr. Mactaggart.

20             Mr. Laird, should I restate the motion?

21            MR. LAIRD:  I think you're fine to just --

22            MS. URBAN:  Okay.

23            MR. LAIRD:  -- acknowledge --

24            MS. URBAN:  Wonderful.

25            MR. LAIRD:  -- the motion as it was made before.
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 1            MS. URBAN:  Wonderful.  Thank you, Mr. Mactaggart.

 2   And proceeding with the motion -- the motion as stated

 3   earlier and seconded.  Ms. Marzion, could you please conduct

 4   the roll call vote.

 5            MS. MARZION:  Yes.  Board Member Le?

 6            MR. LE:  Yes.

 7            MS. MARZION:  Board Member Liebert?

 8            MR. LIEBERT:  Yes.

 9            MS. MARZION:  Board Member Mactaggart?

10            MR. MACTAGGART:  No.

11            MS. MARZION:  Board Member Worthe?

12            MR. WORTHE:  Yes.

13            MS. MARZION:  Chair Urban?

14            MS. URBAN:  Yes.

15            MS. MARZION:  Madam Chair, you have four yeses and

16   one no.

17            MS. URBAN:  Thank you, Ms. Marzion.  And thank you

18   very much to the Board.  The motion has been approved by a

19   vote of 4 to 1.  I want to thank the staff and the

20   subcommittee for all the work that is -- I can't even begin

21   to express at a pretty incalculable amount of work over the

22   last few years to get us to the point where we are today,

23   which is a beginning point.  Sorry.

24             No, and I know -- and I know that you're fine with

25   that.  I mean, I know that is the purpose of the formal
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 1   rulemaking.  And to everyone who has engaged from the public

 2   up to this point and I very much hope that you will continue

 3   to engage.  And I really appreciate the staff's continued

 4   attention to both the public's comments and the Board's

 5   perspectives and thoughts on how we might address some of

 6   the varied concerns and support that we have heard as we

 7   continue with the formal rulemaking process.

 8             I could go on, but I think it -- there's -- it --

 9   my thanks are simply too deep to express them in more words.

10   I do have, just to make things a little more difficult, a

11   process request, that if it is possible, given that the

12   winter holidays are coming up and the rulemaking process,

13   the first part of it, has the 45 day public comment period

14   followed by a hearing, should we choose to do that, and I

15   think that we will choose to do that, I would like to

16   request that we, if possible, extend the initial comment

17   period and provide commenters with extra time that they

18   could choose to use in the way that works best for them

19   during the holiday season.

20             They could submit comments earlier if they would

21   like to, for example, before Christmas or Hanukkah, or they

22   could submit comments after the new year.  If we extended

23   the comment period, I would like that to be in the hands of

24   the commentators.  Last year, for example, I had a briefing

25   schedule that was changed because the parties decided to
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 1   move it up actually instead of move it back, so we could get

 2   done before Christmas.

 3             But sometimes, of course, people would prefer

 4   additional time.  And I -- if it is possible to be flexible

 5   in that way, I'd like to expand the time so that

 6   commentators can make those choices.

 7            MR. LAIRD:  Thank you, Chair.  We're happy to

 8   accommodate that request and extend beyond 45 days.

 9            MS. URBAN:  Okay.  Wonderful.  In that case, again,

10   I thank everyone.  I thank the Board for continuing robust

11   discussion including today, and I look forward to digging

12   in, again, substantively with more procedural sort of room,

13   to dig in on the regulations as they're currently formulated

14   in the formal rulemaking process.  And I look forward to

15   further discussion.

16             With that, I would like to actually take Agenda

17   Item number 10 out of order.  Agenda Item number 10 is a

18   closed session -- closed session with three items, I think

19   it is, that we will do during lunch so that the public can

20   go and take lunch while we discuss those.

21             And let me just introduce the items so everybody

22   knows what we'll be talking about in closed session.

23   Pursuant to Government Code Section 11126(e)(1) and (2)(A),

24   the Board will meet in closed session to confer and receive

25   advice from our legal counsel regarding the following
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 1   matters; California Chamber of Commerce versus California

 2   Protection Agency, et al., California Privacy Protection

 3   Agency et al.  Versus the Superior Court of the State of

 4   California for the County of Sacramento, California Chamber

 5   of Commerce.

 6             In addition, we will meet closed session to

 7   discuss personnel matters pursuant to Government Code

 8   Section 11126(a)(1), and to discuss litigation for which

 9   disclosing the names would jeopardize the agency's ability

10   to conclude existing settlement negotiations to its

11   advantage.

12             So we'll be talking about those several closed

13   session items during lunch.  We will keep this public

14   meeting open, and we will return from closed session to

15   resume the public items on the agenda after lunch.  I

16   anticipate that we will not be back before 1:15 p.m.  So

17   people know that they can go get their lunch.  And we will

18   -- we will take a break until then.  Thank you.  Well, you

19   will take a break.  We will go into closed session.  Thank

20   you very much.

21                         (RECESS)

22            MS. URBAN:  Welcome back, everyone, to this meeting

23   of the California Privacy Protection Agency Board.  We have

24   now returned from closed session, and we will move to Agenda

25   Item number 4.  Agenda Item number 4 is discussion and
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 1   possible action on proposed regulations, Sections 7600 to

 2   7605, implementing data broker registration requirements,

 3   including possible adoption or modification of the text.

 4   And this will be presented by our general counsel, Philip

 5   Laird, and our CPPA attorney, Liz Allen.

 6             Mr. Laird, please go ahead.

 7            MR. LAIRD:  Thank you, Chair Urban.  And I, in

 8   fact, I'm going to start by just handing it over to Ms. Liz

 9   Allen, who's been, I just want to say an incredible asset on

10   this whole program.  Has really been a lead and a -- kind of

11   the the self-starter behind all the success of the registry

12   so far.

13            MS. ALLEN:  Thanks, Phil.  Hi, my name is Liz

14   Allen.  I'm an attorney.  I'm here with the legal division

15   and the primary support for the data broker unit.  Included

16   in your materials today is a cover memo that provides

17   background for the data broker registration regulations, as

18   well as a number of relevant rulemaking documents.

19             As you may recall, during the May 10th Board

20   meeting, the Board moved to -- voted to move the staff's

21   proposed data broker registration regulations, which

22   memorialize the agency's existing practices related to the

23   registry, but also clarifies key terms, concepts, and

24   procedures to formal rulemaking.

25             We ran public comment from July 5th to August
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 1   20th, including a public hearing on the final day.  The

 2   agency received 3 oral and 18 written comments from a total

 3   of 24 distinct entities, all of which are available on the

 4   agency's website under the laws and regulations tab.

 5   Commenters range from data brokers themselves, to consumers

 6   to think tanks, and to policy shops.  The agency appreciates

 7   and thanks the commenters for their effort and thoughtful

 8   feedback.

 9             The staff has prepared all comments in the draft

10   Final Statement of Reasons, also known as the FSOR, which is

11   included in today's materials along with the Initial

12   Statement of Reasons, which was published earlier this year.

13   And it describes the reasoning behind each proposed

14   requirement.

15             After careful consideration of the comments, staff

16   does not believe it is necessary to make any modifications

17   to the proposed text, and recommends that the board adopt

18   the proposed regulations as originally proposed.  Not only

19   will this provide the needed clarity with respect to certain

20   terms and concepts within the law, but it will also

21   memorialize certain procedural elements that will streamline

22   the registration process.

23             In addition, if the Board decides to -- chooses to

24   adopt the proposed regulations now, staff will be in a

25   position to file the proposal with the Office of
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 1   Administrative Law in time so that they may become effective

 2   before the upcoming registration cycle, which, as you know,

 3   begins January 1st, 2025, if they're approved by Office of

 4   Administrative Law.

 5             So thank you, and we're here to take comments or

 6   questions.

 7            MS. URBAN:  Thank you very much, Ms. Allen.  And

 8   I'd like to echo Mr. Laird's profound thanks and for all of

 9   your work on the data broker division.  And we'll ask if the

10   Board has comments or questions.

11             Mr. Le.

12            MR. LE:  We got a comment about data broker

13   regulations and the definition of direct relationship.

14   Could you address that commenter's point?  Essentially, that

15   it's very broad.

16            MR. LAIRD:  Yes, happy to address that point.

17   First, I would be remiss to not point the public and the

18   Board to the Final Statement of Reasons, which does provide

19   actually kind of a lengthy explanation of why we don't think

20   that's correct.  I'm not going to just re-read that word for

21   word here.  So I can summarize, though, to say.

22             We -- we've heard that comment, we understand it,

23   but we respectfully disagree with the proposition that it

24   goes beyond the intent or scope of the law itself, or even

25   this agency's delegated authority.  Direct relationship is a
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 1   term that appears in the definition of a data broker, but

 2   that term itself is undefined.

 3             The agency was given the authority to define

 4   undefined terms through the rulemaking process, which we're

 5   proposing to do.  And, understandably, this has actually

 6   been a point of confusion as we understood it as we went

 7   through the 2024 registration cycle because businesses

 8   didn't always know what it meant to have a direct

 9   relationship.

10             We are clarifying that with our definition.  We

11   think it's clear.  It's a business that is selling and

12   sharing personal information of consumers that they didn't

13   collect from that consumer, that is -- that is activity that

14   is happening outside of a direct relationship and therefore

15   would qualify a business as a data broker.

16            MR. LE:  Thank you.

17            MS. URBAN:  Thank you, Mr. Le.

18             Can I follow-up with a related question about the

19   three-year time limit that connects to the direct

20   relationship definition and how staff see that as -- how

21   staff see that as providing notice to businesses and

22   consumers?  I think I understood all of the FSOR responses,

23   but I was hoping to hear a little bit more.

24            MR. LAIRD:  Sure.  So in terms of the -- just

25   trying to find our notes here.  In terms of that provision
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 1   of that direct relationship definition -- here, let me see.

 2   I'm going to find where we are real quick.  Just a moment.

 3            MS. URBAN:  If it helps, I'm looking at page 4 or 5

 4   and so --

 5            MR. LAIRD:  Okay.

 6            MS. URBAN:  Yeah.  So, yeah.

 7            MR. LAIRD:  And is the question just understanding.

 8            MS. URBAN:  Just the mechanism.  I think I

 9   understand it.  I think I understood it when we looked at

10   these regulations before, but I just wanted to be sure that

11   I understood how it interacted with the direct relationship.

12            MR. LAIRD:  Sure.  So, essentially, what -- it's

13   funny, actually.  I'm going to get the text in front of me

14   too because that's -- let me do this.

15             Very well.  Yes.  So, essentially, what we were --

16   you know, the sentences it reads is that direct relationship

17   means that a consumer intentionally interacts with the

18   business for the purpose of obtaining information about

19   accessing, purchasing, using, or requesting the business's

20   products or services within the preceding three years.

21             And as described a bit more detail in the official

22   statement of reasons and then provided in the FSOR in

23   response to some comments on this point, this was of a

24   staff's estimate a reasonable timeline that a consumer who's

25   interacted with the business might expect that their
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 1   interaction has been, in fact, a direct interaction that

 2   they intentionally engaged in and understands then that that

 3   business may continue to have some information about them

 4   and be sort of in that consumer business -- direct consumer

 5   business relationship.

 6             At the same time, what we wanted to make clear is

 7   that a single interaction with somebody -- and part of this

 8   is driven in by examples of some businesses we're aware of

 9   that set up models where they have a very light touch point

10   or maybe have created some sort of popular app, for

11   instance, that gives an interaction, but in fact, that

12   interaction is just one piece of their business model of

13   collecting and selling personal information about that

14   person.

15             And so what we wanted to do was avoid the

16   situation where somebody, because they had that one

17   interaction with the business as part of either some

18   promotional campaign or just visiting, browsing the web,

19   hasn't necessarily signed away the keys to their personal

20   information indefinitely.

21            MS. URBAN:  Thank you.  Other questions or

22   comments.

23             All right.  So we've been through the public

24   comment period.  We have before us the final proposed

25   regulations for us to consider for approval and the FSOR,
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 1   the working with responses to all of the comments.

 2             And in that case, the motion that I would like to

 3   propose would have three components.  The first part, a

 4   motion to adopt -- approve and adopt the regulations is

 5   originally proposed, direct staff to take all steps

 6   necessary to complete the rulemaking process, including

 7   filing the final rulemaking package with the Office of

 8   Administrative Law, the amendment of any documents within

 9   the rulemaking package other than the text of the rules as

10   necessary to ensure clarity, accuracy, and compliance with

11   the Administrative Procedures Act, and authorizing the

12   executive director to make non-substantive changes to the

13   proposed regulations, and to further authorize staff to

14   withdraw the rulemaking file in whole or in part from

15   consideration by the Office of Administrative Law at any

16   time, if in their opinion, the legal risks associated with

17   disapproval of these regulations warrant further

18   consideration by the Board.

19             So there are three sort of administrative pieces

20   to that.  May I have such a motion?

21             Thank you.  I have a motion from Mr. Le.  May I

22   have a second?

23             Thank you.  I have a second from Mr. Liebert.  And

24   with that, I'd like to take public comments on this item.

25            MS. MARZION:  This is for Agenda Item number 4.  If
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 1   you'd like to make a public comment at this time, please

 2   raise your hand using the "raised hand" feature, or by

 3   pressing star nine if you're joining us by phone.  This is

 4   for Agenda Item number 4.

 5             And I believe we have a hand raised.  Tony, I am

 6   going to unmute you at this time.  You'll have three minutes

 7   to make your comment, so please begin as soon as you are

 8   ready.

 9            MR. FICARROTTA:  Thank you.  Hello.  I am Tony

10   Ficarrotta, general counsel for the NAI.  Thank you for the

11   opportunity to provide comments.  The NAI's comments today

12   are on the agency's proposed definition of reproductive

13   healthcare data under the Delete Act.

14             We are proposing a slight update to the definition

15   to clarify that only information that qualifies as personal

16   information under the CCPA is reproductive healthcare data

17   under the Delete Act.  By way of background, when businesses

18   register as data brokers, they must indicate whether they

19   collect reproductive healthcare data.  In turn, that

20   information appears on the public data broker registry,

21   enabling consumers to identify which brokers collect

22   reproductive healthcare data.

23             And as it stands today, the proposed definition of

24   reproductive healthcare data refers generally to information

25   about a consumer searching for accessing, procuring, using
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 1   or otherwise interacting with goods or services associated

 2   with the human reproductive system, information about a

 3   consumer's sexual history and family planning, and

 4   inferences from either of the prior categories.

 5             However, the definition does not make clear that

 6   reproductive healthcare data is also personal information

 7   under the CCPA, and could therefore include information that

 8   is not personal information and not subject to the CCPA's

 9   opt-out and deletion rights.  Examples would be

10   de-identified data, aggregate data, or publicly available

11   data.

12             This result is confusing from a consumer

13   perspective.  A consumer visiting the data broker registry

14   may see that a broker collects reproductive healthcare data

15   and seek to exercise their CCPA rights by requesting its

16   deletion or opting out of its sale.

17             However, if certain reproductive healthcare data

18   is not covered as personal information under the CCPA, these

19   expectations of the consumer will be unmet.  This result

20   would also run counter to one of the agency stated

21   objectives for the rulemaking, which is to support the

22   Delete Acts goals of consumer protection through

23   transparency and informed decision-making when exercising

24   CCPA privacy rights.

25             The NAI raised this issue in its written comments.
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 1   However, the agency did not act on it, raising concerns that

 2   doing so would exceed its rulemaking authority under the

 3   Delete Act by changing the underlying CCPA definitions.  We

 4   do appreciate the agency's careful consideration of its

 5   rulemaking authority and understand the importance of

 6   staying within those boundaries.

 7             However, because the agency's response focused

 8   only on a technical issue and is consistent with the

 9   ultimate goal of avoiding confusion, we are now requesting a

10   different modification that would achieve this objective

11   while addressing the agency's technical concern.

12             Our new proposal is to add one simple statement to

13   the definition of reproductive healthcare data, that it

14   excludes information that is not personal information under

15   the CCPA.  This approach would not alter the existing CCPA

16   definitions, but would provide needed clarity that all

17   reproductive healthcare data is subject to CCPA rights over

18   personal information.

19             We respectfully request that the Board instruct

20   the agency today to adopt this amendment.  We believe doing

21   so will avoid confusion and protect consumer confidence when

22   they exercise their CCPA rights with data brokers.  We hope

23   that this comment is helpful to the agency in meeting its

24   goals for the rulemaking without exceeding its authority to

25   define reproductive healthcare data under the Delete Act.
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 1   Thank you.

 2            MS. MARZION:  Thank you for your comment.  Once

 3   again, if there are any other members of the public who'd

 4   like to speak at this time, please go ahead and raise your

 5   hand using the Zoom's "raised hand" feature, or by pressing

 6   star six if you're joining us by phone.  Again, this is for

 7   Agenda Item number 4.

 8            MS. URBAN:  Thank you.  And in the meantime, Mr.

 9   Mactaggart, you had a question.

10            MR. MACTAGGART:  Yeah, I had a question for Mr.

11   Laird or Ms. Allen, I'm not sure if you were following that

12   comment from the -- from the NAI.  But it struck me, could

13   be wrong, that he was asking for the universe -- that right

14   now the universe of what's covered is bigger than the -- if

15   it was restricted to personal information under the

16   definition of CCPA because if it was de-identified or

17   publicly available, the Delete Act covers it, don't sell it.

18             But CCPA would say, oh, it's publicly available.

19   You -- don't worry.  It's not personal information.  But I

20   kind of feel like what, I believe that probably was getting

21   at was, hey, if it's my personal information, don't sell it.

22   So I might be on the other side of his comment there just

23   because I wouldn't want to restrict it if that's what -- if

24   that's what it was.  Does that make sense?

25            MR. LAIRD:  That makes sense to me.  And, you know,
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 1   respectfully, I'd say we think the text is clear as written.

 2            MS. URBAN:  Thank you, Mr. Laird.  Thank you, Mr.

 3   Mactaggart.

 4             Other response, comments, questions?

 5             All right.  Ms. Marzion, how are we doing on

 6   public comment?

 7            MS. MARZION:  I'm not seeing any additional hands

 8   at this time.

 9            MS. URBAN:  Thank you very much.  Thank you so much

10   to the commenter for the comment.  And with that, I will ask

11   Ms. Marzion, if you would please perform the roll call vote

12   so we can consider whether to approve the motion as stated.

13            MS. MARZION:  Board Member Le?

14            MR. LE:  (No audible response.)

15            MS. MARZION:  Board Member Liebert?

16            MR. LIEBERT:  Aye.

17            MS. MARZION:  Board Member Mactaggart?

18            MR. MACTAGGART:  Aye.

19            MS. MARZION:  Board Member Worthe?

20            MR. WORTHE:  Aye.

21            MS. MARZION:  Chair Urban?

22            MS. URBAN:  Aye.

23            MS. MARZION:  Madam Chair, you have five yeses and

24   no nos.

25            MS. URBAN:  Thank you very much.  The motion has
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 1   been approved by a vote of five to nothing.  Thus, the Board

 2   has approved these final regulations to go into the process

 3   with OAL for final approval.  I want to state at this time

 4   how grateful I am and the Board is for the careful attention

 5   to the Delete Act and the careful attention to how these

 6   regulations will provide certainty to the data broker

 7   community who are regulated by this and to consumers, and

 8   give them the ability to understand how their own personal

 9   information may be used in these large marketplaces of data.

10             I know this was a very complex and technical task,

11   and we're going to talk about an even more so one in a

12   moment.  But I just really want to commend staff for, for

13   example, commissioning a survey of data brokers in order to

14   understand their practices and sort of how they -- how they

15   are thinking of complying, and really sort of digging into

16   the issue in a way that makes things quite concrete for

17   everyone.  It's much appreciated.

18             And I also want to thank all the commenters who

19   commented on the regulations.  I looked at the comments and

20   I went to the FSOR in detail and appreciate all of the

21   thoughtful feedback and thoughts that the Board -- that the

22   -- that the agency received and staff's thoughtful responses

23   to those comments.  So thank you all for that.

24             With that, we will move on to Agenda Item number

25   5, which is an update regarding development and
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 1   implementation of the Delete Request and Opt-Out Platform,

 2   aka DROP, and associated fees pursuant to SB -- excuse me --

 3   362.  This will also be presented by Mr. Laird, our general

 4   counsel, and Ms. Allen, our attorney, who is our guru of all

 5   things related to the Delete Act.  And I will turn it over

 6   to you.

 7            MR. LAIRD:  I second that description.  I'll go

 8   over to Ms. Allen.

 9            MS. ALLEN:  Okay.  Yeah, you're going to get me

10   three in a row here.  So, Liz Allen.  So we do have a little

11   presentation for you.  Let me just make sure -- kidding,

12   it's not going to work.  Okay.  Sorry.  Okay.  So first for

13   the agenda, I'm just going to do a quick level setting in

14   our review of SB 362 for everybody who is listening in.

15             I'll give a summary of the public engagement that

16   we've done since March.  I'll run through the DROP overview,

17   as in like how the system's actually going to work.  So this

18   will be a little technical.  We'll talk about the project

19   approval lifecycle, which is essentially how you have to --

20   the nuts and bolts of building a system like this within the

21   government.  And then we'll wrap up with a little bit of

22   next steps and any questions that you have on the slides

23   we've got.

24             So we'll start with a quick refresher on the law

25   itself.  The Delete Act, commonly known as SB 362, was
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 1   passed into in 2023.  It actually contains two programs.

 2   The first is the registry, which we just talked about.  The

 3   agency took that over from the Office of Attorney General as

 4   of January 1st, 2024.  But the program, of course, has been

 5   in existence since 2021.

 6             The second requirement, which is this

 7   presentation, is a mandate for the agency to build a

 8   "accessible deletion mechanism" to allow a one-stop shop for

 9   consumers to request the deletion of their non-exempt

10   personal information from the data brokers who register with

11   the state.  Accessible deletion mechanism, of course, sounds

12   very similar, ADM to ADMT.  And so we are helping the public

13   and ourselves out, and we're going to -- we call it the

14   DROP, which is the Delete Request and Opt-Out Platform.  So

15   you'll hear that throughout the presentation today.

16             So the -- nope, sorry.  Let's go back.  Let me

17   give you a quick overview and then we'll go forward.  The

18   DROP will allow a consumer through a single verifiable

19   request to instruct every data broker to delete personal

20   information related to the consumer.  It's the first of its

21   kind nationally or, from what we know internationally, and

22   it's similar to its much more basic cousin, the Do Not Call

23   Registry.

24             The platform will help consumers to quickly and

25   easily exercise their deletion and opt-out rights.  The
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 1   platform will not only allow consumers to request the

 2   deletion of their information, but if the -- if a -- if a

 3   data broker cannot delete a consumer's personal information

 4   because the consumer cannot be verified, the data broker

 5   must still opt the -- that consumer's personal information

 6   out of sale and sharing.

 7             Importantly, it also requires data brokers to

 8   direct all of its service providers or contractors to do the

 9   same.  So given the statutory requirements, if you're going

10   to translate that into some sort of platform, this is what

11   you get.  You get the consumers on one side, they come into

12   the platform to make a delete request individually or

13   through an authorized agent.

14             On the other side of the platform, you'll get data

15   brokers who register with the state and then access the

16   system every 45 days to ensure they have the updated list of

17   deletion requests from California consumers.  Data brokers

18   will then write back the status of those requests to our

19   system.  The CCPA and the DROP -- the CPPA and the DROP sit

20   in the middle, accepting deletion requests, processing them,

21   making sure that the information is protected, and making

22   them available to data brokers on the other side.

23             So within the law, there are statutory

24   requirements for the consumer experience.  Perhaps most

25   importantly, it is free to consume -- to California
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 1   consumers.  Consumer information will be submitted in a

 2   secure and privacy protecting manner, and consumers can make

 3   a delete request of all data brokers or choose a narrow

 4   subset of specific data brokers that they would like to send

 5   a request to.

 6             The platform will allow consumers to verify the

 7   status of their requests.  It will be accessible to those

 8   with disabilities.  It will also allow consumers to alter

 9   those requests 45 days after making them.  On the data

10   broker side, the data brokers also, their experience also

11   has certain requirements under the law.  They must register,

12   which of course includes paying the registration fee

13   annually, and beginning in August 2026, so not this year but

14   next, data brokers must access the DROP and process the

15   deletion requests every 45 days.

16             The agency may charge data brokers a fee for the

17   DROP and data brokers must update their public disclosures

18   July 1st of every year to report about the previous calendar

19   years activities with regards to consumer CCPA requests.

20   That same information will be reported to the agency during

21   their annual registration.  Starting in 2028, they must

22   undergo an independent audit every three years.

23             So that's a lot of requirements.  A bunch of

24   different orders.  So just to give you a quick timeline,

25   here we are, signed into law in '23, launched in '24, July

�

0169

 1   1st, the additional reporting requirements came into effect.

 2   Next year in January consumers can start making delete

 3   requests.  Starting in August, six months later, data

 4   brokers must access the DROP.  They then have 45 days to

 5   process those first deletion requests.

 6             The way the law is written, consumers essentially

 7   have about 7.5 months before the initial deletion requests

 8   are on.  So -- and then starting August 1st, data brokers

 9   must access the platform every 45 days.  And then, of

10   course, as we discuss 2028, we've got the audit requirement

11   that kicks in.

12             So as we digested this as an agency, we knew we

13   needed to get a lot of stakeholder input early on the

14   development of the actual system.  What are the nuts and

15   bolts?  What's it going to look like?  This will help us

16   inform what industry's current practices are and what the

17   public thought about how we should build the system.

18             To engage in a five prong public engagement

19   strager -- strategy spanning from March to June of this

20   year.  So in March, we designed a voluntary anonymous survey

21   to help better understand how data brokers manage delete

22   requests currently.  So because data brokers will have to

23   ingest a list of millions -- possibly millions of California

24   consumers, we wanted to ensure we built a system that worked

25   at scale and volume, and fit within existing practices.
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 1             So we sent the debt survey to data brokers who

 2   registered in 2024, asking a range of questions, including

 3   how businesses -- for example, how businesses uniquely index

 4   information within their own databases, how they maintain

 5   and process deletion requests from consumers.

 6             And approximately 10 percent of registered data

 7   brokers at the time chose to answer the survey.  And they

 8   gave us much needed insight.  And we greatly appreciate the

 9   businesses that took time to talk to us and answer those

10   questions.  And the data brokers who answered, spanned the

11   industry both in size and type.

12             Some data brokers had fewer than 10 folks.  And

13   there were data brokers who had well over 5,000 employees,

14   some who made under 10,000 and several that made well over

15   20, 25 million.  So large range.  And they were in

16   marketing, people search, identity verification, fraud,

17   financial industry, et cetera.

18             In April, we also did a series of one-on-one

19   calls.  We did 25 of them with a variety of stakeholders,

20   including 12 different data brokers and 13 think tanks

21   advocacy groups or authorized agents.  Also, and then in

22   May, we released a preliminary -- released preliminary

23   questions to the general public.  Not just about the data

24   broker -- not just the data broker industry, but the public

25   as a whole.
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 1             And we were soliciting additional information on

 2   the -- on system preferences and consumer expectations.  In

 3   response, we received 15 written comments.  And commenters

 4   range from consumer advocacy groups, university academics,

 5   policy think tanks, data brokers, and the ad industry.

 6             Finally, on June 26th, we finished up with a

 7   preliminary stakeholder engagement with an open session to

 8   hear from anyone in the general public.  And we received 17

 9   oral comments during the session.

10             Again, the range was similar to above, everything

11   from consumer advocacy to data brokers to individuals.  And

12   these conversations gave us key insights and how the system

13   should be built.  For instance, key identifiers most

14   commonly used for data brokers were full name, email, phone,

15   date of birth, mobile ad ID, for example.  Those were the

16   most persistent ones.

17             Data brokers generally preferred an API, which

18   stands for Application Programming Interface.  It's a way

19   for two systems to talk over getting information from an --

20   from a different source such as an SFTP box or an email.

21   These are all technical things and we are very thankful for

22   the product managers who talk to us.

23             And while business tended to accept delete request

24   in a number of ways, email, online form, or API were all

25   used, most -- the vast majority preferred this API method,
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 1   which we can talk about later.  We also talked about

 2   verification, identity verification, and how folks did that.

 3   And one of the most important pieces that came to light was

 4   that most businesses, especially the most sophisticated

 5   players, were moving a lot of data around, maintained a

 6   suppression list, which is essentially a list with a very,

 7   very small amount of personal information.

 8             That allowed the business to ensure that the

 9   delete request was ongoing.  So they essentially were

10   allowed to -- you know, they used it to check any incoming

11   data to make sure that delete requests continued to be

12   honored.

13             So all of this research led us to preliminary

14   design choices, which we'll share with you today.  Okay.

15   The consumer user journey.  So if you've got a Jane Doe, she

16   comes to our DROP portal and essentially kind of signs in

17   where her -- the California residency would be established.

18   She can optionally provide additional personal information

19   to facilitate the delete request.  For example, additional

20   old emails, old phone numbers, old addresses, date of birth,

21   and other pseudonymous IDs like a cookie ID or a MAID,

22   should she know them.

23             The DROP system would record all the information

24   in a privacy protective manner, and then Jane Doe can choose

25   which data brokers to send her delete and opt-out request
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 1   to.  The data broker user journey starts similarly, data

 2   broker lands on the website and they complete -- they create

 3   an account.  They complete registration, of course, during

 4   this registration period between January 1st and January

 5   31st.  They pay their fee.

 6             Before August 1st, 2026, the data broker must

 7   access the DROP system and select the relevant deletion

 8   list.  So do they want -- which is their primary identifier?

 9   Is it an email list or a phone list to query as related data

10   fields?  We can just -- we'll discuss this a little more in

11   detail next slide.  And then starting, of course, August

12   21st -- August 1st, 2026, the data brokers must access the

13   DROP at least once every 45 days.  And within 45 days,

14   provide an update to the CPPA with respect to the status of

15   each deletion request.

16             Okay.  So as we're collecting this information,

17   these select identifiers from consumers, we have a mandate

18   within the law to permit the consumer to securely submit

19   information in one or more privacy protective ways.  And so

20   first and foremost, and our privacy by design is separating

21   the personal information of consumers into separate lists.

22             So we're not just providing all information on a

23   -- about a consumer to the data broker.  We don't want to

24   provide a data broker with additional information that they

25   do not already request.  So, for this, we're going to
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 1   maintain four separate lists of consumer personal

 2   information, the phone list and list of emails, pseudonymous

 3   IDs, which again would be mobile ad ID, code the ID.  And

 4   then a list that contains name, date of birth, and address.

 5             And we know the data brokers have a wide range of

 6   practices and people tend to think of the data brokers who

 7   have the very largest businesses like Credit Reporting, for

 8   example.  While there are some big brokers who have many

 9   pieces of information about each person, there are also many

10   other data brokers that only contain certain pieces.  So not

11   every data broker has your email address or has your phone

12   number, for example.

13             So the four lists will also be -- so the data

14   broker essentially can choose which list that they want --

15   list they want.  All the data within our system will be --

16   and provided to data brokers will be hashed.  Hashed as in

17   industry standard security practice at this point, and the

18   agency will maintain the practice of -- the practice

19   internally to protect the public's personal information and

20   to make it harder for a breach to occur because it

21   essentially means that that is not stored in plain text.  So

22   rather than seeing Elizabeth Allen, you would see some

23   numerical number version of that.

24             We're also going to use data minimization

25   practices, which just means that we only collect the
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 1   personal information that's directly relevant.  So rather --

 2   we heard from many, many data brokers that they don't --

 3   they try not to collect sensitive personal information such

 4   as Social Security number.  And so likewise -- and they

 5   don't index off of that sort of information.  And likewise,

 6   we are stuck relatively basic personal information because

 7   it reduces our exposure and risk as an agency, but also

 8   because that's actually what industry practice is.

 9            MR. LAIRD:  I'm going to give Liz a break now and

10   take over the next slide.  So to talk about now procuring

11   such a system --

12            MS. ALLEN:  Excuse me.  So I just wanted to check

13   if the Board had questions on the system.

14            MS. URBAN:  Yeah, yeah.

15            MR. LAIRD:  Yeah.

16            MS. URBAN:  Mr. Liebert, please.

17            MR. LIEBERT:  It -- it's going to show my naivete,

18   but I'm very good at that.  So as -- when we talk about the

19   consumer's journey --

20            MS. ALLEN:  Yeah.

21            MR. LIEBERT:  -- what should I imagine here with

22   this DROP process?  That they're going to go where to access

23   the DROP process to trigger their desire in a very simple

24   and easy and user friendly way.  Take me out of those

25   things.
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 1            MS. ALLEN:  Yeah.

 2            MR. LIEBERT:  How's that going to work?

 3            MS. ALLEN:  It'll be a website.  So imagine just,

 4   you know --

 5            MR. LIEBERT:  Okay.

 6            MS. ALLEN:  -- you click and you land on a website

 7   and it'll be very similar to your experience in all over the

 8   internet.  You know, you enter a piece of information to

 9   create -- to essentially authenticate yourself through.

10             And to -- there'll be a verification step to

11   verify that you're a California resident and you essentially

12   get taken to an interface that will allow you to enter, you

13   know, I imagine -- I mean, I don't know exactly whether it'd

14   be boxes or how it's going to look.  But it'll be -- you

15   know, you're -- it'll be like how many addresses.  You can

16   enter many, you can enter one, you can enter none.  And

17   then, you know --

18            MR. LIEBERT:  So it's -- so it's basically a state

19   government --

20            MS. ALLEN:  Form.

21            MR. LIEBERT:  -- operated website --

22            MS. ALLEN:  Yeah.

23            MR. LIEBERT:  -- that we're going to have some

24   education process, so consumers are going to find out about

25   this, that they can access this, and we're going to make it
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 1   really simple and easy with as little information as is

 2   needed?

 3            MS. ALLEN:  Uh-huh.

 4            MR. LIEBERT:  And then you'll be able to say,

 5   either get me out of all of these data broker databases or

 6   can't imagine people wanting to just pick and choose some,

 7   but that would assume that they actually understand what

 8   those different data brokers have on them, right.

 9             Okay.  That was my first naive question that I

10   have.  I have others, but I don't want to monopolize this.

11   The enforcement process then that will be in place, how will

12   the state know whether the various data brokers are in fact

13   complying with these requirements?  Is that similar to the

14   other ways that we do it in terms of kind of surveying?  I

15   don't want to give any state -- give up any state secrets

16   for enforcement, but what the thoughts are about that?

17            MR. LAIRD:  Yeah.  Well, again, legal is not over

18   enforcement.

19            MR. LIEBERT:  Yeah.

20            MR. LAIRD:  But at the same time, I think we're

21   understanding monitoring of the system, use of the system is

22   appropriate.  So --

23            MR. LIEBERT:  Yeah.

24            MR. LAIRD:  -- certainly the system as it's

25   constructed will be able to tell -- you know, tell the
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 1   agency who has accessed the system and who hasn't, for

 2   instance.

 3            MR. LIEBERT:  Okay.

 4            MR. LAIRD:  And then also an important component in

 5   the law is consumers being able to verify the status request

 6   of their -- the status of their request.

 7            MR. LIEBERT:  Right.

 8            MR. LAIRD:  And so there will be a feedback loop we

 9   anticipate, where the data broker will actually have to say

10   whether or not they did something.  And, certainly, that

11   information could inspire our enforcement division to look

12   into anomalies or things of that nature.  And then the third

13   prong, you know, which is unique to the Delete Act is this

14   audit requirement.

15             There are -- all the data brokers registered are

16   going to have to start running an independent audit of their

17   operations to ensure compliance with this by a third party

18   independent auditor.  And that's something that the

19   enforcement division, again, could go ask for, review the

20   findings of the audit, and again, use that mechanism to

21   determine if there's been compliance or non-compliance.

22            MR. LIEBERT:  Got it.  Okay.

23            MS. ALLEN:  I just want to add really quick that

24   the way the system's designed in the backend between data

25   brokers and us is, anytime you kind of ping the system, it
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 1   all gets written into a database.  So you can tell

 2   automatically the time and date that a company, for example,

 3   accesses the system.  So all that gets automatically

 4   recorded.

 5            MR. LIEBERT:  And there presumably would be a way

 6   for you to test these out, to have individuals make requests

 7   for deletion, and then to be able to determine whether that

 8   had actually been accomplished or not?  And you used the API

 9   terminology that you said you'd explain to us, maybe that's

10   coming later or is --

11            MS. ALLEN:  Oh, I -- yeah.

12            MR. LIEBERT:  Okay.

13            MS. ALLEN:  Yeah, I can.  So Application

14   Programming Interface --

15            MR. LIEBERT:  Yeah.

16            MS. ALLEN:  -- it's essentially allows two systems

17   to talk with each other.  You program one and you program

18   the other, and they kind of link.  And so rather than having

19   to ask every time, like email, you know, let's say an email

20   came into me and I had to email you the list, you can

21   automatically essentially send a request and the system

22   automatically answers with the request.

23             And so because it's auto, auto, it's machine to

24   machine, you get it's much easier on the business, right?

25   They just keep running it every 45 -- they put it, you know,
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 1   and they run it.  And then on our side we see when they hit

 2   --

 3            MR. LIEBERT:  So that's really just between the

 4   website folks and the brokers.  Consumers aren't part of

 5   that process --

 6            MS. ALLEN:  No.  Mm-mmm.

 7            MR. LIEBERT:  Okay.  Now I totally understand

 8   everything.  Okay.

 9            MS. ALLEN:  Great.  Thank you, Mr. Liebert.  Mr.

10   Mactaggart.

11            MR. MACTAGGART:  Thanks.  And can you remind me the

12   -- I put my name in and everything, the 45 days from the

13   business point of view, it's not just retroactive.  It's --

14   my name's in there, so it's everything going forward.  And

15   is the 45 days in statute?  I forget.  That is.  Okay.  That

16   might be something just to note to self that eventually we

17   might want to tighten up.  It's a long time to be selling

18   information, you know.

19            MR. LAIRD:  And I'll note too, the statute does

20   actually prevent consumers from amending their request for

21   45 days.  So once you've entered your request, you actually

22   have to wait 45 days to amend a request under the law.

23            MR. MACTAGGART:  And then another question.  So

24   when I show up, I always have to put in like my real world

25   data.  Is there ever or is there a thought, and it would be,
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 1   but I show up with my phone and I say, okay, here's my, you

 2   know -- you know, all the -- all the -- all the -- all the

 3   identifying information --

 4            MS. ALLEN:  The device ID.

 5            MR. MACTAGGART:  The device ID and all the rest of

 6   it.  And I just kind of wanted to give you that.  I want

 7   this phone to be not sold.  But you still -- we're still

 8   stuck on the, you have to have a name.

 9            MS. ALLEN:  No, no.

10            MR. MACTAGGART:  I could just -- I could just say

11   --

12            MS. ALLEN:  Yeah.

13            MR. MACTAGGART:  -- here's my phone Okay.

14            MS. ALLEN:  Yeah.  You could say, here's -- or

15   here's just my synonymous ID, my MAID, or my cookie ID.

16            MR. MACTAGGART:  Okay.

17            MS. ALLEN:  And just send that.  Yeah.

18            MR. MACTAGGART:  And then it's on you if you wipe

19   your cookies -- you clear your cookies and you have no way

20   -- or you were saying that there's a way then of knowing,

21   like, I show back up on this -- that I -- a way of knowing

22   whether or not I've kind of cleared my cookies, and so

23   therefore it doesn't identify me anymore?

24            MS. ALLEN:  Well, I don't know if it'll go into

25   that much detail.  But it, you know, it would be like, did
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 1   you send your -- you know, was your request picked up, for

 2   example, on the API side?  And so, yeah, I mean --

 3            MR. LAIRD:  I can give the example.  You know, one

 4   of the first things a data broker will do is, do I have that

 5   cookie ID or do I not?  And if I don't, that's one bit of

 6   feedback, for instance, we'd be able to relay it back to the

 7   consumer.

 8            MS. ALLEN:  They're not fine.

 9            MR. LAIRD:  They said they did not have your cookie

10   ID at all in their system.  But at the same time then, if

11   they did, then we expect to get a confirmation that they

12   deleted that information.

13            MS. MARZION:  I have Ashkan available to comment.

14            MS. URBAN:  Okay.  Wonderful.  Ash -- Executive

15   Director Sultani, please.  That's okay, sir, yeah.

16            MR. SOLTANI:  Great.

17            MS. URBAN:  Please go ahead.

18            MR. SOLTANI:  Thank you all.  And just to provide a

19   little bit of a technical clarity on that last one, if the

20   company knows that say the cookie ID -- so Mr. Mactaggart is

21   -- Board Member Mactaggart is correct, where if you delete

22   your cookies, then you won't know what those are.  You might

23   just have a new set of cookies that the business is using to

24   identify you.

25             But if the business knows that the previous data
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 1   was related to the cookie or the same consumer, the law

 2   applies to the consumer.  And I'll let Mr. Laird respond to

 3   that.  And so if they know it's the same person, or if they

 4   know the data pertains to the same person, they would need

 5   to delete that information as well.  With respect to showing

 6   up with a device, one of the challenges, and I think you,

 7   Mr. Mactaggart, brought it up during the presentation on --

 8   the comment on opt-out systems is device IDs unfortunately

 9   are often governed closely by the the bigger platforms such

10   as, you know, the mobile smart phone makers.

11             And so it's difficult for us as an agency to get

12   access to those, to make it easy for consumers to show up

13   with their device IDs.  Conversely, I -- companies can, but

14   we would have a hard time building an app to do that.  So at

15   this stage, it would likely involve consumers having to find

16   their device IDs and communicate that to us by looking it

17   up.  And we'll provide -- we'll do -- we'll likely do heavy

18   public education and awareness showing folks how to do that.

19   But it's not something we can, at this juncture automate,

20   unfortunately.

21            MS. URBAN:  Thank you, Mr. Soltani.

22             Yes, please go ahead, Mr. Mactaggart.

23            MR. MACTAGGART:  Mr. Soltani, so on that, what's

24   the -- what's the hold up?  So I assume I can look on my

25   phone somewhere and find out what the device ID is by going
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 1   to settings.  What's the holdup in the API kind of sucking

 2   that out?  I mean, if an ad tech company can do it.

 3            MR. SOLTANI:  Yeah, so we would, we would then need

 4   to develop an application to do that.  For example, we -- so

 5   we -- we'd -- the agency would, in addition to the website

 6   that we discussed, we'd have to do an application.  And then

 7   there's also certain limitations on how that information is

 8   used.

 9             The common example, and we're going to get really

10   into the weeds, but I'll just share.  Most -- so you have

11   your device ID, which is essentially the serial number for

12   your device.  You have your advertising ID, which

13   effectively is how advertisers and, you know, ad companies

14   refer to you.  And then you have your IMEI, which is your

15   equipment ID effectively, and that's how location tracking

16   occurs.

17             Those first two, your serial number and your IMEI,

18   is rarely available even to advertisers after a lot of the

19   reporting we did on how that information is used and, you

20   know, companies have changed their practice over the last

21   decade.  However, companies do sell and share information

22   around that.

23             So in a lot of circumstances, consumers will be

24   the only ones that -- or the platforms themselves say, if

25   Apple or Google would want to make that available to us,
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 1   that's one consideration, I don't think they will.  But at

 2   this juncture, consumers would have to look that up to your

 3   point, go down to settings, and then make that available to

 4   us, which is a challenge.

 5             Thankfully, though, based on the kind of -- as Ms.

 6   Allen highlighted, based on our research, oftentimes

 7   companies have multiple pieces of data.  So they know you by

 8   your device ID, they might know you by your email address,

 9   and they might know you by your address and birthday pair.

10   And so, hopefully, you know, by you providing those other

11   attributes, you will find a match in their database.

12             But, certainly, there are companies like mobile

13   location tracking companies that only know you by your ad ID

14   or your device ID.  And that's why we want to provide

15   consumers the ability to provide us pseudonymous information

16   that they can then request deletion of.

17            MS. URBAN:  Thank you, Mr. Soltani.  Other

18   questions from the Board.

19             All right.  Shall we move on to the PAL process.

20            MR. LAIRD:  Thank you.  And I think if we can

21   return to the slides.  So I'm going to go a little bit over

22   what it takes to procure something like this in the state.

23   The authority for approval of information technology

24   projects.  In California -- in the State of California lies

25   with the Department of Technology.  And they -- it occurs
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 1   under a process called the Project Approval Lifecycle or

 2   PAL, which we'll call for short.  And it's the mechanism for

 3   approving IT projects in the state.

 4             The PAL ensures projects are undertaken with a

 5   strong business case, clear business objectives, accurate

 6   costs, and realistic schedules.  The process takes IT

 7   projects from the idea stage through the formal procurement

 8   with the goal that execution is as smooth as possible and

 9   able to handle technical complexities and unanticipated

10   issues should they arrive.  As the DROP system is a new

11   stake technology project, we are subject currently to the

12   PAL process.

13             So the PAL process is administered by the

14   California Department of Technology or CDT, and is divided

15   into four gated stages.  Stage 1 is business analysis, Stage

16   2 is alternatives analysis, Stage 3, solution development,

17   and Stage 4, project readiness and approval.  Each of these

18   stages requires CDT approval to advance to the next stage.

19             Each stage of the PAL process requires a myriad of

20   documentation, decisions, and refinement.  Stage 1 is

21   articulating the business use cases need, and Stage 2 is

22   getting into the nitty gritty details of how the system will

23   work, what alternatives are available, and putting together

24   plans to govern the remainder of the procurement and build.

25             Stage 3 is developing and releasing a request for
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 1   proposals or RFP, which is part of our public contracting

 2   process.  And then Stage 4 is the procurement process

 3   including a valuation of the bids and entering into the

 4   final agreement to procure and develop the system.  A

 5   typical PAL process can take anywhere from two to five

 6   years, and as this Board well knows, the timeline for DROP

 7   launch is a bit shorter than that.

 8             All right.  So in terms of -- another complicating

 9   factor we just wanted to mention to the Board is that state

10   budget timeline, as well as revenues from data broker

11   registrations, do not exactly line up with the launch of the

12   timeline of the system.

13             The state's fiscal year runs from July to June,

14   but the process for requesting budget augmentations for a

15   given budget begins far in advance of the fiscal year with

16   documentation and estimentation, often needing a nine or

17   more months in advance.

18             So for our system to go live by January 1, 2026,

19   we need to proceed with PAL, procure and build across

20   multiple fiscal years, and the PAL approvals -- no, and the

21   PAL approvals do not necessarily align with that budget

22   process.

23             Now, the ace in cross at E between the budget --

24   who chose that word?  All right.  Between the budget

25   timeline and the proposed PAL requirements create some
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 1   challenges because alternatives are still being assessed and

 2   a solution has not yet been chosen, yet CPPA must submit a

 3   BCP for additional expenditure authority for the 2025 to '26

 4   fiscal year.

 5             So, again, just to make clear, this complicates

 6   the build because the DROP system comes from data broker

 7   registrations, which we only receive revenues from every

 8   January.  This means that we're in a position to having to

 9   estimate how much funding we'll fund construction and launch

10   through 2026, as well as the registrations needed to pay for

11   the contract through 2025.  And these determinations are

12   being made without a vendor actually procured or in contract

13   with us.

14             So in addition -- next slide, please.  In addition

15   to the budget issues and the sheer volume of work, the PAL

16   process also requires significant coordination between

17   multiple government agencies.  By law and regulation, we

18   have to work with multiple state departments, project --

19   there's a project approval and oversight team and statewide

20   technology procurement from CDT, and of course, there's also

21   Department of Finance to help us get approval and the

22   appropriation authority.

23             And because of our size and we have also -- we

24   have also contracted with a third CDT team, the project

25   management office, to augment essentially our expertise, to
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 1   manage a project of this nature, and to guide us through

 2   given our agency is rather lean at the moment.  Coordinating

 3   between these departments does require significant time and

 4   effort, and our data broker unit is extremely small.  And

 5   this project does require a significant amount of time

 6   involvement.

 7            MS. URBAN:  But very mighty.

 8            MR. LAIRD:  But very mighty, exactly.  By our

 9   executive director and our chief deputy.  So let's take a

10   look at next steps.  Did you want to --

11            MS. ALLEN:  Yeah.  Sure.  I may have to think about

12   it.

13            MR. LAIRD:  Okay.  Yeah.  Sure.  So over the next

14   year, the data broker unit and all the -- all of those

15   supporting it will be busy.  We are going to finalize our --

16   we are in the process now of finalizing our Stage 2

17   documents, artifacts, description of the system, and moving

18   into the PAL process, and then we'll begin procurement.

19             Selective -- we will be selecting a vendor through

20   this process and then we will construct the system.  And in

21   the midst of this, an ongoing over the year, we'll be

22   working on drafting Board regulations that supplement and

23   compliment the use of the DROP system.  As you can imagine,

24   there'll be a lot of requirements of data brokers in how

25   they integrate with this system, and those are things that
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 1   will actually need to be explained through regulations.

 2   Yes.

 3            MS. URBAN:  Just as a quick clarifying question,

 4   I'm -- I -- this is -- well, I'm not saying the PAL process

 5   makes sense or it's interaction with the budget process, but

 6   the function of the system makes sense to me.  Would -- are

 7   the regulations likely to cover things like the API

 8   standard?  Okay.  Great.  I got it.

 9            MS. ALLEN:  Yeah.  Generally, it's going to talk

10   about how the business needs to interact.  It won't probably

11   -- you know, it's not going to go into the technical details

12   of what an API is, for example.  Yeah.

13            MR. LAIRD:  Let's see.  Okay.  Oh, yes.  And so in

14   a -- so in there will be those regulations.  And after the

15   system is constructed, we'll, of course, have to do lots of

16   testing to ensure everything is running smoothly in time for

17   launch.  And then we are very aware to Mr. Liebert's earlier

18   point, public awareness and campaigning for this will be

19   very important.  You know, consumers will really need to

20   know this is out there and a tool available to them to make

21   this real for Californians in the coming years.

22             So while DROP work continues, we're also working

23   on maintaining and improving the data broker registration

24   process, which we did just discuss, and thank you Board for

25   your vote to move forward on those regulations.  And, of
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 1   course, we will be maintaining and having a new registration

 2   cycle just around the quarter in January.

 3             So with that all said, you know, we do have a last

 4   item today before we finish on this overview to talk about

 5   actually a necessary fee increase born out of the need to

 6   procure and launch this system by 2026.  But for now we'd

 7   love to -- if you do have further questions as the Board

 8   about the system, we're happy to take them.

 9            MS. URBAN:  Thank you.  I -- Mr. Liebert and then

10   Mr. Mactaggart.

11            MR. LIEBERT:  Mine's just quick.  I'm incredibly

12   excited about this.  I think this is truly pathbreaking, not

13   just in California, but the country and the world.  We're

14   leading the way on this.  The agency can be so proud of the

15   work Mr. Soltani has led and all of you have done fabulous

16   work on this.  And I think it's just really magnificent.

17   Keep it up.

18            MR. MACTAGGART:  I just want to echo what Mr.

19   Liebert just said, especially, I know -- I don't want to

20   diminish anybody in the room here, but I do know that

21   Executive Director Soltani's incredible technical skills

22   among other things were super useful.  And he was handed a

23   -- all of you were handed a large problem and you guys are

24   solving this well, so I just want to say congratulations.

25            MS. URBAN:  Thank you, Mr. Mactaggart.
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 1             Mr. Le?

 2            MR. LE:  Yeah.  Thank you all for putting this

 3   together.  Liz, you know, great job.  You sound like a

 4   technologist.  I wouldn't know you're an attorney with your

 5   knowledge of APIs and you're really considered interviews of

 6   all the data brokers and the surveys and building out, which

 7   is a pretty technically complex system.

 8             So I remember reading comments when the Delete Act

 9   passed, saying, there's no way government can build a system

10   like this in three years.  And, you know, here we -- here we

11   are, you know, well on our way.  So I really want to applaud

12   the work that you've done on this.

13            MS. URBAN:  Thank you.  Thank you very much.  Any

14   other.

15             So I echo my fellow Board members sense of

16   impressed with everything that you've done.  And I want to

17   thank you, Ms. Allen and Mr. Soltani.  I know you've been

18   working closely.  And it is both appropriate and very

19   pleasing to see that you're building this in a privacy

20   protective manner, and that you're building it to the best

21   standards of a privacy protective manner for a system like

22   this.

23             We heard some comments earlier in the day that I

24   think are well taken about being careful of -- for having

25   opt-outs and other systems, not accidentally being -- being
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 1   accidentally perhaps more privacy damaging and not as

 2   privacy preserving as they could be.

 3             And this is a real technical undertaking to

 4   understand how to do that.  And I, you know, I really

 5   appreciate that you're building it so that the data brokers

 6   can just run their APIs and make calls to the system that's

 7   -- you know, that's going to be a lot easier for them.  That

 8   makes a lot of sense.

 9             And I share -- I share the sentiment that this is

10   a very sophisticated tool that you're building and that

11   California will be leading the country but also the world,

12   as Mr. Liebert said.  I also want to just pause for a moment

13   and thank the sponsors and the legislators who moved this

14   legislation.  You know, we're happy to implement this

15   legislation.

16             Maybe Ms. Allen isn't as happy as some late nights

17   as we are privileged to be sitting up here listening to the

18   great work.  But it's made possible by the legislature, the

19   legislative process, and their attention to Californian's

20   privacy rights, and to do it in a way that's -- that is

21   possible for the data broker industry.  And so I wanted to

22   pause a moment and thank them for that while we are looking

23   at the beginnings of the fruits of this part of the law.  So

24   thank you to all of you.

25             Yes, Mr. Le.
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 1            MR. LE:  I had a question come up.  You know, I --

 2   I've heard other states are interested in a system like

 3   this.  I'm curious, is there like any plans for

 4   interoperability?  Is that possible to build on?  So, like,

 5   we don't have to reinvent.  This is just curious thoughts.

 6            MS. URBAN:  I'm sorry.  I'm just thinking of the

 7   PAL and I'm like imagining another state in there and --

 8            MR. LE:  Sure.  This is probably not realistic.

 9            MS. URBAN:  I think it's a wonderful dream and

10   maybe it's not even a dream.

11            MR. LAIRD:  Yeah, I would say we've heard similar

12   things of other states interested in executing something

13   similar by being the first ones out there.  Certainly, I

14   think we can set an industry standard or a government

15   standard for a system like this and how it should be

16   operated, and we'll be happy to share sort of our lessons

17   learned and the practices we're doing with any other state

18   who's interested to hear.

19             And there is always the chance.  Some sort of

20   agreement could be reached between states to reach that

21   functionality.  So we're open to exploring possibilities

22   like that in the future.

23            MS. URBAN:  And, again, you know, to the extent

24   that we can have convergence in the same way that we think

25   about our regulations and how they compare to the law, the
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 1   better that is for everyone so long as it's at the standard

 2   that we need under our law and for Californian.

 3             Other comments?  All right.  Ms. Marzion, is there

 4   public comment?

 5            MS. MARZION:  We have Executive Director Soltani.

 6   Would he like to speak?

 7            MS. URBAN:  Okay.

 8            MS. MARZION:  Go ahead.

 9            MR. SOLTANI:  Thank you all.  Just to on that

10   important point of interoperability, you are correct that

11   other states have approached us asking and inquiring about

12   the system.  And Ms. Mahoney's great work in her -- in our

13   interagency and intergovernmental work is supporting that.

14   We are indeed looking to build, you know, the architecture

15   similar to as we developed -- as California first developed

16   the opt-out preference signal, we have now 12 or 13 other

17   states following essentially the standards that we've set.

18             We hope -- similar to how Do Not Call started, if

19   folks know the history, and Florida was one of the first

20   state to build Do Not Call.  It expanded to multiple states

21   and it became a federal program.  We hope that we build this

22   system in an interoperable fashion, including the

23   specification and the APIs and the protocols in an open

24   standard.  And we're kind of committed to trying to do the

25   best of our ability to do that, such that other states could
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 1   potentially at least plug and play or at least data brokers

 2   can, you know, consume the information in a -- in a

 3   universal fashion.

 4             So that is on our radar.  We're -- you know, we

 5   have a lot of competing priorities, as you can tell, and a

 6   lot of other legal and process-based restrictions, but that

 7   is something we have an eye towards and we hope to be able

 8   to achieve, again, setting the standard of the California

 9   standard in this regard as well.

10            MS. URBAN:  Thank you, Mr. Soltani.

11             Is there anything else from Ms. Allen or Mr.

12   Laird?  I assume you'll keep us updated on the budgetary and

13   PAL process and how that will all interact with building the

14   system?

15            MR. LAIRD:  Absolutely.  And we do anticipate

16   starting to talk to you all about regulations in 2025.

17            MS. URBAN:  Okay.  Thank you very much.  And with

18   that, I will ask if there's public comment.  Sorry, Mr.

19   Soltani.

20            MS. MARZION:  For Agenda Item number 5, if you'd

21   like to make a comment at this time, please raise your hand

22   using the "raised hand" feature, or by pressing star nine if

23   you're joining us by phone.  This is for Agenda Item number

24   5.  And it looks like we do have a commenter.

25             Houman, you have three minutes.  I'm going to
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 1   unmute you at this time, so please begin as soon as you're

 2   ready.

 3            MR. SABERI:  Thank you.  Hello.  My name is Houman

 4   Saberi from the Permission Slip team at Consumer Reports.

 5   Permission Slip is an app that serves as an authorized agent

 6   submitting requests on behalf of consumers to both data

 7   brokers and consumer facing businesses.  And to date, we've

 8   submitted just over 4 million requests.

 9             Our team is also implementing the data rights

10   protocol, which is a standardized means to receive process

11   and complete data rights requests in an interoperable

12   fashion.  We're doing this in a consortium with other

13   agents, brokers, and privacy infrastructure providers, such

14   as OneTrust and Transcend.  So I'd like to thank you for the

15   opportunity to share our comments on DROP.

16             So our first comment is that we see that many

17   companies circumvent authorized agent requests and reach out

18   to the user directly to verify identity.  We found that this

19   causes confusion and we see users reaching back out to us

20   requesting that we confirm whether the request is legitimate

21   or not.  And so we'd like to ensure with DROP, the companies

22   do not reach out to users directly again for verification.

23             We would also recommend a consideration for a

24   process to authenticate valid authorized agents accessing

25   DROP.  For our data rights protocol, we maintain an
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 1   authorized agent directory and authenticate agents with

 2   public keys.

 3             We also we're excited to see one way hashing as a

 4   consideration, and as you work through implementation

 5   details, we'd like to note that we have found that small

 6   variations and how names are presented, such as with or

 7   without a middle initial, can change whether a data broker

 8   finds a match.  An implementation which encourages data

 9   brokers to fuzzy match instead of strictly looking for

10   string literals may increase fulfillment rates.

11             And finally, we would like to emphasize to the

12   CPPA the importance of ensuring an intuitive and accessible

13   user interface for consumers.  We're glad to hear that there

14   will be a help center because we found that users frequently

15   need to change their email addresses, have multiple emails

16   under which their information might be keyed, and they also

17   experience very technical difficulties.  Those were my

18   comments.  Thank you very much for your time.

19            MS. MARZION:  Thank you.  If there are any other

20   members of the public who'd like to speak at this time,

21   please go ahead and raise your hand using the Zoom's "raised

22   hand" feature, or by pressing star six if you're joining us

23   by phone.  Again, this is for Agenda Item number 5.

24             Madam Chair, I'm not seeing any additional hands

25   at this time.
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 1            MS. URBAN:  Thank you very much, Ms. Marzion.

 2   Thank you to the commentator, and thank you again, Ms.

 3   Allen, Mr. Laird, Mr. Soltani, and everyone who has been

 4   working on this.  I regret this, but I do need to ask for a

 5   short break.  If we can return at 3:15, we'll pick up Agenda

 6   Item number 6.  Thank you very much.

 7                         (RECESS)

 8            MS. URBAN:  Welcome back, everyone, to today's

 9   meeting of the California Privacy Protection Agency Board.

10   We will now proceed with the agenda to Agenda Item number 6,

11   which is an item on discussion and possible action to amend

12   regulation Section 7600, to adjust the CPPA's data broker

13   registration fee pursuant to Civil Code Section 1798.99.  80

14   et seq.  It will be presented by CPPA general counsel,

15   Phillip Laird, and Attorney Liz Allen.  Please go ahead.

16            MS. ALLEN:  Hello, again.  Liz Allen with the Legal

17   Division.  As described earlier today, the Delete Act direct

18   the CPPA to not only maintain the data broker registry, but

19   also create a mechanism by January 2026, that allows a

20   consumer to, in a single request, direct all data brokers to

21   delete their personal information.

22             As you previously heard in Agenda Item 5, the

23   statute has significant legal and security requirements for

24   the system, including that it has to be privacy protective.

25   Since receiving direction from the legislature to develop
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 1   and implement the DROP system, the agency staff have worked

 2   diligently towards planning for procurement of the system.

 3   In compliance with the project approval lifecycle of PAL,

 4   we've done robust market research, stakeholder outreach, and

 5   even published a request for ideas or an RFI, which received

 6   multiple submissions.

 7             As a -- as a result of these efforts, the agency

 8   has been able to reasonably refine estimates for the

 9   purposes of system procurement and build.  When it comes to

10   paying for the system, as well as ongoing costs affiliated

11   with the registry, including personnel, the CPPA was

12   directed by the legislature to set and adjust the data

13   broker registration fee to cover the cost to develop and

14   maintain the registry and the deletion mechanism.

15             As you know, the registration fee is collected

16   annually during the January 1st, January 31st registration

17   period, and staff evaluates projected costs every year to

18   determine the necessary fee during the next cycle.  Given

19   the projected costs for procuring and deploying the DROP

20   system by 2026, the agency staff recommends a fee adjustment

21   to $6,600 to ensure the agency can cover all necessary costs

22   through the next fiscal year and comply with the statute's

23   requirements.

24             As the cover memo described, which can be found on

25   our website, this adjustment is based on an estimated need
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 1   of 3.5 million divided among the 527 currently registered

 2   data brokers.  Staff is happy to take any questions, and

 3   otherwise we'll just turn the discussion to the Board.

 4            MS. URBAN:  Thank you, Ms. Allen, and thank you for

 5   this helpful memo as well.

 6             Questions, comments from the Board?  Mr. Worthe?

 7            MR. WORTHE:  Just to quickly summarize, we're

 8   required to do this and we're required to fund 100 percent

 9   of it from these fees, correct?

10            MR. LAIRD:  That's correct.

11            MR. WORTHE:  And so far if the number of data

12   brokers increases to 650, that surplus will be transferred

13   into the following year, and then these will be adjusted,

14   correct?

15            MR. LAIRD:  That's exactly right.  We anticipate

16   being back before the Board this time next year to make an

17   appropriate adjustment based on the revenues we still have.

18            MR. WORTHE:  Great.  Thanks.

19            MS. URBAN:  Thank you.

20             Mr. Liebert.

21            MR. LIEBERT:  Great question, Board Member.  My

22   question is, how many data brokers under the definition that

23   we have do we think actually are out there as opposed to the

24   number that we are using right now?

25            MS. ALLEN:  Well, we don't -- we don't know.  There
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 1   are several other states that have data broker registries

 2   with slightly different definitions, Texas, Vermont.  We see

 3   estimates from various thinkers in the space from a thousand

 4   to 5,000.  None of the registries have over, I think the --

 5   I think 800 -- don't quote me, but around 800 is the most on

 6   any official registry, Texas or Vermont.

 7            MR. LIEBERT:  So it kind of sounds like those data

 8   brokers who have complied with the law and have registered,

 9   have an incentive potentially to get those other folks on

10   board in terms of registering, if they want those fees to

11   appropriately be reduced.  Got it.  Okay.

12            MS. ALLEN:  Yeah.

13            MS. URBAN:  Thank you.  Other questions?  Comments.

14             Yes, Mr. Le.

15            MR. LE:  And can you tell me -- I know there was a

16   range of estimates for developing this system, and like

17   where does this cost for the system fall into that range of

18   -- well, it's, you know, third party contractors, right?

19   Building a lot of this?  Yeah.  So where does this fall on

20   that range?

21            MR. LAIRD:  Great question.  In terms of our market

22   research, you know, we've kind of turned over a lot of

23   potential options.  And as I mentioned, we also did an RFI,

24   request for ideas.  That actually had a range of between

25   800,000 and $12 million for a system of this nature.  But
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 1   even there, I have to acknowledge that certain of the lower

 2   level estimates did not actually include all of the system

 3   requirements in their description of what would be required.

 4             So we've also done -- we've partnered with CDT and

 5   looked at other state procurement models as well to kind of

 6   really hone in as best as we could a reasonable estimate.

 7   So when we came to this conclusion of $3.5 million, it's

 8   technically more than that, but there is a balance in the

 9   data broker registry fund, sort of as Mr. Worthe has

10   mentioned, that we are going to deplete first before we ask

11   for more funds.

12             So that's where the price comes down to $3.5

13   million.  But, yes, I would say from what we've seen, it's

14   on the lower end and certainly very, very keyed in and kind

15   of reasonable from a state IT procurement perspective.

16            MR. LE:  Thank you.  I was going to say, I -- I've

17   been studying procurements, I'd say government.  This is

18   actually is much on the lower end compared to $80 million

19   and like -- and procuring a lot of these data systems and

20   other context.  So thank you.

21            MS. ALLEN:  And I'll just jump in and add that we

22   looked a lot at the FTC Do Not Call Registry, which was

23   started in 2003.  It's a much simpler system.  It's just

24   phone numbers, for example.  And in 2003, that was an $18.1

25   million project that went up for the next few years.  And in
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 1   2023, it was $14.1 million to run that.

 2             Now that's, of course, the entire nation, but if

 3   you were to rightsize that to just California and adjust for

 4   inflation, it would've been a $3.4 million system just for

 5   phone numbers, not for the rest of the complicated stuff we

 6   are trying -- we're putting in place.

 7            MS. URBAN:  Thank you, Ms. Allen.  Other comments

 8   or questions.

 9             All right.  With that I will go to public comment

10   after making sure that I understand what the -- what the

11   motion would be here.  Mr. Laird, please, correct me if I

12   have this wrong and let me know if I have this right.  I

13   think I'd like to propose a motion to direct staff to amend

14   Section 7600 to adjust the California Privacy Protection

15   Agency's data broker registration fee to $6,600.

16            MR. LAIRD:  Perfect.  That's correct.  Yes.

17            MS. URBAN:  Okay.  Wonderful.  You know, my own

18   comment is that when I first saw the difference between the

19   400 something and the 6,600, it did raise my eyebrows a

20   little bit.  And so I anticipate that that may be the case

21   for those listening.  And there are a few factors that I

22   think are important here.  One is that this is not just for

23   the registry, this is for the DROP system that has to be

24   built.

25             And secondly, as you both pointed out in response
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 1   to Mr. Mactaggart's good question, this is the model the

 2   legislature chose to fund this for industry to fund this.

 3   The other option would be for California taxpayers to fund

 4   it.  And the legislature made the decision that this is

 5   something that should be industry funded like the Do Not

 6   Call registry is, for example.

 7             And it must be funded.  And in my view, it makes

 8   sense for the industry to fund it.  And though there's an

 9   increase in the fees, I think a data broker needs to be

10   sufficiently capitalized in order to handle the data that

11   they're handling of Californians.

12             We -- it feels like every other day we hear about

13   a data breach that exposes people to identity theft.  It

14   exposes people to ongoing harm and with, you know, with all

15   support for businesses getting off the ground, to me this is

16   very similar to, for example, I am the daughter of a small

17   business.  I grew up to a father who's an electrical

18   contractor, and there's a lot of cost of doing business in

19   order to make the work safe.  And that's simply part of the

20   capitalization that you need to do the business well and to

21   do it safely.

22             So I'm glad that staff have thought really

23   carefully about how to do this and sought comments and

24   sought information about how to do this in an efficient way.

25   And I'm really glad that we'll be able to revisit this as
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 1   the data broker registration grows and make sure that we're

 2   funding it appropriately and funding it efficiently.  But I

 3   really appreciate the work that you've put into it to

 4   balance these considerations.

 5             Yes, Mr. Mactaggart.

 6            MR. MACTAGGART:  Yeah.  And just to kind of clarify

 7   for everybody listening, I think I'm correct in saying we're

 8   just following the law here.  And there's just no choice

 9   that we -- there's no other place for the money to come

10   from.  So we're just -- we -- all that we could say is thank

11   you for making it this cost effective because if you're a

12   data broker and you're complaining about the money, well, it

13   wasn't going to come from any other place.  We literally

14   can't just, you know, decide to pay for it some other way.

15   Okay.  Thank you.

16            MS. URBAN:  Correct.  Ms. Marzion, is there public

17   comment.

18            MS. MARZION:  If you'd like to make a comment on

19   Agenda Item number 6, please raise your hand using the

20   "raised hand" feature, or by pressing star nine if you're

21   joining us by phone.  This is for Agenda Item number 6.

22             Madam Chair, I'm not seeing any hands raised at

23   this time.

24            MS. URBAN:  Thank you very much, Ms. Marzion.  In

25   that case I would like to request if anyone would propose
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 1   the motion that I offered and I -- it was short, so I'll

 2   recreate it.  I'd like to propose the following motion,

 3   direct staff to amend Section 7600 to adjust the California

 4   Privacy Protection Agency's data broker registration fee to

 5   $6,600.  Do I have such a motion.

 6            MR. LE:  I move.

 7            MS. URBAN:  Thank you.  I have a motion.  Do I have

 8   a second.

 9            MR. WORTHE:  Second.

10            MS. URBAN:  Thank you.  I have a motion from Mr. Le

11   and a second from Mr. Worthe.

12             Ms. Marzion, will you please conduct the the roll

13   call vote?

14            MS. MARZION:  Yes.  Board Member Le.

15            MR. LE:  Aye.

16            MS. MARZION:  Board Member Liebert?

17            MR. LIEBERT:  Aye.

18            MS. MARZION:  Board Member Mactaggart.

19            MR. MACTAGGART:  Aye.

20            MS. MARZION:  Board Member Worthe?

21            MR. WORTHE:  Aye.

22            MS. MARZION:  Chair Urban?

23            MS. URBAN:  Aye.

24            MS. MARZION:  Madam Chair, you have five yeses.

25            MS. URBAN:  Thank you very much.  The motion has
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 1   been approved by a vote of 5 to 0.  Thank you again very

 2   much to staff.  And we will move forward with that as our

 3   model.

 4             Thanks again, everyone.  And we will now move to

 5   Agenda Item number 7.  Agenda Item number 7 is an update

 6   regarding agency administration.  That will be presented by

 7   Executive director Ashkan Soltani and Chief Deputy Executive

 8   Director Tiffany Garcia.  We will first hear from Executive

 9   Director Soltani and then have some Board discussion.  Then

10   we will hear from Chief Deputy Executor -- Chief Deputy

11   Executive Director, Tiffany Garcia, on some process points.

12             Mr. Soltani, are you ready?

13            MR. SOLTANI:  I'm ready.  Thank you.

14            MS. URBAN:  Please go ahead.

15            MR. SOLTANI:  Thank you, Board and Madam Chair for

16   the opportunity to address you all today.  I regret I

17   couldn't be there in person for such a momentous meeting,

18   but unfortunately some health issues prevent me from being

19   able to be physically present.  I said hope to provide this

20   update last month, but due to our scheduling conflicts, I

21   appreciate the opportunity to do it today.

22             Last month marked my three year anniversary as

23   executive director at the agency and a great opportunity to

24   reflect on the progress we've made in an organization, as

25   well as my personal journey.  Since starting as the agency's
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 1   first employee in October of 2021, we've quite -- come quite

 2   a long way.  We've managed to grow the agency to nearly 45

 3   staff.  We've overcome numerous administrative and political

 4   hurdles along the way.  All along the way, we've also been

 5   an exemplar of government insufficiency in our process.

 6             In addition to tackling all of the challenges and

 7   complexities of standing up an independent government agency

 8   (inaudible) within the bureaucracy of the state, we're also

 9   able to successfully promulgate our first substantive

10   rulemaking package with just a mere skeleton crew of fewer

11   of a dozen employees.  And together with the Board's

12   support, we also fought off numerous attempts at federal

13   preemption and we were welcomed into the community of

14   international data protection regulators of the Global

15   Privacy Assembly and the age of Pacific Privacy authorities.

16             We also launched a statewide public education

17   campaign geared towards informing Californians about their

18   privacy rights.  And we successfully satisfied our

19   obligations to stand up the first data broker registry in

20   less than two months as we just discussed.  The enforcement

21   division also began its enforcement and oversight role as

22   soon as we were empowered to do so in 2023, and is humming

23   along quite nicely.

24             You're likely aware of the multiple sweeps

25   surrounding connective vehicles and recently data broker
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 1   registrations.  And we have dozens of open investigations

 2   underway, which I'm excited about.  In short, the agency was

 3   a very different place than it was at the time of my

 4   appointment three years ago.  We're no longer a startup in

 5   state government, but we have skilled legal policy and admin

 6   divisions that can support the Board of many aspects of the

 7   Board's operations.

 8             And it is at this juncture that I believe it's the

 9   right time for me to step down as executive director.  It's

10   truly been an honor and a privilege to serve as the founding

11   executive director.  Californian's currently enjoy the

12   strongest privacy protections in the entire nation.  Thanks

13   in part to the remarkable dedication and hard work of our

14   talented team who are before you today and behind the scenes

15   of this meeting.  I'm fully confident that the agency is

16   well positioned to continue to lead California and the

17   nation in privacy and consumer protection.

18             I'm grateful for the opportunity of being able to

19   get us to this point, and I look forward to supporting the

20   Board as we transition.  If appropriate, our chief deputy is

21   now prepared to provide a little bit of background on the

22   transition process.

23            MS. URBAN:  Mr. Soltani, thank you.  That doesn't

24   even -- see, here we go, if Mr. Soltani is going to step

25   down, suddenly nothing's going to work.  Mr. Soltani, I
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 1   mean, I think it's very difficult to express my own

 2   gratitude as well as the Board's gratitude.  You and I have

 3   been in this together for apparently quite a short time, but

 4   it feels like it was certainly an -- it's certainly been an

 5   action packed time.  So I will collect my thoughts for a

 6   moment and ask if other Board members have comments.

 7             Mr. Le?

 8            MR. LE:  I want to say thank you, Director Soltani,

 9   for your service to this agency as its first employee and

10   executive director.  I'll keep it short since it's been a

11   long day.  But over the past three years, you've taken the

12   agency from a startup with no printers where, as you said,

13   you and agency staff were building the airplane while trying

14   to fly it.

15             Now we're at an agency with nearly 50 employees, a

16   growing admin, legal and enforcement presence, and plenty of

17   printers and copiers, I hope.  All that is to say that

18   you've done a great job building out the plane while

19   navigating the rules and complexity of the state government.

20             I've appreciated your tireless work ethic,

21   commitment to the agency's mission, and your thoughtfulness

22   in developing a transition plan as the agency grows from a

23   startup to a mature organization.  Thank you again for your

24   service to this agency, and I'm looking forward to continue

25   to work with you through the end of this year and in the
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 1   future.

 2            MS. URBAN:  Thank you, Mr. Le.

 3             Mr. Mactaggart?

 4            MR. MACTAGGART:  Well, you know, it's been three

 5   years of this, but you and I were shoulder to shoulder

 6   getting this thing done, and as my -- the person who agreed

 7   to kind of join me as my expert, your philosophy and your

 8   expertise, you know, pervades every single word of this

 9   document.

10             And I can think a few people who have had such an

11   impact on privacy as you have.  You bled to this thing, you

12   know.  And I'm just in awe at your commitment.  And I am

13   grateful that we crossed paths because this law would not

14   have been nearly as effective without your expertise.  And

15   this agency wouldn't have been nearly as effective without

16   your commitment.

17             I remember one time talking to you about the

18   printers, speaking of printers, and you're like, dude, you

19   can't believe how impossible it's just to get a printer and

20   how many steps I have to go through to requisition whatever

21   the paper.  So I know you've been a trailblazer, a path -- a

22   pathfinder here, and I -- I'm honored to have been on this

23   journey with you.  And I thank you for all your hard work.

24   I really do.

25            MS. URBAN:  Thank you, Mr. Mactaggart.
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 1             Mr. Liebert?

 2            MR. LIEBERT:  My tenure here on the Board is the

 3   shortest, but I know that my awe is some of the largest.

 4   You've just been absolutely amazing.  Your work commitment,

 5   as everyone's noted, is just unimaginable.  You've really

 6   dedicated everything to this, Ashkan.

 7             And I've heard my colleagues refer to you as a

 8   privacy rock star, and that's really no understatement.

 9   Your knowledge and technical knowhow is really just amazing.

10   So your legacy here is secure and you'll be able to be proud

11   of this startup that you helped create for the rest of your

12   life.  And we'll be proud of the work that you've done.  So

13   thank you so much.

14            MS. URBAN:  Thank you, Mr. Liebert.

15             Mr. Worthe?

16            MR. WORTHE:  Yeah, a lot of this will be

17   repetitive, but first, personally, thank you for bringing me

18   along in an area that I didn't have as much experience as my

19   fellow Board members.  I appreciate the time you've taken

20   with me.  But really, as it was just said, you should be so

21   proud of what you've done here.

22             You know, not for weeks and months and years, but

23   for decades, this legacy is going to be -- is going to grow

24   and mature with this team that you created and brought along

25   and supported and worked with.  But this is really something
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 1   special.  And I think a lot of people are going to be

 2   looking at us as an example of probably, how do they do

 3   that?  And can they just do it for us?  And maybe there's a

 4   licensing model there, but but thank you for --

 5            MS. URBAN:  We can lower the data broker fees if we

 6   can --

 7            MR. WORTHE:  Right.  They could back down, $400.  I

 8   appreciate all the hard work that you've put in to get us to

 9   where we -- where we are.  And I thank you for it because I

10   know it's not easy.  But be proud for where -- what you've

11   done here.

12            MS. URBAN:  Thank you, Mr. Worthe.  We couldn't do

13   that because the law requires us to get the money from the

14   day, anyway.  I just -- you know, on the record, I didn't

15   want to -- I didn't want to misstate the law.  And, Mr.

16   Soltani, like Mr. Mactaggart, for a somewhat shorter time,

17   but I think a very intense time, I have worked with you

18   closely to build this agency.

19             You are our first full-time hire.  Hiring the

20   executive director -- hiring the inaugural executive

21   director is one of the Board's most -- very most important

22   tasks and I'm very grateful that you answered the call and

23   you took it on.  And I'm delighted with how you have taken

24   what was a name in a statute that you also helped develop

25   with Mr. Mactaggart and others, and turned it into an entity
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 1   that has action, that has power, and most importantly, has

 2   people.

 3             We now have multiple divisions.  We are operating

 4   on all cylinders as required by our statute.  And the people

 5   you've recruited are the -- are stellar.  They're the best

 6   people in the business.  And this is not an easy area in

 7   which to find the right expertise.  It requires a special

 8   kind of person to engage in government service.  It requires

 9   a special kind of person to engage in government service

10   during a time of such intensity of attention to an issue,

11   and during a time in which the agency is still under

12   construction itself.

13             So the first very special person would, of course,

14   be you.  But then you've managed to recruit teams of people,

15   each of whom is incredibly impressive and skilled, and makes

16   us punch above our weight in any number of ways.  And you've

17   done that in a bare three years.

18             I want to say one small word about our

19   relationships outside the agency.  Our implementing statute

20   asks us to coordinate with other authorities, national --

21   California authorities, national and international

22   authorities.  And I am especially grateful for the position

23   that you leave us in with regards to our relationships in

24   California, nationally and internationally.

25             It is, I think, an incredible testament to your

�

0216

 1   reputation as a technologist, as a privacy expert, and as

 2   someone who will work carefully in this area to protect

 3   consumer's privacy and do it in a way that is manageable and

 4   implementable that we were immediately welcomed into the

 5   global privacy assembly for privacy regulators all around

 6   the world into assemblies for Asian Privacy Regulators, for

 7   Latin American Privacy Regulators in the Americas and many

 8   more, as well as working with federal agencies, including

 9   just last week, finding a memorandum of understanding with

10   the Federal Communications Commission, following a

11   memorandum of understanding signed with the French

12   Authority, the CNIL, over the summer.

13             For a brand new agency, this is an extraordinary

14   accomplishment, and it's an extraordinary boon for the

15   people of California because we can draw on each other's

16   expertise, they can draw on our expertise, and we can learn

17   from them.  And I call it out because it would -- you know,

18   it's not necessarily predictable when you're starting from

19   no agency at all, that at this point in time we would be in

20   that position.  That's just one thing.

21             Others have talked about your technical expertise

22   and your privacy expertise, and I hope that we will have the

23   opportunity to set you properly in the future.  But I wanted

24   to mention that aspect in particular because it is something

25   that I'm especially proud of and I find to be especially
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 1   important.

 2             As everyone has already mentioned, Mr. Soltani

 3   Ashkan, you know, you leave it all on the field, and we are

 4   incredibly grateful for that.  And we knew going in that you

 5   were building this thing from the startup, and that it would

 6   too soon be time for the agency to move to hands -- other

 7   hands when it was ready when it's not in a startup mode.

 8             And you've gotten us here, and we're incredibly

 9   grateful.  I'm personally incredibly grateful.  I want to

10   know if we're ever going to find Shackleton.  He's got our

11   printer.  And -- but maybe in the time before you go, he'll

12   turn up.  Thank you.

13            MR. SOLTANI:  Board and Chair, thank you so much

14   for those really kind words.  You know, I could not have

15   done this without your support.  You all were here well

16   before me, and I really appreciate, and I'm honored to have

17   had your support.  And, importantly, I do feel like we have

18   an incredible staff.  And so what gives me confidence and

19   assurance in terms of our future is that we have -- you

20   know, that's -- and honestly one of the hardest parts of

21   stepping down is parting with that staff.  But I do expect

22   to be in the space and active.  So you may, you know,

23   depending on the rules, hear from me whether you like it or

24   not.

25             But I do expect to be active, and I do expect and
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 1   I fully trust our staff in helping guide the agency, the

 2   Board, and the -- whoever you all choose as a successor into

 3   kind of the model for our future.  So thank you all and

 4   thank you for those kind words.

 5            MS. URBAN:  Thank you, Mr. Soltani.

 6             Ms. Garcia, shall we talk about practicality?

 7            MS. GARCIA:  Yes.  Thank you.  And how do I even

 8   follow that?  I will just also express my thanks and

 9   gratitude to Executive Director Soltani.  I wouldn't be here

10   if it wasn't for him.  And, yeah, his dedication and

11   commitment to this agency is amazing.  And I appreciate and

12   have respect for you.  And you're not leaving soon, so I

13   have more time with you to get as much knowledge transfer as

14   possible.

15             Now, with that, I will dive right into process.

16   So, again, my name is Tiffany Garcia.  I'm the chief deputy

17   executive director here at the agency to unfortunately

18   present our next steps for the recruitment of an executive

19   director.  The recruitment process begins with the duty

20   statement, typically, and there's a memo before you --

21   excuse me -- with materials for that.  If you can --

22   perfect.  Thank you.  Given.  With the duty statement, which

23   clearly and -- or accurately describes the functions and

24   responsibilities for position as determined by the Board,

25   but as always, staff are here to support you.
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 1             The duty statement will be used to develop

 2   recruitment flyers and advertisements for the position.  In

 3   addition, it can be used -- it will be used to define the

 4   criteria for screening of applicants.  Recruitment for the

 5   executive director position shall be consistent with the

 6   provisions of civil service laws to ensure consistency and

 7   transparency in hiring throughout the agency.

 8             As there is no specific classification

 9   specification for the executive director position, desirable

10   qualifications will be used for the basis of collect -- or

11   competitively evaluating each candidate.  Therefore, it is

12   necessary to develop a set of desirable qualifications to be

13   used for the recruitment of the executive director.

14             And again, in that handout, staff has prepared

15   potential desirable qualifications based on the current duty

16   statement of the executive director.  And I won't read them

17   all to you, but I will highlight some of them.  In terms of

18   desirable qualifications, a candidate with strong commitment

19   to the alignment with -- of our mission, vision, and values.

20             Someone who has progressive experience with

21   executive level leadership, management, and problem solving,

22   administrative experience with government operations and

23   processes, experience establishing, promoting and

24   maintaining cooperative relationships across government,

25   ability to think strategically and creatively, ability to
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 1   promote internal and external teamwork, experience with

 2   public speaking and ability to deliver speeches and

 3   presentations, and a consultative approach to problem

 4   solving and the ability to facilitate coalition building.

 5             So once a duty statement and desirable

 6   qualifications are finalized, the position will be

 7   advertised on the California Department of Human Resources

 8   website.  And then other activities related to the

 9   recruitment could also include advertising the position on

10   professional publication.  And in the past, we've also used

11   recruitment services for various positions across the

12   agency.

13             Following that, there will -- the job posting will

14   close at a -- after a minimum of 10 days.  HR staff will be

15   prepared to review and screen the applications based on the

16   desirable qualifications criteria.  There's the potential

17   for staff to recommend -- again, human resources staff, let

18   me clarify apologies, to recommend the top candidates for

19   interview with the Board in closed session.  HR staff can

20   also help scheduling those interviews.

21             Related to the recruitment, we could also include

22   references to be provided at the time of application.  So

23   those can also be prepared for the Board when they review

24   the materials in closed session.  Conducting the interviews

25   would be of the highest scoring candidates -- they -- with a
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 1   quorum of the full Board in closed session.  After that, the

 2   Board would choose a successful candidate.  And that's the

 3   process.  Happy to answer any questions.

 4            MS. URBAN:  Thank you so much, Ms. Garcia.  I

 5   suggest we start with reviewing the preferred qualifications

 6   list that staff have drawn up and ask if we have comments,

 7   questions on that.  Oh, here, I'll give you -- I'll give you

 8   -- they go onto the next page.  Yeah.

 9            MR. LE:  You have another copy?

10            MS. URBAN:  Yeah.

11            MR. LE:  You have another copy?

12            MS. URBAN:  We seem to be short one copy.  I -- oh,

13   here it is.

14            MR. MACTAGGART:  Oh, I'm sorry.

15            MS. URBAN:  It's okay.  I'm looking on the screen,

16   so you can just take that.

17            MR. LAIRD:  And, Chair Urban, I just wanted to make

18   the point to the audience that for anybody here in person,

19   copies of the memo are available to the public and it will

20   be posted on the agency's website.

21            MS. URBAN:  Wonderful.  Thank you.  And for those

22   who are not here, it's a short memo that expresses what Ms.

23   Garcia just said.  I could read out the desirable

24   qualifications, or no.  I'll just read (inaudible) the duty

25   statement for --
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 1            MS. GARCIA:  The duty statement for reference is

 2   the last two pages.  There's an attachment.

 3            MS. URBAN:  This is the duty statement.  I see.

 4   It's a little confusing because the headline is explaining

 5   what it is.

 6            MS. GARCIA:  Yeah.

 7            MS. URBAN:  All right.  We've got ourselves

 8   together.

 9            MS. GARCIA:  Would you like me to read line by

10   line.

11            MS. URBAN:  Maybe actually just for anyone

12   listening in.

13            MS. GARCIA:  And take feedback for each bullet.

14   And then if there's anything you'd like to add.

15            MS. URBAN:  Maybe just read through and then --

16            MS. GARCIA:  Oh, the entire --

17            MS. URBAN:  Yeah.

18            MS. GARCIA:  -- list?  Okay.  Perfect.  Okay.  So

19   desirable qualifications, again, as prepared by staff,

20   strong commitment to and alignment with the mission, vision,

21   and values underlying the California Privacy Rights Act.

22   Progressive experience with executive level leadership,

23   management, and problem solving, especially past success in

24   working on complex issues.

25             Administrative experience with government
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 1   operations and processes, including legislation,

 2   regulations, budgeting, personnel, and equal employment

 3   opportunity.  Experience establishing, promoting, and

 4   maintaining cooperative working relationships with

 5   representatives of all levels of government, the public, and

 6   special interest groups.

 7             Ability to think strategically and creatively,

 8   work well under pressure, and meet deadlines.  Ability to

 9   promote internal and external teamwork, and cross-functional

10   collaboration and communication in support of an

11   organization's mission and goals.  Experience with public

12   speaking and ability to deliver speeches and presentations

13   on sensitive, technically complex, and controversial subject

14   matters in front of diverse audiences, including the public,

15   and a consultative approach to problem solving and the

16   ability to facilitate coalition building.

17            MS. URBAN:  Thank you, Ms. Garcia.

18             Comments, questions on the desirable

19   qualification?

20             Yes, Mr. Mactaggart.

21            MR. MACTAGGART:  Totally minor, but just because

22   progressive has come to mean something now political,

23   perhaps we could come a different word than that.  Just

24   without any value judgment about it.  Just it might be

25   simpler.
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 1            MS. URBAN:  Thank you, Mr. Mactaggart.  Other.

 2            MR. MACTAGGART:  One more question.

 3            MS. URBAN:  Uh-huh.

 4            MR. MACTAGGART:  So, you know, to the extent that

 5   we were going to get more granular and, you know, you wanted

 6   to say this person needs to, you know, speak Spanish or

 7   something like that, where would that come -- where -- would

 8   we ever put the -- that kind of a granular level, you know,

 9   this person needs to be a CPA or they need to, You know --

10   we're -- where and how would we deal with that?

11            MS. COLSON:  Sure.  So it depends on what you're

12   talking about, but say for example, if they need to be a

13   CPA, that would be a professional qualification.  And so

14   that's something that would need to go into the

15   qualification.

16            MR. MACTAGGART:  And I think my -- where I'm coming

17   from is, one of the things I think that we all ended up

18   appreciating a tremendous amount with Mr. Soltani was he had

19   a real background in technology.  And so not only was he a

20   practitioner in the area of policy, but he actually is a

21   person who can kind of, you know, go toe to toe with the

22   technologist still months is actually not happening.

23             And so I just would love to make sure that while

24   it may not be a -- we may not be able to get that same -- we

25   probably won't be able to get the same kind of level of
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 1   expertise in these different areas, that we could just kind

 2   of a nod -- have a nod towards, hey, great, if the person

 3   also has a technology background.  Again, not -- and I don't

 4   know, maybe it's already in there, but it -- you know, that

 5   to me is just something that would be, I think, super

 6   useful.

 7            MS. URBAN:  Thank you, Mr. Mactaggart.

 8             May I ask -- may I ask another clarifying question

 9   related to that, Ms. Colson?  So these are desirable

10   qualifications.  So as Mr. Mactaggart alluded to, we

11   wouldn't necessarily find a candidate with all of them.  And

12   in deliberation, we might choose a candidate who meets some

13   of them, meets some very strongly, but we wouldn't -- my

14   point is that they are desirable, not required?

15            MS. COLSON:  So the way it would typically work is

16   your desirable qualifications since this is an appointment,

17   hence there's no civil service list of qualifications,

18   that's exactly what you're doing.  So typically what you

19   would do is those would be your scoring criteria and your

20   evaluation criteria.  So when it comes in, you would

21   evaluate whether or not they meet that criteria.  And then

22   your highest scoring candidates would typically move on to

23   interview.

24             It does not mean you can't -- you don't consider

25   everything about the candidate, and you certainly can
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 1   consider everything when you're choosing between the

 2   candidates.  I don't know if you have anything else, Ms.

 3   Garcia.

 4            MS. URBAN:  Okay.  Thank you.

 5             Mr. Mactaggart, what about something like

 6   familiarity with the privacy law and policy landscape and

 7   ideally technical implementation the privacy policy or

 8   something like that?  That's two things, but --

 9            MR. MACTAGGART:  Yeah, And I think, for me -- and

10   again, this might be -- you know, Ashkan might be an A

11   equals 1, so there might not be.  But not even just like the

12   familiarity with the technical implementation, it's like

13   familiarity with the -- with actually, you know, computers.

14            MS. URBAN:  How the data flows and --

15            MR. MACTAGGART:  Yeah.

16            MS. URBAN:  Yeah.

17            MR. MACTAGGART:  Just all that.  He's a expert

18   witness.  He, you know, goes to testify in the stuff he

19   really knows what he's talking about.  And so -- and this,

20   again, it's not just like, oh, how the law should be applied

21   here.  It's actually, well, no behind the webpage here,

22   here's how your -- the two pages are interacting, you know,

23   all the programming stuff of that.

24             So that to me, I just -- again, would like to call

25   that out some way.  I don't want to upset the whole apple
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 1   cart here, but if we could kind of make a reference to that

 2   being a desirable qualification, I think it would be useful.

 3            MS. URBAN:  Yeah.  I certainly don't disagree.  I

 4   think there are other aspects of, for example, the relevant

 5   industries that somebody could bring a lot of expertise on.

 6   It could be beneficial, even if they don't -- you know, they

 7   don't have the same expertise on exactly the technical

 8   aspects of the data flows.

 9             And maybe we would end up with someone who's

10   incredibly strong on some things and we could hire -- they

11   could hire somebody to advise them on some of the other

12   things.  So I'm thinking revising a preferred qualification

13   -- sorry, it's not a preferred -- I apologize.  I'm on the

14   faculty appointments committee at my -- at my law school as

15   well and we have the same terms with different words.

16             To say understanding and knowledge of privacy law

17   and policy relevant industries, and the use and protection

18   of consumer personal information or something, without the

19   or something.  And also, it doesn't need to be word for

20   word.  I didn't -- just trying to capture Mr. Mactaggart's

21   thought here.

22            MR. MACTAGGART:  Sure.  And I think the second last

23   bullet point does talk about technically complex maybe

24   systems, and what this is talking about, giving a

25   presentation, delivering speeches.  And I might just -- you
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 1   could reword that sentence and say, familiarity with

 2   technically complex systems and, you know, familiarity and

 3   knowledge, whatever, and the ability to speak about it as

 4   well.

 5             Something you -- that I just think of that bullet

 6   point.  You could maybe just redraft that just to -- not

 7   just my ability to explain it, my ability to actually

 8   understand it.

 9            MS. URBAN:  And we're not limited to this number of

10   bullet points because that -- so that could be just a

11   separate item to add what --

12            MR. MACTAGGART:  Sure.  I don't -- personally, I

13   don't --

14            MS. URBAN:  Okay.

15            MR. MACTAGGART:  -- I don't feel the need to

16   wordsmith this right now, but I trust you guys to -- if it

17   -- if it were the sense of the Board, I just want to -- this

18   is my point right now.  So it may not be the sense of the

19   Board.  But if it were, I just would like a nod in that

20   direction, understanding that we may not get everything

21   we're looking for, but it just feels like a -- given that we

22   are in an area of technology, it feels like an important

23   thing to actually point out, anyway.

24            MS. URBAN:  Thank you, Ms. Mactaggart.  Ms. Colson

25   and Ms. Garcia, are you comfortable incorporating that?  And
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 1   the Board is comfortable with staff doing that.  Okay.  Mr.

 2   Liebert.

 3            MR. LIEBERT:  Yeah, I'm -- I just wanted to note,

 4   I'm super comfortable kind of giving whatever is the

 5   appropriate delegation to staff to kind of make this all

 6   happen the way we're describing it right now.  So I don't

 7   know what form that should take, but I wanted to pass that

 8   along.

 9            MS. URBAN:  Yes, we'll talk about that when we --

10   soon.  Thank you.

11             All right.  Comments or questions related to the

12   process for evaluating the candidates that Ms. Garcia

13   outlined?

14             Mr. Mactaggart?

15            MR. MACTAGGART:  Yeah, I don't know.  I'm pausing

16   because I don't know if the appropriate time to to bring

17   this up, but I think just speaking just for me I think this

18   is our most important responsibility as a Board, is hiring

19   this person.  And so I personally would like the chance to

20   look at the resumes of the candidates.

21             And I understand that it might be useful to have

22   someone on staff somewhere produce a list of the top

23   criteria.  Probably not the people who are going to be

24   working for this person, but, you know, somewhere in the

25   system.  And then, I don't know, I -- my suggestion would be
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 1   that all of us get a chance to weigh in on that and in a way

 2   that obviously works for Bagley-Keen, and then we get a

 3   chance to then have a second round, or we might interview

 4   the person.

 5            MS. URBAN:  Thank you.  So you are imagining a sort

 6   of a two stage process from the perspective of the five

 7   people here on the Board, that staff would be delegated to

 8   put together the process for recruiting and accepting the

 9   applications and working with the HR at DGS, I would assume,

10   to score the applications according to the desirable

11   qualifications and to give us some feedback at which point

12   the Board would presumably meet in closed session to look at

13   all of the applications and the scoring process, and

14   evaluate our sense of the pool and recommendations for

15   candidates, who would then move to an interview process,

16   which we would do in a subsequent meeting.  Does that -- is

17   that right.

18            MR. MACTAGGART:  Perfect.  Yeah, exactly right.

19            MS. URBAN:  All right.

20            MR. MACTAGGART:  And my only desire, I don't know

21   if it's crazy, would be like we could meet the people,

22   because it's -- so we're in a virtual world now.  It'd be

23   great to be able to go back to world that we could actually

24   meet some candidates eventually.

25            MS. URBAN:  Indeed.  Other comments?  All right.
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 1            MR. LE:  I do have a comment.

 2            MS. URBAN:  Mr. Le, please.

 3            MR. LE:  Yeah, I just want to put to the rest of

 4   the Board, you know, happy and to have a closed session item

 5   if can figure out the scheduling to meet and discuss, you

 6   know, these candidates if -- you know, even outside the

 7   timeline, whatever works best for the applicants and the

 8   hiring pool.

 9             So not a real comment, just saying, you know, if

10   we have to go out of order and do a closed session, I'd be

11   -- I'd be happy to do that, knowing it's a lot on staff to

12   host these.  But I could come in person and everyone else

13   could be remote.

14            MS. URBAN:  Thank you, Mr. Le.  Not a real comment.

15   I'm not -- I -- you've broken my Chair brain, Mr. Le.  I

16   don't know.  Anyway, thank you very much for the input --

17   additional input.  All right.  In that case, my profound

18   thanks to Ms. Garcia and Ms. Colson for helping put together

19   this plan and working through what some of our options are

20   so that we have a very careful transition process, where we

21   sort of get as much more time from Mr. Soltani as we can

22   while we carefully transition to a new executive director,

23   which is an exciting moment in the agency's history as well.

24             And I suggest that we move to the question of

25   process, which Mr. Liebert alluded to a moment ago.  I think
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 1   that one way to move forward would be a motion to move

 2   forward with the hiring plan as set out, but as amended by

 3   our discussion today, and then to delegate to staff the

 4   portions of the hiring plan needed and as recommended by

 5   Executive Deputy -- Chief Deputy Executive Director Garcia

 6   to get the process started and then -- and then follow it as

 7   -- and that was not the actual motion.  I'll say it better.

 8             All right.  Thank you.  Yeah.  Yes, Mr.

 9   Mactaggart.  Actually, just a moment.  I just -- before we

10   move to Mr. Mactaggart's comment, does that -- is that

11   appropriate and is that a -- the delegation to staff for

12   that purpose is appropriate?  Okay.  Thank you.

13             All right.  Mr. Mactaggart.

14            MR. MACTAGGART:  I just -- although would think it

15   would be useful if we could give a little timing-ish kind of

16   update about expected timing and everything.  In terms of --

17   you know, it's -- Thanksgiving's coming up, Christmas is

18   coming up, and sort of what -- what's -- the perfect person

19   might walk through the door tomorrow, but ultimately might

20   not happen.  So kind of what are our expectations about

21   timing and then what's our fallback and do we have any

22   update about Mr. Soltani and his schedule and all the rest

23   of that kind of thing, which I don't -- I don't know how

24   much of that we need to talk about now, but just whatever

25   you think, Madam Chair.
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 1            MS. URBAN:  Thank you.  I don't want to put Mr.

 2   Soltani on the spot.  So what I would suggest is that we

 3   focus on the really important observation, Mr. Mactaggart,

 4   made about the holidays and, you know, that we need a

 5   process that makes sense and a process that is efficient and

 6   just want -- and then ask Ms. Garcia if we could sort of

 7   check in on that.

 8            MS. GARCIA:  Yes, absolutely.  Would you -- would

 9   you like a rough timeline now.

10            MS. URBAN:  Sure.

11            MS. GARCIA:  Okay.  Thank you.  So after a motion,

12   potentially, what you had alluded to today staff --

13            MS. URBAN:  It wasn't a real motion.

14            MS. GARCIA:  I know.  That's -- like, if this

15   happens, staff are prepared next week to work with the

16   Department of General Services on their recruitment, which

17   would include a duty statement, the modified amended,

18   desirable qualifications, and then all the other legal

19   requirements for posting, that could be advertised, perfect

20   world, by the end of next week, for a minimum of 10 days, or

21   if we wanted to provide some more time for staff again, then

22   given the Thanksgiving holiday, we could close that

23   application period the first week of December or roughly the

24   9th.  And then that would give between the 9th and the 16th

25   for human resources staff, not CPPA staff, to review the
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 1   candidates and score and present that information to the

 2   Board by the next board meeting.

 3            MS. URBAN:  And would we be possible to leave the

 4   application window open if needed?  Past.

 5            MS. GARCIA:  Past.  Absolutely.

 6            MS. URBAN:  Okay.  And so that would anticipate

 7   that that first discussion that Mr. Mactaggart outlined

 8   would happen sort of mid to late December, and then we would

 9   go from there?

10            MS. GARCIA:  Correct.  Roughly in December 19th.

11   So before at least the Christmas holiday.

12            MS. URBAN:  Thank you very much.

13             Mr. Mactaggart.

14            MR. MACTAGGART:  And what's the law?  I mean,

15   we're, you know, obviously a pretty high profile agency, so

16   I'm sure everybody in the privacy world will hear about

17   this.  But what's the law on, I don't know, advertising or

18   -- I mean, we put it on the Cal statement, you know, the Cal

19   government website, but it's not necessarily something that

20   everybody who's a privacy lawyer out there is checking every

21   day.  And so that and then how does that work?  And so --

22   and then just the Chair's point, so that means you can keep

23   it open if we don't get enough interest?

24            MS. URBAN:  And just to follow on Mr. Mactaggart,

25   again, can we call people and offer them the posting?  Can
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 1   we post it on social media?

 2            MS. GARCIA:  Absolutely.  That would -- that could

 3   all be part of our recruitment.  And we've done that across

 4   the agency -- the agency in terms of the positions.  We've

 5   also advertised on the Capitol Morning Report, for example,

 6   and also like professional IAPP organizations to get broad

 7   reach.  And then you can obviously share at least the link

 8   to the recruitment with networks.  Absolutely.

 9            MS. URBAN:  Thank you.  All right.  I have one -- I

10   have an additional request, which is that we take advantage

11   of -- we take advantage of processes that CalHR and/or DGS

12   can provide to us to cast a net that will be open to and

13   welcoming of people underrepresented in the industry and

14   underrepresented in state government so that we can have as

15   inclusive and full search as possible, and that it is

16   welcoming to candidates who might not otherwise think that

17   they should apply.

18            MS. GARCIA:  Thank you.

19            MS. URBAN:  Okay.  In that case, may I have a

20   motion to approve moving forward with the hiring plan we

21   have discussed for the executive director position, which is

22   based on the materials we have today with amendments flowing

23   from the Board's discussion today, and to delegate to staff

24   portions of the hiring process is recommended by Chief

25   Deputy Executor -- Executive Director Garcia, with the
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 1   hiring decision to be made by the Board.

 2            MR. LIEBERT:  That is perfect.

 3            MS. URBAN:  Thank you, Mr. Liebert.  I have a

 4   motion.  Do I have a second.

 5            MR. LE:  Second.

 6            MS. URBAN:  Thank you.  I have a motion from Mr.

 7   Liebert and a second from Mr. Le.  And with that, I'd like

 8   to ask if there's public comments on this item.

 9            MS. MARZION:  Okay.  This is for Agenda Item number

10   7.  If you'd like to make a comment at this time, please

11   raise your hand using the "raised hand" feature, or by

12   pressing star nine if you're joining us by phone.  This is

13   for Agenda Item number 7.

14             Madam Chair, I'm not seeing any hands at this

15   time.

16            MS. URBAN:  Thank you, Ms. Marzion.

17             In that case, I will ask the Board to vote on

18   whether to approve the motion as stated.  And, Ms. Marzion,

19   would you please perform the roll call vote?

20            MS. MARZION:  Yes.  Board Member Le?

21            MR. LE:  Aye.

22            MS. MARZION:  Board Member Liebert?

23            MR. LIEBERT:  Aye.

24            MS. MARZION:  Board Member Mactaggart?

25            MR. MACTAGGART:  Aye.
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 1            MS. MARZION:  Board Member Worthe?

 2            MR. WORTHE:  Aye.

 3            MS. MARZION:  Chair Urban?

 4            MS. URBAN:  Aye.

 5            MS. MARZION:  I have -- Madam Chair, you have five

 6   yeses and zero nos.

 7            MS. URBAN:  Thank you very much, Ms. Marzion.

 8   Thank you to the staff for putting this together, the Board

 9   for the careful discussion and approach that you'll be

10   taking to hiring a new executive director.  And most of all,

11   thank you, Mr. Soltani, for your exemplary service to the

12   agency and to the state of California and to privacy for

13   everyone.  Thanks again.

14             And we will now move to Agenda Item number 8,

15   regulation proposals and priorities discussion.  As a

16   reminder for everyone, this is on our regularly scheduled

17   agenda twice a year.  It's an opportunity to staff -- for

18   staff to let us know what priorities for regulations are

19   coming up over time, and for the Board to propose topics for

20   prioritizing in regulations.

21             We lasted this in May, I believe, and this is our

22   regularly scheduled discussion.  It will be presented by Mr.

23   Laird, our general counsel, and Lisa Kim, senior privacy

24   counsel and advisor for the CPPA.

25             Ms. Kim, please go ahead.
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 1            MS. KIM:  Good afternoon.  I'm Lisa Kim, senior

 2   privacy counsel and advisor here at the agency.  I'm a

 3   little surprised we got to this.  So I personally, I want to

 4   congratulate the Board for their efficiency today.  So as

 5   mentioned, Item 8 is our biannual update on the rulemaking

 6   efforts and items proposed by individual board members as

 7   well as those of the public.

 8             As Chair Urban mentioned, this was something that

 9   we covered during May meeting.  And during that May meeting,

10   we provided the Board with the attached chart in your

11   meeting materials.  Given the agency's workload at the time,

12   the Board decided to wait until the next biannual

13   regulations discussion to begin assigning priority to the

14   concepts -- to the concepts that were introduced.

15             So the chart and the updated rulemaking topics

16   document in your materials represents ideas that have been

17   raised by individual board members, lawmakers, and the

18   public on various occasions.  If the Board recalls, these

19   were generally items in the chart last year, and they were

20   identified as requiring more time and resources.

21             At that time, the Board had not expressly

22   determined which topics staff should dedicate resources to

23   analyze and/or pursue when it has the capacity to begin new

24   projects.  And, certainly, we can add or delete items off

25   the list.  Some were introduced by former board members.  So
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 1   to the extent that the Board is not interested in pursuing

 2   the many longer, we can certainly remove them from the list.

 3             Now I just wanted to take a moment, if the Board

 4   would like us to move forward with any of these items, we do

 5   ask that the Board come to a consensus and provide us some

 6   specific direction, even if that direction is to go out and

 7   do some preliminary research and then come back and present

 8   ideas.  But it would be very helpful for us as staff to have

 9   consensus and clear direction from the Board.

10             We could note and recommend a few possible action

11   items.  First, you know, one of the items that staff has

12   internally identified would be for the topic of authorized

13   agents.  Over the years, we have received several comments

14   or topics that relate to this topic, and it would also align

15   with our rulemaking mandate under DROP.

16             Another possible item that has been raised by

17   members of the Board are regulations related to employment

18   since the CCPA does apply to employees or employees that are

19   considered consumers.  And a third possible item that we'd

20   like -- that we have identified is potentially some

21   rulemaking related to financial incentives or specifically

22   loyalty programs.

23             So those are three topics we wanted to put out for

24   the Board to consider, but also anything related to topics

25   identified or in addition, anything you'd like to speak to,
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 1   this would be a great time to do it.

 2            MR. LAIRD:  Thank you, Ms. Kim.  And I'm just going

 3   to jump in to say as well, I think staff's feeling is many

 4   of the things that you've seen on this list and the items

 5   that Ms. Kim just mentioned are things that will take a

 6   little bit of time for staff to really kind of sink their

 7   teeth into, do some preliminary research, and come back with

 8   some initial recommendations.

 9             So the point being, we're not necessarily thinking

10   these are anything we could execute immediately, but the

11   next step would potentially be for staff to come back after

12   having done sort of that additional leg work to kind of come

13   back with a full fledged proposal for these topics.  So,

14   again, we largely do defer to the Board here and are eager

15   to hear what the thoughts are from the members, but are

16   willing to start work on any number of these topics.

17            MS. URBAN:  Thank you very much, Ms. Kim and Mr.

18   Laird.  I think in return I would at least ask if you have a

19   sense of, if we start loading you up when we have gone

20   beyond your resources, because I have some ideas, and I, you

21   know, I realize that we have the DROP system to come, you

22   know, we have a lot of things that are to come that are

23   required by our statute or other statutes.  And so I want to

24   be sure that we're proceeding in a reasonable manner.

25             With that said, understood, heard loud and clear
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 1   that the policy priorities need to come from the Board.  So

 2   we appreciate that.  And we -- and we will work on that.

 3   I'll start us off.  I think the three that you identified,

 4   Ms. Kim, are very good candidates for the reasons that you

 5   mentioned, but the agents for opt-outs, we have heard quite

 6   a bit about that.  And there does seem to be some desire and

 7   need for some implementation that would help everyone know

 8   how to proceed.

 9             With regard to the regulations relating to

10   employment, I hope I'm not speaking **on term, I think Mr.

11   Mactaggart has mentioned that before as well it does seem to

12   be something that, again, we are hearing a lot from labor,

13   we're hearing from employers, and that seems -- that seems

14   important.

15             Similarly, with financial incentives and loyalty

16   programs, that's an area in the statute we haven't worked

17   with in terms of making sure people have the information

18   they need to implement it.  So those are -- those all seem

19   very helpful to me.

20             It also seems like quite a lot if it were all on

21   your plate.  And let me just say one more thing, which is

22   you've heard part of this from me before.  I know it's a

23   fairly big lift and it's something that we will do when we

24   have the resources, but I do think it would be incredibly

25   valuable to both the regulated community and to consumers
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 1   for us to produce model notices and disclosures.

 2             And today we heard a comment asking for model risk

 3   assessments.  I think that that is a value that we could

 4   really add.  I think it's probably not intuitive to many

 5   people that we can't just write those, that we would have to

 6   do them through regulation.

 7             And when there is resource opening, I would like

 8   us to think about doing that because I think it could be so

 9   valuable for businesses who maybe, you know, don't want to

10   write a bespoke one or have somewhat fewer resources, and

11   for consumers because they would be able to know sort of

12   what the model version means at least.

13             So starting us off with one, are there other

14   thoughts, options?

15             Mr. Liebert.

16            MR. LIEBERT:  I just want to echo what you said.

17   I've gotten the impression from today's meeting that you're

18   all plenty busy.  And so I love the points that you made,

19   especially the one that we probably need to kind of give our

20   staff here a little pause as they're trying to accomplish

21   all these other things which need to be accomplished really

22   well in the midst of lots of pressures from a lot of

23   different directions.

24             So I know you're appropriately seeking our

25   guidance about jumping into new things, but I'm certainly

�

0243

 1   aware of the benefits of giving you the space that you need

 2   to get this other stuff up and running.

 3            MS. URBAN:  Thank you, Mr. Liebert.

 4             I have a process question as well in line with

 5   that, which is, if we were to sort of stick with what's on

 6   our plate, but make sure we have the list, we could revisit

 7   this in May and sort of --

 8            MR. LAIRD:  Absolutely.

 9            MS. URBAN:  Okay.

10            MR. LAIRD:  We can -- we can -- we'll be happy to

11   revisit this at any time.

12            MS. URBAN:  Okay.  And then the second thing, which

13   probably goes without saying, is that I'm sure staff will

14   inform us if there's an emergency, which would usually be,

15   we have, you know, legislation that requires us to do a

16   regulation right away or it could be though that something

17   is happening in the world and the regulation really needs to

18   be done right then.  Thank you.

19             Mr. Le.

20            MR. LE:  Yeah, I'll echo the other board members.

21   And, you know, I don't think any of this needs to be

22   addressed until we get these rulemaking packages well

23   underway that we voted out today.  Now, I -- you know, just

24   for May or consideration like six months from now or

25   whenever there is capacity, yeah, I'll double click on the
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 1   employee data, you know, figuring out like what needs

 2   clarification there from the regulated community and

 3   employers and employees.

 4             And also I'm just maybe curious about like, where

 5   insurance is at, right?  I think we talked about where the

 6   gap filler between insurance, but I don't know if there's

 7   been progress on those model insurance regulations.  So I'll

 8   add that to the list.  I know there's other folks who are

 9   interested in that.  So just a status update potentially.

10            MS. URBAN:  Thank you, Mr. Le.

11             Mr. Laird?

12            MR. LAIRD:  If I may, I'll just respond to Mr. Le

13   about his second suggestion.  It's something staff is

14   continuing to monitor actively and in fact, we have a

15   meeting scheduled next week with the Department of Insurance

16   due to some updates in the model code, so we'll be looking

17   forward to updating the Board on those.

18            MR. LE:  Yeah.  Thank you.

19            MS. KIM:  Thank you, Mr. Laird.

20             Mr. Mactaggart?

21            MR. MACTAGGART:  Thanks.  So I agree with the

22   Chair, but let me just actually ask you -- oh, sorry.  I

23   agree with the Chair, but let me just ask you, Ms. Kim, if

24   you were to go through or you and your team to go through

25   this list, where do you -- were those three that you gave
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 1   us, the authorized agents, the employee regs, and loyalty,

 2   are those where you think in a perfect world you'd spend

 3   your time first?

 4            MS. KIM:  I think there is room there for us to

 5   explore those areas, especially given the comment and the

 6   feedback that we've received.  But it's also somewhat in

 7   line with trying to think how we can harmonize what is

 8   already on our plate, particularly, with regard to DROP.

 9   But that said, I would have to agree with Chairperson Urban,

10   that all three would be quite a lot of work.  We can explore

11   perhaps where we could see some synergy and best utilize our

12   resources and be efficient in, you know, addressing one or

13   two of the topics.

14            MR. MACTAGGART:  And for you when you guys talk

15   about it, and I'll -- by the way, I love the notion of the

16   model disclosures and the model recruits.  I think it's

17   great.  Where would you rank order them in a -- in a world

18   of limited priorities?

19            MS. URBAN:  I know you tried.

20            MS. KIM:  I -- I'm not sure if I could answer that

21   question on my own.  Certainly, there's a whole legal

22   department.  I don't think we've necessarily done a survey

23   or anything amongst us.

24            MR. MACTAGGART:  Reason -- the reason I'm asking is

25   because, you know, we all I think here understand that it's
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 1   -- they're busy, but at the same time, we want to give you a

 2   sense of what to -- what to go forward.  And I just rather

 3   than sort of loosey goosey just kind of go, there's four

 4   things on the table right now.  I kind of wouldn't mind just

 5   us as a Board giving you feedback to rank order them.  I

 6   mean, I don't know whether we all want to jump in here, but

 7   at least like to give you a direction.

 8             And if nothing gets done because you're so busy on

 9   this stuff, great.  But, like, at least it tells you that we

10   thought that they should be in this order.  So, I mean, we

11   can tell you.  I guess we could take a poll here, but I

12   would just as soon have -- because you might be like, well,

13   this one actually is only going to take X amount of time, so

14   we might as well knock it off because this other -- the

15   other one's a huge lift.

16            MR. LAIRD:  I actually find this very helpful and I

17   was going to propose if the Board would be comfortable, you

18   know, we've identified now four topics, including the

19   Chair's that are kind of broad strokes, big topics.  And so

20   I think what we could do is actually take that back, do some

21   thinking on these and come back with a proposal on what we

22   might strategize -- prioritize and strategize for starting

23   the work on this -- on these items.

24            MR. MACTAGGART:  That would -- that would -- like

25   at the next meeting?
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 1            MR. LAIRD:  Potentially, if we're going to do a

 2   meeting in December, we could strive to.  That might be a

 3   little bit of a lift, but certainly by the meeting.

 4            MR. MACTAGGART:  If you can prioritize it.  I mean

 5   --

 6            MR. LAIRD:  Yeah.

 7            MR. MACTAGGART:  -- I'm not talking about doing

 8   them obviously.

 9            MR. LAIRD:  Okay.  Fair enough.

10            MR. MACTAGGART:  Yeah, just prioritizing.  Just

11   telling us a list.  I would -- I would --

12            MR. LAIRD:  Prioritize, we absolutely can.

13            MR. MACTAGGART:  Okay.

14            MR. LAIRD:  I -- what I'd love to do though is also

15   maybe make some recommendations along strategies, right?

16   Maybe preliminary comment on one of these or something where

17   we could at least start information gathering early on.  So

18   priority's easy by December, but we -- if we can, we'd love

19   to even provide a little bit more in terms of the strategy.

20            MR. MACTAGGART:  And then I have a sort of -- that

21   was the bigger picture thing, and then I have a couple of

22   small comments as usual.  So one thing, if you wouldn't mind

23   -- I don't know, Mr. Laird or Ms. Kim, at some point, I do

24   like the idea of -- are we allowed to legally have like a

25   bounty kind of system where people report.
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 1             And I remember back in the day, you used to be

 2   able to call for like the air quality if you saw a car, you

 3   know, a smog thing or whatever.  And at least if we get

 4   reported, we can do that.  But could you have a system where

 5   we paid someone something, I don't know, like a bounty kind

 6   of, if they report some violation, some website that's not

 7   displaying the Do Not Sell button?

 8            MR. LAIRD:  Great question.  Under the law is

 9   currently written we could not do that.  However, I believe

10   we're aware of legal models that are out there if there was

11   an interest in pursuing a legislative sort of function like

12   that.

13            MR. MACTAGGART:  So could I just add -- ask that

14   where there is a list somewhere of legislation, I think

15   Maureen's here somewhere or Ms. Mahoney was, but could we

16   add a list?  That's the list of things to be on that list.

17   And then just kind of wordsmithing here, if you don't have

18   right there probably in front of you, but in a regulation

19   here in 7012(e)(3), we're talking about TBs or smart, you

20   know, that they collect your information.

21             And it says that the consumer will encounter the

22   notice before the device begins collecting the personal

23   information.  If you could just, at some point, think about

24   adding before and after because what I find oftentimes is

25   you see the -- you see the notice once and then it
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 1   disappears, and finding it again it's just like it takes you

 2   15 minutes to find it because they've hidden it now.  They

 3   -- they're like, oh, we showed it to you and then your kid

 4   pushes the wrong button, you're in the wrong screen.  You're

 5   like, oh, I can't find it back.  That's in 7012 (e)(3) and

 6   also in 7014 (e)(4).

 7             And then my only -- my last -- I promise I'm about

 8   to end here.  7012(e)(3) and 7014(e)(4)(C) -- (e)(3)(C), I'm

 9   sorry.  And then my only other thing in 7015 we're talking

10   about the opt-out -- the button.  And I just would love it

11   if you guys would also maybe think about just clarity there,

12   because I cannot tell you how many times -- I mean, we're

13   all pretty expert here.  I'm on the site, it's like, push

14   the button.  I'm like, what do I do?  Left or right?

15             Because they're making it difficult and they're

16   doing it on purpose.  And then you have to like, rethink,

17   okay, they're trying to trick me into doing this.  I'm going

18   to do the other, you know.  And it's just super frustrating.

19   And it would be wonderful if it was clear, push this button

20   to opt-out.

21             Some sites are great and they make it super clear,

22   and then some sites are not.  So I know you've got the

23   little sticker here, but even though I saw the check mark in

24   the X, I'd be like, was check sell or is check opt-out?  I

25   don't know.  Or Xs don't sell.  So, thank you.  I'm done.
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 1            MS. URBAN:  Thank you, Mr. Mactagggart.

 2             I'm just going to join a little small complaint

 3   about like the ones that meld it with cookies as well and

 4   you don't have any idea what you've actually opted in or out

 5   of.  It's very frustrating.

 6             All right.  Any further comments?

 7             Mr. Liebert, are you --

 8            MR. LIEBERT:  Yeah, I'm just struggling, cookies,

 9   cookies, cookies.  First of all, who came up with that term?

10   Second of all, if we do surveys, what percentage of people

11   actually really understand the cookie process and how

12   cookies work and how they last and what does it mean and all

13   of those things?  That's a whole new area that obviously is

14   going to require education.

15            MS. URBAN:  Thank you.  All right.  Given that, is

16   it -- would we like to ask Mr. Laird and Ms. Kim to prepare

17   a sense of priorities among the four options that we

18   discussed directly today for our December meeting or close

19   thereafter, and perhaps with a little background information

20   behind them so that the Board can help them prioritize next

21   step.

22             I see nodding heads.  I don't think I need to vote

23   on this, do I?  Okay.  Wonderful.  With that, I would like

24   to request public comment.

25            MS. MARZION:  This is for Agenda Item number 8.  If
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 1   you'd like to make a public comment at this time, please

 2   raise your hand using the "raised hand" feature or by

 3   pressing star nine if you're joining us by phone.  Again,

 4   this is for Agenda Item number 8.

 5             Madam Chair, I'm not seeing any hands raised at

 6   this time.

 7            MS. URBAN:  Thank you, Ms. Marzion.  Thank you to

 8   the Board and thank you very much to Ms. Kim and Mr. Laird

 9   for keeping us on the path.  And we will help you as much as

10   we can.  With that, we will turn to Agenda Item number 9,

11   which is our agenda item for future agenda items.

12             As a reminder, under this agenda item, board

13   members and the public can propose items for future -- for

14   discussion -- agendized discussion at future board meetings.

15   The Board cannot discuss or deliberate those items directly,

16   but we can discuss putting them on a future agenda.  We do

17   have a regularized schedule we've been working to.  There

18   were some other items usually for November, which we will

19   probably pick up in December.  I'm not sure whether we have

20   announced the December board meeting.

21             Is it all right if I do that?  I assume it is, of

22   course.  We will be meeting on December 19th in Sacramento

23   in the location where we had one of our hearings or our

24   public comment sessions, preliminary rulemaking for the

25   ADMT, cybersecurity regulations, and risk assessment draft
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 1   regulations.  The information will all be available soon,

 2   and we will also hold that in a hybrid format as well.

 3             It is on a Thursday, just to give everybody a

 4   heads up, instead of on a Friday.  And we will be working to

 5   address some of the regularized agenda items that would

 6   normally be on the November calendar that were displaced by

 7   the October meeting being rescheduled.  We also have a few

 8   things that are under development and the Hopper that

 9   haven't come back yet.  Question of adequacy from the

10   perspective of the EU.

11             We had discussed maybe some EC experts present to

12   us, collaboration with legislature and other agencies.  That

13   is on the timeline that's going to make the most sense, but

14   it's on our list.  Growth and hiring.  Of course, below the

15   Board will be working to hire an executive director.  But we

16   also have on the agenda perhaps discussion of contract for

17   services, which can't be provided by employees and so forth.

18             We, of course, have formal rulemaking going into

19   effect for the large package that we talked about under

20   Agenda Item number 3 today.  And those will come back for

21   full Board consideration a couple of times at least.  And

22   then as Mr. Laird -- or sorry, Mr. Le asked about the

23   insurance regulations may come back for discussion as things

24   develop there.

25             This adds to my -- a running list from previous
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 1   meetings as well, which is the public awareness budget

 2   details and breakdown as that continues.  And we do have a

 3   request maybe for metrics on success.  More public

 4   awareness.  We always want more.  We're rapacious.  We want

 5   more and more cookies and so forth, would be -- that was

 6   actually already on my list, Mr. Liebert.

 7             So -- and we've covered a few things already.  We

 8   will return just to close up the rulemaking process

 9   subcommittee that Ms. De La Torre finished out right before

10   she left.  And the Board handbook is still outstanding.  In

11   December, we will also talk about the regularized calendar

12   for the upcoming year and the schedule for board meetings.

13             With that, do board members have additional agenda

14   items to consider?

15             No?  Thank you very much.  In that case are there

16   additional agenda items from the public?

17            MS. MARZION:  Okay.  This is for Agenda Item number

18   9, future agenda items.  If you'd like to comment at this

19   time, please raise your hand using the "raised hand"

20   feature, or by pressing star nine if you're joining us by

21   phone.

22             Madam Chair, I'm not seeing any hands raised at

23   this time.

24            MS. URBAN:  Thank you, Ms. Marzion.  Thank you to

25   the Board.  With that, we have finished our agenda proper,
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 1   and we will move to Agenda Item 11, which is adjournment.

 2   Our final agenda item for today.  I'd like to thank board

 3   members for their time, attention, and care today, staff for

 4   their expertise and their hard work on behalf of the agency

 5   and supporting the Board's work and making it possible for

 6   us to do our part of the work for the public.

 7             Mr. Soltani, most especially for getting us where

 8   we are today.  And to everyone for their contributions to

 9   the meeting.  I'd like to thank our technical support.  I

10   can see in the window in the back.  Thank you so much for

11   keeping us going all day on this long meeting, and Ms.

12   Marzion for her expert moderation.  Everyone who has

13   contributed, thank you very much.  May I have a motion to

14   adjourn the meeting?

15            MS. MARZION:  Yes, the motion is to adjourn.

16            MS. URBAN:  I need to actually have it first.

17            MS. MARZION:  Oh, sorry.

18            MS. URBAN:  Thank you.  It's Friday afternoon and

19   there is traffic.  Yes.  Thank you.  I have a motion to

20   adjourn the meeting from Mr. Le and a second from Mr.

21   Worthe.

22             Ms. Marzion, could you please conduct the roll

23   call vote?

24            MS. MARZION:  Yes, absolutely.  The motion is to

25   adjourn.  Board Member Le?
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 1            MR. LE:  Yes.

 2            MS. MARZION:  Board Member Liebert?

 3            MR. LIEBERT:  Before I say aye, I just want to just

 4   let everybody know that all of these great staff are driving

 5   back to Sacramento on a Friday, a three-day weekend.  And,

 6   boy, it's going to be tough.  So thank you all very much for

 7   coming here.

 8             Aye for adjourn.

 9            MS. MARZION:  Thank you.  Board member Mactaggart?

10            MR. MACTAGGART:  I'm optimistic.  So I'll say it's

11   going to be a good ride back for you guys.  I vote yes.

12            MS. URBAN:  Board member Worthe.

13            MR. WORTHE:  You'll still get home before I will.

14   Aye.

15            MS. MARZION:  Chair Urban?

16            MS. URBAN:  Aye.

17            MS. MARZION:  Madam Chair, you have five yeses?

18            MS. URBAN:  The motion passes with a vote of 5 to

19   0.  And with that, the -- this meeting of the California

20   Privacy Protection Agency Board stands --

21                    (Meeting Adjourned)

22
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