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Talk Overview

• What is friction?

• How friction manifests in California privacy rights requests

• How do consumers think about privacy policies & cookies

• Key takeaways from the academic research

• Discussion/questions



Defining Friction

• Cognitive friction: “The 
resistance encountered by a 
human intellect when it 
engages with a complex 
system of rules that change as 
the problem changes.” – Alan 
Cooper, The Inmates Are 
Running The Asylum
(1999/2004)

• Design obstacles that interfere 
with accomplishing a goal/task

High 
friction: 
paging 
through a 
list of 100+ 
countries

Low 
friction: 1-
Click 
checkout



Friction is not always a negative

Source: https://www.instagram.com/p/DS5TFPGEpz2/

Friction for good:
• Prevents harms 

from too little 
friction

• Forces users to 
think rather than 
simply act



How CCPA Prescribes Design

• CCR Title 11 § 7004 (Rights requests and consumer 
consent): 
• Easy to understand

• Symmetry in choice

• Avoid confusing language & design

• Avoid choice architecture that impairs or interferes with choice

• Avoid friction (easy to execute)

• Methods that do not comply with the above may be dark 
patterns



Limits on requests to opt out of 
sale/sharing

• CCR Title 11 § 7026:
• Cookie banners are not a sufficient opt-out: (a)(4) A notification or tool 

regarding cookies, such as a cookie banner or cookie controls, is not by 
itself an acceptable method for submitting requests to opt-out of 
sale/sharing because cookies concern the collection of personal 
information and not the sale or sharing of personal information. An 
acceptable method for submitting requests to opt-out of sale/sharing must 
address the sale and sharing of personal information.

• No account creation required (c)
• Opt-outs of sale/sharing cannot require verification (d)



US Privacy Habits & Knowledge

Source: McClain et al. “How Americans View Data Privacy.” Pew Research Center, Oct. 18, 2023



US Attitudes Towards Privacy Policies

Source: McClain et al. “How Americans View Data Privacy.” Pew Research Center, Oct. 18, 2023



Evaluating rights request flows like an 
expert

• We’ll conduct a quick walk-through of four Do Not Sell 
flows:
• Compare two submitting forms using a Do Not Sell link
• Compare two using on cookie toggles

• Who is “The User?” Yes, you, but also:
• Literally any adult in California! Age 18 – 100+
• Not necessarily English speaking or English literate
• Not necessarily educated
• May have little online skills/experience
• YOUR experience is not THE experience



Homepage: 
Electronics Retailer

Homepage: 
Grocery Retailer

Where are the 
CCPA Do Not Sell 
My Personal 
Information links?



Grocery Retailer – Page Footer

Step 1: Locate the Do Not Sell link

1



2 3



Total Steps: 4 from 
homepage footer to 
submission
Single rights request form: 
must use a different path to 
submit Right to Know, 
Delete.
Inconsistent terminology: 
“data access” vs. “right to 
know”
No form title: what request 
was this again? 
Consent Management 
Platform: retailer uses a 
CMP to manage process
Multi-state: handles 
multiple US states
CAPTCHA: not necessary

4



Step 1: Locate the Do Not Sell link

Homepage footer: Electronics retailer

State Privacy Rights Health Data Privacy

Do Not Sell/Share My 

Personal Information

Limit Use of My Sensitive 

Personal Information

Targeted Advertising 

Opt-Out

1



2

• Extremely 
long and 
dense page of 
text

• “Want more 
information” 
link leads to 
the company’s 
privacy policy 
– which isn’t 
typically 
informative; 
why not 
CalPrivacy’s 
website?



3 4



5Total Steps: 5 from 
homepage footer to 
submission
Sale/sharing rights only: 
must use a different path to 
submit other requests
Was this process 
necessary?: page notes that 
this process was cookie 
based . . . So the form fill-
outs weren’t necessary for a 
non-registered user?



Do Not Share/Sell Targeted Advertising Opt-out



A Tale of Two Cookie Banners

Banner 1: 
- Cookies only  (does not 

address Do Not Sell)
- Does not allow you to 

reject
- Must use the DNS link at 

bottom of page to opt-out

Banner 2:
- Cookies + Do Not Sell
- Allows the user to reject all cookies
- Does include a DNS link, but the user may think that “Reject All” provides the same benefit



Banner 1 Banner 2







Research findings

We audited a 
stratified sample 
of 250/522 
registered data 
brokers in 2025:

• 64% of sample 
had at least 1 
feature 
increasing 
friction

Anna-Maria Gueorguieva, Jennifer King, Apoorva Panidapu, and Daniel E. Ho. 2026. Privacy Without Remedy: An Assessment of Data Broker Compliance with California Privacy Law. 

Proceedings of the 2026 ACM Conference on Fairness, Accountability, and Transparency. Association for Computing Machinery, New York, NY, USA, 7019–7053.



Friction correlated with a lower number of 
requests

Brokers reporting fewer requests had significantly fewer request types available and more 
excessive/confusing information

Brokers reporting higher requests deployed significantly more CAPTCHA tests – weaponizing?

Anna-Maria Gueorguieva, Jennifer King, Apoorva Panidapu, and Daniel E. Ho. 2026. Privacy Without Remedy: An Assessment of Data Broker Compliance with California Privacy Law. 

Proceedings of the 2026 ACM Conference on Fairness, Accountability, and Transparency. Association for Computing Machinery, New York, NY, USA, 7019–7053.



Consistency:
60 Variants of CCPA 
“Do Not Sell” wording 

Source: A Bilingual Longitudinal 
Analysis of Privacy Policies 
Measuring the Impacts of the GDPR 
and the CCPA/CPRA
Henry Hosseini, Christine Utz, Martin 
Degeling, and Thomas Hupperich. 
(PETS 2024).

Source: Tran et al. 2024. Measuring Compliance 
with the California Consumer Privacy Act Over 
Space and Time. CHI '24. 



Dark Pattern Types Found in Opt-Out 
Requests

Source: Tran et al. 2025. Dark Patterns in the Opt-Out 

Process and Compliance with the California Consumer 
Privacy Act (CCPA). CHI ‘25. 

• 292 websites examined 
where opt-outs were 
successfully submitted

• 31.5% had no dark 
patterns

• 43.5% - at least one form of 
obstruction

• 35% - misdirection
• 20% - interface 

interference



Obstructive Dark 
Patterns in Rights 
Request Processes

Source: Tran et al. 2024. Measuring Compliance with the 

California Consumer Privacy Act Over Space and Time. CHI 
'24. ACM, New York, NY, USA, Article 785, 1–19.

Obstruction: Users encounter 
barriers or hurdles that make 
it difficult for them to 
complete a task or access 
information



How do we prevent excessive friction in 
rights requests?
• Standardize the rights request process

• Ideal: CalPrivacy develops a model set of templates for both forms and 
modal opt-outs, uses as ground truth for evaluation

• Provide businesses with standardized language/terms and definitions for 
consumers 

• Require links back to CalPrivacy’s consumer education portal for 
definitions/explanations 

• Provide consumers with examples or tools to exercise their rights
• Provide education for reporting request processes that appear to violate 

the law

• Update regulations to address the most egregious examples
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