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How long would it
take to read privacy
policies at websites
you visit?

2008 study estimated
244 hours/year

A. McDonald & L. Cranor, The Cost of Reading Privacy
- Policies, 1/S: A Journal of Law and Policy for the
Information Society, 2008.
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Nutrition labels

 Get a quick overview of
how nutritious food is

* Check for specific (desired or
objectionable) properties
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 Compare food products
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* Provide data for analysis by
researchers, regulators, journalists
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Will not on their own prevent obesity




Nutrition labels

Get a quick overview of
how nutritious food is

Check for specific (desired or
objectionable) properties

Compare food products

Provide data for analysis by
researchers, regulators, journalists

Will not on their own prevent obesity

Privacy labels

Get a quick overview of
data practices

Check for specific (desired or
objectionable) practices

Compare privacy practices

Provide data for analysis by
researchers, regulators, journalists

Will not on their own protect privacy



Standardized privacy “nutrition labels” make it
easy to find info + compare web privacy policies

Acme

Bell Group

demographic

social security

demographic

social security

information ways we use your information information sharing information ways we use your information information sharing
we collect we collect
provide provide
service and other public service and other public
maintain site  marketing telemarketing profiling companies  forums maintain site  marketing telemarketing  profiling companies  forums
contact contact
information information
cookies cookies

information information
financial financial
information information
health health
information information
prerenes preerenees - m
purchasing purchasing
information information

number & number &
govtiD govtID

your activity on your activity on
this site this site

your location your location

P.G. Kelley, L.J. Cesca, J. Bresee, and L.F. Cranor. Standardizing Privacy
Notices: An Online Study of the Nutrition Label Approach. CHI 2010.
cups.cs.cmu.edu/privacylLabel/
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Making privacy disclosures useful
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Making privacy disclosures useful

* Labels help make sure a
standard set of information is
available in a standard format
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Making privacy disclosures useful

* Automation can make
seamless privacy choices for
users that match their
individual preferences

* Labels help make sure a
standard set of information is
available in a standard format
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Making privacy disclosures useful

Labels help make sure a
standard set of information is
available in a standard format
and in a standard location

Search engines help users
find labels that match their
preferences

Comparison tools highlight
differences between labels
and attributes of interest

Automation can make
seamless privacy choices for
users that match their
individual preferences

Laws are needed to ensure a
safe, fair, and private baseline
for everyone

14



Address user needs
Require minimal user effort

Make users aware of what choices
exist and where to find them

Convey choices and their implications
so users understand them easily

Satisfy users and engender trust

Allow users to change their decision
due to errors or changing their mind

Avoid nudging users towards less
privacy-protective options

Requirements for a usable consent interface

Framework Criterion

Usability Aspect

Evaluation Approach

Interface Timing

Ability & Effort

Awareness

Comprehension

Sentiment

Decision Reversal

Expert Evaluation
Observation

Users’ privacy objectives
Users’ intentions
Interface completeness
Interface accuracy

® ® ® @ | Needs

@ | Nudging Patterns

@ @ | Distraction Task

® @ | Sclf-Report
@® @ | Privacy Task

Ability - make privacy choice

Time taken - make privacy choice
User actions - make privacy choice
Perceived effort - make privacy choice
Estimated effort - make privacy choice

Awareness of choice existence
Ability - find privacy choice

Time taken - find privacy choice
User actions - find privacy choice
Perceived effort - find privacy choice
Estimated effort - find privacy choice

(00000 000 0 Intrruptive

Objective knowledge - focused attention

Objective knowledge - unfocused attention

Perceived effort - comprehension
Estimated effort - comprehension

0 000000 00000 0000 Ondemand

Perceived transparency & control
Subjective knowledge

Levels of comfort & trust
Investment in decision-making

Impact on individual welfare
Unintended societal consequences
Alignment with regulatory objectives
Individual autonomy

Hana Habib and Lorrie Faith Cranor. Evaluating the Usability of Privacy Choice Mechanisms. SOUPS 2022.

15



A usable consent interface should

1. Address user needs
We use cookies to help make this website better. For more

information on cookies and how we use them, please see

lam not fine our Cookies Policy. Otherwise, we'll assume you're OK o
with this. What
should I do? continve. Learn more

16




A usable consent interface should

1.
2.

Address user needs
Require minimal user effort

| can’t see what
choices | am
confirming until | click
on each tab and check
it individually

About Your Privacy

Your Privacy

Strictly Necessary
Cookies

Performance Cookies
Targeting Cookies
Store and/or access
information on a

device

Personalised ads and

Confirm My Choices

Your Privacy

We process your data to deliver content or advertisements and
measure the delivery of such content or advertisements to
extract insights about our website. We share this information
with our partners on the basis of consent and legitimate
interest. You may exercise your right to consent or object to a
legitimate interest, based on a specific purpose below or at a
partner level in the link under each purpose. These choices will
be signaled to our vendors participating in the Transparency
and Consent Framework. More information

17




A usable consent interface s

1. Address user needs
Require minimal user effort

Make users aware of what choices
exist and where to find them

Your privacy choices

H. Habib, S. Pearman, J. Wang, Y. Zou, A. Acquisti, L.f. Cranor, N. Sadeh,
and F. Schaub. 2020. "It's a scavenger hunt": Usability of Websites'
Opt-Out and Data Deletion Choices. CHI 2020.
https://doi.org/10.1145/3313831.3376511

Wh
opt

nould

Your Profile Page

Contact Details
Privacy
Preferences
Alert Preferences

Password

ere are the
-out settings?

Show online status

Your News Feed
Conversations

Alerts

Likes You've Received
Your Content

People You Follow
People You Ignore

Two-Step Verification

Log Out

18




A usable consent interface should

1. Address user needs I 1oB U £ About Your Privacy
2.

Require minimal user effort

. Store and/or access Legitimate Interest Consent
Make users aware of what choices ool SS——— -
exist and Where to f|nd them device and content measurement, audience

insights and product development
E 0 & 2 H Personalised ads and

4.  Convey choices and their implications J§ ~==o e * A e o

SO users understa nd them easily content A_ds Fan be shown to‘you pased on the con.tent you're
measurement, viewing, the app you’re using, your approximate
audience insights and location, or your device type.

What is legitimate interest? How is b s o o

H Use precise A profile can be built about you and your interests to
that d Iffe re nt fro m co nse nt? geolocation data show you personalised ads that are relevant to you.

What does it mean when the toggles
are on the left vs. the right?

Confirm My Choices m

19



A usable consent interface should

1. Address user needs
Require minimal user effort

Make users aware of what choices Often users find privacy settings
exist and where to find them frustrating and question whether
4. Convey choices and their implications they actually do anything

so users understand them easily
5. Satisfy users and engender trust

20



A usable consent interface should

Address user needs
Require minimal user effort

Make users aware of what choices
exist and where to find them

Convey choices and their implications
so users understand them easily

Satisfy users and engender trust

Allow users to change their decision
due to errors or changing their mind

9:41 all = -

= " AccuFrame O

Hi Chlce!

) &)
oo oe (oxG] X

Eyeglass sunglass Contact checkup

Want Personal
Recommendatons?

vo
1mendations h
Start a neiiigll)z —

(o) T

Deals of the Day

 GAO I FA

Charlie Lesebrille

Oversized Black Rounded Black Clear Lens
A © v Qa & % 1]

9 N

Consent and agreement for use of
virtual try-on tool

AccuFrame's VTO Tool is owned and operated by
FaceView, ["Faceview’), a third-party. By using the VTO
Tool, you expressly agree to the Terms and
Conditions and Pri i
AccuFrame.com,
and Class Act
Terms and Condit|
clicking the blue

1 Agreernent
ained in AccuFrame’s
can be viewed by

N, you also expressly agree

in Faceview's Terms of Service, which can be viewed
by clicking the blue hyperlinks above,

By clicking the “| AGREE AND CONSENT" button

ugh your use of VTO Tool will be
d within ane year after the date

| Agree and Consernit

9:41 ol =

Step 1 of 3: Face Scan

scanning your face [ Y

Next

h O v Qa &

... consent to AccuFrame’s and FaceView's collection, capture,
processing, possession and disclosure of any facial image data....

No way to withdraw consent! 21



Address user needs
Require minimal user effort

Make users aware of what choices
exist and where to find them

Convey choices and their implications
so users understand them easily

Satisfy users and engender trust

Allow users to change their decision
due to errors or changing their mind

Avoid nudging users towards less
privacy-protective options

A usable consent interface should

Cookie consent

We use our own and third-party cookies to show
you more relevant content based on your
browsing and navigation history. Please accept or
manage your cookie settings below. Here's

our cookie policy

Cookie settings Accept all cookies

If I click “accept all” I’'m done. | don’t

know what they’ve hidden behind
that "cookie settings” link.

22



Cookie banner interface influences user choices

 Tested 12 variations of
the same cookie banner
with 1,109 crowd [ . N
workers tasked with ' ““" This website uses cookies |

. Why we use cookies: To enhance site performance, personalize your

M experience, and deliver interest-based ads
teStI n g a n eW « Your choices: Some cookies are optional. Click 'Allow all cookies' to accept
ecommerce website l
|
l

all cookies, or edit your cookie preferences below and select "Allow

- Updating preferences: Click on the 'Cookie Preferences’ button on the
bottom right corner of this website

« More information: Please see our Privacy Policy

When shown cookie
option in the banner,
participants less likely to
accept all cookies

Allow selected cookies Allow all cookies

+ | Strictly necessary Performance Functional Targeting Show details

—




But users didn’t understand cookie options

Performance cookies

* Cookies that help measure and
improve website features

* Only 48% of participants selected
correct definition

Functional cookies

* Cookies that help personalize the
website’s services for you

* Only 16% of participants selected
correct definition

In subsequent work we tested alternative
category names and recommend
combining and renaming some cookie
categories

* Functional = Extra functionality

» Performance = Anonymous analytics

 Recommend examining distinction
between strictly necessary and
functional

S. Jiwani, R. Sasheendran, A. Abhyankar, E. Bouma-Sims, and L.

Cranor. Crumbling Cookie Categories: Deconstructing Common
Cookie Categories to Create Categories that People Understand.
Proceedings on Privacy Enhancing Technologies, 2024 (3) 561-

588. DOI https://doi.org/10.56553/popets-2024-0093 24



Close button is confusing

“| expect that selecting the
'x' means | do not accept
all cookies...”

x
This website uses cookies
Why we use cookies: We use cookies to enhance site performance, personalize your experience, and deliver
interest based ads
:?E:;I.Z:ZLTTC ff;j;i?ii::;::lizral Click "Allow all cookies' to accept all cookies, or click "Edit cockie 7, [ I expect fo r] COO ki es to
More information: Please see our privacy policy. .
be collected.... | rather just
exit out and pretend i'm
not being tracked, but |
V24
know | am.
E. Bouma-Sims, Y. Lin , A. Sakura-Lemessy, A. Nisenoff, E. Young, E. Birrell, L.F. Cranor, H. Habib. A US-UK Usability Evaluation 25

of Consent Management Platform Cookie Consent Interface Design on Desktop and Mobile. CHI 2023.



Users less likely to accept all when accept only
necessary button is present

This website uses cookies

Why we use cookies: We use cookies to enhance site performance, personalize your experience, and
deliver interest based ads.

Your choices: Some cookies are optional. Click 'Allow all cookies' to accept all cookies. Click 'Accept only
necessary' to accept only cookies that are essential for the website to function. Click 'Edit cookie
preferences' to customize your cookies.

More information: Please see our privacy policy.

Accept only necessary Accept all cookies

Edit cookie preferences

This website uses cookies

Why we use cookies: We use cookies to enhance site performance, personalize your experience, and deliver
interest based ads.

Your choices: Some cookies are optional. Click 'Allow all cookies' to accept all cookies, or click 'Edit cookie
preferences' to customize your cookies.

More information: Please see our privacy policy.

Edit cookie preferences Accept all cookies

Less likely to
accept all

26



b4 UsersFirst

e A user-centric threat modeling framework for
privacy notice and choice

* Designed to help privacy engineers and
designers systematically assess and refine
notice and choice interfaces

* Goalis to improve usability and complying with
relevant regulations

https://www.usersfirst.io/

Alexandra Xinran Li, Tian Wang, Yu-Ju Yang, Miguel Rivera-Lanas, Debeshi Ghosh, Hana Habib, Lorrie Cranor, and Norman Sadeh.
UsersFirst in Practice: Evaluationg a user-entric threat modeling taxonomy for privacy notice and choice. USEC 2026.

27



UsersFirst Threat taxonomy

N\ [ N\ [ ) )
Discovery & Use Comprehension Appropriate choices Manipulative
[DU.1] Nonexistent or [C.1] Contradictory [AC.1*] Limited choice Elements
difficult to locate or statement(s) [AC.2*] Excessive or [ME.1] Manipulative
access [C.2] Inconsistent redundant choice options statements
[DU.2] Ineffective timing terminology [AC.3*] Difficult to modify [ME..2] Visyally |
[DU.3] Scattered [C.3] Difficult to previous choices manipulative design
presentation understand [ME.3*] Asymmetric
[DU.4] Poor organization, [C.4] Consequences not effort required for
formatting, or adequately explained d|ffererft pr||vacly
tati protection levels
presentation [C.5*] Inadequate . .
[DU.5] Dysfunctional feedback [ME.4%] Nod“']f’”‘lfacy
protective defaults
components [C.6*] Confusing .
buttons/toggles/boxes [ME.5*] Unexpected
choice alteration
O\ O\ J J

28



Threat taxonomy tables

Discovery and Use

Threat Names

Evaluation Process and Questions

[DU.1] Nonexistent or Difficult to Locate or Access

Appropriate Choices

Threat Names

Evaluation Process and Questions

relevant to th

[DU.1.1] Non-existent notice/choice and easy to |
[DU.1.2] Notice/choice difficult to locate
[DU.1.3] Notice/choice difficult to access,
ineffective interaction channel
[DU.2] Ineffective Timing Consider eaq

relevant to th
access/be ex

benefit from

[DU.3] Scattered Presentation Is there a ce
notices (e.g.,
[DU.3.1] Lack of Centralized Management privacy policy
of data pract
[DU.3.2] Decoupled Notice and Choice to these prad

[DU.4] Poor Organization, Formatting, or

taking a glob|
multiple noliq

Presentation
[DU.4.1] Lengthy Text that Lacks Structure or
Effective Navigation Aids choices poor|
distracting pr|
[DU.4.2] Too Much Effort to Access Necessary | or audio elen|
Information (links or layered policy)
[DU.4.3] Poorly Formatted Notices and
Choices
[DU.4.4] Distracting Presentation Elements
[DU.5] Dysfunctional components (links, buttons, | Consider eaqd
switches, etc,) implemented|
as intended.

Comprehension

Threat Names

Evaluation Process and Questions

[AC.1*] Limited Choice

Consider each context and each choice and ask
whether options users are likely to want in that context
are actually available. This includes looking at the
granularity of available options.

[C.1] Contradictory Statement(s) or
Implementation(s)

[C.1.1] Conflicting Statement(s)

[C.1.2] Mismatched Notice Statement and
Choice Implementation

Consider statements made across the §
(global perspective) and determine whej
any contradictions or ambiguities that m
resolved. This could include conflicting

well as mismatches between statementy

[AC.2*] Excessive or Redundant Choice Options

Consider each context and each choice in that context
and ask whether each choice option is actually useful
in that context, or whether some options might be
superfluous or redundant. This includes looking at the
granularity of available options.

notices and related choices presented t

[C.2] Inconsistent Terminology

Consider statements made across the d

(global perspective) and look for possible

[AC.3*] Difficult to Modify Previous Choices

ice in that context
and make sure that the user can easily modify any
selection they have made.

| |

inconsistencies in terminology (e.g., a nt
term and a corresponding choice using a|

[€.3] Difficult to Understand
[C.3.1] Unclear Terms/Statements
[C.3.2] Use of Legal or Technical Jargon

[€.3.3] Use of Complex Language

Consi .
implemented/designed for that context, a|
whether it includes terms or statements |
overly technical, or language that is overl

[C.4] Consequences not adequately explained

Consider each context and each notice/

determine whether it does a good enoug
explaining the implications associated wi
practices it discusses and the choices av|
when it comes to allowing or restricting th

[C.5*] Inadequate Feedback

Consider each context and each choice
context, and ensure that the user is giver]
information to determine whether the opt
recently selected has been recorded and|
currently active (including in situations wi
has not modified the initial default).

[C.6*] Confusing Buttons/Toggles/Checkboxes

For each context and each choice in that|

Manipulative Elements

Threat Names

Evaluation Process and Questions

[ME.1] Manipulative Statements

Consider each context and each notice/choice in that
context, and ask whether it contains manipulative
statements.

[ME.2] Visually Manipulative Design

Consider each context and each notice/choice in that
context, and ask whether it contains manipulative
visual elements.

[ME.3*] Asymmetric Effort Required for Different
Privacy Protection Levels

Consider each context and each choice in that
context, and check whether some options are
artificially more complex to select than others - with
the likely effect of manipulating the user's decisions.

[ME.4*] Non-Privacy Protective Defaults

Consider each context and each choice in that context
and check whether defaults are privacy protective.

[ME.5*] Unexpected Choice Alteration

Consider each context and each choice in that
context, and determine whether selecting some
options might automatically impact other choices
without the user's awareness or consent.

consider each button/toggle/checkbox anaventy tmatt ||

is intuitive and easy to use.

LTI




Cookie consent

We use our own and third-party cookies to show
you more relevant content based on your
browsing and navigation history. Please accept or
manage your cookie settings below. Here's

our cookie policy

Cookie settings Accept all cookies

ME.3 Asymmetric effort required for different privacy protection levels
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About Your Privacy

Your Privacy

Your Privacy

DU.4.2 Too much effort to access
necessary information

Strictly Necessary
Cookies

Performance Cookies
Targeting Cookies
Store and/or access
information on a

device

Personalised ads and

Confirm My Choices

We process your data to deliver content or advertisements and
measure the delivery of such content or advertisements to
extract insights about our website. We share this information
with our partners on the basis of consent and legitimate
interest. You may exercise your right to consent or object to a
legitimate interest, based on a specific purpose below or at a
partner level in the link under each purpose. These choices will
be signaled to our vendors participating in the Transparency
and Consent Framework. More information
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Store and/or access
information on a
device

| (O 00B I AVASE About Your Privacy

Personalised ads and
content, ad and
content
measurement,
audience insights and
product development

Use precise
geolocation data

Confirm My Choices

C.3.2 Use of legal or technical jargon

Personalised ads and content, ad [ )
and content measurement, audience
insights and product development

Select basic ads

Legitimate Interest Consent

Ads can be shown to you basg
viewing, the app you're using,

C.6 Confusing buttons/toggles/checkboxes

location, or your device type.

Create a personalised ads profile

A profile can be built about you

and vour interecte to

show you personalised ads th%

AC.2 Excessive or redundant choice options
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Reducing the burden of user consent

* Considerable cost to reading consent interfaces,
comprehending available options, and making decisions at
large numbers of websites

e Need to reduce user burden

e Standardized interfaces

e Search and comparison tools

* Automated user agents — including browser-based consent
management

. . Carnegie Mellon University
Lorrie Faith Cranor lorrie.cranor.org CyLa e Py 33
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